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Résumé

Introduction générale

Contexte

Avec I’émergence des équipements mobiles, et la prolifération des points d’accés de
réseaux, les utilisateurs en déplacement ont aujourd’hui de plus en plus de possibil-
ités d’accéder aux réseaux et aux informations. A l’avenir, il serait méme possible
de se connecter a tout type de réseaux en utilisant tout type d’appareils, a tout
moment et en tout lieu. Ce nouveau paradigme de réseaux de est appelé réseauz de
quatriéme génération ou les réseaux filaires et sans-fil, terrestres et satellites seront
connectés ensemble pour former un grand réseau universel. Les utilisateurs auront
une mobilité maximale grace aux handovers verticaux entre les différents réseaux,
et une qualité de service optimale grace a la nouvelle architecture et les nouveaux
mécanismes des réseaux.

Les réseaux ad hoc (aussi appelés MANETSs pour “Mobile Ad hoc NETworks”) sont
des réseaux spéciaux qui apparaissent dans ce contexte. FEtant auto-organisé et
autonome, un réseau ad hoc peut étre soit une partie du réseau universel, soit
indépendant et contenant uniquement des nceuds mobiles qui communiquent entre
eux sans aucune infrastructure. Ainsi, les MANETs peuvent étre déployés a la
demande dans des locaux lointains ou des périmeétres physiquement délimités.
Ayant une facilité de déploiement et un faible coiit, les MANETS peuvent étre utilisés
pour plusieurs scénarios. Par exemple, les champs de bataille, conférences, services
d’urgence, etc.

Les MANETS sont initialement développés pour des applications militaires, y com-
pris des activités de sauvetages quand les moyens de communication basés sur une
infrastructure conventionnelle sont détruits par guerre, catastrophe naturelle, etc.
Autrement, ils peuvent aussi étre utilisés dans des zones résidentielles fournissant
une facon de communication supplémentaire pour des utilisateurs mobiles au long
d’une autoroute ou dans un campus universitaire, etc. A noter aussi que les divers
scénarios et applications sont différents sur nombreux aspects, en particulier sur la
dimension du réseau, la capacité des noeuds, ’hostilité d’environnement, 1’exigence
en terme de service et de sécurité, etc.

Le routage ad hoc est trés différent de celui des réseaux traditionnels. Dans les
réseaux traditionnels comme Internet ou réseaux cellulaires, ce sont des routeurs
dédiés qui prennent en charge de sauvegarder et de transférer les données pour les
nceuds terminaux. Tandis que dans les réseaux ad hoc, puis qu’il n’existe pas de
routeur dédié, le routage doit étre effectué par chacun des noeuds dans ces réseaux
pour assurer une disponibilité maximale de service de routage. Ainsi, tout noeud est
a la fois terminal et routeur, et il doit échanger avec d’autres nceuds non seulement
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du trafic d’applications, mais aussi des messages pour le controle de réseau et du
routage. De plus, le changement de topologie, le partitionnement de réseau, le taux
élevé d’erreur de transmission, interférences et collisions, la limite de bande passante
et d’énergie sont des problémes a considérer dans la conception de protocoles de
routage pour les réseaux ad hoc.

Besoins de sécurité du routage ad hoc

La sécurité est un sujet important a traiter, surtout pour les applications de MANET
dites sensibles a la sécurité (par exemple une application du type champ de bataille).
Effectivement, les réseaux ad hoc indépendants sont connus pour leur manque
d’organisation, de planning et de configuration, donc ils sont généralement con-
sidérés difficiles a sécuriser.

Nous avons déja signalé que le routage ad hoc est trés différent de celui des réseaux
traditionnels. Il en est de méme pour sa sécurité. Concrétement, pour sécuriser
le routage dans un réseau traditionnel, il est suffisant de protéger et d’authentifier
les routeurs dédiés (sous I’hypothése que les nceuds expéditeurs et destinataires
sont bienveillants), mais pour assurer la sécurité du routage dans un réseau ad
hoc, chacun des noeuds doit non seulement prendre la responsabilité de ses propres
comportements mais aussi vérifier les comportements des autres nceuds.

Le travail réalisé dans le cadre de cette thése se focalise sur la sécurité du routage
ad hoc. Nous allons dans un premier temps discuter les raisons pour lesquelles les
mécanismes de sécurité congus pour les réseaux traditionnels (filaires et cellulaires)
ne sont pas adaptés aux réseaux ad hoc, et les nouveaux besoins de la sécurité du
routage ad hoc :

Raison 1 : noeuds compromis. Les nceuds dans un MANET sont plus faciles a
compromettre que ceux dans un réseau traditionnel, parce qu’ils sont de nature
mobile et sans-fil donc physiquement plus petits et plus faciles & déplacer et a
attaquer. De plus, parce qu'ils peuvent éventuellement entrer et/ou sortir du
réseau de temps a autre, et que les réseaux ad hoc peuvent étre divisés et/ou
fusionnés, les attaquants auront plus de chances d’attaquer (compromettre)
des noeuds sans étre apercus.

Malheureusement, il y a quelques attaques trés sophistiquées, par exemple les
attaques de type “wormhole” ol des nceuds compromis attaquent en coopérant,
qui ne peuvent étre commises que par des nceuds compromis et sont difficiles
a éviter.

Nouveau besoin : parce que les nceuds compromis ne peuvent pas étre dé-
tectés par simple authentification, ce probléme ne peut pas étre résolu par
I'utilisation de cryptographie. Donc, nous devons considérer spécialement
d’autres solutions pour ce probléme.

Raison 2 : faible capacité, ou nceuds hétérogénes. La capacité souvent lim-
itée des nceuds et 'utilisation de batteries pour I’alimentation des équipements
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sont aussi des faiblesses des réseaux ad hoc. Les nceuds ad hoc peuvent ainsi
avoir une durée de vie limitée. De plus, pour gagner plus de ressources, des
nceuds peuvent aussi étre “gourmands”, par exemple vouloir gagner plus de
bande passante.

Nouveau besoin : puisqu’ils ont été plutdt désignés pour les noeuds physique-
ment plus forts, les mécanismes de sécurité des réseaux traditionnels sont in-
adaptés a I'environnement des réseaux ad hoc. Les MANETSs ont donc besoin
de nouvelles solutions de sécurité qui doivent étre économes en terme de puis-
sance de calcul, de consommation d’énergie et de la charge (“overhead”) du
trafic. En outre, ces nouveaux mécanismes doivent aussi étre équitables au
niveau de I'utilisation de ressources du réseau.

Raison 3 : manque de coopération. Parce que les noeuds dans un réseau ad
hoc ont tendance a étre égoistes a cause du manque de ressource, nous devons
assurer la coopération entre eux. Malheureusement, il est difficile de détecter
des noeuds égoistes : les noeuds peuvent tout simplement étre silencieux et /ou
refuser de transférer les données. Quand de tels noeuds sont nombreux dans le
réseau, la disponibilité du service de routage est atteinte.

Nouveau besoin : normalement, le probléme d’égoisme n’existe pas dans
les réseaux traditionnels ot les nceuds ne dépendent pas des autres mais se re-
posent sur les routeurs dédiés pour assurer la fonctionnalité du routage. Donc,
de nouveaux mécanismes doivent étre désignés pour garantir la coopération des
nceuds dans des réseaux ad hoc.

Raison 4 : manque d’organisation. Le manque d’organisation influence elle aussi
la sécurité des MANETS. Parce qu’un neeud n’a pas forcément de connaissance
sur les autres lors de la montée du réseau, la confiance a-priori peut ne pas
exister. De plus, parce qu’il n’y a pas forcément de serveur central, la dis-
tribution et la gestion (surtout la révocation) de clés peuvent étre difficiles a
réaliser. D’autre part, & cause de la dynamicité du réseau, il n’est pas facile
de gérer I'adhésion des membres du réseau. Tous ces problémes générent de
sérieuses difficultés pour la sécurité du routage ad hoc.

Nouveau besoin : les solutions de sécurité pour les réseaux traditionnels
s’appuient souvent sur des relations de confiance préalablement établies ou des
autorités de confiance a tierces. Elles utilisent les primitives cryptographiques
symétriques et/ou asymétriques pour authentifier les nceuds et sécuriser les
échanges de données. Afin d’utiliser ces moyens cryptographiques dans les
MANETSs, nous devons étudier comment établir des autorités de confiance
et /ou des relations de confiance entre les nceuds sans 'aide d’aucune infras-
tructure.

Raison 5 : mobilité. La mobilité des nceuds rend la topologie des MANETS in-
stable. Il n’est donc pas facile pour un nceud de connaitre correctement son
voisinage et la topologie du réseau. Les attaquants peuvent ainsi forger et
diffuser des fausses informations de topologie pour réaliser leurs attaques. Par
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ce moyen, un protocole de routage ad hoc non-sécurisé peut facilement étre
attaqué. De plus, la mobilité des attaquants peut aussi les rendre plus difficiles
a détecter ou localiser.

Nouveau besoin : il n'y a pas autant de mobilité dans les réseaux filaires.
De plus, dans les réseaux cellulaires ce sont des infrastructures qui gérent la
mobilité. Donc, des protocoles de routage capables de découvrir correctement,

la topologie du réseau méme sous attaques doivent étre congus spécialement
pour les MANETs.

Raison 6 : interface sans-fil (radio). L’interface sans-fil (dans la plus part des
cas l'interface radio) des nceuds pose aussi des problémes dans le routage ad
hoc. A cause de la nature de radio en transmission qui est la diffusion, chaque
paquet émit dans le réseau, que ce soit en unicast ou en diffusion, pourrait étre
recu par tout voisin de son émetteur. De plus, le probléeme des neuds cachés,
ou deux émetteurs qui ne peuvent pas entendre I'un a 'autre envoient & un
méme récepteur en méme temps, peut causer collisions. En outre, le probléeme
de neud exposé, ou les nceuds dans la portée d’un émetteur d’une session
en cours sont interdits d’émettre, peut gaspiller la bande passante du réseau.
D’autres problémes tels que les pertes de paquets, I'atténuation de signal, etc.,
existent aussi dans les réseaux ad hoc a cause de I'interface sans-fil.

Nouveau besoin : parce que les solutions traditionnelles exigent souvent
un échange fiable de messages, elles sont souvent non adaptées aux réseaux ad
hoc. Les MANETS ont besoin de mécanismes tolérant aux fautes et ayant un
faible surcoit.

Dans la présente thése, nous traitons en priorité des problémes de sécurité causés par
les noeuds compromis et I'impact de mécanismes de sécurité sur la performance du
routage ad hoc. Nous prenons aussi des problémes générés par la mobilité, I’égoisme
et la manque d’organisation en considération. Les problémes causés par l'interface
radio sont laissées pour les travaux futurs.

Motivations

Afin d’étudier systématiquement la sécurité du routage ad hoc, nous devons d’abord
avoir une vue globale sur ses vulnérabilités. Actuellement, il y a déja quelques
travaux existants qui ont classifié les attaques des réseaux ad hoc, et beaucoup
d’autres travaux ont étudié les attaques contre certain(s) protocole(s) de routage
spécifique(s). Quant a nous, nous pensons qu’il est nécessaire de trouver une méth-
ode d’analyse systématique capable d’analyser les vulnérabilités du routage ad hoc
basées sur une vue générique des protocoles de routage ad hoc. D’ailleurs, nous
devons aussi déterminer les vulnérabilités que nous allons traiter dans cette disser-
tation.

Et puis, aprés avoir analysé les vulnérabilités, nous devons ensuite étudier les solu-
tions proposées pour la sécurité du routage ad hoc. Ayant constaté que beaucoup de
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protocoles sécurisés et de mécanismes de sécurité pour les protocoles existants ont
été suggérés, nous examinons particulierement les mécanismes de sécurité fréquem-
ment utilisés. Par exemple, le watchdog o les noeuds observent les comportements
de leurs voisins afin d’identifier des attaquants.

Avec le watchdog, théoriquement toutes les opérations de tous les noeuds sont suscep-
tibles d’étre prises en compte dans la détection des attaquants. Il est donc important
de ne pas se tromper dans l'authentification! des attaquants. Or, les protocoles ex-
istants utilisant watchdog ne résolvent pas ce probléme pour une raison simple : il
serait trop cotteux de tout authentifier. Nous voulons résoudre ce probléme dans
cette thése, tout en améliorant la consommation de stockage dans le watchdog.

En outre, certaines études ont montré que, parce que les protocoles de routage réac-
tifs générent moins de trafic de controle et peuvent gérer la mobilité d'une fagon plus
efficace que les protocoles de routage proactifs, ils sont mieux situés pour réaliser
le routage ad hoc. Ainsi, nous commencons par étudier ces protocoles. Nous con-
sidérons que la cryptographie a elle seule n’est pas suffisante pour lutter contre
beaucoup de problémes de sécurité causés notamment par les nceuds compromis.
Par conséquent, nous utilisons un mécanisme supplémentaire, en 'occurrence un
systéme de réputation, pour isoler les nceuds compromis du routage.

Finalement, nous étudions aussi dans le routage proactif des MANETS, parce qu’il
est trés utile pour des scénarios et des applications qui ont besoin d’un court délai
de routage. Le défi ici est de trouver des méthodes qui peuvent limiter la charge du
réseau tout en sécurisant la topologie. Or, nous constatons que certains mécanismes
de sécurité récemment proposés pour les protocoles proactifs peuvent dégrader la
performance du routage ad hoc. Par conséquent, nous voulons alléger certains de
ces protocoles sans pour autant baisser leur niveau de sécurité.

Contributions

Les vulnérabilités des réseaux ad hoc ont d’abord été analysées par une classification
des attaques trouvées dans la littérature. Pour cela, nous avons utilisé le modéle
de “I'arbre d’attaques” qui peut classifier les attaques en fonction de leur(s) objec-
tif(s). Un arbre d’attaques est composé d’un objectif d’attaque commun (la racine
de I’arbre), quelques sous-objectifs d’attaque (les branches de I'arbre) et finalement
des mécanismes d’attaques (les feuilles de I'arbre). Cette méthode d’analyse présente
deux avantages : premiérement, si nous voulons contrer un objectif d’attaque donné,
il suffit de contrer toutes les attaques listées sous le sous-arbre de cet objectif; deux-
iémement, pour connaitre les vulnérabilités d’un protocole de routage, il est suffisant
d’instancier I’arbre par ce protocole.

Ensuite, nous avons proposé un schéma de watchdog sécurisé que 'on 'appelle
SWAN pour “Secured Watchdog for Ad hoc Networks”. Ce mécanisme garantit
I"authentification dans la supervision de watchdog en utilisant un schéma d’authentification
sur la diffusion des messages. De plus, il fournit & watchdog un schéma efficace de

'Tci, 'authentification est utilisée pour associer les comportements & leurs auteurs origines.
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gestion de stockage sans pour autant diminuer l'efficacité de détection de mau-
vais comportements du dernier. Dans SWAN, chacun des noeuds doit posséder une
adresse temporaire basée sur une chaine de hachage. Ceci permet d’une maniére
trés simple et peu coiiteuse de garantir 'authentification des messages de controle
et de données auprés des nceuds observant. Le cotiit du SWAN au niveau de stockage
et de calcul a aussi été étudié.

Par la suite, un protocole de routage sécurisé intégrant un modéle de confiance a
été proposé et nommé TRP pour “Trust-based Routing Protocol”. Ce protocole
est basé sur DSR [JMHO04| (pour “Dynamic Source Routing protocol”) qui est un
protocole de routage réactif. Le but principal de TRP est d’exclure les noeuds
malicieux du processus de routage. De plus, la particularité de TRP, par rapport
aux autres protocoles similaires comme CORE [MM02| et CONFIDANT [BB02b|
qui utilisent eux aussi un modéle de confiance, est qu’il permet d’échanger des valeurs
de confiance dans des messages de controle de routage tout en évitant les attaques
de type blackmail®. Cette particularité peut contribuer a réduire la charge du réseau
causée par les échanges de valeurs de confiance. De plus, le cotit de la sécurisation
d’échange de confiance est diminué parce qu’il est désormais possible de protéger a
la fois les messages de controle de routage et les échanges de confiance.

Par rapport aux protocoles de routage réactifs, les protocoles proactifs semblent
plus difficiles a sécuriser car leur quantité d’informations a sécuriser est plus impor-
tante. Cependant, ils ont un principal atout qui est que les nceuds connaissent en
permanence la topologie du réseau entier grace a I’échange permanent de messages
de controle entre les nceuds. Nous avons choisi de sécuriser le protocole proactif
OLSR (pour “Optimized Link State Routing protocole”) [CJ03|. OLSR contient une
amélioration importante par rapport aux protocoles de type état de lien tradition-
nels qui est I'utilisation de MPR (pour “MultiPoint Relay”) (voir page xii pour plus
de détails). Nous développons dans cette thése deux mécanismes a faible coiit, re-
spectivement HPLS pour “Hash Proved Link State” et TCSec pour “Securing TC”,
afin d’empécher les informations de routage forgées d’étre acceptées par les noeuds
bienveillants d’'un réseau utilisant OLSR. [.’idée principale de HPLS et de TCSec est
'utilisation d’informations supplémentaires (redondantes) afin de vérifier la validité
des informations de routage.

Dans le reste de ce résumé, on va d’abord présenter les notations. Ensuite, nous
allons développer un état de I’art analysant des solutions existantes de la sécurisation
du routage ad hoc. Par la suite, nous proposons nos propres solutions dont SWAN,
TRP, HPLS et TCSec. Finalement, le résumé termine avec une conclusion qui
propose des considérations pour concevoir un nouveau protocole de routage ad hoc
sécurisé dés le départ, et quelques perspectives dégagées par les travaux de cette
these.

2Les attaques de type “blackmail” consistent & faire baisser les réputations des noeuds bienveil-
lants par I’annonce de mauvaises recommandations contre ces noeuds.
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Notation

Dans cette section, nous listons, dans 'ordre de leur apparition, les notations qui
sont utilisées dans le présent résumé.

Notation Signification

A, B neeuds

S neceud source

D nceud destination

X nceud malicieux ou égoiste

M message/paquet

Mp, partie fixe du message M

My partie variable du message M

a valeur

key clé

Pey () résultat de hachage de a en utilisant la clé key
h(a) résultat de hachage de a sans clé

a, paramétres du modeéle de confiance de TRP
HC élément de hachage utilisé dans HPLS

7 intervalle

Routage dans les réseaux ad hoc

Dans le début des années soixante-dix, les réseaux ad hoc ont été premiérement
inventés et étudiés pour les usages militaires. Depuis, leurs applications ont été
largement étendues. Aujourd’hui, plusieurs standards ont été définis, comme par
exemple 802.11 (aussi appelé Wi-Fi pour “Wireless Fidelity”) au mode sans infras-
tructure, Bluetooth et HiperLAN.

Par ailleurs, beaucoup de protocoles de routage ont aussi été définis par des chercheurs.
Ils peuvent étre classifiés dans trois catégories :

réactif les nceuds échangent les informations de routage seulement quand il y a un
besoin de découverte de route.

proactif les nceuds échangent entre eux des informations de routage en permanence
afin que toutes les routes soient disponibles & tout moment.

hybride un mélange des deux premiers types de protocole.

Dans la suite, nous allons introduire briévement les deux protocoles de routage ad
hoc, respectivement DSR (réactif) et OLSR (proactif), que nous allons sécuriser
dans cette theése.
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DSR (Dynamic Source Routing protocol)

DSR |JMHO04]| est un protocole de routage ad hoc réactif utilisant 1’algorithme
routage par la source. 'Trois principaux types de message de controle de routage
sont définis dans DSR : RREQ pour “Route REQuest”, RREP pour “Route REPIly”,
et RERR pour “Route ERRor”. Pour qu’un nceud source S envoie un paquet a
un nceud destinataire D, S cherche d’abord dans son cache de routes s’il y a une
route disponible pour D. Si oui, S envoie le paquet en utilisant la route trouvée.
Sinon, S diffuse un paquet RREQ pour chercher une route vers D. Chaque nceud
qui recoit pour la premiére fois le RREQ et n’ayant pas de route vers D doit le
rediffuser en rajoutant son identité dans la route de source du paquet. Par contre,
en recevant le RREQ, D ou un autre noeud ayant une route vers D peut renvoyer un
paquet RREP vers S déclarant la route trouvée (en utilisant la route cumulée dans
la route de source du RREQ). Ainsi, S re¢oit une route vers D en recevant chaque
RREP. Ensuite, S peut utiliser les routes ainsi regues pour envoyer son paquet. De
plus, S va aussi sauvegarder ces routes dans son cache de routes. Si une route n’est
plus valide lorsque qu’elle est utilisée pour une transmission de flux de données, un
paquet RERR serait envoyé a S par le nceud en amont du lien cassé, pour que S
change de route ou lance un nouveau processus de recherche de route.

OLSR (Optimized Link State Routing protocol)

OLSR [CJ03] est un protocole de routage ad hoc proactif basé sur 1’algorithme état
de lien. La technique clef de ce protocole est appelée MPR, pour “MultiPoint Relay”.
Un MPR est un neeud choisi par son voisin pour transférer les messages de diffusion
de ce dernier. Ainsi, au lieu que tous les voisins rediffusent les messages de diffusion,
dans OLSR il n’y a que les MPRs qui vont les rediffuser. Cette amélioration peut
largement contribuer a réduire la charge du réseau par rapport aux protocoles de
routage du type état de lien traditionnels. Une deuxiéme amélioration aussi reliée
a MPR est que le nombre de messages déclarant les états de lien est diminué, parce
qu’il n’y a que les nceuds qui ont été choisis comme MPR les envoient. Une troisiéme
amélioration est qu'un nceud MPR déclare seulement les liens avec ses sélecteurs.

Analyse de vulnérabilités du routage ad hoc

Les réseaux ad hoc sont exposés a un grand nombre de vulnérabilités, surtout au
niveau routage. Etudier les vulnérabilités dans la couche réseau des MANETSs peut
nous permettre de reconnaitre toutes les attaques a éviter, afin d’établir un environ-
nement sécurisé qui satisfait les besoins de sécurité de chacune des applications de
MANETs.

Il y en a déja certains travaux existants. Par exemple, le travail dans [HJP02]
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Figure 1: Arbre d’attaques (objectifs)

classifie les attaques dans les réseaux ad hoc en utilisant deux paramétres : le nom-
bre d’attaquants coopérants internes (compromis) et le nombre total d’attaquants
coopérants. Cette classification peut montrer le pouvoir des attaquants en fonction
de leur nombre et de leur état de coopération.

Plus proche de notre modéle, un arbre d’attaques a été présenté dans [MMO04]. Ce
travail distingue d’abord les attaques passives et les attaques actives. FEnsuite, les
attaques actives sont classifiées en fonction de leur niveau d’action par rapport aux
sept couches du modéle I1SO.

Toutefois, nous constatons que les classifications existantes n’adressent pas toutes
les vulnérabilités du routage ad hoc. De plus, leur modélisation n’est pas orientée
suivant, les objectifs de I'attaquant. Donc, nous réalisons une classification plus
compléte basée sur une vue générique des protocoles de routage ad hoc qui inclut
le plus possible de vulnérabilités (& noter que nous ne travaillons que sur le niveau
routage).

Un arbre d’attaque est de ce fait construit comme montré dans la figure ci-dessus.
A noté qu’en raison de manque d’espace et a cause de la complexité de I’arbre, ici
nous ne montrons pas l’arbre complet, mais seulement les branches de I'arbre (des
objectifs d’attaques). Les lecteurs intéressés sont invités a lire le chapitre 2 de la
thése pour connaitre les mécanismes d’attaques sous chaque branche.

Les objectifs principaux des comportements malicieux que nous avons constatés
sont : la révélation d’informations de routage, la révélation de données, 1’égoisme,
la dégradation de performance, la modification de topologie, et la non-exclusion
de nceuds malicieux. Sous la branche “dégradation de performance”, les trois sous-
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objectifs sont les suivants : le rejet de trafic, I'ajout de trafic et 'augmentation de
délai de transmission. Et puis, sous la branche “modification de topologie”, il existe
quatre sous-objectifs : I'exclusion de nceuds bienveillants, I'ajout de nceuds illégaux,
I'invalidation de routes/liens existants, et la création de routes/liens forgés.

Cet arbre peut étre instancié pour un protocole de routage existant ou nouveau, afin
de montrer les vulnérabilités du protocole. Par exemple, la figure dans la page xv
montre 'arbre d’attaques du protocole DSR. En analysant ces arbres, les attaques
importantes a contrer sous chaque objectif peuvent étre mises en lumiére. Ainsi, la
sireté d’un version sécurisée de DSR ou OLSR. De plus, nous montrons aussi dans
ces arbres les attaques considérées ou a ignorer dans cette thése.

Etat de ’art de la sécurité du routage ad hoc

Beaucoup de travaux et d’efforts ont été consentis pendant ces derniéres années
pour la sécurité des réseaux ad hoc. Ces travaux peuvent étre classifiés dans les trois
catégories suivantes : la sécurisation du routage, la gestion des clés et le renforcement
de la coopération.

Gestion de clés

Les solutions traditionnelles de gestion de clés ont di trouver leur adaptation vis-a-
vis des réseaux ad hoc, parfois en utilisant de nouvelles technologies. Par exemple,
afin de pouvoir utiliser PKI (pour “Public Key Infrastructure”) dans MANET, cer-
tains travaux [ZH99, ZSvR02, KZL*01, LL00, Sho00| ont employé la cryptographie
a seuil ; le PGP (pour “Pretty Great Privacy”) a été entiérement distribué pour les
MANETSs par [HBCO01| en utilisant un cache de routes par nceud ; afin de supprimer
totalement la dépendance aux serveurs de certificats (en anglais “Certificate Author-
ity”), la cryptographie basée sur 'identité [BF01] et 'adresse basée sur cryptographie
[MCO02] ont été proposées.

En outre, pour établir une clé symétrique a 1’échelle d’un réseau, une variante de
Diffie-Hellman appelée “hybercube protocol” est décrite dans [AGO00] ; et les grands
réseaux hiérarchisés peuvent adopter la solution proposée dans [BHBRO1|.

Pour avoir des clés symétriques chacune partagée par un ensemble de noeuds, des
techniques comme la pré-distribution de clés [CPS03, Cha04, EG02], le “Resurrect-
ing duckling” [SA99, Sta01] et l'identification démonstrative [BSSW02] sont des
solutions potentielles.

De plus, il y a aussi d’autres techniques sur 1'utilisation de clés comme chaine de
hachage [Lam81|, TESLA et pTESLA [PCSJ01, PCJIS00], et IDHC [Mic04] ; et
finalement l'établissement d’association de sécurité peut aussi étre facilité par le
routage [BEGAO02| ou par la mobilité [CHBO03].
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Sécurisation du routage

Pour sécuriser le routage, les objectifs suivants ont été identifiés : les routes peu-
vent étre trouvées si elles existent (la disponibilité) ; une route en fonction doit
au moins exister (I’exactitude) ; une route en fonction ne contient pas d’attaquant
ou ne contient que des attaquants tolérables (la stireté) ; les mécanismes de sécu-
rité pour le routage ne doivent pas étre trop lourds (I'efficacité de ressources) ; le
routage sera stable en présence éventuel d’attaques non-contrées (la stabilité) ; et
les données doivent étre livrées correctement jusqu’a leurs destinations. Concréte-
ment, ces exigences peuvent étre ramenées a l'authentification et l'identification
des nceuds, l'intégrité et 'authenticité des informations de routage, et l'intégrité,
I'authentification et la confidentialité des données.

Les propositions représentatives des protocoles de routage proactif sécurisés sont par
exemple [PHO3, RACMO04, HJP02|, et celles pour le routage réactif sont par exemple
[PZ03, PHO2, HPJ02, ZA02, SDL*02, CY02, YNKO02|. Tl est généralement considéré
que les protocoles du routage réactifs sont moins lourds en terme d’échange de
messages que leurs homologues proactifs, et donc qu’ils sont plus faciles & sécuriser.

Renforcement de coopération

Concernant le renforcement de la coopération, il existe grosso modo trois sortes de
solutions : les solutions basées sur un systéme de réputation, les solutions basées
sur un modéle de “micro-payement”, et les autres solutions.

Pour la premiére catégorie, CORE [MMO02| et CONFIDANT |BB02b| sont deux
propositions représentatives. Ces deux protocoles utilisent tous un module de type
watchdog. Par ailleurs, CORE est validé par simulation et aussi par une modélisation
en théorie de jeux ; CONFIDANT a deux versions dont la premiére suit le modéle de
PGP en divisant les confiances en quatre niveaux et la deuxiéme suit le modéle de
bayesian en séparant les niveaux de confiance sur les comportements et les niveaux
de confiance sur les recommandations.

Les solutions basées sur le micro payement [ZCY03, BHO1| suivent le principe suiv-
ant : les noeuds qui profitent du réseau (émetteurs et/ou récepteurs) payent les
neeuds “fournisseurs de services” (nceuds intermédiaires). De cette fagon, tout nceud
doit servir les autres pour étre servi lui-méme.

Une autre solution [YMLO2| consiste a utiliser la cryptographie a seuil afin d’exclure
collectivement les noeuds égoistes. De plus, [JAA04| exige qu’un nceud intermédiaire
(lui méme aussi surveillé par ses propres voisins) change de route s’il juge que le nceud
a qui il transfére des données est égoiste.
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Discussion

Les solutions proposées pour la gestion de clés fournissent les primitives cryp-
tographiques et les relations de confiance aux nceuds et aux autres mécanismes
de sécurité du routage ad hoc. Quelques méthodes originales ont été utilisées pour
adopter les solutions existantes aux MANETs. Néanmoins, les chercheurs sont tou-
jours troublés par le probléme ultime d’établir un schéma de clés sans infrastructure
ni confiance a-priori.

Les solutions proposées pour le routage sécurisé sont essentiellement des utilisations
des primitives cryptographiques dans les messages de routage ad hoc. Grace a ces
mécanismes, les nceuds peuvent étre authentifiés, 'intégrité et la confidentialité des
informations peuvent étre assurées, et la plus part des attaques visant a exploiter
les vulnérabilités du routage ad hoc peuvent étre évitées. Toutefois, plusieurs de ces
solutions impliquent un surcoiit excessif de calcule et d’échange de données, qui est
non-souhaitable pour les réseaux ad hoc a faible capacité.

D’autre part, le renforcement de la coopération est aussi capital pour les MANETSs
car les nceuds ad hoc ayant tendance naturellement a étre égoistes a cause de leur
faible capacité. Une des solutions est d’employer un modéle de confiance pour quan-
tifier le niveau de coopération de chacun des nceuds, et une des questions importantes
a se poser est 'utilisation de recommandations qui ne sont pas toujours fiables dans
ces modéles.

Dans la suite, nous traitons d’abord le probléme d’authentification par les mécan-
ismes de type watchdog. Ce probléme est ignoré par les propositions existantes qui
font I'hypothése que les identités des nceuds soivent toujours unique et exact. Nous
proposons une solution pour supprimer cette hypothése et aussi pour diminuer la
consommation de stockage.

Ensuite, nous réfléchissons sur la possibilité d'intégrer un systéme de confiance di-
rectement dans le routage. C’est-a-dire, les messages de confiance sont échangés
durant les échanges d’informations de routage, et les deux types d’échanges sont
sécurisés en méme temps. De cette maniére, nous pouvons éviter dans la plupart de
cas les attaques de type blackmail.

Le dernier probléme que 'on traite dans cette thése est la sécurité dans le protocole

proactif OLSR. Nous proposons deux solutions légéres qui renforcent la sécurité
d’OLSR.

SWAN (Secured Watchdog for Ad hoc Net-
works)

Nous proposons un schéma d’authentification pour le mécanisme watchdog afin de
garantir que les identités des noeuds ad hoc soient unique et exact dans des protocoles
tels que CORE et CONFIDANT. Le processus de watchdog est illustré par la figure 3
ol A peut comparer les paquets 1 et 2 pour rechercher les éventuelles anomalies selon
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Figure 3: Mécanisme de watchdog

lesquelles A peut évaluer sa réputation sur B. Par conséquent, il est nécessaire que
I'identité de B soit unspoofable et unforgeable, et que le besoin de stockage (pour
stocker les paquets & observer) du nceud observant A soit non-excessif.

Le mécanisme SWAN pour "Secured Watchdog for Ad hoc Networks" regroupe les
caractéristiques des deux mécanismes existants : SUCV [MC02] et TESLA [PCSJO1].
Ses principaux avantages sont, premiérement, que l'on peut authentifier un grand
nombre de paquets avec un faible cotit, deuxiémement, il n’est pas nécessaire d’avoir
un serveur. Cependant, notre schéma a un désavantage important : il tolére des
adresses fictives.

Figure 4 illustre un exemple d’utilisation de SWAN. Le temps du réseau est divisé
en plusieurs intervalles. Chaque noeud posséde une chaine de hachage et va utiliser
un élément de la chaine comme clé pour authentifier ses messages envoyés durant
un intervalle. L’élément sera ensuite révélé durant le prochain intervalle, et le nceud
observant peut ainsi vérifier I’authentification de 'émetteur et I'intégrité du paquet.
[’économie de stockage est réalisée par la distinction des parties fixe Mp;, et variable
My, d'un paquet M et I'ajout d’un champ supplémentaire hye,(h(Mpiy)|Myar) au
paquet, o key est la clé utilisée pour I'authentification.

TRP (Trust-based Routing Protocol)

Le protocole de routage basé sur confiance (TRP pour “Trust-based Routing Proto-
col”) | XLBO04| est notre proposition de protocole sécurisé basé sur DSR. Il sécurise
les deux phases du routage : la découverte de topologie et 'acheminement des don-
nées, et détecte les deux sortes de comportements anormaux : actes égoistes et actes
malicieux. La fxigure 5 nous montre les modules de TRP : un watchdog est utilisé
pour alimenter les échanges de réputations qui sont intégrées dans les messages de
routage afin de mieux réaliser les choix de route.

Figure 6 nous explique les trois types de confiance utilisés dans TRP, respectivement
Confiance Directe (CD), Confiance Indirecte (CI) et Confiance sur Route (CR). Un
systéme de réputation alimenté par des “observations sur routes” est adopté pour
aider aux nceuds sources dans leurs choix de routes. Dans TRP, les observations
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Figure 5: Modules de TRP

directes sont toujours prioritaires par rapport aux recommandations qui sont util-
isées seulement en absence d’observation directe. De plus, les recommandations ne
doivent pas étre utilisées directement non plus : elles devraient d’abord passer par
un calcul de “confiance indirecte”. Finalement, les recommandations ne sont jamais
enregistrées pour un temps long, car elles ne sont utilisables que pour le choix de la
route actuelle. Toutes ces mesures y compris la protection de I'intégrité des paquets
nous permettent d’éviter les attaques de type “blackmail”. Afin de choisir une bonne
route, un noeud source prend normalement une route ayant une valeur de CR élevée.
Le protocole suppose qu’il existe entre chaque couple d’émetteur et récepteur au
moins une route qui ne contient pas d’attaquant, et 'objectif du TRP est bien de la
trouver pour acheminer des données. Coté cryptographie, on fait I’hypothése qu'une
clé est pré-partagée entre chaque source et sa destination. Le schéma de routage est
donc similaire & SRP [PH02|. De plus, au fur et & mesure durant la propagation
des RREQ), des valeurs de confiance se cumulent. Finalement ces valeurs vont étre
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Figure 6: Relations de confiance dans le protocole TRP

renvoyées a la source pour l'aider a choisir une route sécurisée. La clé partagée sert
a protéger l'intégrité de toutes les informations transmises dans les RREP. Cette
procédure est expliquée dans figure 7.

Une différence importante entre TRP et CORE ou CONFIDANT est que nos échanges
de valeurs de confiance sont intégrés dans les messages de controle de routage. Cette
mesure permet de réduire la charge du réseau causée par ces échanges, et en plus de
protéger ces échanges en méme temps qu’on protége les messages de routage.

TRP*

TRP* est une amélioration de TRP. TRP n’utilise que les relations de confiance
dans un seul sens sur chaque route, alors que TRP™ utilise les valeurs de confiances
dans les deux sens. Sachant que le sens de vérification rajouté est aussi le sens des
données a acheminer, cette modification fait que TRP™ est plus efficace en repérant
et en excluant les nceuds malicieux ou égoistes sur une route. La particularité de
TRP™ par rapport TRP est illustré dans la figure 8, et nous pouvons trouver la
comparaison de performance entre TRP et TRP™ dans la figure 9.
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Figure 7: Illustration du protocole TRP
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Figure 8: TRP+ par rapport au TRP
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Figure 9: Résultats de simulations de TRP

TRPS (TRP avec SWAN)

Comme SWAN est applicable au watchdog, il est aussi applicable sur TRP. Nous
I’avons donc intégré dans TRP, et avons ainsi créé un nouveau protocole TRPS
pour “TRP avec SWAN”. Nos simulations montrent que TRPS réduit le besoin de
stockage de TRP et est plus sécurisé contre les attaques d’usurpation d’identité.

Résultats de simulation

Les simulations ont été effectuées sous NS-2 en utilisant la librairie d’OpenSSL pour
la cryptographie. L'implémentation de TRP a été réalisée a partir de I'implémentation
de DSR.

Le réseau a une taille de 700m*700m et comprend 25 noeuds dont un nceud malveil-
lant. Le comportement implémenté pour ce dernier est le suivant : il modifie les
données ou les en-tétes quand il les transfére, et, de plus, il n’envoie jamais de
message RERR.

Trois scénarios de mobilité basés sur le modéle “random way-point” ont été testés :

e faible mobilité - temps d’arrét de 100 secondes et vitesse maximale de 2 m/s,

e mobilité moyenne - temps d’arrét de 20 secondes et vitesse maximale de 5 m/s,
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e mobilité forte - temps d’arrét de 5 secondes et vitesse maximale de 20 ms.

L’application considérée est FTP et les flux sont de type CBR. Un scénario de
trafic est généré aléatoirement, les tests étant effectués avec 22 connexions et chaque
connexion ayant au maximum 2000 paquets a envoyer et un taux d’envoi a 2pqts/s.
La taille du tampon “promiscuous” est de 30 entrées. Enfin, en ce qui concerne le
calcul des valeurs de confiance, nous avons considéré les deux paramétres de TRP
a=0.75et g =10.

Les simulations ont été réalisées pour TRP, TRP™ ainsi que pour TRPS.

Les résultats de simulation nous montrent que :

e TRPS peut sécuriser le watchdog : en simulant certains attaquants qui at-
taquent avec I'usurpation d’identité, on constate que TRPS peut éviter jusqu’a
un certain degré que les mauvaises réputations soient affectées au nceuds bi-
enveillants.

e dans TRP la moyenne des valeurs de confiance directe sur I'attaquant diminue
effectivement avec le temps, quel que soit le type de mobilité ; et puis, pour
chaque scénario de mobilité, le nombre d’attaques réussies se stabilise lorsque
TRP est implémenté, les résultats étant 1égérement améliorés dans le cas de
TRPT ; en outre, comme on pouvait le prévoir, plus la mobilité est forte, plus
TRP est efficace : un changement fréquent de topologie du réseau augmente la
probabilité qu'un nceud soit dans le voisinage de ’attaquant et puisse ’'observer
et ainsi le détecter.

e cOté performance, la longueur moyenne des routes n’augmente pas ; en terme
de communication, aucun nouveau message n’est ajouté, seule la taille des
messages RREQ et RREP augmente 1égérement du fait de 1'ajout des en-
tétes ; cependant la charge de routage (le nombre total de paquets de routage
émis pendant la simulation) augmente de maniére non négligeable par rapport
a DSR (cela provient principalement du fait que certaines optimisations de
DSR ont été supprimées dans TRP, et il devient nécessaire de rafraichir le
cache plus fréquemment) ; concernant le délai de bout-en-bout (c’est-a-dire
le temps écoulé entre le moment ot le message est créé au niveau applicatif
et le moment ot il est délivré a la destination), nous n’avons pas observé de
différence significative avec DSR ; finalement, les calculs réalisés pour assurer
I'intégrité des messages de routage et évaluer les valeurs de confiance sont
relativement simples, et le délai induit par leur cotit est négligeable.

Sécurisation d’OLSR

Pour sécuriser le protocole OLSR, quelques solutions ont été proposées [WHiKIS05,
WISiK05, HHF05, ACL*05], notamment une approche appelée ADVSIG (pour “AD-
Vanced SIGnature”) |[RACMO04|. Néanmoins, a cause de la quantité importante
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H1l(empty)
—_—

H2(asym A —> B, h(h(H1) | B))
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H3(sym B <—-> A)
—_—

Figure 10: Exemple d’ADVSIG™

d’informations a sécuriser, ces solutions sont soit incomplétes puisqu’elles traitent
seulement, une partie des problémes de sécurité, soit trop lourdes en terme de le
surcharge de messages de controle et/ou de calcul cryptographique.

ADVSIG*

Il existe une faille de sécurité dans ’ADVSIG : ADVSIG peut confirmer un faux
état de lien de type “asymétrique”. Ainsi, un attaquant peut avoir la chance de créer
un lien symétrique fictif alors que ce lien est seulement asymétrique. Cette attaque
peut influencer temporairement les choix des nceuds MPR donc certains tableaux
de routage.

ADVSIG™ est une variation d’ADVSIG que nous proposons pour améliorer la sécu-
rite d’ADVSIG. La figure 10 nous montre I'idée d’ADVSIG*. La différence par
rapport & ADVSIG est que nous rajoutons un champ supplémentaire pour con-
firmer un état asymétrique, et que ce champ dépend du précédent message H1 et de
I'identité de nceud qui envoie le message H2. Par conséquent, un attaquant n’ayant
pas regu le message H1 ne peut plus forger un message H2 comme dans ADVSIG.

HPLS (Hash Proved Link State)

Nous avons proposé une approche HPLS pour sécuriser OLSR d’une maniére bien
plus légére qu”’ADVSIG. Pour cela, nous supposons que ’on connait le nombre max-
imal de nceuds dans un réseau et le temps maximal de I'existence du réseau.
L’hypothése de départ est que chaque noeud posséde plusieurs chaines de hachage
(chaque chaine représente un état tel que “asymétrique”, “symétrique” ou “MPR”
entre une paire de noeuds) qui sont en relation avec son identité. De plus, chaque
élément dans ces chaines doit pouvoir représenter et confirmer un état de lien entre
un pair de nceuds dans un petit intervalle de temps.

Afin de lutter contre les liens forgés, ces éléments sont gardés secrets avant leur

révélation, donc la connaissance des éléments peut étre considérée comme une méth-

Security mechanisms for ad hoc routing protocols



Résumé XXV

Elément qui peut prouver lien

N asymétrique, comprend deux
Sauvegarder h(H1) (‘A , "B ) informations : B a regu H1.

H1 : <@, i@, 3, Talto)>ska

<

H2 . < <A asym_link> HC(B A, asym, ) | h(h(Hl)lB), ETB(t1)>SKB
Verifier h(h(H1)|B) '

H3 : < <B sym_ Ilnk> HC(A B, sym, |+1)1HC(B A, asym, i)r i A(t2)>SKA

»
Lt

<

H4 : <i <A:mpr>, EHC(B, A, mpr, i+2)fEHC(A, B, sym, i+ 1)A'TB(t3)>SKB

TCA <:<B> EQJ, HC(B A, mpr, I+2)ITA(t4)>SKA

~— OLSR —m—Cert/ﬁcat —m— Proof —h

Figure 11: Idée basic de HPLS

TCA:
B m’a choisi
omme MPR

TCA: <i<B>, | @, (Talto)>ska

MPR i i :
TCB: <10, i <B>, iTa(t1)>ss

TCB: O] SR-*e-Proofs

Jai choisi A AN

/
comme MPR MPR Selector set ~ MPR set

Figure 12: Principe de TCSec

ode pour l'authentification des liens.

La figure 11 nous montre quelques messages de type HELLO envoyés entre deux
neeuds voisins A et B pour établir une relation MPR entre eux. Avec HPLS,
nous souhaitons avoir moins de surcharge de calcul et de messages de controle
qu'ADVSIG. Ceci est réalisé par 'utilisation d’éléments de hachage. Par exem-
ple, un élément HC(p 4 asym,) veut dire que le nceud A considére qu’il a un lien
asymétrique avec B dans l'intervalle i. A la réception de chaque message, les proofs
sont vérifiés afin d’authentifier les liens déclarés.

Drailleurs, 'analyse en détail des nceuds multi-interfaces peut étre trouvée dans la
thése, section 6.4.2.4.

TCSec (Topology Control Security)

Le principe de TCSec est illustré dans figure 12. Supposons qu’'un nceud A est choisi
par un autre noeud B comme MPR, alors non seulement on demande au noeud A de le
déclarer comme initialement prévu par le protocole OLSR, mais on exige également
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Figure 13: Résultats de simulations pour la sécurisation I’OLSR (ligne rouge: OLSR
original, ligne bleu: ADVSIG, ligne verte: notre approche)

que le nceud B déclare dans son message TC qu’il a choisi A comme MPR. Ainsi,
chaque autre noeud peut comparer les deux déclarations. S’il y a une incohérence
entre elles, la relation de MPR ne sera pas considérée fiable. Cette mesure permet de
sécuriser les messages TC lorsqu’il n’y a pas d’attaquants coopérants qui déclarent
en commun une relation de MPR fictive.

Résultats de simulation

Les simulations ont été réalisées sous NS-2 et basées sur I'implémentation d’OLSR
de I'Université de Murcia. La surface simulée est 300m*1500m (correspond a une
région d’une autoroute). Les trois vitesses maximales simulées sont respectivement
2m/s, bm/s et 20m/s. Le trafic est au maximum 20 CBR flux a 10 paquets par
second et a 64 octets par paquet.

Il faut noter que nous avons pris soin d’insérer dans nos simulations le vrai temps
nécessaire pour chaque opération cryptographique inclue dans nos mécanismes. Par
exemple, pour préparer une signature a 320 bits de longueur, on a choisi un temps
aléatoire entre 0.2ms et 150ms (afin de considérer un réseau hétérogéne avec les
neeuds de capacité différente) mais fixe pour chaque nceud. Cette mesure nous
permet de voir le vrai effet du délai introduit par 'utilisation de cryptographie dans
le routage des réseaux ad hoc, car une information de routage est validée et utilisée
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seulement aprés le délai nécessaire de vérification, et un message peut étre envoyé
dans le réseau seulement aprés le délai nécessaire pour le signer.

Nous avons utiliser HPLS sur les messages HELLO et TCSec sur les messages TC.
Nos mécanismes ont été comparés avec I’OLSR original sans mécanisme de sécu-
rité et a une solution existante ADVSIG (pour “ADVanced SIGnature”). Les trois
métriques mesurés dans nos simulations sont, :

e surcharge causé par les messages de controle ; les simulations ont montré que,
par rapport & OLSR original, nos mécanismes de sécurité ont introduit un
overhead supplémentaire non-négligeable, mais pour avoir un méme niveau de
sécurité qu’ADVSIG, nous avons entre 30 a 35% de 'overhead de moins.

e taux de réussite de délivrance de données ; les résultats de simulation mon-
trent que, par rapport a 'OLSR original, notre approche dégrade le taux de
délivrance de 5 & 8%, cependant il peut largement améliorer la performance
d’ADVSIG grace au faible cotit de nos opérations cryptographiques.

e moyen de délai de bout-en-bout pour les paquets de données ; notre approche
a un moyen de délai de bout-en-bout un peu inférieur a celui d’ADVSIG et
similaire & celui d’OLSR.

Les résultats de simulations sont montrés dans figure 13.

Conclusion générale

Les réseaux ad hoc présentent des challenges difficiles dans la sécurisation du routage.
Nous devons non seulement éviter de nombreuses attaques causées par les attaquants
externes et les nceuds compromis, mais aussi assurer que la dégradation de perfor-
mance causée par les mécanismes de sécurité soit limitée.

Dans cette thése, nous avons d’abord classifié, dans un arbre d’attaques, les menaces
connues contre la couche réseau des MANETs. On distingue dans cette classification
les objectifs d’attaques et les mécanismes d’attaques, et ceci va nous permettre de
déterminer les attaques a contrer sous chaque objectif de sécurité. Deuxiémement,
nous avons identifié certaines nouvelles vulnérabilités causées par 1'utilisation des
mécanismes de sécurité. Troisiémement, on a aussi instancié ’arbre d’attaques pour
deux protocoles de routage, DSR et OLSR, afin de montrer leurs vulnérabilités.
Finalement, nous avons aussi identifié, a I'aide de ’arbre, les attaques que nous
traitons dans cette theése.

Par la suite, un état de I'art des propositions existantes, de gestion de clés et de
renforcement de la coopération, a été réalisé. Nous avons constaté a travers cet état
de I'art que, d’une part, il y a des mécanismes non sécurisés souvent utilisés par les
solutions de sécurité, comme par exemple, chaines de hachage, watchdog, systéme
de réputation, etc.; d’autre part, quelques protocoles de sécurité peuvent générer un
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cotit élevé, ce qui est non-souhaitable pour les MANETS qui ont une bande passante
et/ou une puissance de calcul limitée.

Ensuite, on a suggéré un watchdog sécurisé appelé SWAN, dans lequel on combine
SUCV et TESLA afin de développer un schéma d’authentification de message de
diffusion. SWAN peut étre utilisé pour réduire le besoin de stockage dans watchdog
et pour empécher les attaques d’usurpation qui peuvent mal affecter les systémes de
réputation. Notre analyse montre que SWAN est léger et robuste, donc remplit les
objectifs de cette recherche. De plus, SWAN convient aux protocoles de routage de
type “source routing”, ot le contenu des paquets est prévisible.

Nous avons aussi proposé le protocole TRP (Trust-based Routing Protocol). TRP
est un protocole réactif basé sur 'algorithme de “source routing” et un systéme de
réputation qui donne des mesures de confiance aux nceuds. On distingue deux phases
de routage ad hoc : la phase de découverte de topologie et la phase de délivrance
de données. Dans la premiére phase, nous utilisons un HMAC pour protéger les
messages de controle de bout-en-bout, et un mécanisme de type watchdog pour
superviser les attaques. Dans la deuxiéme phase, le watchdog est aussi utilisé pour
superviser les attaques et les mauvais comportements commis sur les paquets de
données. Le systéme de réputation basé sur watchdog va ensuite donner un niveau
de confiance a chaque route. Ainsi, chaque noeud source aura la possibilité de choisir
la route la plus stre pour envoyer ses données. Grace a ces mesures, les nceuds
malicieux et les nceuds égoistes vont étre isolés du réseau.

Enfin, nous avons proposé deux mécanismes de sécurité pour le protocole de routage
OLSR. Le premier mécanisme HPLS utilise des éléments de hachage pour authen-
tifier les états de liens, et le deuxiéme mécanisme TCSec vérifie la cohérence des
déclarations de relation de MPR. Toutes les deux approaches sont trés légéres et
n’affectent pas la performance du réseau d’une maniére significative.

Concevoir un nouveau protocole de routage ad hoc
sécurisé dés le départ

Dans cette thése, nous avons étudié les mécanismes de sécurité existants pour les
protocoles de routage ad hoc, et nous avons aussi proposé quelques nouveaux mé-
canismes pour sécuriser respectivement le watchdog, le protocole de routage réactif
DSR et le protocole de routage proactif OLSR. Et nous avons abordé le probléme
de performance causé par la sécurité.

Néanmoins, sécuriser un protocole de routage existant n’est peut-étre pas la meilleure
facon de sécuriser les MANETS. Il pourrait étre plus sir de désigner des nouveaux
protocoles de routage sécurisés dés le départ.

Avec les renseignements obtenus au long de cette thése, nous pensons que de tels
protocoles doivent avoir les trois éléments de base suivant : la détection sécurisée de
voisins, l'authenticité d’information de routage, et des mesures de sécurités contre
les nceuds compromis.
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Perspectives

Les travaux réalisés dans cette thése nous a permi d’élaborer les perspectives suiv-
antes pour le court-terme :

e le systeme de réputation utilisé par le TRP mérite quelques études plus appro-
fondies ; une analyse formelle sera nécessaire pour démontrer théoriquement
sa justesse et son efficacité ; d’autres simulations sont aussi a effectuer pour
ajuster ses paramétres avec des scénarios typiques des réseaux ad hoc.

e pour les protocoles de sécurité proposés dans cette thése, nous avons aussi
besoin de valider leur propriétés de sécurité ; par exemple, une analyse formelle
sera appréciée si elle peut prouver que I'attaque de type “link spoofing” ne peut
pas avoir lieu dans HPLS et TCSec.

e en plus de SWAN, on peut rechercher de solutions pour les problémes de nceuds
cachés qui peuvent influencer de maniére néfaste les résultats de supervision.

D’ailleurs nous pensons que les directions suivantes de recherches nécessitent de plus
amples investigations dans un long terme :

e |'arbre d’attaques présenté dans I’analyse de vulnérabilités du routage ad hoc
peut étre enrichi chaque fois qu’il y a une nouvelle vulnérabilité retrouvée.

e nous pouvons fournir aux simulateurs, comme par exemple NS-2, GlomoSim,
etc., la capacité de prendre en compte avec une simple configuration le délai
de calcul généré par des opérations cryptographiques, et la facilité d’effectuer
des simulations dans un environnent hostile.

e les menaces de sécurité ne sont pas limitées a la couche réseau ; les mécan-
ismes de synchronisation, les protocoles de transport, les protocoles de con-
trole d’accés, peuvent aussi étre des cibles d’attaques ; donc nous devons aussi
considérer les problémes de sécurité sur les autres couches ; par exemple, les
protocoles de controle d’accés au média sont aussi intéressants a étudier.
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Abstract

Mobile Ad hoc Networks (MANETS) refer to mobile and wireless networks indepen-
dent of any infrastructure. Instead of using designated routers to forward data as
in traditional networks, in a MANET every node should participate in the routing.
Some ad hoc scenarios are in a hostile environment. Moreover, due to numerous
constraints such as the lack of infrastructure, the lack of a-priori trust relation-
ship, resource-constrained nodes, mobility, etc., the ad hoc routing is vulnerable to
numerous attacks.

Currently, a large number of ad hoc routing protocols such as Optimized Link State
Routing protocol (OLSR) and Dynamic Source Routing protocol (DSR) have been
proposed. However, few of them have seriously considered the security issues from
scratch.

In this dissertation, we first present a classification of ad hoc routing vulnerabilities
using the attack tree analysis model. The main characteristic of this work is that we
distinguish objectives and mechanisms of attacks. This distinction can help security
defenders to easily notice which attacks should be prevented under which security
objectives, and which attacks are not required to be countered.

We then focus on our main research objective which is the proposition of new se-
cure mechanisms for ad hoc routing protocols. We also pay attention to limit the
performance degradation caused by security mechanisms.

We propose at first a Secure Watchdog for Ad hoc Networks (SWAN). Tt uses a
broadcast message authentication scheme to ensure the authentication in supervi-
sion. In addition, it can also reduce the storage requirement of watchdog. The
security and overhead analysis of SWAN show that the scheme is both robust and
lightweight.

Besides, we propose a Trust-based Routing Protocol (TRP) which uses DSR as
its underline routing algorithm. TRP employs a trust model and integrates the
reputation exchanges into routing control messages. Moreover, SWAN can also be
applied to TRP. The simulation results show that malicious nodes can be identified
and isolated, if they commit attacks.

Then we study the security of the OLSR protocol and suggest two mechanisms to
improve its security. One mechanism called Hash Proved Link State (HPLS) uses
Hash values to prove the link relationships between nodes, and the other mechanism
called Securing Topology Control (TCSec) uses coherence check to secure TC mes-
sages in OLSR. Simulations show that our solutions offer a good trade-off between
the security and the routing performance.

Finally, we use the experience obtained in this thesis to provide some guidelines for
the design of a new ad hoc routing protocol secured from scratch.
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Chapter 1

Introduction

“The Way that can be named, is not the eternal unchanging Way.”

— Lao zi (about 500 B.C.)

1.1 Context

With the emergence and integration of mobile computing devices (e.g. cellular
phone, notebook, PDA| etc.) and the proliferation of network access points (e.g.
airports, railway stations, bars, libraries, etc), traveling people now have more and
more possibilities to access networks and information. In the near future, mobile
network users will be able to connect to all kinds of networks (GSM, UMTS, Wi-Fi,
Internet, etc.), using all kinds of computing devices, anywhere and at anytime. This
is also called the fourth generation mobile networking, with which wireless and wired
networks will be connected together to form a huge worldwide network, where users
will have a maximum mobility thanks to the seamless vertical handovers.

Mobile Ad hoc NETworks (MANETSs) [CM99] are specific network configurations
that appear in this context. Being self-organized and autonomous, they can either
be part of the worldwide network (for example, as part of WiMax [Ohr05] or be
connected to Internet via a gateway), or be independent and consist of only mobile
nodes that communicate without any infrastructure. Thus, they can be setup on-
demand even for remote areas and physically delimited perimeters. They can provide
an important means of achieving the ubiquitous network utilization thanks to their
ease of deployment and low cost.

There exist a variety of ad hoc scenarios and applications, such as battlefield, con-
ference, emergency service, etc. MANETs have been firstly used in military appli-
cations, including emergency rescue activities when the conventional infrastructure-
based communication facilities are destroyed due to war, earthquake, or hurricane,
etc... They can also be used in residential zones providing an alternative com-
munication means for mobile (and also for fixed) users along highways, university
campuses, etc... Note that diverse scenarios can be different in terms of network
dimension, node capacity, hostility of environment, Quality of Service (QoS) and
security requirements, etc...



The ad hoc routing, which is completely different to that of the traditional networks
where dedicated routers are stationary and responsible for forwarding data for end
nodes, should be executed on each node in the network in order to ensure a maximum
availability of the routing service. Therefore, normally every node in ad hoc networks
is also a router. MANET nodes will both generate application traffic and carry out
network control and routing protocols.

However, the changing topology and connectivities, network partitions, high error
rate, interferences, collisions, and bandwidth and power constraints are issues in the
design of (routing) protocols for ad hoc networks.

1.1.1 Secure routing in mobile ad hoc networks

Security is one of the important issues in MANETSs especially for the security-
sensitive applications such as battlefield. Indeed, pure ad hoc networks are known
for their lack of organization, planning and configuration, thus generally being con-
sidered difficult to secure.

In traditional networks, it is sufficient to protect and authenticate the dedicated
routers in order to secure the routing. Nevertheless, to ensure the routing security
in MANETS, every node should be responsible for their routing behaviors and also
be attentive to the routing behaviors of other nodes, and both the authenticity of
topology discovery and the correctness of data forwarding should be ensured.

Our work in this thesis focuses on the routing security, and aim to achieve the
above objectives. As a first step, we discuss in the next subsection why the security
mechanisms designed for the traditional networks cannot be directly applied to ad
hoc networks, and what are the new requirements of the secure routing in MANETSs.

1.1.1.1 Why the traditional security mechanisms cannot be directly ap-
plied to the MANET routing

We present in the following the critical issues of MANETS that prevent traditional
security solutions for wired and cellular networks from being directly applied, and
the new requirements of the MANET secure routing:

e We point out that nodes in MANETS are easier to be compromised than nodes
in traditional wired networks due to their wireless and mobile nature: “wire-
less” makes communication exposed to the public, and “mobile” makes nodes
difficult to be physically protected (for example, easier to be stolen).

Since compromised nodes cannot be detected with a simple authentication,
key schemes alone are not sufficient to resolve the problem, and more sophis-
ticated security mechanisms should be designed. Even though in wired and
cellular networks the same problem can also be encountered, it is more chal-
lenging to consider security solutions against compromised nodes specific to
ad hoc networks. This is because, first, in MANETs some very sophisticated
attacks, such as wormhole attacks [HPJ03|, can be committed by the colluding
compromised nodes; second, in MANETS since the routing depends on every
node, the compromised nodes should be detected in every step of routing.
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e Heterogeneous node capacity and battery-based nodes are also basic issues in
MANETs. Some nodes may have constrained lifetime, computational power
and memory capacity, and sometimes nodes may be greedy in order to gain
more resources.

Security mechanisms for wired networks are often designed for strong capacity
nodes. Since some ad hoc nodes are not able to afford even the asymmetric
cryptographic operations, the traditional solutions are not adequate. MANETs
require new solutions which are efficient in terms of computational power,
energy cost and traffic overhead. In addition, the solutions should also be fair
in the consumption of resources.

e For ad hoc networks to work properly, we also need to counteract the lack
of cooperation between nodes, since MANET nodes have the tendency to be
selfish to preserve their constrained resources (bandwidth, battery, etc.). Un-
fortunately, it is easy to be selfish in MANETSs where a node can simply refuse
to forward data packets for the other nodes to escape from its routing duty.
The routing availability can also be damaged |[Mic04| especially when selfish
nodes are numerous.

The problem of selfishness does not exist in traditional networks where nodes
do not depend on each other but rely on dedicated routers and servers to ensure
the routing functionality. Therefore new mechanisms should be designed for
ad hoc networks to ensure the cooperation of all the entities which make use
of the MANETS.

e The lack of organization can also have considerable impact on the design of
security mechanisms for MANETs. For example, since nodes may not know
each other when the network is established, a-priori trust relationships may
not exist; since there may not be a central key server, key distribution and key
management (key revocation) could be difficult to realize; and since nodes may
be free to join and leave MANETs at any moment, the network membership
could be hard to manage. The above problems generate serious difficulties in
guaranteeing the security of ad hoc networks. For example, the spoofing at-
tacks, which are elementary attack operations of many more complex attacks,
are difficult to avoid in an open' environment.

Security solutions in traditional networks often rely on either a-priori trust
relationships or trusted third part authorities. They use either symmetric
or asymmetric cryptographic primitives to authenticate nodes and to secure
their data exchanges. However, without infrastructure (central server) nor
organization, ad hoc networks need to realize the key and trust management
in a more distributed and self-organized way.

!Some ad hoc scenarios are in an open environment where nodes come from different organiza-
tions/places and do not know each other in advance, others are in a managed environment where
only authorized users can participate in the network.
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e Another critical problem in the MANET routing is the mobility of nodes that
makes neighborhood and topology of ad hoc networks unstable. Thus, it is not
easy for a node to be sure of the correctness of the received routing information.
Attackers can thus forge and diffuse incorrect topology information for the
realization of their attacks. As a consequence, an unsecured ad hoc routing
protocol can hardly ensure the correct routing service if there is an attacker in
the network. Moreover, attackers can also be mobile to cause more problems
in MANETs. For example, they can attack with a spoofed or a bogus identity
to avoid being identified, and then move to another place and restart the same
attack using another identity, and so on.

Wired networks have less mobility, and cellular networks usually use infrastruc-
ture to manage the mobility of nodes, so their mobile management solutions
are not suitable for the mobile management in ad hoc networks. Secure rout-
ing discovery protocols should be developed for MANETS in order to exchange
reliable neighbor and topology information between nodes.

e The wireless interface, in most cases the radio interface, presents numerous
problems in the ad hoc routing. For example, due to the radio broadcast na-
ture, the eavesdropping attacks are trivial in the MANET routing; the hidden
node problem, with which two transmitters that could not hear each other send
to the same receiver at the same time, can cause collisions; and the exposed
node problem, with which nodes in the transmission range of the sender of
an on-going session are prevented from making transmissions, can waste the
bandwidth of the network. Other problems such as packet loss, transmission
errors, unidirectional links, jamming attacks, interferences, signal attenuation,
etc... exist also in the ad hoc routing.

Since traditional security solutions usually require reliable message exchanges,
they may not be adequate for ad hoc networks. MANETS require fault tolerate
security mechanisms having low overhead.

In this thesis, we treat in particular the problems caused by compromised nodes
and the performance issues in ad hoc secure routing mechanisms. We also take
into account the problems generated by the selfish nodes and the issues caused by
mobility and the lack of organization. We leave the issues caused by the radio
interface for future work.

1.2 Motivation

To study the routing security of MANETS, we first need to have a global view of the
vulnerabilities against the MANET routing layer. Currently some related works such
as [HPJ02, MMO04| showed some classifications of attacks in ad hoc networks, and
some others studied the attacks against some specific routing protocols. We believe
that it is necessary to look for a formal /semi-formal analysis method that is able to
analyze the vulnerabilities based on a generic view of the ad hoc routing protocols.
Next, we need to determine the scope of vulnerabilities to take into account.
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Traditional security mechanisms are not adequate to ensure the security in ad hoc
networks. Thus, after the determination of the vulnerabilities that we should treat,
we study the new ad hoc secure routing mechanisms and protocols proposed in the
literature, for example [HJP02, RACMO04, PH02, HBC01, MGLB00, ACL*05]. We
study especially the mechanisms that are commonly used in these works such as
watchdog [MGLBO00|, with which nodes are able to detect misbehaviors committed
by their neighbors. We believe that watchdog lacks authentication and an efficient
storage scheme.

Since some previous studies showed that reactive routing protocols are better suited
for ad hoc networks because they generate less control overhead and manage the
mobility in a more efficient manner, we quest security solutions for reactive routing
protocols. We consider that the cryptographic measures alone are not sufficient to
counteract many of the security problems caused by compromised nodes. Therefore,
we use some additional mechanisms, such as a reputation system, to identify the
compromised nodes and to isolate them from the routing.

We also investigate the security issues in proactive protocols which are especially
useful for the scenarios and applications which require a low routing delay. We
find that some security mechanisms such as ADVSIG [RACMO04| proposed in recent
researches for proactive routing protocols are at the price of significant traffic and
computational overhead, which may be undesirable for the ad hoc networks with
limited bandwidth and processing power. Thus, we intent to lighten some of the
mechanisms/protocols without reducing their security level.

1.3 Contributions

The first contribution in this thesis consists of accomplishing a complete threat anal-
ysis on the vulnerabilities against the MANET routing layer. To realize this analysis,
we use the attack tree model [Sch00], in which threats are classified according to their
objectives. An attack tree is composed of a common attack objective (root), some
attack sub-objectives (intermediate nodes), and many attack mechanisms (leaves).
This analysis presents two advantages. First, to counter the attacks which have a
specific attack (sub-)objective, we can just prevent all the attacks listed under the
subtree of the (sub-)objective. Secondly, since the tree should contain a complete
picture of the MANET routing vulnerabilities, it is sufficient to instantiate the tree
under a routing protocol in order to know the vulnerabilities of the protocol.

The second contribution realized in this thesis is the proposition of a secured watch-
dog mechanism. This mechanism guarantees the authentication in the watchdog
supervision by using a broadcast message authentication scheme. In addition, it
also provides an efficient memory consumption scheme without loss of the capacity
of misbehavior detection.

The third contribution suggests a secure routing protocol named TRP (Trust-based
Routing Protocol) that is based on the reactive Dynamic Source Routing (DSR)
protocol [JMHO04]. TRP uses a trust model to establish trust relationships between
nodes, in such a way that misbehaving nodes will be progressively recognized by
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benign nodes and then be isolated from routing. Thus, with only a few additional
but simple cryptographic operations, TRP achieves the secure routing for both the
topology discovery and the data delivery in MANETs. Moreover, TRP can also
reduce the control overhead for trust value exchanges, since it integrates them into
the routing control messages. Finally, TRP is simulated under attacks with and
without the secured watchdog SWAN that is previously proposed.

The last contribution in this thesis concerns the security of the proactive Optimized
Link State Routing protocol (OLSR) [CJ03]|. Tt presents two lightweight mech-
anisms, Hash Proved Link State (HPLS) and Securing TC (TCSec), to prevent
forged routing information from being injected into a OLSR network by compro-
mised nodes. Redundant routing information is used in these mechanisms to check
the validity of routing entries, thus to ensure the correctness of topology informa-
tion. We also compare via simulations their performance with ADVSIG (ADVanced
SIGnature) [RACMO04]|, which is a main security protocol proposed for OLSR, to
illustrate the performance improvements of our secure protocols.

1.4 Thesis organization

This dissertation is organized in seven chapters.

Chapter 1, “Introduction”, also the current chapter, provides a global view of the
thesis. It introduces the context in which the work in this thesis is realized, the
reasons for which the security solutions designed for traditional wired and cellular
networks cannot be directly applied to ad hoc routing protocols, and the newly
exposed requirements in the design of security mechanisms for ad hoc routing pro-
tocols. It also presents the motivations, the contributions and the organization of
the thesis.

Chapter 2, “A classification of the threats against the ad hoc network layer”, provides
firstly a brief introduction of the ad hoc networks, and then studies the routing
vulnerabilities in MANETSs. It classifies the different threats against the routing
layer of MANETS into an attack tree, and then instantiates the tree to find out the
vulnerabilities presented in the DSR and OLSR routing protocols.

Chapter 3, “Security mechanisms for the MANET routing”, offers an overview of
the main security solutions designed for the ad hoc routing. It discusses the design
requirements and some security mechanisms for each of the three main research
axes in the domain: key and trust management, secure routing and cooperation
enforcement. In the end, it discusses our research considerations for the following
chapters.

Chapter 4, “SWAN: A Secured Watchdog for Ad hoc Networks”, proposes a Secured
Watchdog mechanism for Ad hoc Networks (SWAN). It describes the assumptions
and the scheme of SWAN as well as the system requirements and the security pro-
prieties of SWAN. It also provides a discussion on the possible optimizations, issues
and application range of SWAN.

Chapter 5, “TRP: A Trust-based Routing Protocol for ad hoc networks”, proposes
the Trust-based Routing Protocol (TRP) that is a secure reactive routing protocol
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based on DSR. It presents the reputation system that is used in TRP, and the TRP
routing scheme for both the topology discovery and the data delivery routing phases.
Finally, it shows the applicability of SWAN for TRP and some simulation results.
Chapter 6, “HPLS and TCSec: Securing OLSR”, studies at first the ADVSIG proto-
col which is a main security solution designed for the OLSR proactive routing pro-
tocol. It then suggests an improvement of ADVSIG named ADVSIG™ to counter a
security flaw found in ADVSIG. In the following, it proposes two lightweight schemes
called respectively Hash Proved Link State (HPLS) and Securing TC (TCSec) to
secure the OLSR protocol and to improve the routing performance of ADVSIG™.
In the end, it shows also some simulation results.

Chapter 7, “Conclusion”, concludes the dissertation with a review of the realized
work, some guidelines to design a new ad hoc routing protocol secured from scratch,
and some future research directions.
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Chapter 2

A classification of the threats against
the ad hoc network layer

“Never harbor the intent to victimize others; but never let guard down
against being victimized.”

Hong Ying Ming « Cai Geng Tan » (about 1570)

2.1 Introduction

In the early 1970s, mobile ad hoc networks were first introduced and studied by
the U.S.A for military usage. Then, their applications have been largely extended.
Today, some standards have been defined. For instance, HiperLAN |Net97, Net98a,
Net98b|, Bluetooth (or IEEE 802.15.1) [bbb05] and TEEE 802.11 [Soc05] (or Wi-Fi
for Wireless Fidelity) in mode IBSS (Independent Basic Service Set). Some of them
are successfully commercialized.

Due to their nature, ad hoc networks are exposed to a large number of security
threats, especially at the routing layer. Studying the threats towards the ad hoc
routing layer will permit us to recognize the potential attacks, and then build a secu-
rity environment to satisfy the security requirements of specific ad hoc applications.
Several related work, such as [ZA02, SDL* 02|, have attempted to classify the vulner-
abilities of ad hoc routing protocols. However, these classifications do not address
all vulnerabilities of ad hoc networks, and deal only with one or few specific ad hoc
routing protocols.

In this chapter, we intend to approach a more complete classification which treats
a large number of vulnerabilities based on a generic view of the ad-hoc routing
protocols. But our classification only considers threats against the network layer
and ignores the ones that target the Physical/ MAC layer.

To achieve our goal, we have employed an analysis method named attack tree [Sch00)|.
The method allows us to depict a generic attack tree, which could be an easy and
extensible tool to analyze security features of any MANET routing protocol. By
instantiating the tree for a specific routing protocol, we can find the flaws of the
protocol with respect to an attack objective.
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This chapter is organized as follows: ad hoc networks are introduced in section 2.2,
and section 2.3 discusses several threat classifications in the literature. Our own
classification considerations are presented in section 2.4. In section 2.5, elemen-
tary operations of attacks are described. Section 2.6 details our attack tree. Two
instances of our attack tree are presented in section 2.7. Finally, the chapter is
concluded by section 2.8.

2.2 Background: Ad hoc network

The goal of this section is to provide readers a background about MANET. Con-
cretely, we review the technologies and the existing routing protocols that can be
employed by MANET networks.

2.2.1 Physical and media access control layers

802.11

IEEE [oEE]| has been working on the specifications for wireless Ethernet technologies
since 1996. Actually, it has issued a series of standards in the efforts to enable
the communication in a wireless LAN. The current standards include the 802.11
standard and various 802.11 extensions, such as 802.11a, 802.11b, 802.11g, etc...
Besides the infrastructure-based mode where nodes communicate via access points,
802.11 has the IBSS mode, aka the ad hoc mode. Within this mode, nodes commu-
nicate in a peer-to-peer way.

At the physical layer, 802.11 supports both radio and infrared medium, but infrared
medium is much less used. 13 radio channels can be used in 802.11, but only 3
channels can be used simultaneously due to interference. Three radio spread spec-
trum modulation methods are defined in 802.11. They are respectively Frequency
Hopping Spread Spectrum (FHSS), Direct Sequence Spread Spectrum (DSSS) and
Orthogonal Frequency Division Multiplexing (OFDM). FHSS is not really used in
practice, while DSSS is widely used in 802.11b, and OFDM is used in both 802.11a
and 802.11g.

At the MAC layer, 802.11 mostly uses Distributed Coordination Function (DCF)'
[Soc05] to coordinate communication between different nodes. DCF uses in its turn
Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) with optional
Request-To-Send - Clear-To-Send (RTS/CTS) to control the media access and the
collision avoidance in 802.11.

Because of its simple utilization, 802.11 is widely deployed.

!The other mode called Point Coordinator Function (PCF) could only be used in the infras-
tructure mode.

Security mechanisms for ad hoc routing protocols
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Bluetooth

Bluetooth [bbb05] is a technology that enables the wireless communication among
electronic devices within a short range. It is also specified in IEEE 802.15.1. In
Bluetooth, a set of devices sharing a common channel (a common bandwidth) is
called a piconet. Within a piconet, the device at the center performs the role of
master and all other devices operate as slaves. Up to seven slaves can be active and
be served simultaneously by the master. In some usage scenarios, however, devices
in different piconets may need to communicate with each other. For this, Bluetooth
defines a structure called scatternet to facilitate inter-piconet communication. A
scatternet is formed by interconnecting multiple piconets. As many as 10 piconets
can overlap to form a scatternet, linking up to 80 Bluetooth appliances in one
network. Today Bluetooth is widely used in wireless headsets, wireless keyboards
and mouses for computers, etc.

HiperLAN

High performance LAN (HiperLAN) [Net98a, Net98b, Net97] is a family of European
Telecommunications Standards Institute (ETSI) standards for WLAN. HiperLAN /2
employs OFDM to modulate data, and Time Division Multiple Access/Time Divi-
sion Duplex (TDMA/TDD) to control the media access. Even though the Hiper-
Lan/2 offers a data rate up to 54Mbps, HiperLAN networks are not commercialized.

Sensor networks

Wireless sensor networks are often deployed to monitor the environment or systems.
They are usually composed of a large number of resource-restrained sensors which
communicate through an air interface. Actually, sensor networks can be considered
as ad-hoc networks since some of them are infrastructureless. However, due to
the inherent limitations of sensor nodes, the design of security solutions for sensor
networks is different from that for normal ad-hoc networks.

2.2.2 Ad hoc routing layer

In a wireless mobile ad hoc network, two communicating nodes are not always in
each other’s direct transmission range. Therefore, it is necessary to design mul-
tihop routing protocols. An ad-hoc routing protocol should satisfy the following
performance requirements:

e Establish routes between nodes in a totally distributed way.

e Rapidly adapt to frequent topology changes, especially dynamically handle
broken links at real time.

e Have a low overhead as well as a low consumption of energy.

Security mechanisms for ad hoc routing protocols
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There are three types of unicast ad hoc routing protocols. They are respectively
proactive, reactive and hybrid protocols.

e Proactive: Also called “table-driven”. Nodes periodically exchange routing
control messages to keep their routing information updated. Thus, they are
able to perform routing functionalities with no latency, at the expense of band-
width and energy.

o Reactive: Also called “on-demand”. Nodes do not exchange routing informa-
tion until there is a flow to be sent but no route is available. To find a route,
sender broadcasts a Route REQuest (RREQ) message, hoping it will reach
the destination. Then the destination sends back at least one Route REPly
(RREP) message to the sender, using the route which permits the RREQ to
reach it. As a result, a route is established between the sender and the receiver.
This procedure creates a delay and a burst routing overhead. However, reac-
tive protocols are generally considered to have less overhead than proactive
ones. When forwarding data, an intermediate node will send back a Route
ERRor (RERR) message to the sender if there is a broken link.

e Hybrid: A hybrid approach comes as a compromise between proactive and
reactive schemes. The main idea is to allow the routing protocols to initiate
the route determination procedure on-demand, but at limited search cost. In
such types of protocols, each node maintains the topology information within
its zone (coverage area) in a proactive approach, while it discovers the route
on-demand for any node outside its zone. The expected advantage from this
approach is the scalability improvements. However, this also introduces some
additional complexities.

In the rest of the thesis, we will further distinguish two phases in each routing pro-
tocol: the topology discovery phase in which the topology information is exchanged,
and the data forwarding phase in which data are delivered from sources to destina-
tions. According to the definition, all routing control messages are sent within the
topology discovery phase, including the route maintenance messages such as Route
ERRor (RERR).

In the following, two representative MANET routing protocols, Dynamic Source
Routing protocol (DSR) [IMH04] and Optimized Link State Routing protocol (OLSR)
[CJ03], are introduced. For the other routing protocols, interested readers can refer
to [hNC] for more information.

2.2.2.1 The Dynamic Source Routing protocol (DSR)

The reactive DSR. protocol [JMHO04| operates according to the source routing algo-
rithm. It defines three basic control messages: RREQ, RREP and RERR. In order
to send a data packet to a receiver, the sender searches at first in its routing cache
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whether there is a complete route to the receiver. If there is an appropriate route,
it will be put into the packet’s header before the packet is sent out, and any for-
warder node has to relay the packet according to it. However, if there is not such a
route, the sender broadcasts a RREQ to look for it. Upon receiving the RREQ, the
receiver or an intermediate node which has a route towards the receiver, sends back
to the sender a RREP containing a/the route. Then, the sender can start to send
data. During the data transmission, if an intermediate node finds a link interrupted
in its downstream direction, it notifies the sender by sending him a RERR.

In the effort to improve the performance and the dynamism of DSR, a lot of opti-
mizations have been integrated into DSR. For example, by using the promiscuous
mode (with which nodes can receive all the messages passing through their neighbor-
hoods), a mechanism named “promiscuous listening” allows nodes to collect topology
information from any packet passing by. Another mechanism called “packet sal-
vaging” permits intermediate nodes to modify a route in use when there is a broken
link, instead of systematically sending back a RERR. However, due to the lack of
security considerations, most of these performance-improving optimizations can be
easily exploited by malicious nodes, thus rendering network vulnerable. Therefore
they are often deactivated when we secure DSR.

2.2.2.2 The Optimized Link State Routing protocol (OLSR)

OLSR [CJ03| is a proactive routing protocol developed by Institut National de
Recherche en Informatique et en Automatique (INRIA). It is already an Internet
Engineering Task Force (IETF) Request for Comments (RFC), and its second ver-
sion is under development. The protocol is an optimization of the classical link state
routing algorithm (e.g. the Open Shortest Path First protocol [Moy98|) tailored to
the requirements of a mobile wireless LAN. Its key concept is MultiPoint Relays
(MPRs), which are selected nodes that forward broadcast messages during the rout-
ing flooding process. This concept substantially reduces the message overhead as
compared with a classical flooding mechanism where every node rebroadcasts each
message when it receives the first copy of the message. Moreover, in OLSR link
state messages are generated only by nodes elected as MPRs. Thus, a second opti-
mization is achieved by minimizing the number of control messages flooded in the
network. As a third optimization, an MPR node broadcasts only links with its MPR
selectors. Hence, contrary to the classic link state algorithm, only partial topology
information is distributed into the network. OLSR is particularly suitable for large
and dense networks as the technique of MPRs works well in this context.

OLSR has mainly two types of routing control messages: HELLO and Topology
Control (TC). HELLO is a local message (with TT'L = 1) in charge of link sensing
and MPR selection. By receiving HELLO messages, a node can be sure of its
asymmetric and symmetric one-hop neighbors, symmetric two-hop neighbors, and
whether it is chosen by neighbors as MPR. TC is a broadcast message that is used
by nodes to declare their MRP selectors. Based on the received HELLO and TC
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messages, a node can calculate its routing table and decide a best (shortest) route
for each reachable destination.

At the beginning, the research efforts for MANETs were focused on performance
aspects. Later, along with the discovery of numerous vulnerabilities in MANETS,
the security of ad hoc routing protocols has in its turn become an important research
topic. Below we reveal the security vulnerabilities of mobile ad hoc networks and the
possible classifications, before presenting MANET security solutions in the following
chapters.

2.3 Existing vulnerability classifications

Hu et al. [HPJ02| supposes that there exist some access control mechanisms that
allow some nodes to enter the network (these nodes are called internal nodes) while
refusing the others (these nodes are called ezternal nodes). Based on the assumption,
the attack possibilities against MANETs are measured by using the term “Active-
ca-ta”, where ca is the number of cooperating internal attackers (also called com-
promised nodes), and ca — ta is the number of cooperating external attackers. Oth-
erwise, the term “Passive” is used to indicate that there are only passive attackers,
and “Active-VC” means the contrary, i.e., there are so many active attackers that
the network is under their control. This measure system is helpful since it clearly
tells us the relationship between the number of attackers and the attacks. Thus, it
is also used by us in this thesis to show the attack possibilities.

Different to the above work, in [MMO03] Michiardi et al. do not emphasize on at-
tackers but on attacks. They distinguish between active attacks and passive attacks.
Active attacks correspond to the attacks that may require a non negligible amount
of energy and are carried out by nodes with objective to compromise normal network
operations. Passive attacks, on the other hand, are performed by selfish nodes with
main objective to save energy. This classification is useful since it distinctly defines
the two main objectives of the MANET misbehaving nodes.

Closer to our approach, in [MMO04] Murthy et al. present an attack tree model.
This attack tree model also distinguishes passive attacks from active ones, and the
active attacks are further divided into external and internal attacks. Moreover, all
the active attacks are classified according to the network layer [is094| on which they
could happen. The whole classification is quite clear. However, to our opinion,
passive attacks can also be both external and internal, and the tree is not yet very
complete.

2.4 Discussion

Most classifications presented above do not make a clear distinction between attack
objectives and attack mechanisms (i.e. the methods to achieve the objectives). It is
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not very surprising, since the nomination of the attacks is not clear from this point
of view: some of the attacks are named according to their objectives while others
are named according to their mechanisms.

For example, attacks known as Byzantine attacks [AHNRRO2| are defined as the at-
tacks launched by compromised attackers. They use diverse mechanisms/behaviors
to disrupt the system, such as blackhole, wormhole, loop, etc... However, all the
Byzantine attacks have a same objective which is to decrease the network perfor-
mance but still make the network appear to work normally from the viewpoint of
benign nodes.

Some other examples such as impersonation, the sybil attacks [Dou02| (see section
2.5) or the wormhole attacks [HPJ03] (c.f. section 2.5) are defined according to their
mechanisms. Their goals could be diverse, for example, sybil attack can be used in
data disclosure or in performing “voting attacks” in a reputation system.

We also note that an attack mechanism such as impersonation may serve multiple
objectives, and an objective may also be achieved by different mechanisms. We
should reflect these relationships in our tree (c.f. section 2.6).

Assumptions on ad hoc networks (existence of trust model, application requirements,
choice of routing protocol, key generation and utilization, etc.) can also strongly
influence the attack possibilities. For example, the attack “cache poisoning” that can
happen under source routing protocols has no chance to take place when another
type of routing protocol is in use.

Finally, if we employ in MANETs the security mechanisms that are not very well
designed, they themselves can be exploited by attackers. For instance, in the case
of Ad hoc On Demand Distance Vector routing protocol (AODV) |[PBRD02|, a
Sequence Number (SN) field is added to prevent replay attacks. However, an attacker
can spoof a victim’s identity and send a message with a higher SN than the victim’s
current one. Then, other nodes will believe that the SN of the victim has been much
increased, and they will reject the victim’s packets since its SN is lower. Therefore
the victim is excluded from the network unless it can again find an appropriate SN.
Some other examples of this kind of attacks are:

e Reputation systems that take second-hand information into consideration are
often vulnerable to “blackmail attacks” malicious nodes send false accusations
or false reputation exchange messages in order to attribute bad reputations to
honest nodes. On the other hand, supervision mechanisms, which are often
served as a base of the reputation systems, are also vulnerable to impersonation
attacks.

e Heavy cryptographic mechanisms may be exploited to raise Denial of Service
(DoS) attacks.

e [ocation-based routing protocols may suffer from the weakness of the Global
Position System (GPS) system, etc...

Taking into account the above-mentioned points, we precise in the next section the
elementary attack operations in MANET. Later, in section 2.6, we present our com-
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plete attack tree for ad hoc routing protocols, in which we emphasize the objectives
of attackers, and we limit our analysis at the routing layer.

2.5 Elementary attack operations

We consider the following elementary operations which can be used to perform
attacks:

Message interception

In ad hoc networks, by using the promiscuous mode of 802.11, an attacker can
easily intercept (eavesdrop) messages sent in his neighborhood. Even though these
attacks are in fact situated at the MAC layer, they can help a lot to realize the
routing attacks.

Message interception is usually used in the attacks related to information and data
disclosure. Packet encryption is usually employed to prevent this operation.

Message recording and replay

An attacker may be able to record a message that is transited by him, or a message
that he is able to eavesdrop. A recorded message can then be replayed or be reused
to forge a message.

Message replays can be used in the attacks related to performance degradation
and /or topology modification, since they may increase the overhead of the network
or introduce obsolete routing information into the network. However, they generally
can be easily prevented by integrating time information into messages (if nodes are
synchronized) and by guaranteeing the integrity and authentication of messages.

Message dropping

This attack may concern both routing messages and data packets. An attacker can
drop a message that is sent across him, or a selfish node can be silent when it should
send routing messages. For example, a node may refuse to rebroadcast a RREQ), or
to send periodic routing information when a proactive routing protocol is in use.
Message dropping can be used to realize the attacks related to performance degrada-
tion and topology modification. However, a supervision system can partially detect
this operation.

Message alteration

An attacker may modify part of a message that is transited through him (note that
most of the secure ad hoc routing protocols assume that intermediate nodes can
alter protocol fields of a routing message). For instance, in AODV a data attraction
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attack is possible if an attacker decreases the hop count (the number of hops to
reach a destination) field in a route discovery message.

Message modification may be used in the attacks related to performance degradation
and topology modification. As for countermeasures, it is easy to protect the constant
fields, but it is relatively difficult to protect the fields that are to be changed during
transmission.

Message forging

An attacker may be able to forge a message. For instance, in DSR, an attacker can
send a false route error message to invalidate a link or a route.

Message forging is mainly used in the attacks related to performance degradation
and topology modification. It can be partially detected by supervision.

Impersonation (or address spoofing)

Unsecured ad hoc routing protocols do not authenticate source nodes of messages.
Thus, a malicious node can launch an attack with a spoofed identity (normally by
modifying temporarily its MAC and/or IP address). In an extreme case, a malicious
node may forge multiple identities to realize the Sybil attacks |Dou02|.
Impersonation is usually not used solely but works together with other attacks. An
efficient countermeasure against this operation is to authenticate messages by means
of cryptography, since a message spoofed cannot be correctly authenticated due to
the absence of the appropriate key.

Message exchange through private connection

Colluding attackers may be able to communicate through a private connection,
such as a wired tunnel. This mechanism allows attackers to bypass normal wireless
connections that are often slower, less reliable, less discrete or longer distanced.
The operation may be used in the attacks related to topology modification and
performance degradation. The wormhole attack is such an example: an attacker
records messages and then tunnels them to a colluding attacker. In other words,
cooperating wormhole attackers are able to fool benign nodes with incorrect neighbor
(topology) information. We present a few efficient countermeasures against this
attack in section 3.4.4.1.

2.6 Attack tree

Attack tree [Sch00] is a formal, methodical way to describe the security of systems.
Basically, it represents the attacks against a system in a tree structure, where the
root of the tree is an attack goal, a leaf of the tree is an attack mechanism, and an
intermediate node of the tree is a so-called subgoal (a more specific goal).
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Figure 2.1: Ad hoc network layer threat tree

To establish an attack tree for MANETSs, we start with some basic attack goals, and
then we refine the basic goals into sub-goals along several paths of the tree. New
attack variants can be easily integrated by appending them under the appropriate
tree node.

According to [Sch00], the MANET attack goals can be classified into a tree structure
as shown in figure 2.1. Due to the lack of place, our tree only presents the different
goals and subgoals, while ignoring the methods.

The six main attack goals considered in our attack tree are introduced in the fol-
lowing six subsections, where we also detail their possible subgoals and mechanisms.
Our attempt is to apply the attack tree model as a new methodology to the vulner-
ability analysis of ad hoc networks.

The main advantage of attack tree model is that such a tree can be instantiated for
each (MANET routing) protocol, thus providing a good vision of the vulnerabilities
of the protocol. Another important advantage of the analysis is the emphasis on
the attack goals. We can know at a glance the attacks that are desired by the
attackers with a certain attack goal, thus knowing the possible solutions to protect
the network from being threatened by such attackers.

In the following, we also distinguish different attacks depending on the types of
routing protocols they could be applied to, because not all attacks can be applied
to all the routing protocols. There are some attacks which can only be realized
with one type (reactive or proactive) of routing protocols, with a certain routing
algorithm, etc...
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2.6.1 Information disclosure

Information disclosure refers to the attacks that collect information about the net-
work, such as routing information, topology information, node identities, geographic
location of nodes, position of important nodes, etc. In some cases, these information
are critical for ad hoc networks. For example, in a battlefield MANET, the position
of the commanders must not be discovered by the enemies.

Information can be gathered by eavesdropping, if it is not protected. However, the
routing information is usually not protected even when a secure ad hoc routing
protocol is employed. This comes from the fact that it is difficult to realize infor-
mation protection in MANETS while still guaranteeing the routing performance. As
a consequence, the information disclosure protection is only required by some rare
applications, and we do not consider these attacks in this thesis.

2.6.2 Data disclosure

Data disclosure consists in collecting data traffic transited in ad hoc networks. It is
obvious that data disclosure can occur with eavesdropping if the confidentiality of
data is not ensured.

Otherwise, data disclosure could also be a first step of data tampering attacks if the
integrity of data is not well guaranteed.

The main subgoal for data collection is traffic attraction.

2.6.2.1 Traffic attraction

Traffic attraction is an attack goal with which attackers try to attract data flows
towards them by interfering in the routing discovery phase.

Attacks applicable to all routing protocols

o Vertexr cut attack - Attackers can control the interconnection points (also called
bridges) connecting different part of a network and cut off all other links. As
a result, all the communication between the parts will pass by them.

e Wormhole attack - With this attack, colluding attackers use a private connec-
tion to reduce the length of routes passing through them or the propagation
time of routing messages, as described in section 2.5. As a result, a route
established on a wormhole seems shorter and faster, therefore it has more
chances to be chosen for sending data flows.

e Increasing Sequence Number (SN) or other increasing message identifier - In
many protocols, an attacker can send messages with high SN. These messages
are considered fresher than the normal messages. Therefore legitimate routing
messages are rejected, and only routing messages sent by the attacker are
accepted. Thus, the data routes will pass through the attacker.
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This attack is only applicable to the protocols using these message identi-
fiers. Unfortunately, due to the lack of synchronization, many ad hoc routing
protocols use these identifiers, and are thus exploitable.

Reducing Hop Count (HC) - This attack works with all protocols using a Hop
Count field in their routing messages, for example, AODV and Highly Dynamic
Destination-Sequenced Distance-Vector Routing (DSDV) [PB94]. The route
choice can be misled by this attack since a forgery route may always appear
shorter.

Attacks specific to reactive protocols

Rushing attack [HPBO3] - In most reactive routing protocols, in order to avoid
loops and find out the fastest routes, each node will only treat the first copy
of a RREQ. To limit collisions, each node should add a random emission delay
before rebroadcasting the RREQ.

By deleting the random delay, a malicious attacker can hurry his RREQ mes-
sage to next nodes and make other RREQs sent by benign nodes rejected.
Therefore the routes containing the attacker have more chances to be cho-
sen to delivery data. This attack is particularly harmful because it can be
performed by a weak capcacity attacker.

Route cache poisoning - This attack consists in injecting wrong routing infor-
mation into routing caches of honest nodes. It works only with source routing
protocols since only them have route cache.

The attack is particularly easy to realize when the DSR protocol is in use,
since routing information can be learned through “promiscuous listening” (c.f.
section 2.2.2.1).

Reducing the number of identities in source route - Indeed, this attack is spe-
cific to source routing protocols. An attacker can erase a number of identities
in a source route when sending a RREQ or a RREP. Then the route recorded
is seem shorter than the real route, and it has more chances to be chosen.

RERR dropping - An attacker may systematically refuse to generate or forward
RERRS in order to make routes passing by him always appear valid. Indeed,
such an attack could not work when an end-to-end acknowledgment is required,
but this is not the case for most of the MANET reactive routing protocols.

Declaring a subnetwork - In AODV, such an attack can be realized by declaring
a subnetwork with a high SN. Attacker can then control all the traffic between
the subnetwork and the rest of the network.

Attacks specific to proactive protocols

In the OLSR protocol, to attract data flows, an attacker can try to be selected as a
MPR (refer to section 2.2.2.2) with the following mechanisms:
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e Declaring forgery neighbors - Such an attacker can declare inexistent nodes
as neighbors in his HELLO messages. Then, according to the MPR selection
rules [CJ03|, the attacker will surely be chosen as MPR since only he “has”
the “neighbors”.

e Showing a high willingness to be MPR - With the highest willingness, an
attacker is sure to be chosen as MPR. Even a second-level willingness can
increase its chance to he MPR.

Attacks specific to protocols using security mechanisms

Same distance fraud - In secure routing protocols (such as SLSP described in sec-
tion 3.4.3.2) which use hash chain to secure an increasing field (such as HC) or a
decreasing field (such as TT'L), a malicious node is able to keep the field unchanged.
This misbehavior can either make the messages through the attacker reach a larger
area or make routes through the attacker seem shorter than their real lengths. Thus,
it can attract traffic to the attacker.

2.6.3 Selfishness

Selfish behaviors are not really attacks. They are the behaviors of the nodes which
do not cooperate with others to guarantee the good operations of the ad hoc routing.
In a distributed mobile network, in order to save bandwidth, computational resources
and battery lives, nodes have more intentions to adopt selfish behaviors. These
behaviors are often the contrary of data attracting attacks, since selfish nodes do
not want to forward data. We call the nodes adopting selfish behaviors selfish nodes.
When there are many selfish nodes in a network, its routing service availability could
be imperiled (c.f. section 3.5).

Selfish behaviors are generally considered as passive behaviors (without any message
sent). However, a few selfish behaviors may also include some active actions.
Below, we distinguish between different selfishness behaviors depending on the type
of protocols they can be applied to.

Behaviors applicable to all routing protocols

As an intermediate node, a selfish node can perform a blackhole (also called sink-
hole) or a greyhole attack during the data forwarding phase. These attacks drop
data packets instead of forwarding them.

Behaviors specific to reactive protocols

A selfish behavior can also be:

e Non participation into the topology discovery phase - A selfish node drops
RREQ and/or RREP messages that it should resend.
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o Modifying routing discovery message - A node modifies RREQ or RREP mes-
sages (with longer route, lower sequence number, etc.) to make the routes
passing by them discarded by the source nodes. However, in most cases, this
attack can also provide non-optimal routes to attackers, so we do not consider
this attack in our thesis.

e Sending forgery route maintenance message - A node sends route error mes-
sages (even if there is no broken link) in order to avoid forwarding data packets.

Behaviors specific to proactive protocols

In OLSR, a selfish behavior could be showing its willingness of not being MPR, since
such a node is sure not to be chosen as MPR.

Behaviors specific to protocols using security mechanisms

With a reputation system, when the punishment strategies decide that a selfish
node will not be excluded from network but only from routing (in order to prevent
the rejection of data packets), a possible selfishness behavior could be giving a bad
reputation to itself. This is because the selfish node is not excluded from network,
therefore it can continue to benefit the routing service as sender or receiver; further-
more, it is excluded from routing, so it will not be chosen as intermediate node and
can thus be naturally selfish.

Remark: We could see from this case that the punishment strategies of a rep-
utation system (more generally all the security mechanisms) should be carefully
designed according to the security objectives that we want to achieve.

2.6.4 Performance degradation

Performance degradation aims at perturbing the ad hoc routing or causing DoS
attacks in MANETs. The attacks in this category can be classified according to the
three following subgoals.

2.6.4.1 Data rejection

Data rejection can be used to degrade the routing performance, since it can result
in data loss. The following methods may cause data rejection in MANETS:

e Blackhole (sinkhole) attack - The attacker drops all data packets passing
through it.

e Greyhole attack - This is a partial blackhole attack where an attacker partially
rejects data packets.
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2.6.4.2 Traffic addition

Adding redundant traffic into MANETS can increase the routing load thus decreas-
ing the routing performance. A method to realize a denial of service attack is to
overcharge a victim by flooding him a huge amount of traffic/requests.

Moreover, in MANETS, in order to save their battery lifes, attackers may prefer not
to consume energy for attacking. Thus, a smart attacker should be able to make
other nodes generate additional traffic.

Attacks applicable to all routing protocols

Common mechanisms used to overload MANETs with data traffic are:
e Data message replay (c.f. section 2.5).

o Message loop - this attack makes messages loop infinitely within network in
order to consume network resources. And a smart attacker will avoid him-
self being implicated in the loops. Fortunately most routing protocols are
protected from this attack.

Attacks specific to protocols using security mechanisms

When a secure routing protocol uses the authentication and integrity verifications
mechanisms which consume a significant amount of computational resources, at-
tackers can bring down networks by sending a great number of bogus messages.

2.6.4.3 Delay addition

In the following, we list different methods that can be used to add delay to data
delivery. They work essentially with reactive protocols:

e Providing non-optimal route - By modifying route discovery messages, an at-
tacker can make other nodes use non-optimal routes to delivery data. This
attack is also a type of byzantine attacks (c.f. section 2.4).

o Modifying data packet header - The arriving time of a data packet could be
postponed when it is deliberately modified by an attacker. For example, the
attacker can redirect it to another neighbor which may have a worse route to
the destination. This method works also with proactive protocols.

2.6.5 Topology modification

In this section, we consider the attacks whose goal is to modify the connectivity of
network. We distinguish the four following subgoals.
e Node ezclusion/isolation: Attackers try to exclude or isolate some benign
nodes.
e Node addition: Attackers try to introduce forge node identities into MANETSs.
e Route/link invalidation: Attackers try to invalidate legitimate routes or links.
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e Route/link forging: Attackers try to inject forged routing information into
MANETs.

2.6.5.1 Node exclusion/isolation

When a node is excluded from network, the topology of the network is changed. To
exclude a node, attackers can cut off its communication with the other nodes. The
following methods can be used to achieve this goal:

Attacks applicable to all routing protocols

Sleep deprivation attack - An attacker uses up the battery of a node by sending it a
large number of packets. The node is excluded once it has no energy left.

Attacks applicable to proactive protocols

Sybil attack - Together with spoofing, this attack can be used to disable all links of
a node. That is, an attacker can pretend to be all the neighbors of a victim and
then invalidates each of the victim’s links.

Attacks applicable to reactive protocols

Using a great SN plus impersonation - In AODV |[PBRDO02|, by using a high SN,
an attacker can isolate a node impersonated until the victim could find again an
appropriate SN.

Attacks specific to protocols using security mechanisms

Blackmail attack - The attack may be applied to a secure routing protocol based
on a reputation system that accepts recommendations. Attackers can send wrong
accusations against honest nodes, or cooperate to accuse firmly a victim node.

2.6.5.2 Node addition

To modify the topology, an attacker can also “add” nodes to a network by pretending
to be many nodes, which is also called a “sybil attack”. Therefore non-existent
nodes may be introduced into routing tables or route caches if there is not a central
server that maintains network members and/or controls network access. Note that
Statistically Unique and Cryptographically Verifiable (SUCV) addresses [MC02] (c.f.
section 3.3.2.4) are vulnerable to this attack.

2.6.5.3 Route/link invalidation

Links may be invalidated by attackers. And once a link is invalidated, all the routes
using this link are also invalidated, and the topology is modified.
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Attacks specific to reactive protocols

Impersonate RERR message - An attacker can send out forgery RERR messages by
spoofing the identities of nodes on routes. All nodes receiving the message would
invalidate the link and change their network topology vision.

Attacks specific to proactive protocols

If a routing protocol only employs symmetric links, then it is sufficient to degrade a
symmetric link to an asymmetric one to invalidate a link. This is the case of OLSR,
where a link can be invalidated by an impersonated message which declares the link
lost.

2.6.5.4 Route/link forging

By forging a link /route, the topology of a MANET can be modified. A route forging
attack can be achieved by the following methods:

e With all protocols, one wormhole is also a forged link (c.f subsection 2.5).

e With reactive protocols, a link/route can be forged when impersonation is
possible, or when routing messages are alterable. For example, an attacker
can pretend to be a far away node and rebroadcast a RREQ, or delete some
identities from the header of a RREP of DSR.

e With proactive protocols, by inserting forgery links into routing control mes-
sages, receivers of the messages will believe in the existence of the links.

2.6.6 Non exclusion

In fact, non exclusion is not really a malicious attack goal. It is a vulnerability
coming from the malicious nodes which do not want to be excluded from network
due to security mechanisms. For example, when a reputation system is employed to
exclude misbehaving nodes, or when a certain security mechanism is used to cut off
links towards attackers, non exclusion behaviors can exist.

An attacker can try to bypass a reputation system by the following methods:

e Using impersonation - An attacker impersonates another identity before at-
tacking.

e Adopting a good proportion of benign behaviors - Due to the indeterminacy
of MANETS, many reputation systems are required to tolerate a percentage
(represented by a threshold) of bad behaviors. Thus, to accumulate good
behaviors, attackers may exploit this toleration by creating useless but correct
traffic among cooperating attackers. Nevertheless, this mechanism consumes
energy of attackers.
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e Cooperating to make attacks undetectable - When the supervision is done only
on routes (c.f. section 3.5.3), cooperating neighbor attackers and wormhole
attackers are difficult to be detected.

o Covering up for other attackers - In a reputation system, a liar is a node
which exchanges wrong reputation information with other nodes. A liar can
cooperate with attackers to prevent them from being excluded:

— In an alarm-based reputation system, a liar may refuse to send alarms if
he will not be punished for its silence.

— In systems based on periodic reputation exchanges, a liar may show nor-
mal or good reputations for malicious nodes. In an extreme situation
where liars are numerous, honest nodes could even be accused of sending
blackmails due to their minority.

2.7 Instances of the attack tree

In this section, we establish two instances of our attack tree for DSR and OLSR,
respectively in figure 2.2 and figure 2.3. We use these trees to show the vulnerabilities
of the unsecured DSR and OLSR.

In the figures, we use different colors to show the goals, subgoals, attacks that we
will take into account in this thesis, and the attacks that we do not consider in this
thesis. We make choice according to the difficulty and conditions that are required
to counter these attacks. For example, we do not consider attacks only realizable
with “Active-VC” (c.f. section 2.3).

2.8 Conclusion

In this chapter, we introduced the standards of mobile ad hoc networks, which
provide us the basic knowledge to understand this thesis.

Then we presented a classification of the threats that menace the network layer of
MANETs. We consider our attack tree as a first step towards a useful frame of a semi-
formal security analysis for ad hoc routing protocols. Our main improvement, in this
work is that we distinguish objectives and mechanisms of attacks. The distinction
can help security defenders to easily notice which attacks should be prevented under
which security objectives, and which attacks may not be taken into consideration.
Even though nowadays a large number of threats against MANETs are already
known, new attacks could still be progressively revealed by researchers or attackers.
Therefore it is obvious that our attack tree still needs to be refined, and additional
attack objectives and mechanisms should still be added to the tree to make it more
complete.

Through our analysis, we noticed that new vulnerabilities may arise due to the
introduction of security mechanisms. As a result, we draw the conclusion that
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attentions should be paid to the design of security mechanisms. In addition, the
compromise between performance and security should be carefully studied, too.

In this chapter, we also established two instances of our attack tree, for DSR and
OLSR respectively. These trees will later be used to analyze our security solutions
proposed for these two protocols.
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Chapter 3

Security mechanisms for the
MANET routing

“The way ahead is long; I see no ending, yet high and low I'll search with
my will unbending.”

— Qu Yuan « Li Sao » (about 340 B.C. - 277 B.C.)

3.1 Introduction

To address the vulnerabilities discussed in the previous chapter, many secure ad
hoc routing mechanisms have been proposed in the literature. Most of them can be
classified into the three following categories:

e Key management mechanisms deal with identification and all issues regard-
ing keys (establishment, distribution, revocation, renewal and exchange).

e Secure routing mechanisms ensure the authentication, confidentiality, in-
tegrity and eventually the non-repudiation in the two routing phases: topology
discovery and data forwarding.

e Cooperation reinforcement mechanisms fight against selfish behaviors and
encourage the cooperation between MANET nodes.

In this chapter, we discuss the representative solutions in the three categories. In
addition, we note also that, for any of the MANET security mechanisms, trust
relationship is important to be managed. It is the base of the relationships between
nodes in MANETs. For example, trust can decide the routing choices in ad hoc
networks, if we allow routes to be established only between nodes trusting each
other. Reversely, trust relationships can also be influenced by the routing behaviors
of the nodes, because a misbehaving node might lose its trust relationships with
others. Finally, the evolution regarding trust must also be reflected by the key
management: untrusted nodes should not be able to renew its keys.

In most traditional networks, a trust can either be a third-party trust or a direct
trust. With a third-party trust, two individuals trust each other via a common
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third-party. With a direct trust, on the contrary, trust relationships are established
directly between entities themselves. Unfortunately, in a MANET, there may not
be a common third-party entity, and nodes may not have a-priori direct trust among
them. Even existing trust relationships can be ephemeral due to the mobility and
the compromised nodes. This makes the establishment/reestablishment of trust
relationships between nodes a key concern in MANETS.

In the rest of the chapter, we present the security mechanisms designed for the three
categories mentioned above, and we present a conclusion and show our research
considerations at the end of the chapter.

3.2 Notations

We introduce in the following the notations that are used in this chapter in their
appearing order.

Notation Meaning

ns number of the threshold cryptography servers in the network
N number of nodes in the network

© a threshold

A B,C FE nodes

l the length (in bits) of hash values

N1, N9y ey N the nodes in an N-node network

1P an IP address

PK a public key

h(a) the hash value of a

Kanp a symmetric key shared by node A and node B

S a source node

D a destination node

I; the 7th intermediate node on a route

S; a random seed chosen by node n;

£ the length of a Hash chain

h (a) a value a hashed j times without key

d a route length

M a message

A—x: M a node A broadcasts the message M to all nodes in the network
1P, the IP address of node A

T a time interval

ily the catenation of ¢ and j

Pey (@) HMAC computed on a value a using the key key
KIZ.Ti the TESLA key of node I; at time interval 7;
A—B: M a node A unicasts the message M to another node B
SN a sequence number

1d a message identifier

CA a CA server

PKy the public key of node A
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t a time

e an expiration time

cert the certificate of node A

SKu the private key of node A

<M >sk, the message M signed by the private key of node A
{M} ey the message M encrypted by the key key

HC a hop count

SAap security association shared by node A and node B
d_ Max the maximum route length

TTL a Time To Live

T the 7th time interval

t; the ith timestamp

TIK; the TIK key at time ¢;

UID a unique identifier for each packet (in Network Simulator)
MAC, the MAC address of node A

X a mishbehaving node

3.3 Key and trust management

An ad hoc key scheme can be either asymmetric or symmetric. In the first case,
it mainly manages a Public Key Infrastructure (PKI), wherein each node has at
least a pair of private/public keys. In the second case, it mainly manages symmetric
keys, either one symmetric key shared by all nodes of a network, or multiple pairs
of symmetric keys each shared by two or more nodes.

The choice between using symmetric and asymmetric key in MANETs often depends
on the network scenario (network type, application, etc.). Symmetric keys are better
adapted for sensor networks (because they cannot support asymmetric cryptogra-
phy), or stable and small networks (because it is difficult to manage large numbers
of symmetric keys). Asymmetric keys are adapted for networks with a large number
of node, or highly dynamic networks.

The cryptographic primitives permit to establish Security Associations (SA) |[DMM.J98§|
between nodes. A security association is a relationship between two or more entities
that describes how the entities will use security services to communicate securely.
This relationship is represented by a set of information that can be considered a
contract between the entities. That information must be agreed upon and shared
between all the entities that trust each other and participate into a same SA.

3.3.1 Design requirement

When designing a key management scheme for MANET, we should consider the
following requirements:

Identified Secrets should be established only with identified nodes.
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Distributed The scheme should not depend on any central server, otherwise the
server(s) can be the target(s) of numerous attacks. Furthermore, to be totally
distributed, it is recommended that all nodes in the network participate in the
network key generation process. However, for large networks, this could be too
complicate to realize. So scalable approaches based on hierarchical/cluster are
suggested in most cases, such as in [BHBRO1| and |[SA99].

Lightweight It should be lightweight, both in term of protocol exchange and cryp-
tographic operation. This is especially important for the networks with nodes
having limited capacity or with proactive protocols.

Key refreshed Generated keys should be relatively strong so that they are not
easy to be compromised during the network existence, otherwise they should
be refreshed periodically.

Misbehaving node excluded Misbehaving nodes must not be trusted and their
keys should be invalidated.

Robust A key management scheme could be itself a target of attacks, so it must
be functional even under attacks.

Flexible A leaving node often departs from the network with some network secrets,
and a joining node should be rapidly informed of the secrets of the network and
establish keys (however the capability of a new joining node depends on the
security mechanism employed) in order to communicate with others. Therefore
in a discretional ad hoc network, joining and leaving of nodes should be taken
into account in the key management.

In the rest of this section, we make a survey of the main solutions suggested for key
and security association management in ad hoc networks.

3.3.2 Asymmetric key management

The deployment of traditional PKI system in ad hoc networks is problematic, since
such a system needs a Certificate Authority (CA) which is a center server. In
addition, to ensure the delivery and revocation of certificates, the CA is required to
be permanently online and always accessible by any node. These issues make the
traditional PKI inadapted to MANETSs.

To get rid of the dependence on CA but keep the advantages of PKI, four kinds of
solutions have been proposed. One distributes the functionalities of CA to a number
of ad hoc nodes. One uses a trust architecture similar to PGP [S.G95|. And the two
other solutions replace certificate by a one-way (hash) relationship between identity
and public key for each node. They are respectively introduced in the four following
subsections.
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3.3.2.1 Distributed certification authority

Instead of using a central CA, we can use the threshold cryptography to distribute
the CA functionalities to a number of nodes in a MANET. For example, the private
key or the signature function of CA can be distributed to ns nodes in an N-node
network (N > ns), then each of these ns nodes can play the role of a partial
certificate authority. We call the information given to each of the ns nodes a part.
Thus, a number of nodes which own a part will be able to emulate a CA server.
To apply a CA operation, an applicant needs to solicit the authority service from
at least ¢ + 1 (¢ is the threshold) nodes among the ns partial servers (ns > ¢ + 1)
[Sha79, SHO2|. Each partial server solicited will provide a partial result, and then
the results from no less than ¢ + 1 servers can be combined with verifications and
fault tolerances into a signature which is equivalent to a signature signed by a
central server. If ns is larger than 2¢ + 1, we see that the network can tolerate up
to o compromised partial CA servers. Note that the parts should be periodically
refreshed to prevent attackers from compromising more than ¢ servers.

The Cornell On-line Certification Authority (COCA) [ZH99, ZSvR02|, proposition
of Zhou et al., requires that ns > 3p+1 and N > ns in order to limit the number of
partial servers. The private key of the CA is distributed, and it will be reconstructed
for each signature at one of the servers. In COCA, applicants can either request
a new certificate or update an old one. Moreover, an existing certificate should be
revoked if more than ¢ servers judge that the node which owns the certificate is
compromised.

Since ns is limited, COCA may easily protect the partial servers from being com-
promised. Nevertheless, the protocol has significant overhead and introduces the
following disadvantages:

e The exchanges between servers are quite interactive'. This is especially true
for the proactive secret sharing method that is used for the refreshment of the
parts. Moreover, to ensure the delivery of the messages, all messages in COCA
should be acknowledged.

e Every server has its own pair of public/private keys with which all their ex-
changes should be signed, including the acknowledgments.

e Multihop routing is used for the key management, creating a loop routing -
key management.

e For each operation, the private key of the CA should be reconstructed at one
of the servers. Thus attackers have the possibility to discover the key if the
server chosen is compromised.

Luo et al. introduced another approach [KZL701, LL00| which defines ns = N.
During the initiation phase at least ¢ + 1 nodes will be given a part, and then the
other nodes could be initialized on-the-fly by the nodes already initialized. Unlike

!Here “interactive” means that there are many message exchanges between non-neighbor nodes
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COCA, this approach does not distribute the private key of the CA but only the
signature function.

It is assumed that the network is dense enough for all nodes to have at least ¢
legitimate neighbors which can answer its CA request (the applicant can provide
one part itself). This localization of the CA service breaks the loop between the
routing and the key management, and makes the protocol non-interactive, unless
the applicant does not have enough legitimate neighbor nodes. In this case, two-
hop or still faraway neighbors can be solicited. Simulations showed that highly
mobile networks can better support the protocol since with mobility nodes have
more chances to contact others.

The renewal of certificate should be done with at least ¢ nodes which trust the
applicant, and nodes without legitimate certificate will be isolated because no node
will relay their packets. For revocation, a local Certificate Revocation List (CRL)
INDBJO1] exists at each node. Each node is supervised by its neighbors, and its
certificate can be revoked if it is found behaving badly. A revoking node updates its
CRL and broadcasts the revocation information. Any node hearing no fewer than
@ + 1 accusations against a same certificate should add the certificate to its own
CRL to revoke it locally.

The approach of Luo is both distributed and non-interactive. However, if there is
not an efficient access control mechanism, attackers can enter the network, make a
clan of more than ¢ members and then revoke and sign certificates. Moreover, in
comparison to the solution of Zhou [ZH99, ZSvR02|, in this approach all nodes need
to be protected from being compromised. Thus the parameter ¢ should be chosen
carefully if it is too small, the security level will be low; if it is too large, it is
difficult to ensure that there are always sufficient legitimate neighbor nodes.

Proposition | Distributed | Requirements Interactive | Refreshment
of parts

Zhou et al. | Partially ns >3p+1, N >ns | Yes Yes

Luo et al. Completely | N = ns No Yes

Table 3.1: Distributed CA solutions

3.3.2.2 Self-organized PKI

Capkun et al. have adopted the idea of Pretty Good Privacy (PGP) [S.G95] to
MANETS to create a fully distributed PKI without central server [HBCO1|.

The main characteristic of PGP is the transitivity and the self-organization of trust,
which removes the dependency of PKI on a CA server. However, central certificate
repositories are still required by PGP. Then, to further remove this requirement,
Capkun lets each node own a local repository of certificates.

The trust transitivity indicates that if A trusts B and B trusts C, then A trusts C.
Following this guideline, each node stores at first the certificates issued by itself as
well as the ones destined to it. In addition, it further selects some other certificates
and stores them in the residual space of its repository.
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Moreover, the mechanism can be more efficient thanks to the employment of the
Heuristic Shortcut Hunter Algorithm, since a shortcut can be used to shorten cer-
tificate chains thus reducing both the cryptographic overhead and the possibility of
having wrong trusts due to trust transitivity. An alternative way to counteract the
forged trust is to combine disjoint multipath certificate chains towards a same node.
The small world theory |UniO6| argues that any two people in the world can be
connected via no more than six degrees of separation. Thus, since the approach is
supported by this theory, when two nodes want to communicate without an a-priori
trust relationship, they theoretically can always converge their repositories to find
the shortest certificate chain between them.

The approach is more appropriate to small ad hoc networks since the convergence
(based on the asymmetric cryptography) of long certificate chains could be heavy.
Besides, once a certificate is revoked, all chains containing it become invalid and new
computations should be effected. Also, it is important to note that we need some
initial trusts between nodes for the establishment of certificate chains. Moreover, the
trust transitivity is unsuitable especially for the scenarios in a hostile environment
due to compromised nodes.

Until now, all the propositions presented in this section employ certificates that
provide essentially a binding between node IDentifiers (ID) (often IP addresses of
nodes) and public keys. In the next two sections, we will show two alternative
solutions which bind naturally an ID with a public key without help of any certificate.

3.3.2.3 ID-based cryptography

With ID-based cryptography [BF01|, a node decides at first its ID, then hashes the
ID to obtain its public key. Afterwards, the node sends a request to a Private Key
Generator (PKQG) server to request its private key. An online PKG could also be
distributed using a threshold cryptography scheme, as suggested in [KKA03|, where
identities of nodes are even directly used as public keys.

Since the hashing computation cost is significantly lower than that of certificate,
the solution is considered as a good candidate for the key management in ad hoc
networks. However, the ID-based cryptography scheme still needs further investi-
gation to become mature and be deployed in reality. And no matter whether the
PKG server is on-line or offline, distributed or centralized, the control of identities
should be ensured.

3.3.2.4 Cryptography-based address

The Statistically Unique Cryptographically Verifiable (SUCV) [MCO02| approach is
different to that of ID-based cryptography in the way that, instead of generating a
pair of public/private key based on a chosen ID, a node generates a pair of pub-
lic/private keys, and then computes its ID (address) by hashing of the public key.
Thus, neither server nor certificate is needed by the approach.

To be able to resist spoofing attacks and to be statistically unique, the hash output
(ID) length cannot be too short. In fact, with a perfect [-bit hash algorithm, an
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attacker needs on average 2/~ hash operations to discover the corresponding public
key, and on average 2//2 nodes could generate an address collision [KBC97]. Con-
sequently, TPv4 addresses (I = 32) are not sufficiently long, only TPv6 addresses
(I = 128) are usable by the scheme.

In an unsecured MANET, a misbehaving node may use multiple identities. We call
all the identities except the legitimate identity bogus identities. Without server to
control the identities (addresses) of nodes, bogus addresses can exist along with
SUCYV which will cause security problems especially for the identification of nodes.
To summarize, we compare the discussed propositions in table 3.2.

Proposition Certificate | Need server | Characteristic | Revocation
Threshold cryp- Yes Yes Distributed CA Yes
tography

Self-organized Yes No Transitive trust Yes
PKI

ID-based  cryp- No Yes PK — hash(ID) | Possible
tography

Cryptography- No No ID — hash(PK) No
based address

Table 3.2: Asymmetric key management propositions

3.3.3 Symmetric key management

In this section, we describe at first two propositions that aim at establishing a
global symmetric key in a MANET. Then we present some approaches to create (or
distribute) pairwise keys.

If a network uses a symmetric key shared by all the nodes, it should be attentive to
the changes in the network membership, since the modification of the composition
of the network will necessitate the regeneration of the key. Otherwise, if the network
uses pairwise keys, the same problem does not exist but in a N-node network, nodes
are required to store w keys.

Although much more complicated in terms of management, a pairwise key scheme
is considered safer than a global key scheme. This is because, in the case of pairwise
keys, compromising one node could not influence a lot the whole network security,
while with one global symmetric key, one node compromised signifies that the whole
network is compromised. As a result, pairwise symmetric keys are more suitable for
scenarios which need a high security level but nodes are relatively weak to support
asymmetric cryptography, and a global symmetric key is suitable for MANETSs in a
safe and stable environment.

3.3.3.1 Password-based authenticated key agreement

Ginzboorg et al. suggested a key agreement scheme in [AG00| for the following
scenario: all participants of a conference are in a same meeting room and they trust
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each other; they share a password (which is too weak to be a communication key but
can be used for the authentication of participants of the network) by some offline
means (for example the password could be written on a blackboard in the meeting
room); they try to create a strong and global symmetric key to secure all their
internal communications.

It is required that with authentication based on the password, all nodes contribute
to the generation of the key. Therefore eavesdropping attackers are excluded from
the network due to their lack of the password.

Three variants of Diffie-Hellman (DH) key agreement protocol [Res99| are proposed
in [AGO00], one is a two-part protocol and the others are multipart protocols. In
the two-part protocol, nodes exchange their DH public components encrypted by
the password, then use challenges to authenticate the communication key. The first
multipart protocol is made of N + 2 steps if the network is composed of N nodes.
The first N — 1 steps consist of computing 7 = ¢°12--9v-1 (g% is the DH public
part of the node n;), then the node N — 1 broadcasts 7 to all others. FEach node
authenticates itself to the node N by sending ¢; = 75/ (S’; is a random number)
to it, and the node ny should subsequently return back (cl-)SN to each node n;.
After these steps, all nodes should be able to compute ¢°%25¥ which will be the
final key. Finally, the authentication of the key is performed. The second multipart
protocol is called hypercube protocol since it considers a dm-dimension cube within
a 2%-node network. Thanks to the parallelism, only dm + 2 steps are needed to
establish an authenticated key.

However, this scheme is not flexible with regard to joining and leaving of nodes.
Once a node leaves or joins the network, the key has to be rebuilt with a new
password, due to the weakness of the password. Furthermore, the work in [Hie01]
showed that both the mobility and the topology can influence the performance of
the scheme. At last, the approach can be adapted to few other scenarios.

3.3.3.2 Password-based hierarchical key transport

A smart dust network is defined as a network composed of a large number of small
nodes (for example, sensor nodes). In [BHBRO1|, a key scheme is proposed for
smart dust networks which is somewhat similar to the previous solution since it is
also based on a pre-established password and it also generates global communication
keys (one key per interval). However, due to the weakness and the important number
of the nodes, the DH key agreement protocol is not suitable for the scenario, and a
key transport protocol is used instead.

A loose synchronization (which guarantees an upper bound on the maximum syn-
chronization error) is assumed, and it is also supposed that each node has a tamper-
resistant device which is able to protect the password and the temporary keys from
being compromised.

In such a network, at first, we establish clusters and elect Cluster Headers (CH)
which are nodes in charge of communication between clusters during the key estab-
lishment phase. Then, it is up to CHs to elect among them a network header who
will decide and distribute a communication key to all nodes of the network.
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Due to the additional tamper-resistant module, the price and the energy consump-
tion increase for each node. On the other hand, it is found that the so-called tamper-
resistant hardware may not be always safe [AK96|. In addition, attackers can even
easily be selected as headers if they answer to the CH selection conditions. Thus,
this mechanism requires an access control mechanism and a secure password distri-
bution. Finally, this scheme does not provide any way to punish neither attackers
nor selfish-nodes.

3.3.3.3 Random key predistribution

Random key predistribution approaches |[CPS03, Cha04| involve less overhead on
communication and computation. They are usually used with resource-constrained
(sensor) networks. The basic key predistribution scheme was introduced by Es-
chenauer and Gligor in [EG02]. Before entering a network, each sensor receives
from a large key pool a set of symmetric keys, in such a way that any two nodes in
the network can find at least one common key within their key sets.

In [CPS03|, an improved scheme is introduced by Chan et al.. It ensures ¢ (¢ > 1)
common keys between any two nodes, thus communicating peers can randomly
choose one of them or use multiple keys at once. Consequently, it will be more
difficult for attackers to compromise the communications since it is not easy for
them to know the right keys that are used in communications.

In [Cha04], Du et al. use the node deployment knowledge to refine the basic key
predistribution scheme. Their new scheme takes into account stable neighborhood
between nodes, thus being more efficient and using less keys. However, the solution
requires that long distance peer-to-peer communications are rare, and nodes are not
very mobile.

3.3.3.4 Resurrecting duckling

Resurrecting duckling [SA99] is a key management approach designed for Bluetooth
networks |[bbb05] (c.f. section 2.2.1). With this scheme, a Bluetooth network is
structured into a tree where a parent schedules all transmission of his children. The
root of the tree will be the owner of the network, generally a person who owns and
controls all his devices.

In short, resurrecting duckling is a hierarchical key transport solution where the
keys are given from children to parents. Every child possesses a hardware module
with which it can authenticate itself and send a symmetric key to its parent via a
physical contact. A parent has nevertheless the right to decide the validation time
of the keys and can also stop his parenthood with any of his children at any time.
In [Sta01|, authors propose an additional feature to the scheme which takes into
account peer-to-peer connections. Indeed, a peer-to-peer connection is considered as
the addition of two one-way connections in reverse directions. Moreover, following
the tree, all security politics decided by parent nodes should be applied to the
connections between children nodes. In fact, this new feature aims at adapting
resurrecting duckling to smart dust networks.
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As a drawback, parents should be protected from being compromised since they
possess many shared keys and they define the security politics of their children.
Thus, if a parent node is compromised, its children are also compromised.

3.3.3.5 Demonstrative identification

The approach in [BSSW02| is designed for small, temporary and local ad hoc net-
works. It supports essentially symmetric key establishment between neighbor nodes.
An application could be that a foreign Personal Digital Assistant (PDA) tries to com-
municate with an unknown local printer in order to securely print some documents.
The solution includes two phases: a pre-authentication phase which is an identifica-
tion phase and a key establishment phase which does authentication and establishes
a shared key between two peers.

The first step should be done either via a physical contact or an infrared channel?.
Some short information, such as the hashes of the public keys of communicating
nodes, is exchanged. Then, the second phase is done within a normal radio channel,
and the information previously exchanged is used in authentication. Afterwards, a
communication key can be produced by a well known key establishment protocol,
such as DH [Res99], Secure Sockets Layer (SSL) [FKK96], etc...

The drawback of the solution is that all nodes need a hardware module (infrared or
physical contact module) to accomplish the pre-authentication. And the applications
of the mechanism are limited to few scenarios.

3.3.4 Security association establishment

A Security Association (c.f. section 3.3) involves the passing of “secret words” or keys
to establish a secure connection between communicating parties. In this section, we
present two MANET two-part SA establishment approaches.

3.3.4.1 SA establishment with mobility

In [CHBO3|, Capkun et al. introduce a solution which makes use of mobility to
establish security associations. The protocol ensures that each peer of a SA is
certain of the identity and the public key of the other peer.

It is assumed that all nodes own a hardware module (infrared or wire). Two ways
exist to establish SAs. One is similar to the solution in section 3.3.3.5, where nodes
first exchange some short information using the module and then turn to their radio
channel for the rest of the exchanges. The other uses the secure module to exchange
all necessary information.

Thus, nodes are able to establish SAs on-the-fly when they meet new neighbors
thanks to mobility. Furthermore, friendships can also help. Consider two peers A
and B, and suppose another node that is neighbor of both peers and is a friend of
one of them say A, then a one-way SA from B to A can be established. Or, if a

2The same method can be found in sections 3.3.3.4 and 3.3.4.1.
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node is at once both friend and neighbor of A and B, the two-way SA between A
and B can be established through the node.

However, the scheme requires the participation of network users who should do
physical contacts or put their infrared interfaces face-to-face.

3.3.4.2 SA establishment with routing

In [BEGAO02], a SA establishment method using source routing is presented. Assume
that an initiator knows the identity of its target but not the public key, the objective
of the scheme is that two communicating nodes acquire the public keys of each other.
And optionally, an initiator can obtain a symmetric key chosen by the target.

The procedure is done within a secured source routing topology discovery process.
The key idea is to employ SUCV addresses (c.f. section 3.3.2.4).

An initiator joins its self-issued public key into its route request message and signs
the message with the corresponding private key. The target can then check the
signature, and whether initiator’s identity is the hash of the initiator’s public key.
If successful, the public key of the target will be delivered to the initiator within a
route reply message, which will later be verified by the initiator.

Optionally, if the communicating nodes want to establish a shared key between
them, a secret can be encrypted and transported to the initiator within the Route
REPly message (c.f. section 2.2.2.1).

The mechanism works only if the identities of peers are determinable. However, due
to the lack of control, this is difficult to be ensured in MANETSs. Furthermore, the
proposition has inherited the weakness of SUCV scheme in which bogus identities
can easily be created.

3.3.5 Summary

In this section, we discussed some representative key and security association man-
agement schemes. Many of them are designed for specific scenarios, and it seems
impossible to find a universal solution. Each solution has its advantages and draw-
backs that are compared in tables 3.3, 3.4 and 3.5.

Key management is an important aspect of MANET security, since it is often the
base of the secure routing. Except the key management solutions presented in
section 3.3, the following schemes can also be applied to MANET secure routing
protocols (refer to the next section for all the secure routing protocols quated here):

Distributed ring signature This kind of schemes [RST01| can provide anonymity
to the signers of a threshold signature. We can apply them to solutions such
as COCA to protect the signers’ identities.

Aggregate signature This signature scheme [BGLS03| can aggregate p signatures
on p different messages which are signed by p different users into one single,
short signature. Thus, they can help to significantly reduce the header length
of ADVSIG, endairA, etc...
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Proposition Origin Initialization Dimension| Duration | Refreshment
Password- Spontaneouy Pre-shared | Small Short No
based
key agree- password
ment
Pebblenets Planned Pre-shared | Large Long Yes
password
Resurrecting | Spontaneoug None Small N/A Yes
Duckling
Distributed Planned Dealer Not large Long | Yes (part)
CA
(Zhou)
Distributed Planned Dealer Large Long | Yes (part)
CA
(Luo)
Self-organized | Spontaneous History Not large Long No
PKI
Demonstrative | Spontaneouq PKI or Small Short No
identification pre-shared
key
Key Planned Key poor | Large N/A No
predistribution
SUCV ad- | Spontaneous None Large N/A No
dress
ID-based Planned PKG Large N/A No
cryptography

Table 3.3: Key management solutions

Multisignature This signature scheme [IN83, MORO1| is similar to the previous
scheme, except that the multiple signatures should be computed on a same
message. [t can be applied to the protocols where some information needs to
be certified by multiple nodes, such as ARAN, or a protocol using multi-hand
reputation.

Designated verifier signature This scheme [JSI96, Cha96| can make a signature
only verifiable by a unique and specific user. So it can be used in MANETS, for
example, to hide routing information, or to keep anonymity of nodes within a
voting system.

Once keys are successfully managed, we can use them to secure the ad hoc routing.
In the next section, we present some MANET secure routing mechanisms.
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Proposition Characteristic | Objective Mobility Scenario

Password-based | DH-based One global Limited Internal

key agreement key conference

Pebblenets Cluster One global Limited Smart dust
-based key™*

Resurrecting Physical Pairwise Limited PAN

Duckling contact keys Bluetooth

Distributed CA | Threshold PKI N/A N/A

(Zhou) cryptography

Distributed CA | Threshold PKI High N/A

(Luo) cryptography

Self-organized | Transitive PKI N/A N/A

PKI trust

Demonstrative | Pre- Pairwise Limited Small LAN

identification authentication | keys or PAN

Key Key poor Pairwise Sometimes | Sensor

predistribution keys limited network

SUCV address | IP = h(PK) | Asymmetric key | N/A N/A

ID-based PK = h(IP) | Asymmetric key | N/A N/A

cryptography

Table 3.4: Key management solutions (cont.)

3.4 Routing security

In chapter 2, it is shown that unsecured ad hoc routing protocols are vulnerable
to numerous attacks. In this section, we present some secure MANET routing
protocols. Some are existing protocols reinforced by additional security mechanisms,
some are new secure routing protocols suggested in the literature.

Most of the secure routing research efforts have been placed on reactive and proactive
protocols. Indeed, a hybrid protocol is often locally proactive and globally reactive,
so it is more complicate to secure but existing techniques might be blended and
applied to it.

Since reactive protocols seem less weighty, they are thus more studied by researchers.
Moreover, the source routing is the mostly studied routing algorithm because of its
features (it is particularly true within cooperation reinforcement solutions, see sec-
tion 3.5). Indeed, it permits source nodes to easily control all the intermediate nodes
and the integrity of the routes. Other algorithms, on the contrary, let intermediate
nodes decide their next hop nodes, thus they seem more difficult to be secured. In
other words, it is a trade-off between the flexibility and the security.

Many secure routing protocols suppose that source and destination nodes trust each
other, while any intermediate node could be malicious. We present the secure routing
objectives that counteract the effects of malicious nodes in the next section.
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Proposition Authen- | Distri- Light- Attacker | Robust | Flexi-
tication | buted weight | exclusion bility

Password-based | Yes Yes Yes No Yes No

key agreement

Pebblenets Yes Hierarchic | Yes No No Yes

Resurrecting Yes Hierarchic | Yes Partial No Yes

Duckling

Distributed CA | Yes Partial No Yes Average | Yes

(Zhou)

Distributed CA | Yes Yes Average | Yes Average | Yes

(Luo)

Self-organized By Yes No Yes No Yes

PKI friends

Demonstrative | Yes Yes Maybe | No Yes Yes

identification

Key Yes No Yes No No Yes

predistribution

SUCV address | No Yes N/A No No Yes

ID-based Yes Possible Maybe | Maybe Yes Yes

cryptography

Table 3.5: Properties of key management schemes

3.4.1 Design requirement

MANET routing protocols should be distributed, self-organized, and able to adapt
to changing topologies. Furthermore, the security objectives to be achieved are as
follows:

Availability Routes can be found if they exist.

Correctness Discovered routes are real routes. In other words, every link contained
in a route must truly exist.

Safety A route in use contains no attacker, otherwise the routing scheme must be
able to tolerate the attackers by some means.

Optimal Routes should be as optimal (short, rapid, less congested, etc...) as pos-
sible if the security requirements are already met.

Resource efficient A protocol should be as lightweight as possible both in term
of cryptographic overhead and routing overhead.

Punishment of malicious nodes If malicious nodes can be identified, they should
be punished, otherwise they have no incentive to stop attacking. As punish-
ments, misbehaving nodes can be definitely excluded.

Stability A secured routing protocol must be self-stable under attacks.
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Data delivery Data should be correctly delivered to their destinations with fresh-
ness, authentication and integrity. When necessary, the confidentiality is also
required.

Concretely, the above security objectives can be translated into the following re-
quirements:

Nodes should be correctly identified and authenticated, including source, destina-
tion and the intermediate nodes.

Routing information should be protected in term of integrity and authenticity.
Data needs the authenticity and sometimes the confidentiality.

Satisfying both performance and security requirements in one routing protocol is a
challenging task. So, we usually look for security mechanisms with few performance
penalties. Only if a network is very security-sensitive, the security is considered an
absolute priority.

3.4.2 Secure reactive routing

The most famous reactive ad hoc routing protocols are AODV and DSR (c.f. section
2.2.2). Many security solutions are based on them. For example, ARTADNE in
section 3.4.2.1, Secure Routing Protocol (SRP) in section 3.4.2.2 and endairA in
section 3.4.2.8 are secure source routing protocols, and Secure AODV (SAODV) in
section 3.4.2.5 is an AODV-based secure routing protocol.

3.4.2.1 Ariadne

The secure routing protocol Ariadne, based on pairwise keys shared by communi-
cating nodes (key Kgp denotes a key shared by a source node S and a destina-
tion node D) and Timed Efficient Stream Loss-tolerant Authentication (TESLA)?

3TESLA is a variant of the hash chain technique, which is a method to authenticate a large
number of messages while keeping the cryptographic overhead limited.

To be able to use a hash chain, the following steps need to be performed in advance: first, each
node n; chooses a random value s;; then by hashing s; £ times, the node n; obtains a list of £
values: h(s;), h(s;), ..., h*(s;); finally each node signs its last value h*(s;) and broadcasts it in
the network.

Any hP(s;) (1 < p < £) is then able to be authenticated by all members of the network since
h*(s;) = h*~P(hP(s;)). Moreover, if any h%(s;) (p < q < £) is already authenticated, hP(s) can
be authenticated with only ¢ — p hashing operations because h%(s) = h?"P(hP(s)). Nodes can thus
use their hash values in the reverse order of their generation to guarantee the authentication and
the integrity of their messages (often by HMAC [KBC97]). In ad hoc networks, proactive routing
protocols tend to use TESLA [HJP02] or its variants because they need to send many regular
topology messages.

In comparison with hash chain, TESLA has the advantage of economizing the hash chain ele-
ments at the cost of a loose synchronization. With TESLA, a node uses only one chain element
to authenticate all messages sent in one time interval, and each element will be disclosed after the
expiration of its time interval. LHAP (Lightweight Hop-by-hop Authentication Protocol) [ZXSJ03]
and [HPT99, Che97] are examples of the TESLA applications in ad hoc networks.
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[PCSJO01, PCJS00], is proposed by Hu et al. in [HPJ02|. According to the authors,
the protocol can also easily be adapted to two other schemes, namely shared keys
between each pair of nodes and digital signatures.

Suppose that a route S, I4,...,I;, ..., I;_1, D will be discovered in a route discovery
process. Then the RREQ initiated by the initiator S should be

S — x IPS,IPD,id,T,ho, where ho = hKS’D(IPS,IPD,Z'd,T)

7 is the TESLA time interval at the pessimistic expected arrival time of the request
to the target D (clock skew taken into account), and id is a random number. A
RREQ rebroadcasted by an intermediate node I; should be

]i — X Ips,IPD,id,T, hi,lpjl,....,IP]“M[l,...,M[i
where h; = h(IPj,|h;—1) and

M[Z. = hKIZ- (IPS,IPD,id, T, hi,IP]“ ...,IP]“M]“ "‘7MIi—1)

Ky, is the TESLA key of the node I; at the time interval 7. Upon receiving the
RREQ, D will compute an HMAC and send back a RREP:

D — In : IPD>IPS>7_>IPIU'-'>IPId,1aM11>-'-aMId,pMD
Where MD = h,KS,D([PD,[Ps,T, [PIN"‘?[PIdiNMIl? "'7M1d—1>

Each intermediate node I; will not send back the RREP until K7, can be revealed.
The RREP sent by node I; to node I;_; should be:

li = Iy : IPp,1Pg, 7, hg—1, I Py, ... I Py, My, ... My, Mp, Ky, .., Ky,

T

Node | By receiving the RREQ | By receiving the RREP

S KIZ-_,_’MD’ MI«L (1<Z<d—1)
I; T is not reached, id wait for the disclosure of K7,
D T is not reached, hg_q

Table 3.6: Fields to be verified in Ariadne

Fields to be verified at each step of RREQ and RREP handling are summarized in
table 3.6.

Ariadne is able to provide authentic routes to initiators, since an initiator can au-
thenticate each hop of a route and no node can be removed from a route. However,
the protocol is less adapted to large dimension MANETs. This is because, first, the
length of header increases rapidly with the length of route; second, it is difficult to
estimate 7 in advance when network is large, thus nodes might wait for a long time
before sending any traffic even though they are close to each other; third, due to
the utilization of TESLA, delay exists also for RERRs, which just needs a rapid
reaction to avoid data loss. Ariadne does not cope with wormhole attacks.

In Ariadne, TESLA keys need to be authenticated. For this, there is a solution
named ID-based message authentication (IDHC) [Mic04| which can bind the iden-
tities of nodes and their TESLA keys together.
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3.4.2.2 Secure Routing Protocol (SRP)

Secure Routing Protocol [PH02| aims at providing authentic routes to source nodes
with a minimum overhead. SRP can be an extension of any existing reactive protocol
especially DSR. It supposes that there is a SA between each pair of communicating
nodes, within which shared a secret key Kg p, a random seed and the expiry time of
the SA. The establishment of the SA is not described in detail in the paper but it is
supposed that asymmetric keys and the DH protocol can be used for the purpose.

A SRP header should be added to a reactive routing protocol header. It is composed
of six fields including an SN (a sequence number), a id (a random number seeded
by the seed in the SA), and a keyed Message Authentication Code (HMAC). When
an initiator sends out a RREQ), it computes the HMAC as the hash of the message,
by using Kg p.

Intermediate nodes are not allowed to reply to the RREQ, but they should check
the id and the SN, and append their identities to RREQ before rebroadcasting it.

Upon receiving a RREQ), the destination checks the HMAC calculated by the initia-
tor for the authenticity of the request. Afterwards, it returns a RREP to initiator
and protects the whole RREP by another HMAC using Kgp. The initiator will
check the validity of this new HMAC to ensure the integrity and the authentication
of the route in the RREP.

Optionally, we may employ the Intermediate Node Reply Token (INRT) mechanism
which uses multi-part SA. That is to say, nodes in a multi-part SA can reply to the
requests of each other.

SRP uses a Neighbor Lookup Protocol (NLP) where the binding of IP and MAC
addresses can prevent a lot of impersonation attacks. However, since no signature
is required, and since MAC addresses are nowadays as easy to be spoofed as IP
addresses, it will be difficult for NLP to detect all spoofing attacks, except if there
is a conflict or a central server to detect bogus addresses.

In addition, there is a DoS (c.f. section 2.6.4) prevention mechanism in SRP: a node
sending too many route requests is dropped in priority. Hence, when there are two
requests, the one from a higher priority node will be served before the one from a
lower priority node.

However, SRP is simple but not failsafe. First, it cannot efficiently protect its route
maintenance phase because no intermediate node is really authenticated. Therefore
a malicious node can act correctly in the topology discovery phase but impersonate
to send wrong RERRs (thanks to NLP, such an attack may be detected but the
attacker can never be identified). Second, it is shown in [Mar02| that the formal
proof proposed by SRP is not reliable, thus some incorrect topology information can
still be returned to S (c.f. [XLB04] for such examples). Moreover, wormhole attacks
can also disrupt SRP.

SRP secures only the topology discovery phase. Thus, it is suggested that SRP
works together with another secure routing protocol SMT (c.f. section 3.4.2.3)
which secures the data forwarding phase. Most SRP flaws can be covered up by
SMT.
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3.4.2.3 Secure Message Transmission (SMT)

The Secure Message Transmission (SMT) protocol |[PZ03| supposes that a set of
reliable paths is provided to each sender by SRP. It uses also the other hypotheses
of SRP.

The basic idea of SMT is to break each data message into several small pieces and
send them through a set of diverse, preferably node-disjoint paths. A path set is
named an Active Path Set (APS) that should be a subset of all existing paths from
a source node to a destination node. Since some redundancy is introduced into the
computation of the pieces, even if not all pieces are received, the original message
may be successfully reconstructed at the destination. Then, an acknowledgement
will be sent back to the source node. However, when there are not enough pieces
to reconstruct, the message, the destination node should inform the source node the
paths on which pieces have been successfully delivered. Thus, the sender can perform
some retransmissions through the operational paths. To guarantee the integrity and
the authentication of each piece, all pieces are sent with an HMAC computed with
key KS,D-

The reliability of the paths in an APS will be evaluated by the sender. A high rating
will be given to a path on which pieces are always correctly delivered, whereas failing
paths will be chosen less frequently or rejected from the APS due to their low ratings.
This mechanism is adaptive to both topology changes and attacks.

We will compare SMT to TRP in chapter 5.

3.4.2.4 Authenticated Routing for Ad hoc Networks (ARAN)

Proposed by Dahill et al., Authenticated Routing for Ad hoc Networks (ARAN)
[SDLT02] verifies routes in a hop-by-hop manner. It is neither a distance vector
protocol nor a source routing protocol.

ARAN requires a CA server CA and assumes that the public key of the server
PKcy is known to all nodes. Each node denoted A has to obtain a certificate
certsy =< 1Py, PKj,t,e >gk., before entering the network, where ¢ and e are
respectively the creation time and the expire time of certy, and SK¢4 is the private
key of C'A.

At the beginning of a route discovery phase, an initiator S broadcasts a Route
Discovery Process (RDP) message: < IPp,certs, SN,t >gk,, where D is the des-
tination node, and SN is a monotonically increasing sequence number. The pair
(SN, 1Ps) (IPs can be found in certg) will be used by intermediate nodes to verify
the freshness of RDP.

The first intermediate node [; adds its signature and its certificate to the RDP

message and then rebroadcasts it: < < < IPp,certs, SN,t >gp, > gk, o certn >
1

Any following intermediate node I; (2 < i < d) verifies the signature of I;_;, removes
it from the message, then adds its own signature and certificate to the message before

rebroadcasting it: < < < IPp,certs, SN, >gy_ >SKIi,ce7"t1i >,

The destination D takes the first received RDP (not necessary the shortest route)
and replies it with a REP (REPly) message. The REP is sent in a similar way as
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RDP but on the reverse path. Upon receiving the REP, S verifies the signatures of
D and I, and checks whether SN is valid.

RERR messages are signed by their originators. Intermediate nodes have no right
to modify them.

If S wants absolutely the shortest route, it can further broadcast a Shortest Path
Confirmation (SPC) message:

S — :< {IPp,certs,< IPp,certs, SN,t >sk.}prp >

Any intermediate node should resign it, add cryptographic credentials to it, and
reencrypt it with PKp. The destination D replies to the first SPC, and also any
later SPC with a shorter path, after verifying all their signatures. A reply is a
Recorded Shortest Path (RSP) message: < IPg, certp, SN, route >g,. The pro-
cedure guarantees that no node can be removed from a route, and any intermediate
node is authenticated, thus the shortest route can be found.

In ARAN, a certificate cert can be revoked by the server C' A with a revoke message
< certa >sk.,- Each node, upon receiving a revoke message, invalidates all routes
passing through the revoked node.

ARAN provides the authentication, the non-repudiation and the integrity to its
routing control messages, at the price of weighty cryptographic operations and an
online CA server. The effects of revocations will depend on the topology of the
network, since malicious nodes may not forward revocation messages. ARAN is still
vulnerable to wormhole attacks.

3.4.2.5 Secure AODV (SAODV)

Manel Guerrero Zapata et al. suggested a Secure AODV |[PBRDO02]| protocol (SAODV)
in [ZA02, GZ02|. SAODV protects two fields, namely SN and HC, in AODV routing
messages. HC is the only mutable field that is increased each time the message is
rebroadcasted.

SAODV needs a CA server to manage a PKI, with which every routing message
can be signed by its originator. Therefore, except HC', the message’s integrity and
authentication are ensured.

One hash chain is used to protect each HC field. An initiator puts s (a random
seed) and pMaez_hop_count(g) into each RREQ. Each intermediate node increases the
HC and replaces the field of s by its hash s’. Then, any node can verify the HC field
by checking whether

hMawihopicount(S) — hMaa:ihopicount—HC(S/)

A malicious node is not able to decrease the HC since it does not know the appro-
priate hash value. However, this mechanism can only prevent nodes from decreasing
the HC' but is unable to detect the same-distance fraud (a malicious node does
not increase the HC). Moreover, when there are some colluding attackers, the route
length can still be reduced by communicating an old s or s’ value to a downstream
accomplice.
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The utilization of SN is also restricted in SAODV. In a nutshell, nodes can no more
increase their SNs as they wish. For example, no more increasing of SN when a
RERR is generated, or a temporary leaving node should keep its SN and reuse it
when it comes back. These measures can prevent nodes from deliberately increasing
SN thus attracting traffics.

If intermediate nodes are allowed to reply to RREQs, a double-signature called sig-
nature for RREP should be generated with RREQ and be sent back by a responder
within its RREP. The signature provides information that can restrict the RREP,
thus the initiator is sure that the responder has received the correct RREQ.
SAODV guarantees the integrity and authentication of AODV routing control mes-
sages. However the use of hash chains cannot totally prevent attacks on HC.

3.4.2.6 Security-Aware ad hoc Routing (SAR)

The Security-Aware ad hoc Routing (SAR) protocol |[YNKO02| is proposed by Yi
et al.. It can be considered as a framework which can incorporate any existing
routing protocol. In SAR, every node, every application, and even every packet has
a security level. A node can forward, rebroadcast or reply a packet if and only if it
has a security level equal to or higher than the level required by the packet.

One secret key is defined for each security level, and each key should be distributed
to all nodes having an equal or higher security level. The contents (including the
header) of packets should be encrypted by the key of their corresponding security
levels, thus low level nodes cannot read them. Consequently we can also protect
topology information from being discovered by unauthorized nodes.

SAR is adapted to networks such as military networks where a general has a higher
security level than a soldier. However, the key management in SAR may be compli-
cated if a high level node can be compromised. And the evaluation of security levels
should also be considered to make the model more adaptive.

3.4.2.7 Secure Position Aided Ad hoc Routing (SPAAR)

Several ad hoc secure routing protocols rely on GPS, such as the Secure Position
Aided Ad hoc Routing (SPAAR) protocol [CY02]. With GPS, nodes can be sure of
their geographical positions, therefore neighbor relationships will be much easier to
determine.

Every node broadcasts regularly two kinds of messages in its neighborhood: the
public key distribution message which contains the certificate of the node, and the
Hello message which contains the current position and the transmission range of the
node. The neighborhood can then be calculated.

Every node further generates a pair of asymmetric neighbor keys and sends the
public key to its authenticated neighbors. All afterward routing control messages
including RREQ, RREP and RERR will be signed by both the global private key
and the neighbor private key of the sender. Besides, the whole routing discovery
process is similar to ARAN.

SPAAR can be used in hostile environments where the security is an important
concern. Furthermore, SPAAR can prevent wormhole attacks since it provides a

Security mechanisms for ad hoc routing protocols



52

solid neighbor lookup protocol.

3.4.2.8 endairA

Levente Buttyan and Istvan Vajda proposed in |[BV04| a secure protocol named
endairA. It supposes that all links are symmetric, and each node has a single and
unique identifier. It is equally assumed that although the spoofing attacks are
very possible, all nodes are sure of their neighbors, and every node can overhear
the communications of its neighbors. But cooperating compromised nodes are not
taken into account.

In endairA, nodes add their signatures only to RREP. Then, a RREQ will be

< IPs, I Pp,id, cumulated list _of I[P addresses >
and a RREP will be
< IPg,IPp,id,complete list of IP addresses,cumulated list of signatures >

The protocol ensures that no incorrect routing information can be accepted by source
nodes.

As a summary, the presented reactive protocols are compared in table 3.7 and table
3.8.

Proposition | Routing Cryptographic | Synchro- | RREP by | Others
type primitives nization | middle
nodes
ARIADNE | SR SAg p+TESLA Loose No
SRP SR SAsp No No
ARAN Hop-by- PKI No No the fastest
hop route
SAODV DV PKI+hash No Optional
chain
SAR All Symmetric No Yes Layered
keys Network
SPAAR ARAN- PKI No No GPS
like
SMT SR SAsp No N/A Multiple
routes
endairA SR PKI No No Neighborhood

Table 3.7: Secure reactive routing protocols

3.4.3 Secure proactive routing

The operation manner of proactive routing protocols (c.f. section 2.2.2) is very
useful when a high routing performance is required, but it is also very challenging
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Protocol | Eavesdrop | Spoofing | Greyhole | Blackhole | Wormhole | DoS
ARIADNE Passive No Active — | Active — | Active — | Active—
1—ta 1—ta 2—ta 1—ta
SRP+SMT No Active — | No No Active — | No
1—ta 2—ta
ARAN Passive No Active — | Active — | Active — | Active—
1—ta 1—ta 2—ta 1—ta
SAODV Passive No Active — | Active — | Active — | Active—
1—ta 1—ta 2—ta 1—ta
SAR No Possible Active — | Active — | Active — | Active—
1—ta 1—ta 2—ta 1—ta
SPAAR Passive No Active — | Active — | No Active—
1—ta 1—ta 1—ta
endairA Passive No Active — | Active — | No Active—
1—ta 1—ta 1—ta

Table 3.8: Attack possibilities on secure reactive protocols

when a high level security is necessary, since securing a proactive routing protocol
requires continuously securing the whole network topology.

If no compromised node is to be considered, the main security effort should be placed
on key management, since proactive messages are regular and simple, and we can
simply reject the messages that cannot be correctly authenticated. But, once there
are compromised nodes, every entry in every routing message could be incorrect,
thus more efforts should be done to prevent attacks from compromised nodes.

Two major proactive routing protocols are OLSR [CJ03] and Dynamic Destination-
Sequenced Distance-Vector Routing (DSDV) [PB94]. In section 3.4.3.1, we explain
how to secure DSDV. In section 3.4.3.2, we address security issues of IntrAzone
Routing Protocol (IARP) [HPS02|. And in section 3.4.3.3, we discuss several secure
mechanisms for OLSR.

3.4.3.1 Secure Efficient Ad hoc Distance-vector (SEAD)

In DSDV [PB94], every node has a routing table in which every entry contains es-
sentially three fields: the address of a destination, the metric (the known shortest
distance to the destination) and the next hop on the shortest route. Topology mes-
sages are periodically exchanged between neighbors to keep all the routing tables
updated. DSDV-SQ (DSDV for Sequence Numbers), a variant of DSDV, outper-
forms other DSDV versions by initiating triggered updates upon receiving a SN
update.

Secure Efficient Ad hoc Distance-vector (SEAD) [HJP02] is a secure protocol based
on DSDV-SQ. In reality, SEAD protects only two fields in topology exchange mes-
sages, namely metric and SN, from being altered. Note that metric is a mutable
field.

To attract traffic, an active attacker can either decrease a metric or increase a SN.
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SEAD can prevent these attacks by using hash chains. For any entry with a SN and
a metric j, the source node joins a hash chain element A= 5V*d_Maz+j tg the entry
for the authentication of the two fields, where £ is the length of the hash chain and
d_ Max is the maximum route length. Since attackers have no knowledge about
h*(k < £ — SN xd_Max + j), they are not able to modify the two fields as they
like. Furthermore, these two fields can be authenticated immediately by all nodes
without any key being disclosed.

However, SEAD does not address other DSDV attacks, and we believe that in SEAD
hash chains need to be regenerated frequently since they are rapidly consumed.

3.4.3.2 Secure Link State routing Protocol (SLSP)

Papadimitratos and Haas proposed the Secure Link State routing Protocol (SLSP)
in [PHO3|. SLSP can either be used as a stand-alone protocol or be used as TARP
[HPS02|. It assumes that each node has a pair of asymmetric keys and there are
only individual attackers.

SLSP is composed of four components, they are respectively a Neighbor Lookup
Protocol, a Public Key Distribution (PKD) protocol, a LSU (Link State Update)
exchange protocol and a basic DoS attack prevention mechanism. Among them, the
NLP and the DoS prevention mechanism are the same to that of SRP (c.f. section
3.4.2.2).

Each node periodically broadcasts within a zone (a zone can be represented by a
certain number of hops) a PKD packet that contains the certified public key of the
node. The LSU messages are signed and periodically broadcasted within the same
zone. The hash chain technique is used to control the TTL field in both PKD and
LSU messages.

In SLSP, the “same distance fraud” attack is also possible due to the use of hash
chain. Furthermore, the protocol does not really take into account compromised
nodes or colluding attackers who can either forge links or initiate wrong metrics.
However, those problems can be resolved with a high performance sacrifice, see the
next subsection for an example.

3.4.3.3 Advanced signature (ADVSIG)

In [RACMO4|, Raffo et al. proposed an ADVanced SIGnature (ADVSIG) system
to reinforce the security in OLSR (c.f. section 2.2.2.2). Two hypotheses are used:
nodes are synchronized, and a PKI has been established which ensures that all public
keys are known to all nodes. ADVSIG messages are added in conjunction with both
HELLO and Topology Control (TC).

Each ADVSIG message contains some so-called certificates and proofs. A certificate,
only carried by HELLO messages, contains a neighbor’s address, the link state with
the neighbor, the timestamp of the message creation and a signature (signed by the
initiator). And a proof, carried by both HELLO and TC messages, contains the
address of the node which initiated the message, the link state with a neighbor that
can be extrapolated, the timestamp of the proof creation and a signature (signed by
the neighbor).
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The basic idea of ADVSIG is as follows. Let each node store some recent atomic
neighbor information signed by its neighbors  proofs. When sending a HELLO
message at time interval 7;, a node must join the proofs provided by its neighbors
at time interval 7,_; to prove its link state with them at time interval 7,_;. Since
a link state at time interval 7; depends on the link state at time interval 7;_;, the
receiver of the message can check the coherence and find abnormalities. With regard
to a TC message, each MPR selector information should be confirmed by the MPR
selector with proofs. Moreover, a global timestamp and a global signature (signed
by the initiator) calculated on the ADVSIG message and the corresponding OLSR
message is added to each ADVSIG message.

The ADVSIG mechanism is designed to prevent malicious nodes from inventing in-
existent neighbors, under condition that there is no colluding compromised node.
The attacks such as replay, message alteration, are precluded since messages are
timestamped and signed. To reduce the storage consumption and to limit over-
head, authors have suggested to use either 128-bit RSA or 320-bit DSA signatures
[ACL*05]. A more detailed analysis of ADVSIG is presented in section 6.3.

See table 3.9 and table 3.10 for a summary of the solutions presented in this section.

ADVSIG+OLSR | SLSP SEAD

Type Link state Link state | Distance Vector

Cypto.Primitives. | PKI PKI Pairwise keys or PKI

Synchronization | Yes No Loose synchro if TESLA

Hash Chain No Yes Yes

Table 3.9: Secure proactive routing protocols
ADVSIG+OLSR SLSP SEAD

Eavesdrop Passive Passive Passive
DoS on TC/LSU No No Active-1-ta
Modification of TC/LSU | No No No
Masquerade No No No

Gray Hole Active-1-ta Active-1-ta | Active-1-ta
Black Hole Active-1-ta Active-1-ta | Active-1-ta
Wormbhole Possible to be prevented | Active-2-ta | Active-2-ta
Other link inventions No Active-1-ta | Active-1-ta
Same-distance fraud No Active-0-1 | Active-0-1

Table 3.10: Attack possibilities on secure proactive protocols

3.4.4 Mechanisms against some specific routing attacks

Some routing attacks have attracted special attentions, either because they are par-
ticularly difficult to prevent, such as wormhole or byzantine attacks, or because
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they are newly found attacks that existing secure routing protocols have not taken
into account, for example rushing attacks. We detail in the following some secu-
rity mechanisms against these sophisticated attacks, which usually require many
hypotheses.

3.4.4.1 Wormbhole attack

Hu et al. has designed packet leash as a solution to protect routing protocols
against wormhole attacks (c.f. section 2.5) [HPJ03|. A leash is defined as any
information appended to a packet to restrict the maximum transmission distance
of the packet. Two kinds of leashes are proposed: geographical leash and temporal
leash (where faster wormhole attacks are not considered).

Geographical leash depends on the GPS system and a loose time synchronization.
That is to say, each node n; permanently knows its position P;. Also, it is assumed
that nodes have a maximum moving speed v.

Suppose that a packet sent by node n; at time ¢; is received by node ny at time t5. no
measures the distance dst between n; and itself at time ¢, with information provided
by GPS, then verifies whether dst is smaller than dst;, +2*v*(ts—t; +/A)+0, where
A is the corrective value for relative time errors and 0 is the corrective value for
relative distance errors. Any authentication technique can be used for this scheme.
Temporal leash relies on tight time synchronization, and the maximum time error
A (1 p s in tests) should be known to all nodes. Moreover, each transmitted packet
has an expiration time t, = t; + L/c— A\, where L is the transmission range, c¢ is the
radio propagation velocity (speed of light) and ¢; is the packet sending time. The
receiver ny checks if the packet receiving time t, is not after ¢.. If to, <., the packet
is considered as free of wormhole attacks. Pairwise symmetric keys can be used for
the authentication in this scheme.

A more efficient authentication scheme, TESLA with Instant Key disclosure
(TIK), is further proposed for temporal leashes. Unlike TESLA, TIK permits
instantaneous authentication of messages, since a TIK key TIK; can be disclosed
in the same packet that is going to be authenticated. A TIK packet is of the
form: < hyrg, (M), M, MHT,TIK; >, where M is the message and M HT is the
merkle hash tree information (the Merkle Hash Tree (MHT) model [Mer80| is used to
facilitate the authentication of disordered hash values). A sender should guarantee
that, when T'I K; is sending out, the disclosure time ¢; of T1K; is reached; and, the
time that the end of HMAC is received by the receiver will be earlier than ¢; — A.
If these two conditions are satisfied, TIK; will be a valid TESLA key, and the
authenticity of the message can be determined immediately without any message
buffered. However, TIK cannot be used if the maximum transmission range is
smaller than ¢ * A, and TIK packets should have a minimum length.

The solutions can help receivers to determine if a received packet is sent by a neigh-
bor or by a wormhole attacker. However, packet leashes require that GPS and
synchronization mechanisms are reliable and can provide unalterable position and
time information. Furthermore, a receiver is supposed to be a benign node, which
is not pertinent since wormhole attacks are often committed by colluding attackers.
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Proposed by Capkun et al., the SECure Tracking Of node encounteRs (SEC-
TOR) protocol [CBHO3| presents also a countermeasure against wormhole attacks.
More generally, SECTOR allows nodes to prove their encounters with other nodes.
Several hypotheses are assumed: a loose time synchronization; nodes are able to
measure their local timing with a nanosecond precision; the pre-establishment of
security associations between each two nodes; a central authority that controls the
network membership; unique identity for each node; and a special module that can
temporally take over the control of the radio transceiver unit from the CPU. It is
supposed that when the module takes control of a node, the node can reply a one-bit
response to a one-bit request without any delay, congestion or jamming.

Two protocols are designed to realize SECTOR: a Mutual Authentication with Distance-
bounding (MAD) protocol and a Guaranteed Time of Encounter (GTE) protocol.
MAD is in charge of authentication and distance determination, while the GTE
protocol proves the accurate time of encounters.

MAD is indeed the Brands and Chacum protocol [HPJ03| with slight modifications.
The basic idea is, two nodes exchange a series of challenges and responses as soon
as possible. Then the average time between the challenges and responses is used to
compute the distance between the two nodes. MAD uses symmetric primitives and
hash operations to ensure the mutual authentication.

GTE provides “proofs” that one node encountered another node at a given time.
The mechanism is based on MHT: each node has a MHT tree and every leaf of
the tree contains different time information. To prove to a node C that node A
and B had encountered at time ¢, A and B should, once encountered at time ¢,
exchange messages according to the MAD protocol, then exchange their MHT leaves
containing the time information . Then those leaves can later be verified by C' as
proofs.

3.4.4.2 Byzantine attacks (blackhole attack)

Awerbuch et al. proposed a secure routing protocol resistant to byzantine attacks
(c.f. section 2.4) [AHNRRO2|. Three kinds of Byzantine attacks are considered:
loop, non-optimal route and blackhole/greyhole. The routing is the source routing
and is authenticated hop-by-hop by asymmetric keys.

The basic idea is to identify faulty links rather than attackers. To achieve the goal,
every link is rated. Depending on the ratings of the links on a route, nodes decide
to use the route or not. No node can be directly excluded.

Every data packet should be acknowledged by its destination. If a source node
observes that the number of packets unacked violates a threshold, it starts a fault
detection procedure to determine the faulty link (where the blackhole/greyhole attack
happens).

By using the dichotomize method, the source sends some probe messages to some of
the nodes on the route. All probe messages should be acknowledged until the faulty
link can be localized. Then the sender decreases the rating of the faulty link. For
the security of the procedure, a pairwise key is supposed to exist between the source
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and each probed node.

However, in theory probe messages should be indistinguishable from normal data
packets. Otherwise, attackers can reply only to probes while still dropping data
packets.

Another mechanism to counter blackhole attacks is proposed in [HWDO02| by Deng
et al.. Its basic routing protocol is AODV, where intermediate nodes are allowed
to reply to RREQs, and any intermediate node who replies to a RREQ should also
add its next hop to RREP.

The scheme is based on redundancy topology discovery messages. Suppose that
a RREP initiated by an intermediate node I; reaches its source node S, then a
supplement RREQ FurtherRouteRequest will be broadcasted by S to the next node
I;+1 indicated in the RREP. The second RREQ helps to test whether a route to
I; 1 really exists. [;4q will return a FurtherRouteReply message upon receiving the
FurtherRouteRequest within which it should tell S whether it really has a route to
the destination. However, the solution is not able to cope with cooperating attackers,
and blackhole attacks in the data forwarding phase are not really considered.

3.4.4.3 Rushing attack

In [HPBO3|, Hu et al. developed the Rushing Attack Prevention (RAP) protocol as
a defense to rushing attacks (c.f. section 2.6.2.1). The protocol can be combined
with AODV, DSR or some other secure reactive routing protocols such as Ariadne.
RAP assumes that the network is always connected and most links are bidirectional.
It is also assumed a loose synchronization and the existence of a public key server.
An instantly-verifiable broadcast authentication protocol, and a wormhole attack pre-
venter (TIK, packet leashes, etc...) are also required.

In RAP, the first received RREQ will not be systematically rebroadcasted. Instead,
each intermediate node should gather p RREQs from p different neighbors and
randomly choose one RREQ to rebroadcast. Otherwise, the rebroadcast will be
done after a timeout if a node fails to gather p RREQs.

The Secure Neighbor Detection (SND) technique is used to reject all unidirectional
links from communication. It is combined with the routing protocol in such a way
that after receiving a RREQ, a node should check its neighborhood at real-time and
obtain a Route Delegation message from the upstream node before rebroadcasting
the RREQ.

3.4.4.4 Sybil attack

Sybil attacks (c.f. section 2.5) are not easy to be detected or countered when there
is no central server. To react against sybil attacks, Newsome et al. proposed some
defenses in [NSSP04|.

The first approach Radio Resource Testing supposes that each node has only one
radio module. Thus, nodes cannot send or receive simultaneously on more than
one channel. A node (applicant) can then check if there are sybil identities in its
neighborhood by asking each of its “neighbors” to send it a message on a certain
channel. The applicant chooses randomly a channel to detect whether all messages
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on the channel are sent. A “neighbor” who does not send the message is considered as
a sybil identity. However, this solution cannot tell the real identity of the attackers,
and multiple tests must be performed to obtain a good detection probability.

The second approach depends on a special random key predistribution scheme (c.f.
section 3.3.3.3) with which keys are distributed to nodes according to their identities.
It is supposed that a node can present only one identity to the key pool, thus any
node is not able to obtain more than one key set. Therefore, all nodes know which
keys should be owned by which node. Thus, they can send challenges to others to
test if other nodes really know what they should know. If a test fails, it is very
likely that there is a sybil identity. Again, with this solution we can only detect
sybil identities but will not be able to identify the sybil attackers.

3.4.5 Summary

In this section, we presented the main mechanisms proposed for the secure routing
of MANETS, and also the drawbacks of these mechanisms. Even though diverse
methods are employed, they are always based on some key schemes, such as, thanks
to a key infrastructure, ad hoc routers can be authenticated and routes can then be
established only among authorized nodes; techniques as TESLA or hash chain can
provide lightweight methods to protect sensible metrics from being altered; and so
on. Moreover, several special modules like GPS can offer important information to
nodes, in such a way that even some sophisticated attacks may be prevented.

The mechanisms presented in this section mainly secure the routing discovery phase
from malicious attacks. In the next section, we introduce some cooperation re-
inforcement mechanisms, which mainly counter the selfish behaviors in the data
forwarding phase.

3.5 Cooperation reinforcement

Most, of the mechanisms presented in the previous section do not allow MANETS to
combat selfish nodes. This problem is addressed in this section.

Four types of solutions are discussed in this part. In subsection 3.5.3, several
reputation-based solutions are introduced. In subsection 3.5.4, we describe one
token-based mechanism. A solution based only on first-hand supervision (without
reputation system) is in subsection 3.5.5, and we present some incentive methods
using micro-payment in subsection 3.5.6. The section is summerized in subsection
3.5.7.

3.5.1 Design requirement

An efficient cooperation reinforcement scheme should have the following properties:

Stimulate cooperation It should encourage nodes to cooperate in routing.

Lightweight It should be lightweight and have low influence on network perfor-
mance.
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Punish selfish node Selfish nodes that refuse to cooperate should be punished.
They can be temporarily or definitively excluded from the network, or be
prevented from sending and receiving until they become normal.

Distributed It should be distributed, thus difficult to be attacked at a central
point.

Robust to attack It should introduce as few flaws as possible (for example, the
possibility of the blackmail attacks). Also, it should remain operational even
under attacks.

Authentication It is indispensable that messages and nodes are correctly authen-
ticated, and judgments are correctly attributed.

3.5.2 Selfish node model

Three selfish models are studied in [Mic04|. They are respectively selfish forwarding
model (model 1), selfish routing model (model 11) and energy-driven selfish behavior
model (model I1T).

With model I, nodes systematically refuse to forward data packets while still
participate in the topology discovery phase. Thus, nodes can largely extend their
battery lifetimes. This behavior is very harmful since it can cause a low packet
delivery ratio. On the other hand, it is also a blackhole attack (c.f. section 2.6.3).
This model works with all the ad hoc routing protocols. It must be prevented.
Remark: We can refine the model by adding a sub-model selfish partial-forwarding
(L.I). It can simulate the greyhole attacks with which packets are partially dropped.

The selfish routing model (model TI) describes the behavior of the nodes that par-
ticipate in neither the topology discovery phase nor the data forwarding phase. In
other words, these nodes will never be intermediate nodes, instead they will only be
sender or receiver. This behavior is very useful for saving energy but less dangerous
in term of security, since only the availability of the network service is harmed.
Remark: It should be noted that this model cannot be directly applied to any
MANET routing protocol. To our opinion, reactive protocols allow in particular the
selfish routing model. This is due to the fact that, with a reactive protocol, a node
adopting such behavior can prevent itself from being included in the routing while
still be able to send packets and receive (it is sufficient for it to reply to any RREQ
destined to it).

On the contrary, with a proactive protocol, to receive data or to be included in the
routing tables of the other nodes (in other words, to be known to the other nodes),
any node should at least partially participate in the topology information exchange.
Therefore, we could say that this model cannot work with proactive protocols.
Take as example the OLSR protocol, a node which sends neither Hello nor TC will
be excluded from the network since no node can establish a link with it. Thus data
destined to it cannot be sent out due to the lack of route. Nevertheless, the node
can still be a source node if it receives from the network the routing information.
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Figure 3.1: Energy-driven selfish model

Otherwise, OLSR also gives another opportunity to selfish nodes. That is to say, a
node which sends only Hello but not TC will stay in the network but never become
an intermediate node. Thus the data delivery ratio of the network can be decreased
if it is chosen as MPR.

The energy-driven selfish behavior model (model TIT) combines the two former models
and tries to provide a psychological explication to the selfish behaviors. Its main
idea is that “selfish” nodes adapt their routing behaviors to their energy levels. Three
states and two energy thresholds e; and e; (0 < ey < e7) are set in the model, as
shown in figure 3.1. When a node has its energy level higher than eq, it behaves like
a normal node; when its energy level is lower than e; but higher than e,, the node
performs the selfish-forwarding as in model I; and when the node has its energy level
lower than e,, it follows the selfish-routing as in model II. It is also supposed that
once a node has run out of its energy, it will be recharged to the maximum energy
level within a time interval. This model may be more realistic when the energy is
the only factor of selfishness.

3.5.3 Reputation-based mechanisms

Reputations are the records of person’s or agent’s actions and the opinions of others
about those actions. Reputations can be published in order to allow other people
(or agent) to make informed decisions about whether to trust that person or not. A
reputation system which uses pre-programmed criteria for reputation management
automates the process of encouraging cooperation behavior over selfish behavior.
Most Internet sites which mediate between large numbers of people use some form
of reputation mechanism: Slashdot, eBay, ePinions, Amazon, and Google all make
use of collaborative filtering, recommender systems, or shared judgments of quality.
Reputation systems are well adapted to the distributed systems without a-priori
trust. Therefore they can be well adapted to ad hoc networks. They can provide
rankings to nodes, thus distinguish misbehaving nodes from benign nodes. However,
they are not suitable for ephemeral MANETS since in ad hoc networks, post-priori
reputations need some time to be established.

Many reputation systems collect information of routing behaviors with supervision
(watchdog). There exist two supervision modes: one is the supervision on route,
where nodes supervise only packets treated by them; the other is the supervision in
the neighborhood, where nodes check not only the packets treated by them, but also
all heard packets. The first mode has less overhead, while the second mode provides
more first-hand information to nodes at the cost of more storage and handling
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requirements.

In [MGLBO00|, drawbacks of watchdog are discussed. They are respectively ambigu-
ous collision and receiver collision. “Ambiguous collision” depicts a collision at a
supervisor, when a node sends a packet to the supervisor the same time the super-
vised node forwards another packet. “Receiver collision” depicts a collision at the
receiver of a packet supervised. Since the supervisor cannot observe the collision,
the eventual retransmissions could be considered as replay?, and no retransmission
could be considered as a benign behavior. Then, we can see that supervision is not
100% reliable.

We consider two kinds of reputation systems, according to whether or not they
use indirect reputation information. Indirect reputation information is also called
second-hand information, recommendations, etc... Indeed, first-hand information
is credible, but second-hand, third-hand, etc. information is doubtable to be used
directly, even though it can allow us to draw early conclusions about nodes that we
have never encountered.

Reputation systems can also be distinguished according to whether or not they
consider negative experiences. Indeed, some reputation systems do not consider
negative experiences due to the fear of blackmail attacks (c.f. section 2.4). However,
to our opinion, this measure reduces the speed of reputation establishment, and
it has no substantial difference with the other reputation systems, since positive
experiences can also be forged.

In this section, all propositions use source routing as their underlying routing algo-
rithm, because watchdog requires that a route in use is predictable. Other routing
protocols are more dynamic but less adapted to a supervision system. This is due
to the fact that, since intermediate nodes have the right to decide the next node
on-the-fly, a supervising node cannot be sure that the packet is correctly forwarded
to the next node.

3.5.3.1 COllaborative REputation (CORE)

The COllaborative REputation (CORE) mechanism to reinforce node cooperation
in mobile ad hoc networks [MMO02, Mic04] is proposed by Michiardi and Molva. Tt is
designed to fight energy-driven selfish behaviors which are considered by the authors
as the most rational selfish behaviors. In CORE, selfish nodes are not excluded but
discouraged to be selfish, since benign nodes will not forward their data packets
until they become cooperative. The use of second-hand reputations is optional.

In CORE, node identities are supposed to be unique, unspoofable and unforgeable.
All nodes are able to perform the promiscuous mode, and the topology discovery
phase is already secured. Network traffic is supposed to be dense.

Each node has four CORE components. Two monitor components supervise respec-
tively the packet forwarding operations (called function f = PF) and the routing
discovery operations (called function f = R). The monitoring results are then sent
to a reputation manager component which manages a reputation table. The table

4If RTS/CTS is used with CSMA/CA at the MAC layer [Soc05], the collision possibility can
be reduced.
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maintains the reputation towards each of the other nodes. Finally, the punishment
component will decide whether or not to penalize the other nodes. CORE is totally
distributed and exchanges of reputations inter-nodes are optional.

To perform the monitoring, nodes stock several essential information of the packets
passing by (the supervision on route). Every entry is of the form < UID, I Ps, I Pp,
MACg, MACp, h(payload) >, where UID is the unique packet identifier, I Ps, I Pp,
MACs and M ACp are respectively IP and MAC addresses of the sender S and the
receiver D, and h(payload) (160 bits) is the hash value of the data payload. In all,
each entry occupies 332 bits of storage. To further reduce the storage requirement,
the packet supervision rate can be dropped to 20%.

Each packet is identified by three fields: < UID,IPs,IPp >. CORE compares a
packet heard by the promiscuous mode to what it is expecting. In case of modifi-
cation of data payload or non-forwarding, the reputation on the downstream node
decreases, otherwise it increases. To limit the storage consumption and to be adap-
tive to the selfish model III, only the last V' observations on each node are taken
into account in the calculation of reputation. The following formula is used by node
A to calculate a reputation on node B at time ¢:

ra(B)= Y wilrh(BIf) + Y Ari(BIf)}

fe{PF,R} 2EN 4

where w; denotes the weight of the function f and N, is the direct neighbors of
node A. If a reputation is locally generated (without recommendation), rL(B|f)
equals to 0. Otherwise, A\, = rf,(z|f) denotes the weight on the indirect reputation
r(Blf).

CORE is validated by both simulations and the game theory modeling [FT91]. It
is proved that selfish behaviors will be given up and energy of benign nodes could
thus be saved.

However, CORE has several drawbacks. First, the way it saves packets does not
permit us to detect all attacks, so we need to refine the scheme. Second, nodes
punish selfish nodes by rejecting their packets, but this behavior is itself the same
as a selfish behavior (with a different objective but nevertheless the same method),
a lot of data loss may be caused due to punishment.

3.5.3.2 Cooperation Of Nodes - Fairness In Dynamic Ad-hoc NeTworks
(CONFIDANT)

In [BB02b|, Buchegger et al. proposed Cooperation Of Nodes Fairness In Dynamic
Ad-hoc NeTworks (CONFIDANT). It uses a PGP-like [S.G95| self-organized PKI
scheme [HBCO1]| (c.f. section 3.3.2.2) as its key scheme. Like CORE, it also super-
vises the two routing operations: route discovery and data forwarding, in order to
detect both selfish and malicious nodes. Unlike CORE, with CONFIDANT a node
supervises all its neighbors and uses recommendations. As punishment, nodes refuse
to forward RREQs sent by misbehaving nodes. The main goal of CONFIDANT is
to establish a correct reputation system as rapid as possible.
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CONFIDANT has two versions. In the first one, nodes have four trust levels just
as in PGP: friend, marginal, unknown and enemy. Each node trusts its friends and
records them in a friend list. If a node A could identify a misbehaving node X, A
will send to its friends a signed ALARM which accuses X. And, if there is further
a traffic which is getting through X, A also sends the ALARM to the sender of the
traffic. Otherwise, an ALARM can also be broadcasted, and all other nodes decide
whether or not to take it into consideration according to their local reputation on
the sender of the ALARM.

Before sending any traffic, nodes should choose a “secure” route from its route cache.
The most useful criterion to choose the routes and to stimulate good behaviors might
be using the nodes with the highest reputations which are calculated based on some
most recent behaviors of the nodes.

In the second version |[BBO03|, to avoid possible blackmail attacks, CONFIDANT
further uses a Bayesian approach to administrate exchanges of reputations. The
approach helps us to tell trustworthy reputations from lies, thus stops liars from
spreading wrong accusations. For this, a new parameter, the credibility of nodes, is
introduced.

However, it should be noted that the authentication is only used on route discovery
messages and ALARM messages, thus spoofing in the data forwarding phase is
always possible.

3.5.4 Token-based cooperation reinforcement

The threshold cryptography can also be used to reinforce the cooperation. Suppose
an N-node dense network where each node has at least ¢ neighbors, Yang et al.
proposed in [YMLO2| a token-based approach which uses a (N, ) threshold cryp-
tography. The basic idea is that all nodes observe all behaviors of their neighbors,
from which they can collectively decide whether or not to allow a node to participate
in the network by giving or not a token to it. The basic routing scheme is AODV.

To be able to stay legally in the network, each node should obtain a signed token
which requires the cooperation of at least ¢ other nodes. A token is composed of
three fields: < owner identity, signing time,e >, where the e is the expiration
time of the token which could be late if the applicant behaved well during a long
time in the near past. Before the expiration time of a token, its owner should apply
a new token to its neighbors.

The proposition is totally distributed. Four interacting components are designed
for each node, they are neighbor verification, security enhanced routing protocol,
neighbor monitoring and intrusion reaction. The intrusion reaction component is in
charge of reporting the existence of non-cooperating nodes and of revoking collec-
tively their tokens by using the threshold cryptography. The neighbor verification
module checks the legitimacy of neighbors (whether or not they have a valid token)
so that only legal neighbors can participate in the AODV routing. The neighbor
monitoring module is the watchdog module, and the security enhanced routing is a
routing based only on the trustworthy nodes. Malicious nodes are isolated if their
tokens are revoked or if they cannot renew their tokens before the expiration time
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of the tokens. They are also withdrawn from routing tables of benign nodes.
However, with the localization of services, it is necessary that every node has at
least ¢ neighbors, otherwise token renew requests should be broadcasted to 2-hop
neighbors or more. If it is the case, non-localized services will create a loop between
routing and security. Furthermore, in order to limit the cryptographic overhead,
long term tokens should be given to nodes, which requires that nodes should be able
to observe neighbors for a long time, thus a strong mobility may not be appropriate
to this scheme.

3.5.5 Cooperation reinforcement with first-hand experience

According to Jiang et al. in [JAAO4|, the main security problems of MANETS
can be solved by letting intermediate nodes reroute packets. That is to say, when a
downstream node on a route is found malicious or selfish, the route can be redirected.
With such a mechanism, countermeasures can be taken much faster than using
whatever reputation system.

The proposition is based on DSR, and the physical layer protocol is supposed to be
802.11. It is also assumed that nodes have a perfect knowledge of their neighbors,
and node identities are unspoofable and unforgeable. It is decided also that selfish
nodes will only be temporarily excluded from packet forwarding, since it is possible
that a selfish-like behavior is due to a network congestion, mobility, etc...

The considered selfish model is the selfish forwarding model. Once a node X is iden-
tified by another node B as a selfish node, B purges from its route cache all routes
that contain node X as an intermediate node, then B broadcasts (with TTL = 1) a
Route Redirect (RRDIR) packet to inform its neighbors that X should be bypassed
and the route in use is going to be changed. Finally, B reroutes all the following
packets either through an alternative route or by broadcasting a new RREQ for the
destination. If no route can be found, B should send back a RERR to the sender of
the traffic.

However, it is possible that it is the rerouting node B which acts maliciously. To
address this issue, the authors have listed some possible attacks making use of the
security mechanism itself. For example, B mounts a DoS attack which deliberately
forwards packets to X even though it knows that X is selfish; or B directly reports
a RERR to the source node without any rerouting attempt. But it seems that all
these attacks can be detected by part of neighbors of B, thus the misbehaviors of
node B can be detected.

3.5.6 Micro-payment mechanisms

With some cooperation reinforcement solutions, a service demander must “buy” ser-
vices from its service providers. Therefore, to pay for the services that he needs, a
service demander must also provide services to others to earn “money”. A coopera-
tion relationship can thus be established.

For MANETS, a service demander or a service provider can be a node, and the
service can be the packet forwarding function. If a node forwards packets for other
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nodes, it can earn “money”. On the contrary, if a node uses other nodes to forward
packets, it should pay “money” to those nodes.

Then, a node run out of “money” can be considered selfish since it has not sufficiently
participated into the packet forwarding function as an intermediate node. As a
consequence, it has no more right to be a sender or a receiver.

Normally, the “money” here indicates a virtual currency. However, an alternative
choice provided by some mechanisms permits nodes to pay with real money.

3.5.6.1 Nuglet

In [BHO1|, Buttyan et al. proposed a cooperation reinforcement solution called Nu-
glet. Indeed, nuglet is a virtual currency, and a beneficiary of network services (a
source node or a destination node) should pay nuglets to its service providers (in-
termediate nodes which forward packets for it). This proposition tries to encourage
nodes to forward packets for others, and discourage nodes from flooding the network.
The protocol relies on a tamper-resistant device to protect nuglets and the exchanges
of nuglets, thus we suppose that there is no attack on nuglets.

Two models are described by this proposal. The first one is called Packet Purse
Model. With this model, a packet sender has to join sufficient nuglets into a packet
before sending it. Then, every intermediate node takes some nuglets from the packet
when forwarding it. When there is not enough nuglets left in the packet, the packet
will be unfortunately rejected. This model guarantees that a malicious node cannot
flood the network, since every flooding will cost it some nuglets.

The main drawback of the model is that the sender should know in advance the
number of nuglets necessary for the sending of the packet to the destination. If the
number is overestimated, some of the nuglets will be wasted; Per contra, the packet
will be rejected, and then the nuglets are also lost.

The second model is called the Packet Trade Model. With this model, destination
nodes must pay in order to receive packets. Each intermediate node purchases with
nuglets the packets sent by its upstream node, and resales them more expensive to
its downstream node.

The main disadvantage of this design is that the senders are allowed to flood the net-
work. Moreover, to waste nuglets of a destination, malicious nodes can deliberately
redirect packets destined to it on longer routes.

However, in both models the mobility is not well taken into consideration. If any
intermediate node or a destination node left the network or just changed the location,
in the first model, the sender will pay for nothing while in the second model, the
last node that forwards the packet will lose some nuglets.

3.5.6.2 Sprite

In |ZCYO03|, Zhong et al. proposed an approach called Sprite which relies on a
hybrid network architecture. That is, apart from an ad hoc network, there is another
network which contains a trusted Credit Clearance Service (CCS) provider.

Each node has multiple network interfaces in the way that it is able to switch from
the ad hoc network to the other network and make fast connections to the CCS
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server. The authors assume also the existence of a PKI and a secure source routing
protocol.

To be able to initiate packets, nodes need to pay credit to intermediate nodes.
However, unlike Nuglet, nodes do not directly exchange credit among them. Instead,
all credit exchanges pass through CSS.

To gain credit, nodes could either pay real money to CCS, or relay packets for others.
In the later case, they should keep a receipt each time they forward a packet and
report them to CSS. Then, it is up to CSS to determine how to charge source nodes
and how to give credit to forwarders. A receipt is a small message derived from the
content of a packet and signed by the initiator of the packet. It can be considered
as a proof of forwarding.

Note that a cost incurs when a node connects with CCS. So, the minimum credit
must be greater than the cost of one connection. Also, to discourage colluding selfish
nodes to gain credit, amounts of credit and debits given to each node are carefully
studied. In particular, CCS overcharges source nodes to make flooding attacks
unattractive. And for each transaction, more debits are taken away from the source
node than the credit given to the intermediate nodes. Finally, to compensate the
loss of credit, CCS periodically returns excess credit to all nodes of the network.
The solution does not need any tamper-proof hardware, but it does need a central
server and an additional network interface per node.

3.5.7 Summary

In this section we discussed some cooperation reinforcement mechanisms for MANETS.
They are either supervision-based or micro-payment-based. Meanwhile, all of them
are reactive solutions.

The supervision-based propositions are compared in table 3.11.

Selfish | Routing | Second-hand | Blackmail | Supervision
model | protocol | information attack mode
CORE 11 DSR Optional Possible Route
CONFIDANT [&IT DSR Yes Possible Neighbor
Token-based [&IT AODV Yes Possible Neighbor
routing
Routing  based | DSR No No Neighbor
on first-hand
experience

Table 3.11: Comparison of reputation-based solutions

3.6 Conclusion

Throughout the chapter, we have reviewed some important propositions for the
routing security of mobile ad hoc networks. We presented them within three axis:

Security mechanisms for ad hoc routing protocols



68

key management, secure routing, and cooperation reinforcement.

The first axis, the key management, is a basic security issue of MANETS, because
it provides cryptographic primitives and trust relationships to all other MANET
secure routing mechanisms. However, due to the self-organization and the self-
configuration of MANETS, the key management mechanisms should be distributed
and self-organized. Thus they are different to the mechanisms used in traditional
networks. The existing key management mechanisms that are presented in this chap-
ter success in adopting the asymmetric and symmetric cryptographies to MANETS,
some by using original key management schemes such as threshold cryptography and
SUCYV addresses. However, researchers are still troubled by the ultimate issue which
is building a key scheme from scratch without infrastructure nor a-priori trust.
The second axis, the secure routing, is essentially the application of cryptographic
primitives to ad hoc routing messages to ensure the authentication and integrity of
the latter. The different choices of cryptographic primitives, and the different ways
to employ them in different routing protocols permit the creation of many different
secure ad hoc routing protocols.

The cryptographic operations allow the protocols to authenticate senders, receivers
and intermediate nodes, to protect the integrity of routing information, and to pre-
vent external nodes from entering the network. Thus, these secure routing protocols
can prevent external attacks as well as many internal attacks, even though they are
generally unable to detect some of the more sophisticated attacks, such as wormhole
attacks or selfish behaviors. However, many of the solutions are at the price of sig-
nificant computational and routing overhead, such as ADVSIG and Sprite. This is
undesirable for the ad hoc networks with limited bandwidth and processing power.
Lightweight protocols like SRP are more likely to be expected by these networks.
The third axis, the cooperation reinforcement, is a new issue presented in the self-
organized networks such as peer-to-peer networks. The issue is more serious for ad
hoc networks since the nodes in MANETSs may be ressource-restained thus they have
more intentions to be selfish. The problem can usually be resolved by employing a
reputation system which rates nodes according to their routing behaviors. Moreover,
in order to give ratings to their neighbors, nodes can use a watchdog mechanism to
observe the behaviors of their neighbors thanks to the broadcast nature of messages.
Note also that the utilization of second-hand reputation can influence the efficiency
of these mechanisms: if the second-hand reputation is not allowed to be used, a
sender node should be sure that all nodes on the route it will use are benign nodes
(in case of source routing). However, due to the lack of organization in MANET,
it could be a condition difficult to meet. Otherwise, if second-hand information
is used, the security of their exchanges, the way to avoid lying attacks, are issues
remained to be resolved. Furthermore, the way to ensure the authentication in the
monitoring (supervision) is not studied. Thus, we believe that both watchdog and
the exchanges of reputations need to be secured and be more efficiently integrated
into the underline routing protocol.

We also noticed that MANETSs need different routing protocols for different scenarios
and applications. This diversity requires that both the proactive routing and the
reactive routing be secured.
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In the following, we clarify our research considerations that will be further developed
in the rest of this thesis.

First, we intend to address the authentication problem in the watchdog mecha-
nism. This problem is mostly ignored by the mechanisms using watchdog which
assume that the authentication is ensured and the user identities are unspoofable
and unforgeable. To relieve these hypotheses, and to reduce the storage require-
ment of watchdog, we suggest a mechanism called SWAN which is able to provide
a lightweight broadcast authentication and an efficient storage scheme to watchdog
without damaging its capacity of misbehavior detection.

Then, we consider the possibility of establishing a reputation system integrated into
routing. We believe that observing what nodes really do is the best way to establish
and maintain trust relationships between nodes, as well as to detect compromised
nodes. Trust relationships can then be used in many aspects of MANETSs, such as
key management and secure routing.

Note that many reputation systems presented in section 3.5 assume that the routing
is already secured by a certain secure routing protocol without specifying the nature
of the protocol. Since SRP is a very lightweight secure routing protocol based on the
source routing, it could be an appropriate underline routing protocol for supervision
systems. We integrate a reputation system into it for proposing the TRP protocol
which is also able to avoid the blackmail attacks.

The last problem that we consider in this thesis is the security of the OLSR proactive
routing protocol. Note that the current proactive secure routing protocols are either
not secured against the compromised nodes, or at the price of significant traffic
and computational overhead. We thus propose a lightweight mechanism, which can
prevent the link spoofing attacks from compromised nodes and ensure the integrity
of the topology of the whole network, while still minimizing the security cost.
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Chapter 4

SWAN: A Secured Watchdog for Ad
hoc Networks

“A small miss in the beginning will cause a great error at the end.”

Unknown

4.1 Introduction

The watchdog mechanism [MGLBO00| is widely used in the existing security mecha-
nisms that are presented in the previous chapter. It is especially useful for the self-
ishness prevention in MANETS, since cryptography alone cannot achieve to prevent
selfish behaviors. Thanks to watchdog, a node can detect its mishehaving neighbor
nodes, and then supply such information to a reputation system which permits to
isolate and/or punish misbehaving nodes. CORE [Mic04], CONFIDANT [BB02b],
etc..., (c.f. section 3.5.3) are such examples which use watchdog.

In detail, the watchdog mechanism uses the promiscuous mode to help nodes to
receive all the messages passed by their neighborhood. The received messages can
then be analyzed in order to check whether or not there are misbehaviors out of
line with the (routing) protocol in use. Malicious attacks and selfish behaviors
committed by the neighbors can thus be detected.

In comparison with the other security mechanisms, the watchdog mechanism has
the advantage of having neither additional traffic nor significant computational over-
head. However, when using watchdog, nodes need to temporarily store many mes-
sages to perform bad behavior detection, which is a problem especially when the
network is dense or when there is a lot of data traffic.

Moreover, watchdog needs to be secured against spoofing attacks since the latter
can cause mistakes in reputation systems. For example, if an attacker X spoofs the
identity of another node B when attacking, the reputation of B will decrease due to
X. Most security mechanisms using watchdog introduced in chapter 3 assume that
node identities are unspoofable but they do not mention any means to guarantee
it. Some other mechanisms suggest authenticating every node during the route
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discovery phase but leave the data forwarding phase unauthenticated, which will
allow spoofing attack to take place during the data forwarding phase.

Finally, since there could be a large quantity of packets in the data forwarding
phase, the authentication must be lightweight in order to support a large number of
cryptographic operations.

In this chapter, we present an efficient mechanism to secure the watchdog. We refer
to it as Secured Watchdog for Ad hoc Networks (SWAN). With SWAN, we provide
the two following improvements to watchdog:

e First of all, to avoid spoofing attacks that may badly affect reputations, we
combine SUCV [MCO02| (c.f. section 3.3.2.4) and Timed Efficient Stream Loss-
tolerant Authentication (TESLA) [PCSJ01, PCJS00]| to provide a lightweight
Broadcast Message Authentication (BMA) mechanism to watchdog.

We give a brief introduction to SUCV and TESLA as follows:

— A SUCV address naturally ties a Private Key (PK) and a node IDentifier
(ID) together. Thus, no certificate server is required to establish a PKI.
Furthermore, thanks to the use of TPv6 [DH98], it is proved that a SUCV
address is statistically unique, thus being unspoofable.

To realize the authentication and key management in SWAN, we use
Hash chains to replace private keys in SUCV. As a result, the key pre-
distribution and central key server are not required by SWAN, and each
network identity becomes unspoofable.

— Most secure proactive routing protocols [HJP02, HPT99, Che97| use ei-
ther Hash chain or TESLA (c.f. section 3.4.2.1) to authenticate their
routing messages and/or some control fields in their routing messages.
Since the authentication of numerous messages can be done collectively,
both Hash chain and TESLA provide a good way to handle a large num-
ber of messages in a lightweight manner.

In addition, there is another approach called yTESLA [PSWT01| which
principle is the same as TESLA but it assumes the existence of pre-
established trust relationships and it uses symmetric keys to authenticate
Hash chains. Thus, g TESLA is still more lightweight than Hash chain
and TESLA and can be used by sensor networks (c.f. section 2.2.1).

The above approaches inspired us to combine SUCV and TESLA to pro-
vide an authentication scheme to watchdog.

e Secondly, without loss of the observation capability, we propose an efficient
storage scheme to reduce the storage overhead that is required by the classical
watchdog. Instead of either storing a whole message (the case in [MGLB00|)
or storing only the packet identity and a hash digest on the payload (the case
in [Mic04|), SWAN stores the variable parts of a packet, a timestamp, and a
hash digest on the fixed parts of the packet.
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The chapter is organized as follows. We introduce in section 4.2 the notations used
in this chapter, and then discuss the related work in section 4.3. In section 4.4 we
give a full specification of SWAN, and then present some discussions in section 4.5.
Finally, we conclude the chapter with section 4.6.

In chapter 5, we will show how SWAN can be applied to a secure routing protocol
which uses watchdog.

4.2 Notations

In the following, we introduce the notations that are used in this chapter in their
appearing order.

Notation Meaning

X a mishbehaving node

A B,CE nodes

T Max upper bound of the lifetime of the network

At the duration of a time interval

70 the network starting time

N1, N9y -y NN the nodes in an N-node network

£ the length of a Hash chain

[z/y] y integer divides x

S; a random seed chosen by node n;

hi(a) a value a hashed j times without key

hash —i(a) the i-bit hash output of a

T a time interval

T the 7th time interval

M a message

M _Fix the fixed fields in the message M

M Var the variable fields in the message M

TTL a Time To Live

HC a hop count

Pey () HMAC computed on a value a using the key key
I; the 7th intermediate node on a route

ily the catenation of ¢ and j

1P, the IP address of node A

l the length (in bits) of Hash values

N number of nodes in the network

P, number of permutations of x elements taken y at a time
0y number of combinations of x elements taken y at a time
h(a) the Hash value of a

cj the jth cycle in the network

Si:j a random seed chosen by node n; for the cycle ¢;
IPy, the IP address of node A for the cycle ¢;

R;.; the root of Hash tree of node n; in the cycle ¢;
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4.3 Related work

In this section we mainly discuss some authentication mechanisms used by reputation-
based security protocols which employ watchdog.

In CONFIDANT [BB02b] (c.f. section 3.5.3.2), a PKI similar to PGP is self-
organized. Thus, asymmetric cryptography can ensure the authentication of routing
control messages (RERR, RREQ and RREP) and ALARM messages. Data packets
are implicitly supposed to be sent on routes that are discovered and chosen for this
purpose. In other words, the nodes that forward the data packets are supposed to be
the nodes discovered within the routing discovery phase. However, this hypothesis
may not be always true, since in a mobile network a malicious node can pretend
to be another node by spoofing the identity of the latter, and then attack the data
traffic. As a result, attacks committed by the malicious node can decrease the rep-
utation of the spoofed node. In CONFIDANT, no further mechanism is designed to
address this issue.

In CORE [Mic04] (c.f. section 3.5.3.1), it is supposed that all identities are un-
spoofable and unforgeable. Later, the authors have proposed a key management
and message authentication scheme called IDHC. This scheme relies on an offline
Key Distribution Center (KDC) server to provide one ID-based master ticket to
each node. Afterwards each node should generate a series of authentication tickets
based on its master ticket. The tickets are then used in a way similar to the use
of Hash chains in g TESLA: each ticket is used during one time interval and the
authentication of packets is delayed to the next time interval. However, IDHC has
a drawback in terms of computational overhead, since the generation of one authen-
tication ticket is comparable to a RSA [Lab02] encryption, and the verification of a
ticket is equivalent to a RSA signature verification.

As mentioned in section 4.1, usual methods for BMA that we found in the literature
are Hash chain [HPT99], TESLA [ZXSJ03, Che97|, uTESLA [PSWT01], Merkle
Hash Tree [CBHO3|, etc... Among them, TESLA uses asymmetric keys to sign the
first elements of Hash chains, and gy TESLA uses symmetric keys to authenticate its
Hash chains thanks to some pre-established trusts in sensor networks. Compared
to them, the most important advantage of SWAN will be that it does not require a
PKI or shared keys to authenticate the first elements of Hash chains. Furthermore,
SWAN is carefully designed to be adaptive to reputation-based ad hoc secure routing
protocols.

4.4 SWAN scheme

The main objective of SWAN is to provide a lightweight message broadcast authen-
tication scheme to the watchdog mechanism against the address spoofing attacks.
To achieve this goal, every node should firstly create an ID — a temporary address
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Data sending direction

Source node Upstream node of B Node B Downstream node of B Destination node

(Packet initiator) (Supervising node) (Packet forwarder)  (Packet receiver) (Packet target)

Figure 4.1: An example of supervision

based on a Hash chain, and then the TESLA authentication can be performed.
The assumptions of SWAN are described in section 4.4.1, and the scheme of SWAN
is specified in section 4.4.2. The system requirements and a security analysis of
SWAN are discussed respectively in section 4.4.3 and 4.4.4. Finally, we show the
address renewal possibilities in section 4.4.5.

4.4.1 Assumptions

Neither additional module nor a-priori key distribution or key server is required
by this scheme. In addition, nodes are not required to execute any asymmetric
cryptographic operation. Nevertheless, nodes should be able to accomplish hash
operations with a collision-resistant hash algorithm.

In addition, we suppose that the promiscuous mode is available to all nodes in the
network, and IPv6 is in use.

Figure 4.1 shows an example of supervision in which node A supervises node B that
is forwarding a packet to node C'. In order to increase the accuracy of the supervision
as possible as we can, it is further assumed that all nodes in the network have the
same transmission range and that they all use an omni-directional antenna. Thus,
all links would be bidirectional, and a forwarding node will always be heard by its
upstream node except if there is a rupture of the link between the two nodes due
to mobility. CSMA /CA RTS-CTS [Soc05] can be used as the media access control
protocol to reduce the “hidden node problem” [MGLB00).

Regarding the storage, nodes are supposed to be able to store at least one Hash
chain and to have a watchdog buffer in which unverified messages can be temporarily
stored until the disclosure of their verification keys (c.f. section 4.4.3.2 for the storage
requirement analysis of SWAN).

With the source routing algorithm a node can easily predict the entire data packets
that should be forwarded by its downstream node, thus the source routing can
facilitate the monitoring, and we consider it as our underline routing algorithm.
This choice is the same to that of many other reputation-based solutions such as
CONFIDANT and CORE. As a result, adopting SWAN to them is supposed to be
easy.

For the routing algorithms other than the source routing, the adoption of watchdog
is less obvious. Since a node is not sure of the next node of its downstream node,
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it cannot easily judge if a packet is misdirected. Nevertheless, SWAN can also be
used to support other types of routing protocols such as AODV and OLSR, as long
as a watchdog is employed.

The following parameters are initialized and published in the network before SWAN
is applied:

Lifetime of network 7' Max: We assume that ad hoc networks are temporary
and local area networks, and it is possible to estimate the upper bound of
network lifetime 7' Max'.

Time interval duration At: The network lifetime is split into time intervals of
uniform duration At.

Network start time 7'0: 70 serves as a reference to which all nodes synchronize
their schedule of changing and disclosing keys.

All the above parameters are not secrets and can easily be published in the network.
Besides, if the network is isolated, its IPv6 prefix can be chosen by itself?. Thus,
these parameters can be integrated into the IPv6 prefix (according to the definition
of IPv6, a unicast IPv6 address should start with "001"):

IPv6 prefix =< (3 bit)001, (32 bit)T0, (16 bit)T Maz, (13 bit) At >

Finally, we assume a loose synchronization which guarantees an upper bound on the
maximum synchronization error. In practice, a MANET synchronization mechanism
can be the Time Synchronization Function (TSF) [Soc05] or the solution proposed
in [RK04] which better ensures the multi-hop synchronization for ad hoc networks.
The basic idea of these mechanisms is that each node periodically broadcasts a bea-
con frame which announces its timer to its neighborhood. Then, upon receiving the
beacons, each node adjusts its local timer to the fastest-running timer. The syn-
chronization can also be guaranteed by the GPS system, which provides an accurate
time precision down to nanosecond.

4.4.2 SWAN specification

We show the five steps of SWAN in figure 4.2, and we detail these steps in the
following subsections.

!Even though large and long term ad hoc networks are also under study, according to the
definition, MANETS should be temporary and local area networks.

2Generally routing is not used for communication inside a traditional network. It is useful only
for traffic between two or more networks. Thus, to facilitate routing and to distinguish internal
traffic from external one, all the nodes in a same network should use a same prefix. However, since
every node in ad hoc networks is also a router and routing is used for internal communication, we
may think that a unique prefix is not necessary for MANETS if it does not need to communicate
with other networks.
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Figure 4.2: Steps of SWAN

4.4.2.1 Node initiation

The initiation of each node n; should be done according to the following steps:

e Calculation of the length £ of Hash chains as [T Maz/At]+1 ([x/y] denotes
y integer divides ).

e Generation of a Hash chain of £ elements based on a random seed s;: h(s;),

h2(81), vy hg(sz)
e Setting of the temporary address of the node:

I P, =< TPv6 prefix, hash-64(h*(s;)) >

where the last hash output length can also be reduced to 63 or 62 or even less,
according to the length of reserved bits in the IPv6 header.

Thus, the network time is divided into £ intervals 7, ..., 7¢ (only the last interval
could be shorter than At). Any Hash chain element h* **1(s;) (1 < k < £) will be
used for the authentication of all messages sent or forwarded by node n; during the
time interval 7.

4.4.2.2 Message sending

Let M _Fiz be the fixed TP header fields (address of the initiator, address of the
target, the packet identifier, etc.) and payload (if any) of a message M, and let
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M Var be the mutable fields of M (TTL, HC, etc.). In time interval 7, M sent
by node n; will be in the following form:

< M, hpe—ks1(5,(h(M _Fix)|M _Var) >

Without loss of generality, M can be either a control packet or a data packet.

4.4.2.3 Message supervision

Suppose that in time interval 73, node [; sends a packet M to node [;;;, and then
I; 1 should resend/forward M to node I; ;5. Then the first message sent by I; will
be in the following form:

< M, hpe-ks1(5,(R(M _Fix)|M Var) >

I; keeps the packet identity of M, h(M Fiz), and all the mutable fields of M in its
watchdog buffer.

Upon receiving the first message, I; 1 performs necessary modifications (if any), and
then the modified packet M’ is sent to node ;5 using the form:

< M,, hhs—j+1(si+l)(h(M,_FiI)|M/_VCL7”) >

where j is the current time interval index according to node ¢ + 1.

The packet M’ sent by I;;; will be observed by I;. I; identifies the packet with
its identity and finds the corresponding M in its watchdog buffer. I; then checks
M’ mutable fields to see whether all the modifications realized by I;,; respect the
routing protocol in use (whether a TTL is decreased by one, etc...). Finally, I;
checks whether h(M Fiz) = h(M' Fizx) for the integrity of the fixed fields of M.
If all the above verifications are successful, we consider that the supervision is suc-
cessful. I; can then increase its reputation on node [;;;. Otherwise, a suspicious
activity of node I;;; is discovered and we have the following choices:

e [; can wait for the authentication phase to try to eventually identify [, as a
malicious node. This measure can prevent false negatives if nodes spoof when
attacking.

e [; can directly decrease the reputation of node ;1 without further verification.
This measure can prevent false positives even if nodes spoof when attacking.

e [; can directly delete the packet from its watchdog buffer and leave the rep-
utation for ;,; unchanged. This measure does not decrease reputations but
only increases them when there are successful supervisions.

With the first choice, I; should further store i1, \(R(M'  Fiz)|M' Var) for
the future authentication.

Above we described a supervision example using the mode SUpervision on ROute
(SURO), in which only nodes involved in traffics observe what happens on routes.
Actually SWAN can also support the mode SUpervision in NEighborhood (SUNE),
in which any node that is neighbor of both I; and I, ; can perform the supervision.
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4.4.2.4 Key disclosure and authentication

At each time interval 7,4, any node 4 checks if it has sent any message during the
previous time interval 7;. If so, it discloses its key h*=971(s;) by broadcasting a Key
Disclosure message (KD) to its one-hop neighbors after a maximum synchronization
error:

< h* It (5;) >

Note that if there is any periodic neighbor discovery process®, keys can be disclosed
within neighbor discovery packets by setting At equals to the neighbor discovery
interval. This can reduce the control overhead.

Upon receiving a KD message, the receiver checks at first whether the corresponding
key is already validated. If it is the case, it rejects the message. Otherwise, it verifies
whether

I P; =< TPv6 prefix, hash-64(h/ 1 (R* 7711 (s;))) >

If the check fails, the key is rejected, and the node will still verify the other KD
messages declaring the same key. Otherwise, the key is authenticated and stored,
and the previous key discovered by node I; is replaced by the new key.

4.4.2.5 Message authentication

Once a key h*7+1(s;, 1) is authenticated by node I;, I; checks in its watchdog buffer
whether there is any message M sent by node I;,; unauthenticated. If it is the case,
the validity of hye—ji1(5,,)(R(M _Fiz)|M Var) is checked.

If both the supervision and the authentication are successful, a good behavior is
registered in favor of node I;,;. Otherwise, if only the authentication succeeds, a
bad behavior will be attributed to node ;1. Thus, to have a good reputation, nodes
have to behave well in both routing and key disclosing.

If the authentication fails, it is possible that M is not sent by the node it claimed
to be (in other words, there is a spoofing attack). Unfortunately, we are not able to
identify the attacker. Therefore, to avoid false negatives, the result of the supervision
may not be taken into account by the reputation system.

Note that SWAN mainly permits to detect malicious behaviors, but a selfish for-
warding node* cannot be thus detected this way, since no message will be forwarded
by the node. To resolve the problem, we suggest combining a solid neighbor lookup
protocol with SWAN. Thus a neighbor node which does not regularly forward mes-
sages can be considered a selfish forwarding node.

We show an example of the whole SWAN process in figure 4.3.

3 A periodic neighbor discovery process exists in most of the proactive and hybrid ad hoc routing
protocols and in some secure ad hoc routing protocols.

4Refer to section 3.5.2. Selfish routing nodes do not participate in the routing discovery phase
nor in the data forwarding phase, while selfish forwarding nodes only refuse to forward data packets.
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Figure 4.3: An example of SWAN

4.4.3 System requirements

In this subsection, SWAN is analyzed in terms of computational and storage re-
quirements.

4.4.3.1 Computational requirements

Thanks to the temporary nature of MANETS, in SWAN no asymmetric cryptography
is required even in the node initiation phase. The only cryptographic operation used
in SWAN, the hashing, is known as lightweight?.

Suppose that a 128-bit hashing is used to generate the Hash chains, and the length
of seeds s1, ..., sy is also 128 bits, we can then refer to table 4.1 to know the number
of hash operations and the total hashed bits of each SWAN operation (note that
in a real environment, the total hashed bits depends on the implementation of the
hash algorithm).

Operation Number of hash operations Total hashed bits
Node initiation £+2 64+ 128 % (£+ 1)
Packet sending 2 128 + packet length

Packet supervision 1 < packet length
Key authentication J 128 % 5
1

Packet authentication 128 + packet _var length

Table 4.1: Hashing required by SWAN

SFor example, the velocity of 160-bit SHA-1 one-way hash function is 75MB/s on a 33MHz
486SX.
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Furthermore, by using 128 bits to store a before revealed key h*=7+"(s;)(2 < m < j),
we can decrease the number of hash operations required by the authentication of
the key h*7T1(s;) to m — 1, by checking whether =717 (s;) = K™ L (hE7T1(s,)).

4.4.3.2 Storage requirements

We can refer to table 4.2 to see the number of bits to be stored by SWAN for each
SWAN operation (under the same hypothesis as in subsection 4.4.3.1):

Operation Length of total information to be stored (bits)
Hash chain storing 128« ([T Max/At] + 1)

Packet authentication and | length(Timestamp + 2 % 128 + packet identity)
supervision

Table 4.2: Memory required by SWAN

To further reduce the memory space required to store a £-element Hash chain from
O(£) to O(log(L£)), the technique proposed in [Jak02| can be used. This technique
selectively stores a logarithmic number of Hash chain elements, and the locations of
the stored elements are modified over time, in such a way that we can easily find
any Hash value through several hash operations.

4.4.3.3 Overhead

In SWAN the only additional message with respect to the routing protocol is the
key disclosure message. During the lifetime of a MANET, each node sends at most
[T Max/At] KD messages to its one-hop neighbors, and each KD message has less
than 150 bits as length (the MAC and IP header not taken into account).

In addition, every traditional routing message will have an additional overhead of
128 bits.

4.4.4 Security analysis

In this subsection, we show that SWAN is able to achieve its authentication objec-
tives: either false negative or false positive in reputation system can be prevented,
and messages can easily be supervised hop-by-hop. Moreover, the integrity of pack-
ets is guaranteed and the replay attacks are limited. In the end of the subsection,
we also discuss the problem of bogus address in SWAN.

4.4.4.1 Reputation system security

We can ensure that at least the first-hand reputations for benign nodes will be
correct, because:

e We suppose that a benign node will always perform correct routing operations
with its true identities (IP and MAC addresses) and will always disclose correct
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authentication keys. Therefore its reputations will certainly be increased by
the other benign nodes observing it.

e Since SWAN guarantees that there is no spoofing attack, attackers are not
able to decrease the reputations of benign nodes by spoofing their identities.

We distinguish two cases of misbehaving nodes:

e If a malicious node uses its true identity and its true keys to attack, benign
nodes can identify it and decrease the reputations on it. Therefore there would
be neither false negative nor false positive in the reputation system. However,
in order to keep at least its bootstrapping reputation, the malicious node may
prefer to belong to the next category.

e If a malicious node does not use its true identities to commit attack, or uses
some incorrect keys to generate its attacking messages, the observing nodes
will not be able to identify it. Thus, the reputation on the malicious node
might not be decreased. However, since the reputations of benign nodes do
increase, the malicious node will still have its reputations inferior to those of
the benign nodes.

Furthermore, since such a malicious node will always have its reputations
unchanged, we may consider that, if a node existed in the network for a long
period always has its bootstrapping reputations, it is less trustworthy than a
new coming node or a node having its reputation evaluated to a higher level.
This measure can also be used to detect the selfish routing nodes.

Another solution is to let each node periodically decrease all its reputations
on other nodes. Thus, even though we cannot authenticate the misbehaving
nodes, they cannot keep their bootstrapping reputations, and every node must
proactively participate in the routing to obtain/maintain good reputations.

Considerations for the reputations of selfish nodes

[t is obvious that selfish nodes cannot be directly detected by SWAN, since no (less)
message will be routed by them. Therefore, they do not have many messages to be
authenticated.

Nevertheless, we distinguish selfish routing nodes from selfish forwarding nodes:

e For the selfish forwarding nodes, even without authentication we will be able
to decrease their reputations since they refuse to forward data packets.

e For the selfish routing nodes, they can in the best case keep their bootstrapping
reputation values, as the second type of malicious nodes discussed above.

As a conclusion, we believe that a reputation system helped by SWAN can provide
relatively right reputations between nodes.
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4.4.4.2 Statistically unique address

Since ad hoc networks are usually local area networks with a limited number of nodes
(for example, DSR requires that the MANET dimension is less than 16), we believe
that the SWAN addresses are, like SUCV addresses, statistically unique if the hash
algorithm in use is strong collision-resistant. Here, strong collision-resistant means
that, with an [-bit hash output, we need on average 23 inputs to encounter a hash
output collision.

Suppose that there are N nodes in a MANET, and that the hash algorithm that
we use is a perfect [-bit hash algorithm. Then, the address collision probability of

SWAN will be (let W =2, W >> N, N > 1)

Np w C
Prob(collision) = 1 — Prob(no collision) =1 — N < TN

WN
o W o Weiw-2 W —(N—-1)
B (W — N)IWN woow W
1 2 N -1
=1-(1-—)1—-=)..(1 - ——
[ e B
N—1_,_ (N—-1)2  N?
- (1—-—)"V el - -— )~ —
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The collision probability increases with N and decreases with W (I). And, since
W >> N, the collision probability is low.

4.4.4.3 Unspoofable address and authentication

To successfully spoof an IP address, the following methods can be tried by attackers:

Dictionary attack It is also called “brute-force attack” where attackers construct
a database (also called a dictionary) which contains all the possible pairs of
< seed, h*(seed) >. Therefore once an h®(s;) is revealed, attackers can look
up the corresponding s; in the dictionary. However, this attack is difficult to
realize since it is equivalent to break the one-way hashing.

Replay It is somewhat true that without accurate time information in packets, the
replay attacks can exist in MANETs. However, we believe that the replay
attacks in SWAN cannot greatly affect the reputations of nodes. Indeed, we
first do not take the messages replayed in the same time interval of their first
sending into consideration; secondly, the messages replayed in a later time
interval will be considered obsolete.

Finding a future key based on some revealed keys Even though Hash values
will be revealed one by one by their owners, these attacks can be prevented
since hashing is a one-way operation. The corresponding hashing property is
called weak collision resistance, which means that given z, it is difficult to find
a y that satisfies h(y) = h(x). In other words, attackers are not able to find
any unrevealed key from the revealed ones. This attack is also equivalent to
break the one-way hash.
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4.4.4.4 Integrity

Since both the mutable and the fixed fields of all the packets are protected by HMAC,
the integrity is ensured in SWAN.

4.4.4.5 About bogus address

A malicious node can create a lot of bogus addresses in addition to its legitimate
address. These bogus addresses will permit the node to bypass the reputation system
by constantly appearing as a new node. Unfortunately, we can hardly prevent the
existence of bogus addresses in absence of an online or off-line server.

Nevertheless, to complicate the generation of bogus addresses, we can use the binding
of IP and MAC addresses as the identity of nodes. Since IP and MAC addresses
are both unique and public, a node cannot solely modify its IP address without
changing its MAC address at the same time. Furthermore, to obtain a new identity,
an attacker should redo £ + 1 hash operations, which will also greatly complicate
its task. Finally, since each bogus address is only temporarily used, a node using
bogus addresses can hardly get a high reputation, thus having difficulty in becoming
trustworthy.

We can also use the countermeasures against Sybil attacks presented in section
3.4.4.4 to detect bogus addresses in SWAN.

4.4.5 Address renewal

Although we suppose that we can estimate the maximum network lifetime in a most
pessimistic way, a MANET can sometimes exist longer than expected. Otherwise,
nodes could be too weak to support long Hash chains, or the lifetime of the network
is too long to be supported by one Hash chain per node. In all these cases, addresses
of nodes must be renewed but old reputations must not be lost. In other words,
the old reputations should be related to the new addresses. In this subsection,
we propose two mechanisms that seamlessly link a new Hash chain to the old one
without introducing additional messages.

4.4.5.1 Approach using overlapping Hash chain

This approach consists of using two overlapping Hash chains, as shown in figure
4.4. During the node initiation phase, each node n; picks two random seeds s,
si;1 and generates two Hash chains: one chain of £ elements based on s;,, and the
other of 2£ elements based on s;;. n; then sets its temporary address in cycle ¢
(in each cycle a node will use a different address, and the cycle ¢ is the first cycle):
I Py =< IPv6 prefix, hash-64(h*(s;0)) > and computes its address in cycle ¢; (the
second cycle): IP,; =< IPv6 prefix, hash-64(h*<(s;.1)) >.

The message supervision is the same as the one described in section 4.4.2 except
that I; stores fpze—i1(s, 00 0) (Ane-it1(s,yy,m) (MM’ _Fiz)|M'_Var)) instead of
hhﬂ—j+1(si+1)(h,(MliF?;.’ﬂ)‘Mliv&?").
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Figure 4.4: Address renew using overlapping Hash chains

The key disclosure and authentication in cycle ¢, at time interval 7,1, is as fol-
lows: node n; publishes both h*=71(s;.,,,) and h?* (s, 1) in its Key Disclosure
message:

< IPymy1, hz_jﬂ(si;m)a h2£_j+1(3i;m+1) >

For the authentication of the keys, it is checked that:
I P,,, =< IPv6 prefix, hash-64(h* 1 (R* 711 (s;,,,.))) >

and
IP,;ny1 =< IPv6 prefix, hash-64(h' (W71 (s55041))) >

To authenticate messages, two HMAC operations have to be performed on

< h(M' Fix), M' Var > using successively the disclosed key pair h*=71(s;.,,) and
2SI (5,0 0).
In the example quoted in section 4.4.2, the message authentication is successful if
the corresponding computation result is equal to the stored

sevrmen) (st ay (RM_Fic) M _Var)),

At time interval 7¢ of cycle ¢,,, node n; performs the following operations to renew
its Hash chain: it picks a new random seed s;,,,12, generates a Hash chain of 2£

elements based on s;,,42, and then sets its temporary address in cycle ¢, 42 to:

hh%*i“(

[P,y 9 =< IPv6 prefix, hash-64(h*(sim.2)) >

This approach can seamlessly link Hash chains together, and there is no additional
overhead on payload. However, here each node has to store two Hash chains of 2 x £
elements (except in the first cycle in which each node stores one chain of £ elements
and one chain of 2£€ elements) instead of storing one Hash chain of £ elements as in
the original SWAN. In addition, one more HMAC should be computed when sending
or authenticating a message, and KD messages also have a longer length.

4.4.5.2 Approach using Hash tree

In this approach, a Hash tree is established as shown in figure 4.5. The leaves of the
Hash tree are TP addresses used in different cycles.

During the node initiation phase, each node n; picks two random seeds s, ;.1
and generates two Hash chains of £ elements. Then, it sets its temporary address
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Figure 4.5: Address renew using Hash tree

in cycle co: 1P,y =< IPv6 prefix, hash-64(h*(s;0)) > and its address in cycle ¢;:
IP;.; =< 1Pv6 prefix, hash-64(h*(s;.;)) >. The root of the Hash tree in cycle ¢y is
Ry = hash-64(I Pyo| I Pyy).

In the kth interval of cycle ¢,,, the format of a packet M sent by the node n; is:

< M, Ri;ma th*kJrl(si) (h(M_FZZ‘) |M_VCL’I“‘RZ';m) >

where R, is the root of the Hash tree in cycle c,,.

The message supervision process is the same as the one described in section 4.4.2,
since R;., is regarded as a fixed field. The message authentication in cycle ¢ is also
the same as the one described in section 4.4.2.

In cycle ¢,, (m > 1), a Key Disclosure message will be

< TP 1, Rin1, V7 (5400) >
To authenticate the key, three verifications are necessary:
1. IP,,, =< IPv6 prefix, hash-64(h/ = (h* 1 (s.,,,))) >.
2. Rj,—1 is the same as the root published in cycle c,,_;.
3. Rim—1 = hash-64(1P;,,_1|IP;,,).

In time interval 7¢ of cycle ¢,,, node n; picks a new random seed $;.,42. It renews its
Hash chain by generating a Hash chain of £ elements based on s;.,,42, and then sets
its temporary address in cycle ¢, 9 t0 I P10 =< IPv6 prefix, hash-64(h*(s;.m12)) >.
The new root of the Hash tree in cycle ¢,, 1 will be:

Rismy1 = hash-64(1 Py 1|1 Piyp2)

Compared with the approach using overlapping Hash chains presented in section
4.4.5.1, this approach achieves its objective by adding more message overhead. How-
ever, it introduces less computational overhead and has less storage requirement.
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4.5 Discussion

Choice of hash algorithm

The longer is the hash output length, the heavier is SWAN but the better is its
security. We estimate that a 64-bit or longer hash algorithm is sufficient to reach
the security requirements of SWAN. However, recent progress in the cryptanalysis on
MD5 and SHA-1 [WY05, Len05, Ste06] leads us to expect stronger hash algorithms.
In the simulations about SWAN presented in the next chapter, we use 128-bit hash
output.

Synchronization

The synchronization is a common requirement of many secure ad hoc routing pro-
tocols such as ARAN [SDL*02] and SEAD [HJP02]. SWAN and the HPLS protocol
that we will present in chapter 6 also require the synchronization.

A good clock synchronization mechanism for MANETs should be distributed and
does not depend on any specialized hardware. Moreover, it is worth mentioning that
the synchronization mechanism itself should be secured in order to provide secured
“real” time information to nodes.

New coming node and leaving node

In SWAN, leaving nodes do not take away any secret of network but only their
personal secrets, so they can leave without influencing the security of the network.
Furthermore, a node made off can return to the network with a resynchronization
which will decide the number of time intervals (keys) to be skipped.

A new coming node should synchronize itself to the network by adopting the IPv6
prefix. It can use the value of 70, At and the current time ¢ to compute the index
of the current time interval, and then use the value of At and T'_Max to compute
its Hash chain and its identity.

Network dimension

In order to have a weak address collision possibility, we suppose that SWAN is
applied to the MANETSs that have a limited dimension. Unfortunately, SWAN will
not be adequate for very large MANETS such as the networks described in [WZ02].

Duplicate address

We mentioned in section 4.4.4.2 that SWAN addresses are statistically unique. But,
if ever we need to be certain of their uniqueness, the Neighbor Discovery Protocol
(NDP) for IPv6 [NNS98] can be used to resolve the duplicate address problem.

Using NDP, a new node chooses an [Pv6 address when joining the network. Then, it
broadcasts its choice to the whole network within a Neighbor Solicitation message.
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If there is already another node which is using the address, it will send back a
Neighbor Advertisement message to the new node. As a consequence, the new node
must make another choice. The process can be repeated several times until the new
node can find an unused address.

Immediate authentication

If we need immediate authentication of routing control messages, the ARTADNE
protocol [HPJO02| (c.f. section 3.4.2.1) can be used. When sending a RREQ), the
sender can estimate the arrival time of the request to the destination node, and
the intermediate nodes will then use the Hash values corresponding to that time,
in order to compute their HMAC outputs. As a result, when the RREP message
is being returned to the source node, the intermediate nodes can be authenticated
with their disclosed keys.

Influence of mobility

In case of strong mobility, KD messages can be sent to more nodes (such as 2 or 3
hop neighbors) in order to increase the authentication rate, which can also increase
the reputation evaluation velocity.

Participation to another network

An address is valid only for the current network. To participate to another network,
nodes should be re-initiated.

Address renewal

We insist on the idea that Hash chain renewal should rarely occur in SWAN, and
that it is better to use one Hash chain in the whole network lifetime than dividing the
entire network lifetime into several cycles and use one Hash chain per cycle. This is
because the address renewal introduces not only additional overhead and complexity,
but also an important inconvenience due to the variation of the IP addresses. Even
though each node can know the new IP addresses of its neighbors, it cannot easily
know the addresses of remote nodes. In the following we provide a brief introduction
to this problem.

We suppose that each cycle will be uniform and reasonably long, and that nodes do
not change their identities within a cycle. Thus, the problem appears only when a
cycle finishes and the next one begins.

When a proactive routing protocol is in use, there is periodic routing information
exchanged within the whole network. Consequently, the new addresses can be ex-
changed within the routing messages before the end of each cycle.
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When a reactive routing protocol is in use, a source node can modify its RREQ
message by adding its address in the next cycle. Then, once being a source node,
any node can inform all the other nodes about its next address.

If the next address of a destination node is unknown, a RREQ can still be sent to
the old TP address (with a flag telling that it is an old address). Since the RREQ is
broadcasted, the message will be received by the destination. Then, when a RREP
is sent back, the new address can be joined.

Intermediate nodes usually have necessary knowledge about their upstream and
downstream nodes since they are neighbors, and this would be sufficient for the
supervision. Moreover, new address information can also be accumulated in a RREQ
(like in DSR we accumulate node identities) when the end of a cycle approaches,
and this could make all the new addresses on a route known by the whole route.

If there is an active data flow but the end of a cycle is reached, the source node
can send an additional message along the route to collect the new addresses on the
route.

Finally, NDP [NNS98| can also be modified to inform the new addresses to nodes.
That is to say that each node can send out its new address in a Neighbor Solicitation
message a little before the end of each cycle. If there is no new Neighbor Solicita-
tion message during a timeout from the same node (means that the address is not
duplicated), in the next cycle other nodes can use the new address to replace the
older address of the node. Note that nodes should also adjust their message sending
time in order to avoid collision.

After all, we see that the address renewal process is complicate to manage, and must
as a consequence only be used when it is strictly necessary.

SWAN applicability

SWAN can operate with the source routing algorithm where every packet to be
forwarded is perfectly predictable.

With the other routing algorithms, the receiver node of a packet can be decided on-
the-fly by its upstream node. Thus a future packet is not entirely predictable from
the viewpoint of the supervising node, and the watchdog is not able to check all the
fields of the packet. However, the other fields of the packet except the receiver node
can still be supervised. Since SWAN is a generic security mechanism independent
of underline routing protocol, we believe that it can also be applied to the other
routing algorithms.

4.6 Conclusion

In this chapter, we proposed a secure watchdog for ad hoc networks named SWAN.
It combines SUCV and TESLA to develop a watchdog with a lightweight broadcast
message authentication scheme. It can detect the spoofing attacks that may badly
affect the reputation systems, and can reduce the storage overhead required by
watchdog. It is also able to treat a large number of messages through a simple
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cryptographic operation and be independent of any central server. Our analysis
in this chapter and our simulations in the next chapter show that SWAN is both
lightweight and robust.

In the next chapter, we will propose a secure routing protocol and apply SWAN to
it, and we will also show some simulation results for SWAN.
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Chapter 5

TRP: A Trust-based Routing
Protocol for ad hoc networks

“Know your enemy and know yourself.”

— Sun zi (about 535 B.C.)

5.1 Introduction

Generally, in ad hoc networks every node should participate in the routing. There-
fore, each routing behavior of each node can have an impact on the routing security.
Especially, a data flow can be threatened if the route established for a flow contains
a misbehaving node.

In order to make every node be responsible for its own routing behaviors, a rep-
utation system can be established. This system should reward the well-behaved
nodes, and/or punish the misbehaved nodes. CORE [Mic04] (c.f. section 3.5.3.1)
and CONFIDANT [BB02b] (c.f. section 3.5.3.2) are such examples. With them,
each node can compute a reputation for each other node based on the routing be-
haviors of the latter. Thus, routes composed of nodes having better reputations can
be chosen for the ad hoc routing, and/or data packets sent by misbehaving nodes
may be dropped.

CORE and CONFIDANT are designed to guarantee the availability and the re-
liability of the ad hoc routing. However, CONFIDANT intend to exchange the
reputations between nodes in a proactive way, which will introduce a lot of ad-
ditional overhead to the network. Moreover, both protocols have not completely
resolved the problem of the blackmail attacks caused by the use of second-hand
reputations. In other words, liars can always introduce wrong reputations into the
network, especially when they are numerous.

In this chapter, we present a DSR-based secure ad hoc routing protocol named Trust-
based Routing Protocol (TRP). First, TRP uses an HMAC to protect routing control
messages between each pair of initiator and target of data traffic. Second, it uses a
watchdog to detect selfish behaviors and a few residual routing attacks untreated by
the HMAC, in order to identify the misbehaving nodes with a reputation system.
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Finally, based on the reputations, source nodes will be able to choose the most
reliable routes to send their data packets.

In comparison with the other routing protocols using a reputation system, the main
particularity of TRP is its reactive reputation exchange. That is, the exchange
of reputation information is performed only when a route is needed to be used
in the routing. Moreover, there is no additional packet used for the exchange of
reputations. Instead, the exchanges are integrated into the routing control messages
of DSR, and this integration can be made naturally since DSR. is itself a reactive
routing protocol. Finally, TRP is able to prevent blackmail attacks, even though
the second-hand reputations can be taken into consideration.

In addition, TRP can also use SWAN (c.f. chapter 4) to secure its watchdog mech-
anism and improve its performance.

The remainder of the chapter is organized as follows. We introduce at first the
notations used in this chapter in section 5.2. We provide an overview of TRP in
section 5.3, and introduce the design objectives of the TRP protocol in section
5.4. In section 5.5 we discuss our reputation system. The TRP routing protocol is
presented in section 5.6. In section 5.7, we show how SWAN can be applied to TRP.
Section 5.8 is dedicated to the performance evaluation. Finally, our conclusion is
presented in section 5.9.

5.2 Notations

In the following, we introduce the notations that are used in this chapter in their
appearing order.

Notation Meaning

Kap a symmetric key shared by node A and node B

D a destination node

I; the 7th intermediate node on a route

S a source node

Ca_n trust value that node A has on node B

N the number of nodes in a network

N1, Mo, ..., NN the nodes in an N-node network

CDs_p(t) direct trust that node A has on node B at time ¢

a, 8 parameters in the trust model of TRP

pa_p(t) the experience level that node A has on node B at time ¢

pho () number of positive experiences of node B that have been observed
by node A until time ¢

Pa_p(t) number of negative experiences of node B that have been observed
by node A until time ¢

CDI,_p direct or indirect trust that node A has on node B

Cls_p(t) indirect trust that node A has on node B at time ¢

d a route length

A B,C FE nodes

r a random integer
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Watchdog > Reputation exchange

A

Integrated Routing choice
Y

Routing control
message

Figure 5.1: Basic idea of TRP

SN a sequence number

A—x: M a node A broadcasts the message M to all nodes in the network
1P, the IP address of node A

hkey(a) HMAC computed on a value a using the key key

ily the catenation of ¢ and j

M Fix the fixed fields in the message M

M Var the variable fields in the message M

T the 7th time interval

h (a) a value a hashed j times without key

UlD a unique identifier for each packet (in Network Simulator)
X1, Xo, ... misbehaving nodes

5.3 TRP overview

The Trust-based Routing Protocol is a DSR~based secure ad hoc routing protocol.
It combines the knowledge of misbehaving nodes with topology information, to help
source nodes to choose the most reliable routes for their data sending. We show the
basic idea of TRP in figure 5.1.

In TRP, each node maintains a first-hand (direct) reputation for every other node
that it has encountered. The computation of reputation is based on the directly
observed behaviors of the other node. Then, during a route discovery process,
intermediate nodes can inform the source node of their first-hand reputations on
their neighbor nodes, by integrating them into the control messages (RREQ and
RREP) of DSR.

A source node may receive a lot of RREPs (there is one route in each RREP) and
a series of reputations for each RREP. Then, based on the received reputations and
its own first-hand reputations, the source node can compute an overall reputation
for each route. Only a route that has obtained an acceptable overall reputation can
be trusted and be used to deliver data traffic.

The different phases of TRP are:

e Since a reputation system is a reactive system, and since we often suppose
that there is no a-priori trust between nodes, mishehaving nodes will be able
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to mishehave at the beginning of the network.

e Gradually, misbehaving nodes will have their reputations decreased, since their
misbehaviors will be detected. They will be identified as attackers or failing
nodes. On the contrary, benign nodes will have their reputations increased.

e With the evolution of the reputations, misbehaving nodes will have less and less
possibilities to participate in the network routing, since they will be bypassed.
Benign nodes, on the contrary, will be more frequently used in the routing.

TRP assumes that a pairwise key Kg p is shared within a security association be-
tween the initiator S and the target D of each RREQ message. Such a key can
be established through several ways, such as DH [RLTN93|, Internet Key Exchange
(IKE) [HC98|, etc.. Note that we do not assume a key shared by each pair of nodes.
TRP uses a routing scheme similar to SRP (Secure Routing Protocol, c.f. section
3.4.2.2) |[PH02|. In addition, it accumulates reputation information during the prop-
agation of RREQq, and sends back these information protected by HMAC within
RREPs to source nodes.

5.4 Design objectives

TRP aims to avoid misbehaving nodes in the two routing phases: the routing discov-
ery phase (also called the topology discovery phase), and the data forwarding phase
(the routing maintenance phase is included), by means of adding simple crypto-
graphic operations and a totally distributed reputation system to the DSR protocol.
Moreover, nodes which do not correctly forward data should be identified and ex-
cluded from routing.

TRP has the following security objectives:

e TRP should guarantee the authenticity of routing information. That is, under
certain hypotheses, only correct route information can be received by source
nodes. Indeed, the SRP protocol already guarantees this property in a great
measure, and we will further reinforce it.

e According to the selfish models that are described in [Mic04] (c.f. section
3.5.2), TRP should be able to avoid the selfish forwarding behaviors, which
are the most harmful selfish behaviors in MANETs.

We believe that the selfish routing behaviors are hardly avoidable in a totally
self-organized MANET using a reactive routing protocol, because in such a
network a node can simply be silent to escape its routing duties, and normally
no mechanism permits to detect such selfish nodes. To resolve this problem,
each node can regularly reduce the reputations of the other nodes, which makes
a selfish routing node not being able to keep good reputations by the other
nodes. Besides, if the network is to some degree organized in such a way
that each node inside the network is known, selfish routing nodes will be
determinable (however we may still need a central server to determine them).
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e TRP should permit to prevent a large number of active attacks in the ad hoc
routing.

In TRP, a trade-off lies between the routing performance and the security, since we
try to provide a maximum security while still maintaining an acceptable routing
performance. We require that, without the presence of attackers, TRP should have
a good routing performance; with the presence of attackers, TRP should be much
better than an unsecured ad hoc routing protocol in terms of routing performance.

5.5 Reputation system

Due to the existence of compromised nodes that are able to reply correctly to crypto-
graphic challenges thanks to their legitimate keys, cryptography alone cannot ensure
the security of the mobile ad hoc networks.

Since the cryptography is not almighty, the notion of trust is introduced into MANETs.
With this notion, nodes in MANET are called up for vigilance. In order to engage
only trustworthy nodes into routing, in a totally distributed MANET each node
should maintain a trust level to each other node.

With this framework, reputation systems can be applied to MANETs. As opposed to
key /cryptography systems that are often established in advance, reputation systems
are systems that will only be established a-posteriori except that there could be some
pre-established reputation relationships. By default every node is attributed a same
initial reputation value at the beginning of the network.

Then, as time progresses, it should be ensured that:

e Benign nodes and misbehaving nodes are correctly identified.
e A misbehaving node will have a lower reputation than a benign node.

e There should be less and less misbehaviors in the network, since low reputed
nodes will be ruled out or be stimulated to behave well.

The original model of the reputation system used in TRP is a distributed trust
model introduced in [YB94| and later developed in [BBK94| for its valuation part.
Since it is not initially designed for ad hoc networks, we modified it for TRP. In
the two following subsections, we introduce respectively the original model and our
model.

5.5.1 Original reputation model overview

This model [YB94, BBK94| allows us to take various classes of trust relationships
into account, in such a way that an entity can be trusted for some specified tasks
(also called functions) but not for some others. For instance, a node trusted for
nondisclosure of secrets may not be trusted for generating keys due to its weak
computational capacity.
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Route reputation

Supervision * Direct reputation 4

Undirect reputation

Y
Routing /

Routing choice

Figure 5.2: The relationships between the different types of reputations in TRP

The model also allows the valuation of trust relationships. That is to say that
according to the numbers of positive and negative experiences that an entity has
assigned to another entity regarding a given function, a value can be computed and
used as the trust level that the former entity assigns to the latter entity.

Finally, in the model it is also possible to derive indirect trust relationships using
trust, transitivity.

5.5.2 Our reputation model

In this section, we adapt the above model to ad hoc networks. Three types of trust
relationships are considered in our model:

e Direct trust from a node to a neighbor node. It is evaluated according to
the positive and negative experiences that the former node observed when
supervising the neighbor node.

e Indirect trust from a node to a distant node. It is derived from direct trust re-
lationships using transitivity, and it will be computed according to the routing
requirements.

e Trust from a source node to a route. It can be computed based on both direct
and indirect trust values, and it will be used to measure the trust levels of
routes.

Figure 5.2 shows the relationships between the different types of reputations/trusts
in TRP.

In the following, we define the computation formulas for the three trust types. All
of the trust values are taken in the intervals {—1} U [0, 1].

5.5.2.1 Direct trust

By default, all direct trust values are initialized to 0. However, since the model is
totally local and distributed (thus each node can have its own independent trust val-
ues), nodes are free to initiate their trust values to the values they desired, especially
when pre-established trust relationships exist.

Before defining the formulas used for the evaluation of the direct trust value from a
node n; to a neighbor node n;, we define at first the following notations:

Security mechanisms for ad hoc routing protocols



CHAPTER 5. TRP: A Trust-based Routing Protocol for ad hoc networks 97

® P, _,,(t) is the number of positive experiences (the number of good behaviors)
that n; behaved and n; observed until time ¢.

® D, _n,(t) is the number of negative experiences (the number of bad behaviors)
that n; behaved and n; observed until time ¢. Note that in ad hoc networks, we
have to tolerate a small percent of negative experiences due to the unreliable
nature of ad hoc wireless medium.

e « €]0,1[ is a parameter that can be configured by the nodes themselves. We
will see from the formulas that, higher is «, less is the influence of positive
experiences on direct trust values (in other words, more positive experiences
are required to make a direct trust increase from 0 towards 1). Thus, generally
a should be set relatively high to prevent the (misbehaving) nodes from easily
gaining a high reputation.

e 3 (B > 1) is a parameter that modulates the importance of negative experi-
ences in relation to positive experiences. We will see from the formulas that,
greater is (3, larger is the influence of negative experiences on the direct repu-
tations. Thus, same to «, [ should also be set relatively high to prevent the
misbehaving nodes from obtaining a high reputation.

The formulas to compute the direct trust value from a node n; to a neighbor node
n; is defined as follows:

—1 if Pry—n, (1) <O

otherwise

and

The above formulas can guarantee that:

e If a node always behaves well, trust values for it can be increased towards 1.
Thus, such a node will be considered trustworthy.

e If a node is failing or moderately malicious, trust values for it will be more
or less stable (however, this depends on the values of o and 3). Thus, such a
node is much less trustworthy than a node highly reputed.

e If a node is malicious or quite failing, trust values for it will rapidly be de-
creased to -1. Such a node is considered not trustworthy and should be avoided
by the ad hoc routing.

With direct trusts, a network can be considered as a directed graph. This graph
is complete only if direct trusts can be established between each pair of nodes in
each direction. However, usually not all nodes have chances to be neighbors. There-
fore the graph has a strong possibility to be incomplete. Therefore, it is necessary
to introduce another type of trust, the indirect trust, for the estimation of trusts
between distant nodes.
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CI Ni-> Nk

Figure 5.3: Indirect trust in TRP

5.5.2.2 Indirect trust

In figure 5.3 we show an example of the indirect trust computation in TRP. Suppose
that there is a node n; to which a distant node n; has no direct trust relationship,
but node n; has a direct trust value or a reliable indirect trust value to another
node n; denoted CDInﬁnj, and node n; has a direct trust value to node n;, denoted
CDyp;—n,- Then the indirect trust value from node n; to node ny denoted C1,, .,
is defined as:

o1 [ -1 if CDIy—p; 0r CDyyy = —1
i I CDnank)CDInﬁ"j otherwise
where
DI [ CDyyy if p:;_m], + Pryon, = 1 (if n; observed n;)
n;—n; — CInZHn] otherwise

If there are more than one possible node n;, n; will choose the n; with the highest
direct trust value CD,,_.,,,. Otherwise, if there is no n; with a direct trust value
CDp,—n;, ni will choose the n; with the highest C'I,, ,,; to calculate Cl,, ,,.

The above formulas can guarantee that:

e If one of the direct/indirect trust values in the recommendation chain (in the
above example, the recommendation chain is n; - n; - ny) indicates that n;
or ny is a misbehaving node (C’Dmﬂnj or CDInﬁnj equals to —1), then the
derived indirect trust value C'I,,_,,, will be equal to —1.

o If CD,, ., is based on an experience level p,. .., , then CI,, ., is based

on the experience level p, ., X CDIy .y, since Cl,,,_, = 1—(1—(1—
Oépnjﬁnk))CDIni_m]. -1 Oépnj_mkaDIniﬁnj‘

The computation of indirect trust values is a necessary but intermediate step of
trust computations in TRP. To choose reliable routes, a source node should be able
to evaluate a trust on each of the available routes. Thus, we introduce the route
trust in the next subsection.
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5.5.2.3 Route trust

Suppose that any two communicating nodes (each pair of initiator and target) trust
each other. Then, according to the principle that “a whole system is as strong as its
weakest point”, the trust level of a route is defined as the source’s lowest trust level
on all the intermediate nodes of the route.

For example, the trust value of a route S, I, ..., I;_1, D is:

d1
CRs_sn,..1,,0 = ming_; (CDIs_.p,)

where for 1 << d -1

CDs_y, ifp§_ ;. +ps_; >1(if S observed I;)

CDIsr; = { Cls_;, otherwise

If a source node knows a lot of routes to a same destination, it can quantify the
reliability of each route by using the above formulas, and then choose the route
having the highest route trust value for its data sending.

5.5.3 Comparison with the original model

In the original model [BBK94|, a node is judged malicious once it commits a mis-
behavior. However, due to the MANET nature, our model has to be fault-tolerate.
Thus we set the parameter 3 to tolerate until % negative experiences before judging
that a node is malicious.

Moreover, we have added an additional value, -1, to keep a unique rating for all the
untrustworthy nodes. Theoretically, all the mishehaving nodes should be marked -1,
and they will have no possibility to be intermediate node on any route. Therefore
they will not be able to threaten the data traffic initiated by the benign nodes.
Finally, we have introduced the notion of route trust into our model. It is used by
the source nodes to quantify the secure level of each received route. Only the routes
considered secure can be used in the ad hoc routing.

5.6 TRP routing

In this section, we discuss how our reputation system can be integrated into the
DSR routing protocol to give birth to the TRP routing protocol.

5.6.1 Assumptions

The following assumptions are fairly common to the other protocols using a super-
vision system:

e We suppose that TRP is based on the basic functionalities of DSR, and most
of the performance optimizations of DSR are removed. Nevertheless, we keep
the supervision mechanism for our watchdog, which is initially used by DSR
to facilitate the routing information collection for each node.
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e For the “supervision on route” mode, each node should have at least a sufficient
storage capacity for the supervision of a restricted part of the traffic forwarded
by itself.

For the “supervision in neighborhood” mode, each node should be able to save
at least a restricted part of the traffic passing through its neighborhood.

However, if SWAN is applied to TRP, the storage requirements can be reduced.

e Each node has a sufficient computational capacity for carrying out some cryp-
tographic operations, in particular HMAC.

e The transmission ranges of nodes are identical. Moreover, we suppose that all
radio links are bidirectional.

e Each node has a unique identifier (ID), and nodes can be identified during the
supervision.

e Any two communicating nodes share a key. For example, between a sender
node S and a destination node D, there could be a Security Association con-
taining a shared secret key Kgp. This SA can also be used to share other
information between S and D, such as a random seed.

e There is at most one attacker on each route. Otherwise, even if two and more
attackers can be on a same route, they are not neighbors and they cannot
cooperate.

5.6.2 Routing discovery phase

In this section, we discuss the security mechanisms employed in the routing discovery
phase of TRP. We show at first the cryptographic measures of TRP in subsection
5.6.2.1. Then, in subsection 5.6.2.2 we discuss how the reputation system presented
in section 5.5 can be applied to TRP. Finally, the route management of TRP is
presented in subsection 5.6.2.3.

5.6.2.1 Basic security mechanism

SRP largely inspired TRP for the security of the routing discovery phase. Figure
5.4 shows the header of SRP [PH02| integrated into DSR RREQ and RREP.

TRP also adds an additional header to the two DSR routing discovery messages.
Like SRP, the additional header of TRP contains an HMAC code and two integers:
a sequence number SN and a random integer 7.

In SRP and in TRP, the basic routing discovery process is as follows:

e A sender S initiates a routing discovery phase by broadcasting a RREQ with
the additional header, where the HMAC field is computed over the RREQ
(except the source route) using the key Kgp. As a consequence, all of the
original fields in the RREQ are protected from alteration, and the message
can be authenticated by the destination node which shares the key.
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Original DSR RREQ Original DSR RREP
Sequence number Sequence number
Random Random
HMAC code HMAC code
(Computed on all the fields (Computed on all the f|e|d$
except the Source route)

Figure 5.4: Header of SRP integrated into DSR RREQ and RREP

e During the broadcast of a RREQ), intermediate nodes add their identities to
the request, and rebroadcast it until the latter reaches its destination. Note
that intermediate nodes are not able to verify the authenticity nor the authen-
tication of the message, and their added identities are not protected during
the propagation of the RREQ.

e Upon receiving a RREQ), the receiver D verifies the HMAC code in it. If the
verification is successful, D is sure that S wants to establish a communicating
route with it. Then D sends back a RREP including the source route, the SN
and the r received within the RREQ, and a new HMAC code computed over
the entire RREP. Note that different to the case of RREQ, in a RREP the
whole source route is protected against modification.

Multiple RREPs will be sent to the initiator if multiple disjoint routes are
found.

e Once a RREP reaches S, S verifies the HMAC code in it. If it is successful,
the route included in the RREP is stored in the route cache of S, and can be
used to send data.

In this process, the security is mainly ensured by the HMAC field. Meanwhile, SN
is used to provide the information regarding the freshness of messages. In addition,
it is also used to identify the messages especially for avoiding loops in the broadcast
of RREQs.

The generation of r is based on a random seed that is usually shared within the SA
between the two communicating nodes. r provides not only an additional possibility
for the destination node to ensure the freshness of the message, but also an additional
guarantee for the authenticity of the RREQ.

Additionly, when SN and r are sent back to the source node, they also contribute
to the identification of the RREP towards the source node.

According to the detailed analysis shown in [PH02|, the above mentioned mechanism
is able to resist to a large number of attacks that the DSR protocol may encounter.
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RREQ, SN, 1, HMAC, ..., |-1 RREQ, SN, 1, HMAC, ..., -1 RREQ, SN, 1, HMAC, ... | 1, Ly

Ij rebroadcasts the unchanged RREQ with spoofing

RREP, SN, r,..., HMAC

]I_lil_ll LERRRS

Ij uses the promiscuous mode to receive
the RREP, and then forwards it with spoofing

Figure 5.5: A vulnerability in SRP

Moreover, it is very lightweight since it only employs one additional HMAC operation
per RREQ or RREP message.

However, in addition to the cooperating internal attacks that are originally an-
nounced as untreated by SRP, we found the following vulnerabilities in the mecha-
nism:

1. Figure 5.5 shows an example of an attack against the mechanism. A malicious
node, /; in the figure, may refuse to add its identity to a RREQ but spoof the
identity of /;_; and rebroadcast the RREQ. Since by using the promiscuous
mode /; can receive the corresponding RREP and can spoof the identity of ;4
when forwarding it towards the source node, the attack cannot be detected.
Therefore, the source route in the RREP will seem shorter than its real length.
The problem cannot be completely resolved by the NLP protocol neither, since
NLP cannot totally prevent the spoofing attacks if the attacker changes both
its MAC and TP addresses.

2. If an attacker is a neighbor of the destination node and if it rebroadcasts a
RREQ many times by adding to it at each time a different spoofed IP address,
multiple fake routes can be created. This attack can be realized since the
destination node accepts routes from each different neighbor. However, if
SRP is used with the SMT protocol, source nodes will choose only disjoint
routes for their data sending. Therefore the problem can be avoided except
for one case: there is only one intermediate node - the attacker - on the route.

3. A loop can be inserted into a RREQ because no verification is foreseen at
this level. However, the loops can easily be detected and avoided during the
propagation of the RREQs.

4. Selfish nodes are untreated. A selfish node can refuse to forward/rebroadcast
control messages as well as data messages. However, SMT (c.f. section 3.4.2.3)
can be used with SRP to guarantee the forwarding of data packets.
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Except the third attack that is easily preventable, we try to counter the other
misbehaviors by adding to it the reputation system described in section 5.5.

5.6.2.2 Reputation management in the routing discovery phase

In addition to the header introduced in section 5.6.2.1, TRP also uses another new
header that is added to RREQs and RREPs. The new header can help to transport
the trust information of the other nodes on routes to source nodes. This transporta-
tion will permit the initiators to compute a trust degree for each route they may
use, and then choose the most reliable routes for their data sending.

Supervision system

According to the events observed through the watchdog, a node can dynamically
calculate and update a direct trust value for each of its neighbors.

Each node maintains a trust table which memorizes the number of good behaviors
pt, the number of bad behaviors p~ and the direct trust value (also called “rating”)
for each of its observed neighbors. The calculation of the ratings follows the formulas
defined in section 5.5.2.1.

To prevent the overloading of nodes, we choose a restricted supervision mode: the
"supervision on route" mode. In other words, a node only supervises the messages
past through itself.

In the routing discovery phase, we expect to guarantee the security of all the routing
control messages. To achieve this objectif, we perform the supervision on all of them.
We detect in particular the misbehaviors discussed in the previous section. Other
possible attacks are also detected for the purpose of establishing a reputation system
as soon as possible.

We also suppose that the authentication of neighbors can be performed by SWAN.
More details on this topic will be shown in section 5.7.

Modifications to RREQs and RREPs

We show the RREQ and RREP headers of TRP in figure 5.6 (the fields in italic are
the fields of TRP that are different to SRP), an example of the route discovery of
TRP in figure 5.7, and an example of direct and indirect trusts in the TRP routing
in figure 5.8.

When rebroadcasting a RREQ, an intermediate node adds to the RREQ not only its
identity (IP address) but also its direct trust value to its upstream node. Every node
should also maintain a table to memorize the trust values it has recently attributed
to each of the RREQs.

Suppose that a route is made of a series of nodes denoted S, I, ..., I;, ..., 141, D.
Then, a RREQ rebroadcasted by an intermediate node [; will be in the following
form:

Ii — [Ps,[PD,SN, r, [P[l, '-'>IPIZ->ODIQ~>IU ...,OD]Z.H]FUhK&D(IPAg’IPD’SN’T)
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Original DSR RREQ Original DSR RREP
Sequence number Sequence number
Random Random

Trust values Trust values

HMAC code HMAC code
(computed on all the fields except .

(computed on all the fields )
the Source route and Trust values)

Figure 5.6: RREQ and RREP headers of TRP

RREQ, SN,r, HMAC ~ RREQ, SN,1,HMACIR  RREQ, SN, 1, HMAC, |P . [P, GD.,
RREQ, SN, 1, HMAC RREQ, SN, 1, HMAC, IF, I, CR_>

RREQ, SN, r, HMAC, IF,

(a) RREQ broadcasting example

RREP, SN, 1, IP , IP, CP_,£D_, . HMAC
B C

RREP, SN, r, Ia| IE ,CD,CD HMAC
E—>A

D—>FE’

(b) RREP sending example

Figure 5.7: Example of route discovery in TRP

— direct trust

CD

D->E ----- indirect trust
e F D

Figure 5.8: An example of direct and indirect trusts in the TRP routing
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Later on, all the trust values collected in the RREQ, e.g. CDy,p,,...,CDyrp,_, ...y
CDy, ,—~1,,, CDp_1, ,, should be sent back to the source node within a RREP.
The RREP will be prepared by the destination node in such a way that the HMAC
in the RREP covers the entire RREP including the trust values.

During the forwarding of a RREP, each intermediate node I; should check the value
CDy,—y, , to ensure that C'Dy,_.;, |, has not been modified by one or more nodes
among I, 1,....[q_1". If it is modified, the packet will be silently rejected by node
I;. Therefore, during the propagation of RREQ, malicious nodes have no possibility
to modify the trust values reported by the other nodes. Furthermore, during the
forwarding of RREP, since the integrity of the trust values is protected by an HMAC,
no modification of trust values is possible (any modification will be detected by
source node).

Thus, an initiator of RREQ will obtain from each received RREP a set of unaltered
direct trust values. Thanks to these values, the initiator is then able to compute
indirect trusts to the nodes to which it has no direct trust value.

As defined in section 5.5.2.2, indirect trust values can be derived using direct and
indirect trust values. When necessary, they may be calculated as follows:

o1 -1 it CDg_.por CDp_, , =—1
$=lan T 1-(1— CDp_j, ,)Ps—p otherwise
and for 1 << d—2
CI ) if Cls—p,y, or CDpy p, = —1
ST\ 1= (1 —CDy,,, )51 otherwise

Optimization: In order to acquire an indirect trust to node I;, the source node can
check, before performing the above computations, whether there is a node I; (1 <
i < j <d—1) between I; and D to which S has a direct trust value. If it is the case,
Cls_j, can be calculated based on C'Dg_.j; instead of C'Dg_.p. As a consequence,
the recommendation chain becomes shorter and the calculation of indirect trust may
be more correct. The modified formulas is as follows (the computation of CIs_;, |
is unchanged):

For1<i<d-2

-1 if CVZ)[S*J%.Jr1 or CDIHlHIi =—1
1—(1- C’D[HI—JZ-)CDISHQH otherwise

O[SHIZ- = {

where

CDs_p,,, if p;’rﬂhﬂ +Psry, 2 1 (if S observed I;,1)

CDIg 1, = .
5=l { Cls_y,, otherwise

However, since [; and S are currently not neighbors, the direct trust value C'Dg_.,
could be out of date. In order to limit this disadvantage, a compromise can be
taken between the length of the recommendation chain and the interval between
the current time and the last time that S has observed [; (this requires that the

INote that this attack can also be detected by the supervision mechanism.
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trust table maintains an additional field which memorizes the last time that .S ob-
served I;). Otherwise, another compromise can be taken between the length of the
recommendation chain and the number of the observations that S has made on I;.

Blackmail attacks

Since nodes cannot modify the reputation values reported by the other nodes, the
only way for an attacker I; to introduce a forged trust value is to add a forged

ODIiHIi—l to a RREQ

o Ifthe CDy,_;, , is too low, the corresponding route trust value will also be too
low. Thus, the route will not be chosen by the source node, and the attacker
cannot be on an active route.

e Otherwise, C'Dy,_;,_, can be introduced too high. However, since there is a
strong probability that the trust value C Dy, .y, is low (because the neighbor
I;11 may have observed the misbehaviors of the attacker), and since the trust
value of a route only depends on the minimum value of all the (direct or
indirect) trust values, the route containing the attacker has a weak probability
to have a high route trust. Thus, the route cannot be chosen.

e Even in an extreme case where all the intermediate nodes are misbehaving
nodes and they all provide fake reputations, the destination (which is trusted
by the source node) can still provide a bad reputation to the node I; ;. Thus
the route cannot be chosen.

Based on the above discussions, we can draw the conclusion that providing fake
reputation into TRP is difficult. Therefore TRP is relatively robust against the
blackmail attacks.

Note that each indirect trust value is only a temporary value which will influence at
most one route. It will not be stored after the derivation of the corresponding route
trust value. This can limit the influence of the fake recommendations.

TRP improvement

Optionally, when forwarding a RREP, every intermediate node [; can check whether
CDy,—1,,, equals to —1 (in other words, whether the node ;{1 is not trustworthy
for the node I;). If it is the case, I; rejects the RREP, because one untrustworthy
node will make the whole route untrustworthy. This option has been implemented
in an optimized version of TRP called TRP*. We show in figure 5.9 the main steps
of the route discovery in TRP™.

With TRPT, we give more authority to the intermediate nodes that we do not trust
by default. Nevertheless, we estimate that this modification of the protocol cannot

damage the routing security, because:

e If I; is malicious, the route should not be chosen anyway.
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Figure 5.9: The main steps of the route discovery in TRP*
e If [; is a benign node, it should be trusted to refuse the RREP.

We can foresee that TRP™ will significantly outperform TRP, since in TRP* the
trust information in both directions (upstream and downstream directions) of routes
is considered, while in TRP, we do only consider the upstream direction.

5.6.2.3 Route management

After a route is received and the necessary indirect trust values are calculated, the
route is ready to be inserted into the route cache of the source node except in two
cases: first, if there are one or more trust values equal to -1 (which means that there
are untrustworthy nodes) on the route; second, if there was another route received
thanks to the same RREQ which is a partial route of the current route. In the latter
case, we keep the other route and reject the current route.

Then, a route can be stored in the route cache of the source node, together with its
route trust value. A route trust value is computed according to the formulas defined
in section 5.5.2.3, and it will represent the security level of the route. The higher is
the value, the less is the possibility of encountering malicious nodes when using the
corresponding route.
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5.6.3 Data forwarding phase

In this section, we present our security considerations for the data forwarding phase
of TRP. In section 5.6.3.1, we show in detail how routes are chosen for sending
data packets. Then, in section 5.6.3.2 we discuss the route maintenance process of
TRP. Finally, in section 5.6.3.3 we present the reputation management in the data
forwarding phase of TRP.

5.6.3.1 Route choice

In TRP, each data packet must carry one route in its header. Thus, the source node
should find out one route in its route cache for each data packet. If no route is
available, it should re-initiate a routing discovery phase.

To choose a reliable route from route cache, two strategies are considered by us:

e Always choose the route with the highest trust value, regardless of the lengths
of the available routes. However, if there are multiple routes which have the
highest trust value, we will choose the shortest route among them.

e Set at first a threshold as the lowest acceptable trust level, and then choose the
shortest route among all routes having a trust level equal or greater than the
threshold. If there is no such a route available, we may give up the data sending
or re-initiate a new RREQ. The value of the threshold may be evaluated
according to the time.

The first strategy emphasizes the security, while the second strategy is a compromise
between the security and the performance.

5.6.3.2 Route maintenance

In section 5.6.2.1, we have discussed some flaws of SRP in the routing discovery
phase. Here, we show a flaw of SRP in the route maintenance phase (with RERR
messages).

Since the RERR messages are not authenticated (due to the fact that the initiators
of RERRs have no key to authenticate themselves to source nodes) in SRP, malicious
nodes can invalidate the available routes by sending forged RERRs with spoofing.
A fast moving attacker knowing the topology of the network can thus invalidate a
lot of routes.

The utilization of NLP can in partial resolve the problem, since with NLP the
attacker can attack only when it can spoof both the MAC and the IP addresses
of a node on route. However, NLP is not sufficient to prevent the attack. Even if
the neighbor relationships are known to each node, it still be difficult to detect the
attack, since an attacker can place itself close but out of the transmission range of
the node spoofed.

In TRP, this attack is avoided by adding an authentication mechanism to the RERR
messages. If the initiator of a RERR message has a shared key with the source node,
it should use it to compute an HMAC for the authentication of the RERR. Other-
wise, since a PKI system is also required for establishing the security associations
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between nodes, a signature can be used to sign the RERR. Moreover, this attack
can also be detected by SWAN.

5.6.3.3 Reputation management in the data forwarding phase

For any data packet sent or forwarded, the sender or the forwarder, namely S or I;
(1 <i < d—2), saves a copy of the packet in its supervision buffer (when SWAN
is not used). Then it supervises the action of the next node, I; or I; 1, to check
whether or not the latter correctly executes the forwarding function.

If I or I; 41 correctly forwards the packet within a limited time period, S or [; incre-
ments the value of pf_; or p}:_qi“. Otherwise, pg_;, or p;, ;. will be increased.
The value of CDg_j, or CDy,_, , will thus be updated.

If multiple data packets are found not well forwarded, a RERR message must be
sent back to the source node, and the rating on the next node is greatly decreased.
A highly mobile node may thus have a low reputation, since it can be included in
a route but leaves the route due to mobility. However, since the routes depending
on it are not stable, the node is not suitable to be used in the ad hoc routing as
intermediate node.

5.6.4 Residual vulnerabilities

In figure 5.10, we show the threat tree (c.f. chapter 2) of TRP. In the tree, we
mention, under each misbehavior taken into consideration, the possibility to avoid
or detect it in TRP.

Through the tree, we note that even though TRP permits to counter a large num-
ber of ad hoc routing misbehaviors, the following weaknesses (usually except the
hypotheses) still reside in TRP:

o Sending forged RERR: Sending a forged RERR can invalidate a functional
route. In TRP, this attack is not detectable due to the limited supervision
(since with SURO only the nodes sending RERRs care whether there are
broken links in their downstream directions). CORE has the same problem.

Solution: We can use the supervision in neighborhood to detect this attack,
at the price of some additional overhead.

e Selfish routing behavior: In TRP, we are only able to detect the selfish for-
warding nodes, but not the selfish routing nodes. Moreover, in oder to save
energy, an intermediate node can anyway provide -1 as its trust value to its
upstream node.

Solution: Each node can periodically decrease its reputation to each of the
nodes in its reputation table which seems distant. Even though a distant node
(maybe due to the mobility) can also be punished in this way, we think that
it is reasonable to less trust a node that we have recently not cooperated
with. Unfortunately, we have no solution until now for the selfish nodes which
provide low reputations.
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Figure 5.10: Threat tree of TRP
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e Giving a good reputation to the next node. ~ We have already discussed in
section 5.6.2.2 that such an attack cannot achieve its objective. However, the
analysis is based on the hypothesis that the node also misbehaves elsewhere,
and will thus have a bad reputation itself.

Finally, like all the protocols using a reputation system, TRP needs a training phase
before it can be really security-efficient. This phase is used to detect the misbehaving
nodes and to establish a relative stable reputation system. The duration of the phase
can partially be adjusted with our model parameters, say . and (.

5.6.5 Comparison with other protocols

In comparison with other approaches using a similar reputation system, such as
CORE |[MMO02| and CONFIDANT |BB02a|, TRP has the advantage of protecting
its reputation exchanges against modifications and the blackmail attacks without
additional security mechanism. Moreover, TRP combine more tightly the routing
and the reputation system together.

However, compared to CONFIDANT, TRP has a main disadvantage which is that
the training phase would be longer.

In comparison with the SMT [PZ03| protocol (c.f. section 3.4.2.3) which transfers
data on multiple routes, TRP has the disadvantage of needing a training phase before
becoming operational. However, it has the advantages of not requiring additional
messages (Ack messages are required in SMT) and isolating misbehaving nodes.

5.7 TRP with SWAN

Since the traditional watchdog technique has several issues in terms of authentication
and memory efficiency, in the previous chapter we suggested a secured watchdog
technique called SWAN. It can guarantee to some degree the efficiency and the
correctness of supervision systems. In this section, we show how SWAN can be
applied to TRP and the improvements that SWAN can bring to TRP.

5.7.1 Scheme

In TRP, the fixed fields in RREQ and RREP are already protected by an HMAC
code. However, since only end nodes are able to verify the original HMAC, a new
HMAUC is required to provide the authentication and the integrity check to interme-
diate nodes during the supervision. Note that neither source node nor destination
node adds the new HMAC.

Suppose that at time interval 7., a node I; rebroadcasts a RREQ which will be
received by node ;1. Let

M Fix =< IPs',IPD,SN,T,hKS!D(IPSuPD‘SN‘T) >

M Var =< [PIN "‘?[Pfi?CbHIl? ""Cfiﬂfi—l >
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we then have
[i — % << [Ps,IPD,SN,T, [P[l, "'7IPI7;7CIQA’117

R Ofiﬂfi—l’ hK&D(IPAg’IPD’SN”I"), hhn_k+1(si)(h(MiFix)]M7Va?") >

I; stores < [Pg,r > as packet’s identity, h(M _Fix|M Var) as the hash, and
<IP,..IP,,Cr_p,....,Cr_1_, > as variable fields.

Upon receiving the packet, I;1; should add to it its identity and its trust value on
1; before rebroadcasting it:

Ii+1 — k<K IPS,[PD,SN, T, IP]I, ""[PINIPI«LJA’C&HIN ...,CIiHIi717CIi+1HIi’

hisp(IPs|IPp|SN|r), hyn-stis,, ) (MM’ _Fix)|]M' Var) >

Si+1

where
M' Fix =M Fix=<1IPg,IPp,SN,r, hKS’D(IPS,IPD, SN,r) >

M’iVar =< [P[l, ...’[PIZA’[P7;+1’0124,117 ...,C[iﬁjiil,C[HlH[i >

I; observes the message and identifies the message. It further checks I;; and Cy, .,
to see whether they are respectively a valid IP address and a valid trust value.
Finally, it checks h(M _Fix). For the future authentication, it stores I Py, ,Cy,, 1,
and 7.
During the next time interval, upon receiving the key h" (s, ,), I; checks the
validity of h"7*1(s;,,,) by computing j hashes:

1P,y =< IPv6 prefix, hash-64(h7 ' (" 7+ (51, ,))) >
The number of the hash operations can also be reduced. For example, if the key in
the previous interval h"7*2(s;,, ) is already known, then only one hash operation
will be sufficient:

hn7j+2(31i+1)) = h(hnijJrl(SIiﬂ))

If the check is successful, I; verifies in addition whether fij,n—j+1(
is valid.

The other types of messages, such as data, RREP and RERR, do not change their
contents during their forwarding. Therefore, for those messages denoted M, M Fix
equals to M and M _Var equals to null, and the authentication of them can follow
exactly the same process as described in section 4.4.2.

y(h(M' _Fix)|M'_Var)

Si+1

5.7.2 Security and performance improvements

SWAN turns impersonation impossible and misbehavior detection more certain.
Thanks to the authentication, bad affection of reputations becomes difficult to re-
alize. In figure 5.11, we show the threat tree of TRP with SWAN, wherein we dyed
the terms that are improved by SWAN blue.

In addition, with SWAN an intermediate node denoted I; can detect the imperson-
ation attacks committed by its next nodes by using a mechanism similar to Ariadne
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Figure 5.11: Threat tree of TRP with SWAN
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[HPJO2| (c.f. section 3.4.2.1). If a RREQ forwarded by a node declared as I;
cannot be authenticated, then a RREP sending back a route S, ..., [;, [;11, ..., D can
be rejected by node I;. This measure can further improve the security of TRP.
Another improvement of SWAN is the reduction of storage requirement in the su-
pervision system without loss in the observation capacity.

5.8 Simulation

In this section, we study via simulations the security performance of TRP and its
variations, say TRPT and TRP with SWAN (we call it TRPS later on).

5.8.1 Implementation of the protocols

Our simulations are carried out under the network simulator NS-2 [pro98|. The ini-
tiation of the protocols, especially the initiation of the security parameters and keys,
are done at the beginning of each simulation. The HMAC function, the generation
of the keys and the random seeds, etc..., are realized by using an external library,
e.g. the OpenSSL [CEHT| cryptography library named crypto.

However, we found that calling an external library will not permit to simulate the
computational delay caused by the cryptographic operations, but will increase the
duration of each simulation execution. Thus, to take the delay of cryptography into
consideration and to reduce the simulation execution time, we can use an alternative
method instead of calling a cryptography library: we can set a timer for each cryp-
tographic operation executed in the simulations. In order to simulate the delay of
cryptography, the duration of each timer will be equal to the execution time of the
corresponding cryptographic operation. We can refer to an authoritative benchmark
to know the value of timers.

TRP is implemented on the DSR module that is already integrated in NS-2. To
start with a primary DSR version without many optimizations, we have chosen the
NS-2 version NS2.1b7a.

In TRP we choose the mobicache as the route cache implementation, since in TRP
each route should be stored separately with a route trust value. We do not prefer the
link cache implementation even though it is more efficient in terms of storage, since
it only stores the connectivities between nodes (links), and routes are calculated
on-demand.

When a new packet is to be buffered in the promiscuous buffer, the oldest packet in
the buffer will be dropped if the buffer is already full. Each TRP buffer entry can
be used to save a packet.

Each TRPS buffer entry is in the following format: < t, UID, ADsender—64, h(M Fizx),
hiey(h(M _Fiz)|M _Var), supervised, authenticated, M' _Var >, where supervised
and authenticated are two flags marking the states of the entry, and ¢ is the times-
tamp registering the time that the entry is buffered. We do not save the prefix of
the IP addresses since it is the same for every IP address.
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Parameter Value
Simulation time 10,000s for TRP and TRP*, and 1,000s for TRPS
Field range 700m x 700m
Number of nodes 25
Number of attackers 1 for TRP and TRP™, and 20% for TRPS
Propagation model Two-way ground
Power range 250m
Mobility model Random way point
Mobility Low - 100s as pause time and 2m/s as maximum speed

Medium - 20s as pause time and 5m/s as maximum speed
High - 5s as pause time and 20m/s as maximum speed

MAC protocol IEEES802.11
MAC queue size 50

Traffic type FTP CBR 2 pkt/s
Number of flow 22

Packet size 512 bits

Table 5.1: Simulation model and parameters

In order to periodically refresh trust levels of routes, each route is set a timeout.
Once the timeout of a route is reached, the route is removed from the route cache.
This can guarantee the freshness of both routes and their trust values.

5.8.2 Implementation of misbehaviors

Multiple misbehaviors are implemented and tested under TRP, TRP" and TRPS,
such as non forwarding of data packets (also called selfish forwarding behaviors or
sinkhole), partial forwarding of data packets (also called greyhole), introduction of
loops into RREQs, modification of routes in RREQs, modification of data packets’
headers, generation of RERRs with spoofing, etc. In our simulations, all the above
misbehaviors are shown as detectable by the watchdog.

For TRP and TRP™, we present our simulation results with the following attack:
an attacker modifies a packet before forwarding it; moreover, in order to keep on
attacking the attacker will never initiate or forward a RERR whether or not there
is a broken link in its downstream direction.

To compare TRPS with TRP, we test the following attack: each attacker observes
whether there is any data flow passing through its neighborhood; if so, it spoofs the
address of the neighbor node that should forward the flow, and then sends wrong
packets.

5.8.3 Simulation configuration

Tables 5.1 shows the parameters used in our simulations. To simulate TRP and
TRP™, the network that we simulated contains 25 nodes, among them 24 nodes are
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Protocol(s) Parameter Value
o} 0.75
TRP and TRP™ 154 10
Promiscuous buffer size 20
At 4s
TRPS T Max 1,000s
T0 Os

Table 5.2: Setting of the protocols

benign and one node is malicious. To simulate TRPS, we randomly choose 20% of
the nodes as attackers.
Under the random waypoint mobility model, three mobility scenarios are tested:

e low mobility - 100s as pause time and 2m/s as maximum speed.
e medium mobility - 20s as pause time and 5m/s as maximum speed.
e high mobility - 5s as pause time and 20m /s as maximum speed.

FTP is used as application protocol with 22 random Constant Bit Rate (CBR)
sources and a packet rate of 2 packets per second. The simulation time is set to
10,000 seconds and the simulation area is a square of 700 meters.

Figure 5.2 shows the parameters used by the protocols. As the reputation parameters
of TRP, « is set to 0.75, and [ is set to 10. The promiscuous buffer size is set
to 20 (each node can simultaneously save a maximum of 20 packets waiting for
supervision). For TRPS, At is set to 4 seconds, T Max is 1,000 seconds, and the
starting time 7°0 is set to 0 (thus each Hash chain contains 251 hash values).

5.8.4 Measures

First, for TRP and TRPT we can measure the average direct trust value on the
misbehaving node. Suppose that n, ..., n, denote benign nodes, and X, ..., Xn_,
denote misbehaving nodes, we can compute the average direct trust value on the
misbehaving nodes as follows:

p N—p
i1 Dt CDy, - x;

]:
px (N —p)
This measure allows us to see the evolution of direct trust values on misbehaving
nodes, which is a useful way to verify the effectiveness of our supervision system.

Otherwise, we can also measure the average direct trust value on benign nodes in
TRPS, by using the following formula:

Average trust value on misbehaving nodes =

p p
' CDpy,

=1 7

px (N —p)

Average trust value on benign nodes =
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Second, we measure the number of data and control packets that are attacked or
dropped during the ad hoc routing. This measure will allow us to check the security
efficiency of TRP.

Third, attention is paid to the routing performance. For this, we measured the
average route length, routing overhead, average end-to-end delay of data packets,
and the total storage overhead of watchdog.

5.8.5 Simulation results
5.8.5.1 Security results

Figure 5.12 shows the average direct trust value on misbehaving nodes in TRP
under the three mobility scenarios. We can see from the figure that, regardless
of the scenarios, any average trust value on misbehaving nodes starts from 0 and
decreases as time progresses. If it drops fast at the beginning, it drops slower later,
and vice versa. This phenomenon can be explained as follows. If misbehaving
nodes have the possibility to misbehave from the beginning, their reputations will
be decreased rapidly. Then, having low reputations will prevent them from keeping
on misbehaving, thus their reputations will decrease slower later.

We also note that in most cases, the average trust is rather stable during the last
half of the network time. We believe that it is due to the fact that misbehaving
nodes have already been found misbehaving by a lot of nodes. Then, thanks to
our secure routing mechanism, not many misbehaviors can further be committed by
them. Therefore the supervision has less possibility to discover the nodes, and the
average trust has less possibility to decrease.

Finally, we found that all the average trust values are always larger than -1, thus
we can draw the conclusion that it is not easy to make misbehaving nodes be di-
rectly recognized by all nodes in the network. This can be explained with the two
following reasons. First, with a random mobility, not all nodes have the possibility
to be neighbors of the misbehaving nodes. Second, as described in the previous
paragraph, if misbehaving nodes can no more misbehave, their reputations will no
more decrease. Therefore we can justify the necessity to define the indirect trust.
Figure 5.13 shows the average direct trust value on the benign nodes in TRP and
in TRPS under the high mobility scenario. We found in this figure that TRPS can
help to avoid the spoofing attack. That is to say that reputations of benign nodes
will not be badly affected by the spoofing attackers in TRPS.

Figures 5.14, 5.15 and 5.16 show, respectively in the low, medium and high mobili-
ties, the number of mishehaviors that have taken place in the whole network. The
three curves in the three figures represent respectively the case of SRP, TRP and
TRP™.

We found in these figures that the number of misbehaviors in TRP or TRP* is
always smaller than that of SRP regardless of the scenarios. This is normal, since
compared to SRP, TRP and TRP™' employ additional security mechanisms.

We also found that the differences between the three protocols become larger as
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Figure 5.12: Average trust value on the mishehaving node

time progresses. This shows that our reputation system can take effect after the
reputations are well established. In the meantime, TRP* largely outperforms TRP,
since in TRP™' the reputation system is better used than in TRP. We check in
TRP only the reputations on the upstream direction of routes, while in TRP™ the
reputations on both directions are checked. Note also that it is more efficient to
verify the downstream reputations of routes, since downstream is the direction of
data forwarding. As a conclusion, we believe that TRP is more efficient than SRP,
and TRP™ is still more efficient than TRP.

With the figures, it is also found that the total number of misbehaviors can be
stabilized. We believe that it is because that, as time progresses, misbehaving
nodes will have less and less possibility to be included into routes and to attack. In
other words, attackers will be excluded from the ad hoc routing. Thus, the security
objective of TRP is achieved.

Finally, as expected, we found that the stronger is the mobility, the better are the
security results. We believe that this is due to the fact that a dynamic network
topology can help nodes to encounter each other, thus to discover the misbehaving
nodes more easily. This feature is quite interesting, since the mobility usually plays
a negative role for MANET security.

5.8.5.2 Performance results

We compared the performance of our protocols with that of the DSR protocol.

We can observe in figure 5.17 that, regardless of the scenarios, the average route
length in TRP or in TRP™ increases less than 3% compared to that of DSR. This
increment is not significant.

Figure 5.18 shows the end-to-end delay of TRP under different mobility scenarios
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Figure 5.13: Average trust value on benign nodes in TRP and TRPS
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Figure 5.14: Misbehaviors: low mobility
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Figure 5.17: The average route length in DSR, TRP and TRP*
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Figure 5.18: The end-to-end delay of TRP under different mobility scenarios
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Figure 5.19: The delivery ratio of TRP under different mobility scenarios

with until 15 attackers in a 50-node network, and figure 5.19 shows the corresponding
delivery ratio.

In terms of communication overhead, in TRP or in TRP" no new message is added
but the sizes of RREQs and RREPs are increased due to the addition of the new
header which is used to transport trust values. However, the routing overload is
considerably increased compared to DSR, since many performance optimizations of
DSR are removed by us. We consider it the most important price of the security in
TRP.

We also measured the end-to-end delay and the routing overhead of TRPS. We
found that the average end-to-end delay is not varied compared to TRP, since in
SWAN nothing including cryptographic operations can influence the delay of data
sending. As for the routing overhead, the additional KD messages represent about
19% of the total number of network packets. But since the tested traffic has a low
rate of 2 packets/s, we believe that this percentage will drop when we increase the
packet rate.

Finally, figure 5.20 shows the advantage of SWAN in terms of storage overhead (we
only store the TP header and data). It compares the case of TRP (the case of TRP™
will be the same as that of TRP) to the case of TRPS. We can see that the gain of
SWAN is about 50%.

5.9 Conclusion
In this chapter, we proposed a secure reactive routing protocol named Trust-based

Routing Protocol (TRP) for ad hoc networks. TRP is based on the source routing
algorithm and a reputation system. It uses HMAC to protect routing control mes-
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Figure 5.20: Watchdog storage requirements in TRP (TRP™) and TRPS

sages, and uses the reputation system to rate routes. Then, based on the ratings of
routes, source nodes can choose the most reliable routes to send their data packets.

The most important particularities of TRP are the reactive reputation exchange and
the integration of reputation exchange into routing. In fact, the reputation exchange
in TRP is achieved by using the DSR routing messages. This method has the
following three advantages. First, the reputation exchange can be done on-demand
only when the security level of some routes are needed to be measured. Second,
the exchange can be done only with the routes that may be used in the routing.
Third, even though the second-hand reputations are sometimes used by TRP, there
is no additional packet used for the transportation of reputations. Therefore the
integration of reputation exchange into routing can contribute to the reduction of
the overhead caused by the use of reputation system. Moreover, thanks to the design
of the routing scheme, TRP is also relatively robust to the blackmail attacks.

Our simulations showed that TRP is able to fight against a large number of ad hoc
attacks during both the topology discovery phase and the data forwarding phase.
Furthermore, a variation of TRP, TRP", which can take better advantage of the
reputation system, outperforms TRP in terms of security.

TRP can also be improved by SWAN, because the latter is able to provide the
security and some performance improvements to the watchdog which is the base of
the reputation system. Some simulations showed that TRPS (TRP with SWAN)
can achieve its objectives.

However, due to the training phase that is required to establish the reputations,
TRP is more suited to the MANETSs having a long lifetime and a dynamic topology.

In the next chapter, we will propose some security approaches for a proactive ad
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hoc routing protocol, namely OLSR.
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Chapter 6

HPLS and TCSec: Securing OLSR

“It takes two to make a quarrel.”

Han Fei Zi (about 280 B.C. - 233 B.C.)

6.1 Introduction

Due to the quantity of information to be secured, reactive protocols are usually
considered easier to secure than proactive ones. This can be explained as follows:

e Reactive ad hoc routing protocols often exchange less control messages than
proactive ones. That is to say that only information about a limited part of
network topology (some routes) is exchanged on-demand. Besides, the routes
are needed to be secured only before they will be used in the ad hoc routing.
Unfortunately, to secure proactive protocols, we need to secure continuously
the whole network topology.

e To secure routes in reactive protocols, it is sufficient to authenticate each
node on the routes, ensure the authenticity of the routes, and ensure that the
intermediate nodes are not misbehaving. However, to secure the whole network
topology in proactive routing protocols, we need to guarantee the authenticity
and the authentication of every topology information entry contained in every
routing message, and also exclude misbehaving nodes from the routing.

Nevertheless, we believe that proactive routing protocols are worth being secured,
because:

e Differently to the reactive protocols, they have their advantages and their
own applications (c.f. section 2.2.2). For example, they can be used in some
real-time applications since they can provide a short routing delay.

e When a reactive routing protocol is secured, its performance advantage com-
pared to proactive protocols is less obvious, especially when the ad hoc network
is highly mobile and has heavy traffic.
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Moreover, proactive protocols have the following advantages which can help the
design of security mechanisms:

e Since proactive routing messages are sent periodically, there could be relation-
ship between the successive messages.

e As analyzed in section 3.5.2, it is easier to prevent selfish behaviors within
proactive routing protocols.

In this chapter, we study the security of the OLSR protocol [CJ03| (c.f. section
2.2.2.2), which is indeed the first standardized MANET proactive routing protocol.
We do not study the security of DSDV since it is already replaced by the AODV
protocol which is reactive.

OLSR is a proactive link state routing protocol based on OSPF. Differently to
the classical link state routing, it uses the MPR technique to reduce the routing
overhead caused by pure flooding. It is especially suitable for large and dense ad hoc
networks. However, OLSR is vulnerable to malicious attacks and selfish behaviors,
and a complete description of the OLSR security issues can be found in [CB05| or
in section 2.7.

Currently two main secure mechanisms' exist for OLSR, respectively OLSR signa-
ture message [ACLT05] and ADVSIG (c.f. section 3.4.3.3) [RACMO04|.

The first solution, OLSR signature message, secures OLSR by means of adding
a timestamp and a signature to each routing control message. It can guarantee
the authentication and integrity of the routing messages such as TC and HELLO.
Therefore, it can prevent external attackers from forging false routing information.
However, it cannot prevent compromised nodes from forging and propagating mes-
sages containing fake routing information. As a consequence, the routing can still
be misled.

The second solution, ADVSIG [RACMO04|, has improved the security of OLSR sig-
nature message against compromised nodes. This is achieved by appending a new
header to the messages of OLSR signature message. The new header contains mul-
tiple signatures, for the purpose of permitting each link information entry to be
confirmed by the two ends of the link. Thus, ADVSIG guarantees not only the

'Other mechanisms designed for OLSR, can be found, for example, in [WHiKIS05], where it is
discussed the effect of replay attacks on OLSR and a secure scheme based on Message Sequence
Number (MSN). Each node maintains the MSNs of their most recently received HELLO messages,
and upon receiving new HELLO messages, the new MSNs are compared with the stored MSNs for
the freshness check.

In [WISiK05], each OLSR node will maintain two routing tables, which are respectively a trusted
routing table containing only trusted nodes, and an ordinary routing table containing ordinary
nodes. When sending data, it is up to source node to choose which routing table should be used.

In [HHFO05], the authors apply the wormhole detection mechanism and the authentication to
strengthen the neighbor establishment of OLSR. It uses digital signature to protect the routing
packets and Hash chain to protect TTL and HC.

However, the above propositions only treat some aspects of the security problems of OLSR.
They do not secure OLSR routing protocol as a whole like done by OLSR signature message and
ADVSIG.
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authentication and the integrity of routing messages, but also the authenticity of
the routing information.

Nevertheless, for low capacity nodes, the energy consumption, the additional routing
overhead and the computational delay caused by the multiple signatures in ADVSIG
can be significant due to the intensive computation, the important length of multi-
ple signatures in headers and the cryptographic computational time. This will be
confirmed by the simulation results presented in section 6.4.4.

In this chapter, we first introduce a security flaw in ADVSIG (which is also pre-
sented in the new version of Raffo’s thesis [Raf05]) and a solution to improve it.
We then present and evaluate two lightweight mechanisms to secure OLSR, named
respectively Hash Proved Link State (HPLS) and Secured TC (TCSec). We require
that these new mechanisms have a slightly better security level than ADVSIG, and
can avoid the excessive security overhead brought by ADVSIG.

The coherence check is used by both mechanisms. In HPLS, we adopt the idea of
proof (c.f. section 3.4.3.3) which is introduced by ADVSIG, but we use Hash chains
instead of digital signatures to reduce the cryptographic overhead. In TCSec, after
appending an addition header which contains the MPR set to each TC message,
the most of signatures are replaced by coherence check between TC messages. The
simulation results show that the approaches are both lightweight and robust in
ensuring the authentic topology discovery in OLSR.

The rest of the chapter is organized as follows. In the first place, we introduce the
notations that are used in the chapter in section 6.2. In section 6.3, we point out a
flaw in ADVSIG, and then propose an improvement of ADVSIG to resolve the flaw.
In section 6.4, we detail our propositions for securing OLSR (simulation results are
shown in subsection 6.4.4). Finally, we present some discussions in section 6.5, and
we conclude the chapter with section 6.6.

6.2 Notations

In the following, we list the notations that are used in this chapter in their appearing

order.

Notation Meaning

A B,C E node

A a link state

AP the link state previous to A

10) no proof or certificate possible

<M >k, the message M signed by the private key of node A
t; the ith timestamp

Ta(t;) timestamp at local time ¢; of node A

M a message

<A{"A:state”}, Tg(t;) >sk, a proof or a certificate signed by node B showing
that at time ¢; of node B, B has a state link with
node A

A—N(B,C,..): M a node A broadcasts the message M to its direct
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A< B
A— B

h(a)
ily

T Mazx

state

interval

ny, o, ..., N
certy

K

T0

{M}key

t

inter facen,
IP,,

H;
HELLOA
HO(A,B,state,i)

TCA

$Oy

neighbors including nodes B, C, ...,
a symmetric link between node A and node B
an asymmetric link from node A to node B
an attacker
the Hash value of a
the catenation of ¢ and j
number of nodes in the network
an offline key server
upper bound of the number of nodes in the network
upper bound of the lifetime of the network
a CA server
a link state
the length (in bits) of Hash value
the kth Hash chain
seed of the Hash chain HC),
the mth element in a Hash chain
the length of a Hash chain
a value a hashed j times without key
the mth Hash value of the Hash chain HCY, it equals to h™(sy)
an advertising node
an advertised neighbor node
the time interval of the creation of a “Link Atomic Information’
the nodes in an N-node network
the certificate of node A
a secret, key
the network starting time
the message M encrypted by the key key
a time
an interface address of node n;
the main address of node n;
the 7th HELLO interval
the previously received HELLO message from node A
the Hash value which proves the existence of a link of type state
from A to B at time interval H;
the previously received TC message generated by node A
number of permutations of x elements taken y at a time
number of combinations of x elements taken y at a time

3

6.3 ADVSIG analysis

In this section, we analyze, in a more detailed way than in section 3.4.3.3, the
security and the performance of the ADVSIG protocol.
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Figure 6.1: Example of ADVSIG

6.3.1 ADVSIG security analysis

ADVSIG is designed to guarantee the authenticity of network topology discovery
against the attacks committed by intruders and compromised nodes, under the con-
dition that there is no cooperating compromised nodes. It especially aims at coun-
tering the link spoofing attacks committed by compromised nodes. However, in the
next subsection, our analysis shows that there could be a link spoofing attack even
without colluding compromised nodes.

6.3.1.1 A security flaw

In ADVSIG, if a node A wants to declare in a HELLO message a link of type A with
node B, it should include in the message a certificate which is signed and provided
by B in the previous HELLO message that is broadcasted by B. This certificate,
also referred as a proof in the HELLO message of A, is composed of the address of
A, the previous link state type AP of the link between A and B, a timestamp at the
creation of the proof, and a signature of B. In ADVSIG, the different possibilities
for the couple of (A, \P) are the following:

e For A = ASYM LINK, no proof is required.

e For A\ = SYM LINK, \» = ASYM LINK or SYM LINK.

e For \=SYM NEIGH or MPR NEIGH, » =SYM LINK or SYM NEIGH.
In the following, we analyze the example presented in paper [RACMO04]| (note that
this example is slightly different from the one presented in [Raf05|, but our analysis
holds for both examples). Figure 6.1 illustrates the example.
Let ¢ indicate that there is no proof or certificate possible, < M >gr, be a message
M signed by the private key of node B, T4(t;) be the timestamp ¢; of node A, and
< “A: state”, Tg(t;) >sKk, be a proof or a certificate signed by node B showing
that at local time t¢; of node B, B has a link of type state with node A. Let
also an entire HELLO message format in ADVSIG be {certificate (link state) with
the signature, proof with the signature, timestamp, signature}. We list the four
ADVSIG messages that establish a symmetric link between A and B as follows?:

2All the examples that we show in this chapter only show the information that is necessary
for the explaination of our examples. We ignore the other possible routing information in the
messages.
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1. A— N(B) < ¢, ¢, TA(tO) >SKa
9. B — N(A) << “A: ASYM LINK", Tp(ty) >skp, ¢, Ts(t) >sis
3. A— N(B) << “B: ASYM_LINK”, TA(tQ) >SKas gf), TA(tQ) >SKa

4. B N(C) << “A: SYM_LINK", Ty(ts) >sip:
< “B: ASYM_LINK”, TA(tQ) >SKas TB(t3) >SKp

The example can be explained in detail in the following:

o At T4(ty), node A broadcasts the HELLO message H1 that will be received
by node B.

e B, in its next HELLO message H2, indicates with the status “ASYM _LINK”
that it can hear A. Upon receiving H2, A obtains the signature of node B

which attests that at time Tg(t;), there exists an asymmetric link from A to
B.

e The HELLO message H3 is similar to H2, which attests an asymmetric link
from B to A. A symmetric link is then established between A and B, and
both two nodes have a signature signed by the other.

e The message M4 that B sends to C' (a neighbor of B) confirms the symmetric
link A < B to C, thanks to the proof signed by node A. Therefore, C' can be
sure that A is its symmetric 2-hop neighbor, if it has no direct link with A.

If the three nodes in figure 6.1 are independent, no security flaw exists in the schema,
because A knows the existence of B only when it can receive H2 from B. However,
we note that HELLO messages are not unicasted but broadcasted. Therefore, in the
case of the topology shown in figure 6.2, X can fool B and C' and make them believe
in the existence of a symmetric link X < B while there is only an asymmetric link
X — B.

The attack can be described as follows. Attacker X starts by sending H1 to B, B
will then try to reply to X with H2. However, if there is only an asymmetric link
from X to B, H2 will not be received by X but will be received by node D. Later,
D will reply with a HELL.O message H3 to B containing some information about B
that will also be heard by X (suppose that there is at least an asymmetric link from
D to X). Therefore, even if X cannot hear directly from B, X knows the existence
of B in no more than 2 hops away. Then X can try to send H4 that B will receive
due to the link X — B. Afterwards, H5 can be sent to C. As a consequence, both
C' and B will believe in the existence of a symmetric link X « B.

Let X — N(B) : M indicate that X broadcasts a message M to its neighbors
including B, the scheme of the attack can be shown as follows:

1. X > N(B):< ¢, ¢, Tx(to) >skx

2. B — N(D) << “X ASYM_LINK”, TB(tl) >SKpgs ¢, TB(tl) >SKg
note that this message cannot be received by X
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H3: D can hear B a
/ \ H2 (Asym : X —>B)
X knows the existence of B
e T

H1:empty

H4: (Asym: B —> X)
- _—

H5: (Sym B<-> X) H5: (Sym B<—> X)

Figure 6.2: Example illustrating the flaw in ADVSIG

3. D - N(X): << “B:ASYM LINK", Tp(ts) >skp, ¢, Tp(t2) >sKk,
4. X > N(B):<< “B: ASYM LINK", Tx(ts) >siy, ¢, Tx(t2) >y

5. B— N(C):<< “X : SYM LINK", Tp(ts) sk,
< “B:ASYM LINK", Tx(ts) >sky, Thlts) >sk,

6.3.1.2 Attack analysis

The attack described in section 6.3.1.1 can take place because no proof verification
is required in the declaration of an asymmetric link. Thus X can forge the message
H4 to make B believe that it can hear B. Then, only the link direction from X to
B is really verified?.

Due to the attack, B and its neighbors will believe in the existence of the link
X < B during several seconds (according to some experiences, that will be about
30 seconds). Then B will possibly be chosen as MPR by its neighbors to reach X,
and reversely X may also be chosen as MPR by B (however due to the asymmetric
link, X will not be able to send a TC message which reports B as a MPR selector).
As a result, there could be data losses, and the topology of the network is not seen
correctly by nodes, neither.

However, since after the attack there would be HELLO messages sent by B that X
cannot correctly reply, the attack has only temporary consequence and the forged
link will become a “LOST LINK” in a few seconds.

6.3.1.3 ADVSIG improvement: ADVSIG™

In order to counter the above security flaw, we suggest an improved ADVSIG called
ADVSIGT. In ADVSIGT, the declaration of an asymmetric link also requires a proof.

In the example in [Raf05], the same problem exists since in the second message no proof can
tell that B can really hear from X.
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Figure 6.3: Example of ADVSIG*

In figure 6.3 we illustrate the standard neighbor establishment dialog in ADVSIG*:

1. A= N(B):< ¢, ¢, Ta(to) >sx,, A saves h(H1)

2. B— N(A) << “Ac ASYM_LINK”, TB(tl) >SKB,h(h(H1)|B), TB(tl) >SKpgs
A verifies h(h(H1)|B)

3. A= N(B) << “B:SYM LINK", Tu(ts) >sx,,
< “A:ASYM LINK", Tg(t)) >sixy, Talts) >si,

The example can be explained as follows.

e Upon receiving the HELLO message H1, B is sure that it can directly hear
from A (we do not consider the replay attacks). Then it declares an asymmetric
link A — B, in which it includes the Hash value of the combination of H1 and
the identity of B, h(h(H1)|B), as a proof.

Thanks to the utilization of h(H1), nodes only need to store a Hash value
instead of a whole HELLO message. Note also that the identity of B is needed
in the hash, otherwise the proof might be reused by another node to declare
an asymmetric link with B. Even though h(h(H1)|B) cannot be verified by
the two-hop neighbors of B, the operation of ADVSIG™ is not influenced since
asymmetric links are not considered by two-hop neighbors.

e Upon receiving the message H2, A can be sure that B can really hear it if A
can successfully verify h(h(H1)|B). Other neighbor nodes of B receiving H2
are not able to verify the proof since they do not know h(H1).

e The third message is the same as in ADVSIG.

With ADVSIG™ the attack presented in section 6.3.1.1 is no more possible. This
is because, even though X knows the existence of B, it cannot forge the proof
h(h(H1)|B) that is required to declare the asymmetric link X — B, since it cannot
receive H1 from B. X can neither recompute a valid proof by receiving messages
from D, unless D colludes with it.
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6.3.2 ADVSIG computational overhead analysis

In ADVSIG (also in ADVSIG™), cipher choice should be carefully made, since every
node should sign and verify a large number of asymmetric signatures in each HELLO
interval (2 seconds as default setting) and in each TC interval (5 seconds as default
setting).

According to the authors of OLSR and our simulations, an HELLO or a TC message
advertises on average 9 neighbors. Thus, in ADVSIG about 10 signatures (9 cer-
tificates and one global signature) should be computed for generating each HELLO
message, and one signature should be computed for generating each TC message.

In addition, a node will receive on average 9 HELLO messages in one HELLO
interval, among which on average 5 messages contain a proof that needs to be
verified. Thus each node has to do about (5 + 1) x 9 = 54 signature verifications in
every HELLO interval.

For an OLSR network that contains N nodes, a node receives in addition a maximum
of N—1 TC messages in each TC interval. Therefore a maximum of (N—1)x(9+1) ~
10N signature verifications are to be performed in every TC interval by each node.

Since mobile ad hoc nodes are often heterogeneous and range from laptops, hand-
sets, PDAs to sensors, some of them may fail in affording heavy cryptographic
operations. Thus, in the networks where the processing power is limited, ADVSIG
(and ADVSIGT™) is expensive or even prohibited in terms of traffic, processing over-
head and energy cost due to the important number of asymmetric cryptographic
operations required. Therefore, our main motivation is to reduce the computational

overhead of ADVSIG.

6.4 Our approaches to secure OLSR

In this section, we introduce two approaches to secure OLSR. They can prevent
both external and internal attackers from injecting incorrect routing information
into network, and they are much more lightweight than ADVSIG in terms of com-
putational overhead and control message overhead. However, their main idea is
similar to ADVSIG: in order to make a link/MPR information be validated, it has
to be confirmed by the two ends of the link.

Our first approach is an add-on security mechanism which can be applied to both
HELLO and TC messages. The second approach slightly modifies the basic OLSR
and is only applicable to TC messages, but it can be combined with the other
mechanisms to form a complete OLSR security solution.

6.4.1 Assumptions

In this subsection we introduce the common assumptions of the two approaches.
Their specific assumptions will be introduced later.
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6.4.1.1 Network assumptions

As in OLSR, we do not assume that all links are bi-directional, since in ad hoc
networks uni-directional links can exist due to many factors, such as difference in
radio emission power, directional antenna, obstacle, etc [Per01, MMO04|. In OLSR,
unidirectional links are not included in routing tables but they are only used in the
establishment of symmetric links.

As in ADVSIG, we suppose that each node is able to provide correct timestamps
thanks to a synchronization within the network (in other words, each node should
have a same or nearly the same local time clock). It is out of the scope of this thesis
to study the synchronization problem, but a lot of synchronization methods have
already been proposed for MANETS in the literature [LLZ03, SV04, Soc05|. Thus,
we suppose that one of them could be used and be secured against attacks.

If ever a network-wide synchronization is not available, each node should save the
last timestamps of the other nodes and be able to estimate the local time of the
other nodes. This assumption allows nodes to immediately judge the freshness of
the messages sent by the other nodes even under a time shifting.

6.4.1.2 Node assumptions

As a first step, we assume that all nodes wishing to communicate with others will
fully participate in the ad hoc routing®. In other words, we assume that all nodes in
the network will regularly send their HELLO messages and, if necessary, also their
TC messages®°.

We assume the existence of compromised nodes, and we suppose that they can
declare forged routing information in their HELLO and TC messages. But we do
not consider colluding compromised attackers.

To make our security mechanisms as adaptive as possible, we do consider nodes with
minimal resources in our design. We suppose that the resources of different ad hoc
nodes can vary largely.

“Here we do not consider the selfish nodes which show their willingness of not being MPR in
their HELLO messages.

Indeed, in OLSR a node refusing to send HELLO message cannot establish asymmetric nor
symmetric links with its neighbors. And, if HELLO messages are not sent regularly, even estab-
lished links can be lost after a holding time (a timeout). Therefore such a node will have difficulty
in entering the routing tables of the other nodes, and it might not be reached by traffics as an
intermediate node or a destination node.

However, a node neglecting TC messages can avoid being MPR thus not being on routes as an
intermediate node. The network will also be less connected, and the nodes that have chosen selfish
nodes as their only MPR nodes will be isolated.

We do not consider the selfish behaviors in our propositions, because the selfishness usually
cannot be countered by cryptographic measures. We suppose that a node not refusing to be MPR
will always correctly send TC messages following the standard OLSR.

6We will present a mechanism in section 6.4.3 that can naturally prevent nodes from not sending
their TC messages.
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6.4.1.3 Security assumptions

As in ADVSIG, the existence of a PKI is assumed (a PKI can be established in
ad hoc networks thanks to the schemes described in section 3.3.2). Each node has
at least a pair of asymmetric keys with which it can sign messages. Moreover, all
public keys are known to all nodes”, therefore all signed messages can be verified by
all nodes in the network, for their authentication, non-repudiation and integrity.

6.4.2 First approach: Hash Proved Link State (HPLS)

In this subsection, we propose an approach named Hash Proved Link State (HPLS),
which requires an offline server. In HPLS we use Hash values to replace the multiple
digital signatures in ADVSIG.

6.4.2.1 Additional assumptions

We assume the existence of an offline server T" which should have a necessary com-
putational and storage capacity.

T should be able to estimate in advance and at least in rough figures the upper
bound U (U > 2) of the number of nodes in the network. We assume that the
wireless local network has a reasonable size, thus U will not be too large.

T should equally be able to estimate the upper bound of the lifetime of network
T Max. T Max is then divided into a number of uniform time intervals, which
duration is equal to that of OLSR HELLO intervals. Note that this assumption can
be removed if the server T' can be online to redistribute cryptographic credentials.
We assume that either T" knows the identities of the nodes, or alternatively, it plays
the role of a Dynamic Host Configuration Protocol (DHCP) server [Dro97|, or it can
cooperate with a DHCP server to achieve the maintenance of node identities.
Furthermore, to simplify the scheme, we may even suppose that four servers, re-
spectively a synchronization server, a C'A (for issuing/renewing certificates) server,
a DHCP server, and T are all installed together and can securely communicate
among them.

We equally suppose that the offline server T' can securely communicate with the
nodes. For instance, T" may have a pair of asymmetric keys. Otherwise, nodes
and T may use an infrared or physical contact module, or exchange some memory
devices such as smartcard, memory card, USB key, etc, to ensure the security of the
communication.

Finally, we assume that nodes are able to do HMAC operations, and the HMAC
algorithm used by them is collision resistant (c.f. section 4.5).

In OLSR, multiple-interface nodes are considered. However, in HPLS, as a first step
we only consider single-interface nodes. The problems caused by multiple-interface
nodes will be discussed in section 6.4.2.4.

"In [Raf05], a proactive PKI is proposed for ADVSIG, wherein an authority periodically broad-
casts the public keys of the nodes in the network.
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6.4.2.2 Basic idea

In ADVSIG (c.f. sections 3.4.3.3 and 6.3), a proof should systematically contain
four elements: the (interface) address of the originator node, the (interface) address
of the advertised node, the link state to the originator(’s interface) with respect to
the advertised node(’s interface), and the creation time of the proof. Additionally,
to provide the guarantee of integrity and authentication, a signature on the proof
should be computed by the advertised node. The four elements together with the
signature are called “Link Atomic Information” in ADVSIG.

Our basic idea is to replace the signature in the “Link Atomic Information” by a
Hash value, in order to achieve the following improvements:

e The security mechanism has lower computational overhead since a Hash
value can be more easily calculated and verified.

e The mechanism has lower routing overhead, since the length of Hash value
can usually be much shorter than an asymmetric signature.

We require that a Hash value in HPLS should

e be used to represent and confirm the four elements in the “Link Atomic
Information”. This will allow nodes to fight against link forging attacks com-
mitted by external and internal attackers, thus ensuring the authenticity of
the link information.

e be unique for each link state between each couple of nodes at each
HELLO INTERVAL. Thus, it cannot be reused by attackers.

e be secret before its corresponding time interval. In other words, before its
disclosure, it is only known by its provider. Therefore the authentication of
the link information can be guaranteed with the Hash value.

6.4.2.3 Scheme

In addition to the notations defined in section 6.2, we further define the five states
that state can represent as follows:

NO_ LINK
LOST LINK
ASYM LINK
SYM LINK and SYM NEIGH
SYM_LINK and MPR_NEIGH

state =

W N~ O

HPLS HELLO/TC message format

The HPLS HELLO and TC message formats are shown in figures 6.4 and 6.5, the
fields different to the original OLSR protocol are noted in italic.
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HELLO
0 78 15 16 23 24 31
: Willing—
Reserved Htime nessg

Link code Reserved Link Message Size

Neighbor interface address (32hits)

Certificate: Hash Value (I bits)

Proof: Hash Value (I bits)

Link code Reserved Link Message Size

Neighbor interface address (32bits)

Certificate: Hash Value (I bits)

Proof: Hash Value (I its)

Timestamp (64 hits)

Sgnature (155, 160, 320 or 1024 bits)

Figure 6.4: HPLS HELLO message format

Compared to the classical HELLO message format, to each link information we add
two [-bit Hash values, one is used as a certificate and the other one is used as a
proof. According to the network size and the required security level, [ can be set
to 64, 96, 128, 160 or even larger. The larger is the network size, the higher is the
required security level, and the larger should [ be.

In addition, we add two global fields to each HELLO message. They are respectively
a 64-bit timestamp and a digital signature. The length of the signature depends on
the signature algorithm in use®.

Compared to the classical TC message format, one [-bit Hash value is added to each
MPR selector address as a proof. Moreover, two global fields, respectively a 64-bit
timestamp and a signature, are added to each TC message.

Thus far, our modifications to OLSR control messages are similar to ADVSIG. How-

8For example, for DSA 1024 it will be 320 bits, for ECNR GF(p) 155 it will be 336 bits, for
ECNR GF(2™) 168 it will be 310 bits, and for RSA 1024 it will be 1024 bits.
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HELLO
0 78 15 16 23 24 31
. Willing—
Reserved Htime nessg

Link code Reserved Link Message Size

Neighbor interface address (32bits)

Proof: Hash Value (I bits)

Link codeReserved Link Message Size

Neighbor interface address (32bits)

Proof: Hash Value (I its)

Timestamp (64 bits)

Sgnature (155, 160, 320 or 1024 hits)

Figure 6.5: HPLS TC message format

ever, different to ADVSIG, we do not add a timestamp field for each proof. This is be-
cause we use time intervals instead of timestamp, and the possible time intervals are
very limited in HPLS it has only NEIGHB_HOLD TIME/HELLO INTERVAL
(3 by default) possibilities. Then, at the price of some (from 0 to 2) additional hash
operations, we can check the validity of proofs without the information of time in-
terval (we can test the possibilities one-by-one until one time interval is validated).
This can greatly reduce the length of message headers, and does not introduce new
vulnerabilities, since

e There is no relationship between the different Hash chains. For example, a
malicious node cannot obtain a proof for SYM LINK if it only has a proof
for ASYM LINK, and vice versa.

e There are only one-way hash relationships between the values in a same Hash
chain. For example, if the Hash value of type SYM LINK is declared in a
time interval, attackers cannot know the Hash value of type SYM LINK in
the next time interval.

e The Hash values cannot be replayed even though indicated the corresponding
hash interval is not indicated. Any Hash value older than TOP_HOLD _TIME
will be considered as expired.

Moreover, different to ADVSIG which creates an additional message for each HELL.O
and TC message, we plan to add link and security information into one alone
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HELLO or TC message. Only when the message size limitation is surpassed, a
new HELLO or TC message is created, and naturally all will be sent within one
REFRESH INTERVAL (the default value of REFRESH _INTERVAL is 2 seconds,
same as HELLO INTERVAL). We believe that this difference with ADVSIG can
bring us the following advantages:

e The overall routing overhead can be less important. We found during our
simulations that message size has less performance impact on the packet de-
livery ratio than message quantity. Thus, instead of increasing the number of
messages, we choose to increase the size of messages.

e The packet loss can have less influence on the authenticity of topology than
in ADVSIG, where the loss of any of the routing control message and the
corresponding ADVSIG message makes the other message useless.

e Each link/neighbor information can be verified immediately, without waiting
for the arrival of the corresponding ADVSIG message.

However, if it is important to keep the original format of OLSR, the additional
fields of HPLS can also be treated as in ADVSIG. This is to say, they can be sent
separately in a different message.

Server initiation

To represent three (ASYM LINK, SYM LINK and SYM NEIGH, SYM LINK
and MPR NEIGH) of the five link/neighbor states between each couple of nodes,
the server calculates U x [3 x (U — 1)] = 3U? — 3U Hash chains denoted as HC,
ey HO5p2_5y using 3U? — 3U different seeds denoted as seed;, seeds, seeds, ...,
seedsy2_3y. Each Hash chain HCj contains £ + 1 elements: seedy, HCy,, ...,
HC}.e. In figure 6.6, we show a server initiation example, wherein for a MANET
which has at maximum three nodes (U = 3), the server computes 18 Hash chains
during its initiation phase. Note that we do not create Hash chains for “NO LINK”
and “LOST LINK?” since they do not need to be proved.

In HPLS, the “Link Atomic Information” is slightly different to the one in ADVSIG,
since we do not consider multiple interface nodes, and we use time interval infor-
mation instead of timestamp. Our “Link Atomic Information” is composed of the
four following elements: (from, to, state, interval), where from is the advertising
node, to is the advertised neighbor node (from # to), interval is the time interval
of the creation of the “Link Atomic Information”, and state is the link state from
from to to at the time interval interval.

As shown in figure 6.6, each Hash value is able to uniquely represent a set of four
elements of a “Link Atomic Information”, since the position of any Hash value maps
bijectively to a “Link Atomic Information”.
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sym_link asym_link mpr_neigh
asym_linlg’/ mpr_neighl/ sym_link //

/7 Ngde 1 , Node 2 Node 3
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N ‘Node 2 | Node 3
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seedl seed2 see§i3 seed4 seed5 seed6 seed7 seed8-seed9 seedl2 seedl3 - seed1¢
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Node 1 has an asym_link with Node 1 has a sym_link Node 3 HChooses

node 2 at HELLO_INTERVAL| With node 2 at HELLO_ Node 2 as MPR node at
L-m (1<=m<=L) INTERVAL L-m HELLO_INTERVAL L-3

Figure 6.6: Hash chains generated by HPLS server during the initialization: U = 3

Node bootstrap

Before entering in the network, each node needs to contact the server, and the sever
will map it to a set of Hash chains and secretly communicate the seeds of these
chains to it.

The node initiation can be realized with a two-way handshake. For this, we propose
two messages, a Key REQuest (KREQ) message from a mobile node to the server,
and a Key REPly (KREP) message from the server to a mobile node.

Let K be a random secret generated by node n;, each node n; starts the process by
sending a KREQ message to server 7"

n; — T :< certn,, {K}pr, >SKn,
K is encrypted by the public key PKr of the server. The whole KREQ message is
signed by node n;.
Upon receiving the KREQ), after the verifications of the certificate cert,, and of the

message signature, 7" replies to n; with the following message (let ¢ be the current
time and 70 be the network start time):

T —n;:< U, {seed;j_1)sv—-3)4+1} K- {seedjsv—_s}r, T0, t >sk;

For confidentiality reasons, the seeds transported in the message are encrypted with
the secret key K. Therefore within the KREP, the node n; will securely receive
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3U — 3 seeds and use them to compute 3U — 3 Hash chains.

The server should also communicate the last elements of all the Hash chains HC'.g, ...,
HCs5p2_317.¢ to all the nodes which enter the network. Indeed, the last elements can
be broadcasted to the network”:

T — x:< HOl;g, e HC3U2—3U;£ >SKr

These values can mainly be used by each node to verify the proofs issued by the
other nodes. In addition, they can also be used to verify the correctness of the
computations of the Hash chains belonging to each node.

If (as mentioned in section 6.4.2.1) multiple servers are installed on 7', or multiple
servers can cooperate and T is the interface between the nodes and the servers,
then to achieve the management of identities and the distribution of cryptographic
credentials at the same time, the KREQ message could be somewhat similar to the
following one (let K be a secret key, and PK,, and SK,, be the asymmetric keys
of node n;):

n; — T :< PK,,, {K}pk, > SKn,

Then T should reply to n; with the following message:

T —n;: { U, ny, certy,, {seed;_1)sv—s)+1}k,--, {seedjsu_3}x, T0, t}skg

All the certificates should then be published in the network (suppose that the net-
work is composed of N nodes):

T — * < certy, ..., certy >gsK;

Hash value and Certiproof tables

In HPLS, each node n; should maintain some tables to store the information received
from the server and the other nodes:

e Let £ (7 —1)(BU —3)+1 <k < j(3U — 3)) be the number of a Hash chain,
and HC}.e_; be the current Hash value (in the current time interval £ — ) of
chain HC),. For the chains belonging to n;, they are stored by n; in a Local
Hash Value Table in the following form:

<k, seedy, HCy,g_; >

Otherwise, the Hash chains can also be computed and stored as in [Jak02],
where we try to find a compromise between the storage requirement, and the
computational overhead of the utilization of Hash chains.

9We may use the proactive PKI that is proposed by ADVSIG to realize it.
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e Llet k(1 <k<(j—1)(38U~-3)orj38U —3)+ 1<k < 3U?—3U) be the
number of a Hash chain, and HC}.¢ be the last element of the chain HC),
that is published by the server. To save information regarding the other Hash
chains, a Foreign Hash Value Table can be maintained by n; with the tuples
as follows:

< k, last revealed value, index of the last revealed value, HCj.¢ >

The last revealed value is the most recently revealed Hash value of chain HCj,
that is heard by node n;, and index of the last revealed value is its index in
the chain.

e To store the certificates sent by the other nodes, node n; maintains a Certiproof
Table, which has the same format as in ADVSIG, except the fields signature
and timestamp:

< originator, advertised node, link state, interval, Hash value >

The field originator is the key of the table. For each originator, only the newest
tuple is kept. Furthermore, any tuple expires after three time intervals, which
corresponds to the TOP HOLD TIME in OLSR.

e Finally, node n; should keep a table of mapping between the identities of nodes
and the number of nodes:

< node number, node identity >

HELLO/TC message generation

In our first approach, we use the principle of ADVSIG* to secure HELLO and TC
messages. Moreover, we replace the certificates and proofs in ADVSIG™T by the
corresponding Hash chain elements.

In addition to the standard operations on the original HELLO/TC message fields,
to generate a HELLO or a TC message at time interval H;, a node from should:

1. Write the current time ¢ into the Global Timestamp field.

2. Ifit generates a HELLO message, for each Neighbor Interface Address inter facey,
with the link state state,

(a) Find the corresponding main address I P, of inter face,.

(b) Ifit is necessary (state is one of ASYM LINK,SYM LINK and SYM NEIGH,
SYM _LINK and MPR__NEIGH), find and copy the corresponding Hash
value (c.f. section 6.4.2.3) into the certificate field following the link in-
formation of inter facey,.

(c¢) Update its Local Hash Value Table with the copied Hash value.
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d.
6.

(d) If state equals ASYM LINK, from computes h(h(HELLO™Y)|from) as
a proof, where h(HELLO") is the hash of the previous HELLO message
received from to. If state equals “SYM LINK and SYM NEIGH” or
“SYM LINK and MPR_NEIGH”, from finds the corresponding proof
in the Certiproof table. Then, with the found value from fills the proof
field following the link information of inter face;,,. Note that since only
the last certificate from each node is kept in the Certiproof table, the proof
is unique.

If it generates a TC message, it finds the corresponding hash value (always
with state equals MPR NEIGH) in the Certiproof table and copies it into the
proof field following the link information of inter face,,.

Compute the Global Signature on the whole message.
Save the hash of the message.

Send out the message.

HPLS does not create Hash chains for every interface address. Instead, it always
uses Hash values according to the main addresses of nodes. We will show in section
6.4.2.4 that this choice will not threaten the security of OLSR.

HELLO/TC message processing

When a node to having the main address I P, receives a HELLO/TC message from
an originator from at interval H;, it executes the following algorithm:

1.

2.

Check the validity of the Global Timestamp field.
Check the validity of Global Signature by using the public key of from.

If it is a TC message, for each Advertised Neighbor Main Address, to will (note
that with TC messages we only use the main addresses of nodes):

a) With some hash operations, check the validity of the hash value used as
proof.

(b) If the previous step is successful, update the Foreign Hash Value Table
with the Hash value.

If it is a HELLO message, to will

(a) Save h(HELLO) (note that the expiration time of this storage is
NEIGHB_HOLD_TIME).

(b) For each Neighbor Interface Address, inter facey,, with link state state,
to will:

i. Find the corresponding Neighbor Main Address to.
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ii. If sate is ASYM LINK, check the validity of h(h(H ELLO™)|I Ptrom),
where HELLOY is the previous HELLO message sent by to. If state
is one of SYM NEIGH and MPR_NEIGH, check with some hash
operations the validity of the Hash value used as proof, where the pre-
vious state A, should answer to the requirements described in section
6.3.1.1. Update the Foreign Hash Value Table at the same time.

iii. If the above operations are successful, update the Certiproof Table
with the Hash value used as certificate.

Standard dialog

Suppose that the first message is sent in time interval H;, then the standard dialog
which establishes a symmetric link between node A and B in HPLS can be shown
as follows (let HC(4 B state,s) be the Hash value which proves the existence of a link
of type state from A to B at time interval H;):

1. A —>N(B) << ¢, qb, TA(t()) >SKa
9. B— N(A) << “A: ASYM LINK" >, HC(p 1.4, h(h(HELLOA)|B), Ts(ty) >sx,

3. A— N(B) << “B SYM_L[NK” >7HC(A,B,3,Z'+1 or i)?HO(B,A,Q,i)a TA(tQ) >SKa

Since a Hash operation is 103 to 10* times faster than an asymmetric signature or a
signature verification operation, our solution can significantly reduce the computa-
tional overhead of ADVSIG.

However, instead each node should either do a large number of hash operations
or store 3 X (U — 1) Hash chains. We argue that the storage and computational
requirements can be balanced with the mechanism proposed in [Jak02|, where each
node only needs to store O(U x 3 x logs(£)) Hash elements that means in most
cases 10KB - 30KB memory can meet the requirement.

6.4.2.4 Security analysis

In this section, we show that HPLS can achieve the same security level as ADVSIGT.
In HPLS, each routing message carries a Global Timestamp and a Global Signature
that will be used to verify the authentication, the integrity and the freshness of
the message. In addition, a proof is appended to each Advertised Neighbor Address
which authenticates the main address of the sender, the link state between the sender
and the advertised node, and the time interval of the creation of the proof. Since a
proof can only be issued by the Advertised Neighbor Node, each link /neighbor/MPR
relationship is then confirmed by its two ends.

In addition, we also use the hash of the previous HELLO message sent by the
Advertised Neighbor Node to confirm an asymmetric link. As a result, HPLS can
have the same security level as ADVSIG™.
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Interface address vs. Main address

Computing asymmetric signatures on “Link Atomic Information” permits ADVSIG
to takeinterface addresses of nodes into consideration. From this point of view, our
certificates (Hash values) are less dynamic since they can only be computed on the
corresponding Neighbor Main Addresses.

In a network where all nodes are single-interface nodes, the problem does not exist.
Only when the network contains multiple-interface nodes, and a Neighbor Interface
Address happens not to be the main address of a neighbor node, the meanings of
the two proofs resulted by the two approaches are different. For example, suppose
that at time ¢ a node having as main address [P, sends a HELLO message to
another node B describing a link state state with one of B’s interfaces inter facep,
the certificate in ADVSIG will be computed based on (A, C, state, t), while in our
approach, the certificate will be based on (A, B, state, t). Nevertheless, this fact will
not decrease the security level of HPLS, because:

e In HPLS the certificate can only be used by B as a proof. Other nodes cannot
use it since they have their main addresses different to B.

e If Bis an attacker and it has another interface inter face'y (inter facely # B #
inter facep), B may send via the interface inter face’; a HELLO message con-
taining A as a Neighbor Address and the above certificate as the corresponding
proof, in order to create a forged link between inter face’; and A.

However, the attack cannot influence the security of OLSR, since according
to the link set update algorithm of OLSR, if A cannot receive the message
from the interface inter face, the link between inter face’y and A will not
be registered by A. Otherwise, if A can really receive the message from the
interface inter facely, then the link A < inter facely exists'”.

e In OLSR any third node only cares whether a link between A and B exists,
it does not care if the link is between A and inter face’y, A and B or A and
inter facep.

e For TC messages, only main addresses are concerned thus the difference be-
tween interface addresses and main addresses is not important.

However, as in ADVSIG™, the attacks committed by colluding compromised nodes
are not, countered in our approach.

6.4.2.5 Summary

We believe that our solution has the following advantages compared with ADVSIG:

e It uses Hash values instead of signatures. This can generate a great gain in
terms of computational overhead and routing overhead.

19Here we do not consider the interface address spoofing attacks which exist also in ADVSIG,
since there is only one asymmetric key pair per node.
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e The original OLSR protocol is unmodified. HPLS can be an add-on mechanism
to OLSR.

However, it also has the following disadvantages:

e It requires an offline server which should be able to estimate in advance the
number of nodes in the network and the network lifetime. In addition, nodes
should be able to securely communicate with the server during their bootstrap.

e The number of Hash chains increases rapidly with the number of nodes in the
network.

6.4.3 Second approach: Securing TC messages (TCSec)

We propose a second approach that could be used to secure TC messages. It does
not directly secure HELLO but it can be combined with other mechanisms such as
ADVSIG or HPLS to provide a global security solution to the OLSR protocol. We
call this approach Securing TC messages (TCSec).

6.4.3.1 Additional assumptions

In addition to the assumptions mentioned in section 6.4.1, we assume that for TCSec,
HELLO messages are already secured by some means or other (either ADVSIG or
HPLS can be applied only to HELLO messages but not to TC messages). Therefore
only authentic one-hop and two-hop neighbor information and MPR information
can be provided to nodes.

6.4.3.2 Basic idea

In the standard OLSR, a node does not generate TC if it is not chosen as MPR, it
is only required to send at least one TC message per TOP _HOLD _TIME which is
by default equal to three times of TC INTERVAL.

However, to realize our second approach, we need to slightly modify the above
requirement. We will add some additional routing fields to TC messages, and we
also require that every node send one TC message per TC_INTERVAL.

Our new TC header is shown in figure 6.7 (the fields in italic are the new fields
added by TCSec). It contains all fields of the classical TC header, and adds the
MPR Set of the sender node, the size of the MPR Set, a timestamp and a signature
to each TC message. The timestamp indicates the time of the generation of the
TC message, and the signature is computed on the sequence of bits made up of the
whole TC message.

The basic idea of TCSec is illustrated in figure 6.8. If a node A has chosen another
node B as MPR, not only should B send a TC message including A in its MPR
Selector Set, but also A should send a TC message including B in its MPR Set.
As a result, after both TC messages are received by a third node C', C' can be
sure of the MPR relationship thanks to the confirmations of both ends. Any MPR
relationship declared by only one node will be regarded as invalid and will not be
used to calculate routing tables.
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Figure 6.8: Basic idea of TCSec
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6.4.3.3 Scheme

In this section we draw an outline of the TCSec scheme, and then we detail the TC
message processing in TCSec.

TC message generation: Every node generates at least one TC message per TC
interval. It writes its MPR Selector Set and its MPR set into the message,
and sets the “M PR Selector Set Size” and the “MPR, Set Size” to indicate the
numbers of the addresses in the two sets. Later it puts the current time in the
timestamp field and signs the whole message using its private key.

Last Received TC message Set: Each node in the network maintains a Last Re-
ceived TC Message Set consisting of the last TC message(s) received within
the last TC_INTERVAL from every other node. Each TC message in the set
is stored in form of Last TC message Tuple: (src_addr, MPR_ selector _set,
MPR_set, T time), where src addr is the main address of the originator of
the TC message, and T time specifies the time when the tuple expires and
must be removed from the set.

TC message reception: Upon receiving a TC message, a node will at first check
the timestamp and the signature to see the freshness, the authentication and
the integrity of the message. If any of the verifications fails, the message is
discarded. If all the verifications succeed, the message is accepted and stored in
the Last Received TC Message Set and waits to be processed. All TC messages
stored longer than one TC INTERVAL will be deleted from the set.

TC message processing

We now illustrate and detail the algorithm of TC message processing in TCSec. We
suppose that a TC message TCP generated by node B is received by node A:

1. For each node n; in the MPR Selector Set of TCP, A finds the last TC mes-
sage(s) T'C™ sent by n; in its Last Received TC Message Set. If B is found
in the MPR set of TC™, A updates its Topology Set with the Topology Tuple
(n;, B,T seq,T _time), where T _seq is set to the Advertised Neighbor Se-
quence Number (ANSN) of TCB, and T _time is the expiration time of the
tuple.

2. For each node n; in the MPR Set of TCP, A finds the last TC message(s)
TC™ sent by n; in its Last received TC messages Set. If B is in the MPR
Selector Set of TC™, A updates its Topology Set with the Topology Tu-
ple (B,n;,T_seq,T_time), where T _seq is set to the ANSN of TC?, and
T time is the expiration time of the tuple.

3. For each Topology Tuple (T dest addr, T last addr, T seq, T time) in
the Topology Set of A,
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(a) f T dest addr is B, then
i. If T last addr is not in the MPR Selector Set in TC®, A removes
the tuple.
ii. Otherwise, A updates the Topology Tuple by resetting the validity
time.
(b) T last addr is B, then
i. If T _dest_addr is not in the MPR Set in TC®, A removes the
Topology Tuple.

ii. Otherwise, A updates the Topology Tuple by resetting its validity
time.

6.4.3.4 Security analysis

Attack TCSec | ADVSIG
Forged routing control message | OK Partial
Control message replay OK OK
Colluding attacks No No
Selfish behavior Better No
Message relay No No

Table 6.1: Security analysis of TCSec

In this section we perform a security analysis for TCSec (for this we suppose the
utilization of HPLS for HELLO messages). Table 6.1 illustrates the security fea-
tures of TCSec compared to ADVSIG. “OK” in the table means that attack can be
countered, and “No” indicates the contrary.

In the following, we discuss each of the attacks in details.

Incorrect control message generation

In TCSec, TC messages are protected by a global signature and a coherence check.
An attacker cannot forge coherent declarations of MPR relationships except if it
colludes with another compromised node. When there are two colluding compro-
mised nodes, they can only establish forged MPR relationships between themselves.
Therefore, under our assumptions, incorrect MPR information cannot be injected
into the network.

However, an attacker can refuse to declare certain MPR or MPR selector information
in its TC messages. This attack can invalidate some MPR relationships connected
to the attacker, but it can also isolate the attacker.

Control message replay

Since each message is signed with a timestamp, the replay of an out-of-date OLSR
routing message will be detected by the freshness check.
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Colluding attacks

Colluding attacks such as wormhole attacks are always possible with both ADVSIG
and TCSec. The attacks can make forged link/neighbor information between at-
tackers be accepted by the other nodes.

Selfish behaviors

Since the sending of TC messages is necessary for the declaration of MPR nodes,
selfish nodes cannot refuse to send TC. However, with TCSec we are still not able
to fight against selfish nodes which declare no willingness to be MPR.

Moreover, to be selfish nodes have another possibility, which is to reduce (even to
0) the number of MPR Selector nodes in their TC messages. Note that in order not
to be isolated, selfish nodes will not reduce the number of MPR nodes in their TC
messages.

Message relay

In the following, we show an example of the relay attacks that cannot be countered
by the TCSec scheme. We suppose that there are symmetric links A < X and
X < B, and A and B cannot hear each other:

A= X< B

If X is an attacker, it can mishbehave by relaying all control messages and data traffic
between A and B. This attack will make A and B believe that there is a symmetric
link between them.

in section 3.4.4.1, we may need strict time information or geographical information
(for example, with the GPS module) to detect them.

6.4.3.5 Summary
We believe that TCSec has the following advantages compared to HPLS:

e [t requires less cryptographic operations.
e It reinforces the cooperation from selfish nodes.
However, it also has the following disadvantages compared to HPLS:

e [t may introduce a delay in verifying MPR relationships, since to verify a MPR
relationship between nodes A and B, two TC messages TC* and T'C® should
both be received.

e There will be more TC messages sent in the network.
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6.4.4 Simulation

The simulations are carried out under NS-2.28 [pro98|. TCSec is implemented by
modifying the OLSR implementation named UM-OLSR that is provided by the
University of Murcia [Ros|. We do not use multiple OLSR interface nodes in our
simulations, since only single-interface nodes are configured in UM-OLSR.

6.4.4.1 Simulation setup

Parameter Value
Simulation time 250s, 20s of initialization period
Field range 300m x 1500m
Number of nodes 30
Propagation model Two-way ground
Power range 250m
Mobility model Random way point
Mobility Low - 2m/s as maximum speed

Medium - 5m/s as maximum speed
High - 20m/s as maximum speed

Pause time 08
MAC protocol IEEES802.11
MAC queue size 50

Traffic type CBR 10 pkt/s
Number of flow 20

Packet size 64 bytes

Table 6.2: Simulation model and parameters

Parameter Value
HELLO interval 2s
TC interval 5s

Holding time of neighbor information | 6s
Holding time of topology information | 15s

Table 6.3: OLSR setting

Table 6.2 shows our simulation model and parameters. Table 6.3 and 6.4 show
respectively the OLSR setting and the cryptographic operation parameters in our
simulations.

As also mentioned in chapter 5, we found that even though we can call cryptographic
functions (thanks to external cryptographic libraries) in our simulations, the time
of cryptographic computations that will definitely influence the real network perfor-
mance is not counted by the simulator.
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Parameter Value
Signing delay Randomly chosen from [0.2ms, 150ms|, but stable for
each node
Verification delay | Randomly chosen from [0.1ms, 100ms|, but stable for
each node

Signature length 320 bits
Hash operation delay | 0.002 x Signing delay
Hash element length | 128 bits

Table 6.4: Cryptographic operation parameters

Therefore in this chapter, in order to simulate the impact of the cryptographic
operations on the performance of OLSR, we add some delay before processing or
sending each HELLO or TC message. This delay is set according to [Raf05| which
provides a suite of benchmarks for different cryptographic operations.

In addition, we also take into consideration the heterogeneity of nodes in ad hoc
networks. We simulate nodes having different processing capacity: each node will
have a random but fixed processing time for each cryptographic operation. For
example, a signature computational delay ranges in (0.2ms, 150ms) and a signature
verification delay ranges in (0.1ms, 100ms)'!.

In order to reduce the delay, in ADVSIG the ADVSIG messages are sent immediately
after the sending of their corresponding routing messages. In our simulations we
assume that there is no delay between the arrival of an original OLSR message and
an ADVSIG message, thus all signatures can be immediately verified.

6.4.4.2 Performance simulation

In this section, we compare the performance of the scheme - HPLS for HELLO
messages and TCSec for TC messages - to ADVSIG, We illustrate the performance
improvements with relation to the replacement of digital signatures by Hash values
and the TC coherence check. We simulate the following three metrics:

Control traffic overhead: The total overhead of TC messages and HELLO mes-
sages generated and relayed in the network, including the proofs and certifi-
cates.

Data packet delivery ratio: The ratio of data packets generated by the CBR
sources that are delivered to the destination.

Average end-to-end delay of data packets: The average delay between the emis-
sion of data packets by CBR sources and their arrival at destination.

1T add a delay before sending a message, it is sufficient to add it into the NS scheduler. As for
the delay before processing a message, we can add a new timer to each routing information tuple
which specifies the start time of the validity of the tuple.
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Control Message overhead

I Original OLSR —=— |
140
Our approach
ADVSIG —=—

120 F .

100
2 80f
=]
M

60 |

40

20 F

0 1 L L L
0 5 10 15 20 25

Maximum speed

Figure 6.9: Control message overhead

Control message overhead

In ADVSIG, the additional control message overhead is mainly due to proofs, certifi-
cates and timestamps in TC and HELLO messages. In our scheme, the additional
overhead is mainly due to the Hash values in HELLO messages, the MPR Set in
TC messages and the additional TC messages.

Figure 6.9 compares the control message overhead of the original OLSR, ADVSIG
and our scheme. We can see that, compared to the standard OLSR, the overhead
in ADVSIG or in our scheme is significantly higher. However, our scheme generates
much less control message overhead than ADVSIG.

Packet delivery ratio

We also compare in figure 6.11 the delivery ratios of the three approaches. Com-
pared to the standard OLSR, our approach only degrades 5%-8% the delivery ratio,
but ADVSIG degrades significantly the performance of OLSR. The result can be
explained as follows:

For HELLO message reception: Suppose that ¢ is the number of proofs to be
verified in one HELLO message, then the typical value of ¢ will range between
4 and 8. In ADVSIG, g + 1 verifications of proofs and one verification of
Global Signature are to be performed when processing a HELLO message.
Suppose that & HELLO messages should be processed by one node in one
HELLO interval, then a node should in total perform & x (¢ + 1) signature
verifications.

For a node having the verification processing time of 50ms, it needs on aver-
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Figure 6.10: Packet delivery delay

age 3.5 seconds to perform all the signature verifications caused by HELLO
messages (let alone the processing time of TC messages). As a result, it is not
surprising that some nodes have no time to update their routing tables, and
the log of NS always shows “no route available” when a data packet is lost.

In our approach, only some Hash operations and one signature verification
(for the field Global Signature) are to be performed when processing a HELLO
message. Performing substantially less verifications of signature, our approach
shows better performance in the network where nodes have limited processing
capacity.

For TC message reception: Suppose that p is the number of nodes in MPR Se-
lector Set of TC messages, then the typical value of p ranges between 5 and 7.
In ADVSIG, one verification operation is needed to check the validity of each
proof, thus p + 1 signature verifications are to be performed when receiving
a TC message. In a network of N nodes, in one TC interval, a node should
perform (p 4+ 1) x N/2 signature verification operations under the condition
that on average half of the nodes generate TC messages. As a result, when the
verification delay or N increases, the performance of ADVSIG drops rapidly.

In our approach, in a N-node network only N signature verifications are to be
performed by each node in each TC interval.

All two above reasons decide that weak capacity nodes in ADVSIG have not enough
time to finish their cryptographic operations in each time interval, thus their routing

tables cannot be updated, and the routes passing through them cannot be estab-
lished.
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Average end-to-end delay of data packets

Figure 6.10 compares the average end-to-end delay of data packets. Our approach
slightly outperforms ADVSIG without interfering the performance of OLSR.

6.5 Further discussion

In this section, we discuss the possibility of adding some supplementary but inde-
pendent mechanisms to complete the security solutions proposed in this chapter.
We also discuss the collision probability of Hash chain elements in HPLS. For a
discussion regarding the synchronization, readers can refer to section 4.5.

6.5.1 MPR selection

In our mechanisms, MPR nodes are selected among neighbors with regard to their
willingness to be MPR and their 2-hop neighbors. From the point of view of security,
this may generate some vulnerabilities. A malicious node can show a high willingness
to be MPR, in order to be selected as MPR node and then misbehave. Therefore,
it is necessary to take the security into account in the MPR selection.

One possible solution consists of implementing a watchdog (c.f. chapters 4 and 5) on
each node, in order to observe the behaviors of the neighbor nodes. Many attacks can
thus be detected, such as greyhole, blackhole, modification of data packet header,
etc. Then the results of the observations can be used as a criterion in the MPR
selection: only benign nodes can be selected as MPR.

Different to TRP (c.f. chapter 5), here all the observations and decisions can be
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made locally, and there is no need to exchange reputation values between nodes.
And since there is no exchange of reputation, the blackmail attacks cannot exist
neither.

Moreover, SWAN (c.f. chapter 4), if used, is only needed in the data forwarding
phase, since the authentication of routing control messages can be guaranteed by
the security mechanisms discussed in this chapter.

6.5.2 Redistribution of Hash chains

In HPLS, the server may need to redistribute the Hash chains when they are used
up or when the number of nodes in the network exceeds the estimated upper bound.
In the formal case, all Hash chains should be redistributed, while in the latter
case, only the information about Hash chains related to the new nodes needs to be
redistributed. We suggest overestimating the upper bound of the number of nodes
and the lifetime of the ad hoc network to avoid frequently redistributing the Hash
chains.

However, to resolve the problem of exhausted Hash values, we have an alternative
choice which is much easier to be realized. Nodes can generate themselves enough
Hash chains and use TC messages to broadcast the last values of the chains to the
network. Since TC messages are signed, the last values are authenticated.

6.5.3 Collision probability of Hash chain elements

In HPLS, collisions of Hash chain elements may cause a security flaw. That is to say
that different states of different links at different time intervals can correspond to a
same proof. Hereby we perform an analysis on the Hash value collision probability
Prob(collision).

Let W be the number of Hash chain elements in the element space, then for [-bit
Hash values, W = 2!. Let U be the upper bound of the number of nodes in the
network, £ be the length of Hash chains, then we note Q = £ x (3U% — 3U) as the
number of Hash chain elements generated by the server. We then have:
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For example, in a 1000-node ad hoc network where each Hash chain contains 10°
128-bit hash elements, we have Prob(collision) < 1072, which can be regarded as
negligible.

Prob(collision) = 1 — Prob(no collision) = 1 —

—1—

<1—(1-
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6.5.4 Threat tree of HPLS and TCSec

The threat tree (c.f. chapter 2) of the approaches is shown in figure 6.12. We see
from this figure that our approaches together with the MPR selection mechanism
can protect the OLSR protocol from a large number of attacks.

6.6 Conclusion

In this chapter, we showed that both security mechanisms and their impacts on the
network (routing) performance should be carefully taken into consideration when
designing secure MANET routing protocols. We also proposed two lightweight and
robust schemes, respectively Hash Proved Link State (HPLS) and Securing TC
(TCSec), to secure the OLSR. protocol.

As a first step, we analyzed a security flaw that is found in an existing secure OLSR
mechanism named ADVSIG. To avoid the flaw, we then introduced an improved
version of ADVSIG called ADVSIG™, wherein we added an additional “proof” to
asymmetric links. We also analyzed the overhead of ADVSIG to show that it may
be too heavy to meet the performance requirements of the resource-restrained nodes
in MANETSs.

Then we developed a first approach named HPLS which secures HELLO and TC
messages with Hash values. Both the computational overhead and the routing over-
head of ADVSIG are then improved by HPLS, since a Hash value length is usually
less important than the length of a digital signature, and Hash operations are cer-
tainly much more efficient than asymmetric cryptographic computations. However,
these improvements are at the price of an offline server and a number of Hash chains
to be stored by each node. We argued later with our simulations that this price is
reasonable and overpaid by the improvements in performance.

We also proposed a mechanism named TCSec to secure TC messages in OLSR,
which checks the coherence of MPR relationships from their both ends. Compared
to ADVSIG, TCSec also substantially reduces the number of digital signatures to be
computed and verified, and it also has the advantage of having less routing overhead.
Both solutions are able to achieve the same security level as ADVSIG™ and show
better performance especially in the networks with resource-constrained nodes. The
simulations done in the context of this research confirmed this fact.

In our simulations, we also found that ADVSIG can hardly achieve a good routing
performance due to its large number of asymmetric cryptographic operations. Thus,
we draw the conclusion that it is important that security mechanisms for MANETSs
are both robust and lightweight.
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Figure 6.12: Threat tree of HPLS and TCSec
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Chapter 7

Conclusion and future work

“An army burning with righteous indignation is bound to win.”

— Lao zi (about 500 B.C.)

7.1 Conclusion

Mobile ad hoc networks present some particularities such as the mobility, the wireless
interface, the independence to any infrastructure, etc.. More especially, it has an
uncommon routing layer, thus new routing protocols should be designed. However,
difficult challenges exist in the design of MANET secure routing protocols, since
they should not only be robust against various attacks but also be efficient in terms
of routing performance.

In this thesis, we have at first given an overview of ad hoc networks. We then
classified all the known threats against the routing layer of MANETS into an attack
tree. In this classification, we distinguished the attack objectives and the attack
mechanisms, which will permit us to determine the attacks to counter under each
security objective. Moreover, we also identified the new vulnerabilities raised due to
the introduction of security mechanisms. Finally, we instantiated the attack tree for
two existing routing protocols, namely DSR and OLSR, to show their vulnerabilities.
In view of the tree, we also identified the attacks and misbehaviors that we will take
into account in the design of our own secure routing mechanisms.

We have presented a state-of-art of security mechanisms designed to secure the
ad hoc routing. The different mechanisms range from key establishment to selfish
behavior prevention. We noted that, first, there are some mechanisms frequently
used in a lot of security solutions, such as hash chains, watchdog, reputation system,
etc., for the purpose of fighting against external attackers as well as compromised
nodes. Secondly, some of the mechanisms are at a price of significant traffic and
computational overhead, which is undesirable for the ad hoc networks having limited
bandwidth and processing power. Thirdly, to satisfy the different requirements
of different ad hoc scenarios and applications, MANETs need both reactive and
proactive routing protocols, which led us to study the security for both the reactive
and the proactive routing.
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We then suggested a secure watchdog mechanism for ad hoc networks named SWAN,
in which we blended SUCV and TESLA to develop a lightweight broadcast message
authentication scheme. SWAN can be used to reduce the storage requirements of
watchdog, and to prevent spoofing attacks that may badly affect the reputation sys-
tems. Our analysis showed that SWAN is both lightweight and robust, thus fulfilling
the objectives of this research. Moreover, SWAN suits well the routing protocols
based on the source routing algorithm, where packets are perfectly predictable.

We also proposed the Trust-based Routing Protocol (TRP). TRP is a reactive secure
routing protocol based on the source routing algorithm and a reputation system. We
secured the two routing phases in TRP: the routing discovery phase and the data
delivery phase. In the first phase, we used an HMAC to protect routing control
messages from end to end, and a watchdog to supervise the attacks that may take
place in the middle of the routes. In the second phase, the watchdog is also used to
supervise the attacks and misbehaviors committed on data packets. The reputation
system based on the watchdog will give a rating to each route, and then source
nodes will be able to choose the most reliable routes to send their data packets.
By integrating reputation exchanges into routing control messages, we proposed
the reactive reputation exchange, which permits to reduce the reputation exchange
overhead and to protect the reputation exchanges against attacks while still take
advantage of second-hand reputations. However, TRP is more suitable to ad hoc
networks with a long lifetime and a frequent changing topology due to the reputation
training phase.

At last, we studied the security issues in OLSR. We first analyzed a security flaw that
we have found in ADVSIG and that allows an attacker to declare an asymmetric link
as a symmetric link, and then we proposed an improved ADVSIG named ADVSIG™
to counter this security flaw. In addition, we found that ADVSIG generates a high
computational overhead and routing overhead, which will cause serious performance
degradation in the ad hoc routing. Therefore we proposed two lightweight solutions
for the security of OLSR, which will permit to reduce the lengths of message headers
and the delay that is required to perform the cryptographic calculations. The first
approach named HPLS uses Hash values to prove the link state of each link infor-
mation in HELLO and TC messages, and the second solution named TCSec checks
the coherence of MPR relationships by appending an additional header to each TC
message. Simulations showed that our approaches outperform ADVSIG especially
in the networks with limited bandwidth and processing power.

7.1.1 Guidelines on the design of a new ad hoc routing pro-
tocol secured from scratch

In this thesis, we have studied existing security mechanisms for ad hoc routing
protocols, and we have also proposed several new mechanisms to secure the watchdog
mechanism, the DSR reactive routing protocol and the OLSR proactive routing
protocol. Moreover, in all our propositions, we treated performance issues as well
as security issues.

However, securing an existing routing protocol might not be the best way to secure
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MANETSs. It may be better to design a new ad hoc routing protocol secured from
scratch.

With the lessons obtained in this thesis, we believe that such a protocol should
have the three basic elements: secure neighbor detection, authenticity of routing
information, and the countermeasures against compromised nodes.

For the three points, we have considerations and further propositions as follows:

e Due to mobility, the secure neighbor discovery is very useful for ad hoc net-
works. A reliable neighbor detection mechanism can be the base of the MANET
secure routing protocols since it can be useful for many other mechanisms such
as supervision, topology discovery, route maintenance, wormhole prevention,
etc... However, due to the relay attacks and the selfish behaviors, it is generally
difficult to be sure of the neighborhoods without sophistic mechanism.

To secure the neighbor detection, we have some possibilities such as GPS,
OLSR secure neighbor discovery, SECTOR (c.f. section 3.4.4.1), etc.. Nev-
ertheless, to be independent of any additional module or central server and
to be more efficient, we can use the OLSR secure neighbor discovery process
modified to remove the use of the MPR technique. Here is an example of the
process which establishes a symmetric neighbor relationship between nodes A
and B (all the notations can be found in section 6.2):

1. A—-B: {¢7 ¢7 TA(tO)}A
9. B— A:{“A: ASYM LINK" h(h(HELLOA), B), Ts(t:)}5
3. A— B:{“B:SYM_LINK",h(h(HELLO®), A), Ta(ts)}

In addition, we could use the promiscuous mode to check if a neighbor discov-
ery message is relayed.

In this scheme, since we no more need to use MPR, we can use hash values
(but not hash chains) to completely replace the proofs in ADVSIG. The new
scheme does not depend on any offline or online server, and is able to avoid
the hash chain storage required by HPLS. The security level of this scheme is
the same as ADVSIG™. That is to say that it can prevent the link spoofing
attacks committed by compromised nodes.

e Once we can be sure of neighborhood, the endairA protocol (c.f. section
3.4.2.8) may be used to ensure the routing authenticity while still keeping
a good routing performance.

Otherwise, if we want a proactive solution, we may use a protocol based on the
distance-vector algorithm such as DSDV, and its security mechanism could be
similar to the coherence check that is employed in TCSec. For example, if a
node A declares that another node B is at i-hop away, then to validate the link
node B should also declare that it needs ¢ hops to reach A. Note that since
we supposed that neighbor relationships are already secured, we can require
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that only the symmetric links can be used in the routing, thus no incoherence
can be caused by asymmetric links.

To improve the efficiency in the reactive route hunting, we can think of an-
other optimization with the help of a reputation system. If we can guarantee
the security of the RRE(Q messages, a destination node can wait for a timeout
before sending back multiple routes in one RREP message if it received mul-
tiple RREQs during this timeout. The RREP can itself use the most reliable
route (according to the destination node) among all collected routes (to be
safer, the RREP may also use a limited number of routes). This mechanism
has two advantages. First, a single RREP will permit the source node to reg-
ister many routes and to choose one of the best routes for its data delivering
(as in TRP, the reputation system can help the source node to make choice
between a set of routes). Thus the routing overhead is reduced compared with
sending multiple RREPs. Second, the rushing attacks (c.f. section 3.4.4.3)
can also be naturally prevented by this mechanism. However, this mechanism
cannot be directly applied to TRP, since TRP does not guarantee the secu-
rity of RREQs. Only if we can correctly authenticate the intermediate nodes
during the propagation of RREQs, the application of this mechanism becomes
possible.

e [f the integrity of routing information is ensured, we can focus on the security
issues caused by compromised nodes especially in the data delivery phase. For
this we may use watchdog or design a cross-layer solution.

Until now, all the security solutions that we have discussed in this thesis are
only at the routing layer. However, cross-layer security mechanisms may also
worth be considered. For example, to secure the data delivery, we can design a
secure transport layer protocol similar to TLS which takes into consideration
the characteristics of MANETS to guarantee the end-to-end security proprieties
for data flux. The main advantage would be that it is independent of the
routing protocol in use.

In addition, we also present the following considerations that may be useful for the
further improvements of secure routing in MANETS:

e Trust can play a more important role in the secure routing. Take the RAP
protocol as example, instead of randomly choose a RREQ to rebroadcast, a
node can choose a RREQ from a neighbor that it trusts.

e If trust can be transitive, in a proactive routing protocol we can let each
intermediate node choose its next hop according to trust and route length.

After all, we believe that it is necessary to study case by case the scenarios of
MANETS, in order to find out the best security solutions for each typical ad hoc
scenario/application.
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7.2 Future research directions

The work in this dissertation make us elaborate the following short-term research
directions:

e The reputation system presented in chapter 5 deserves further studies. A
formal analysis is necessary to theoretically demonstrate its correctness and
efficiency. Further simulations can also be carried out to adjust the security
parameters in TRP under each typical network scenario.

e For all the secure routing protocols proposed in this thesis, we need to formally
validate their security proprieties. For example, a formal analysis will be
appreciated if it can prove that no link spoofing attack can occur in HPLS
and TCSec.

e In addition to SWAN, we can further look for the solutions for the hidden
node problems that can negatively influence the supervision results.

We also underline some long-term research directions that require more investiga-
tions in the future:

e The attack tree presented in chapter 2 should be further enriched every time
there is a newly found vulnerability against the MANET routing layer. It
should also be completed and developed with attacks present in diverse routing
protocols and security mechanisms. As a consequence, the trees presented later
in sections 2.7, 5.6.4, 5.7.2 and 6.5.4 also need to be progressively updated.

e For the design of future secure routing protocols, we can provide to simulators,
such as NS-2, GlomoSim |ZBG98|, etc..., the capacity of taking the computa-
tional delays generated by cryptographic operations into account with simple
configurations. We can also supply simulators the possibility to easily carry
out simulations under hostile environment.

e Wherever there is control or communication exchange, there could be threats
and attacks (not limited to the routing layer). The synchronization mecha-
nisms, transport layer protocols, MAC layer protocols, etc., can also be targets
of attacks. Therefore we can also consider the security issues on the other net-
work layers of MANETS.

For example, the MAC layer security could be an interesting room for cre-
ativity. The main weakness of the MANET MAC layer seen from the point of
view of security is that the activities and the visions of nodes at the MAC layer
are limited to their neighborhood due to the radio medium nature. Thus, the
prevention of greedy behaviors is an important issue for the MAC layer secu-
rity. Currently there are already a lot of propositions [KV05, RHA, CGAH04|
aiming to reduce the greedy behaviors on the MAC layer of MANETS.
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e Finally, we need to take into consideration the attacks that we mentioned
as untreated in this thesis. Even though some attacks are difficult to realize
from today’s point of view, more investigations should be provided to them to
face the most critical scenarios that could take place in the future, since all
theoretical attack scenarios tend to become practical attacks sooner or later.
Therefore, preparing for the worst will always give us an additional safety
margin.
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