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Résumé vaRésuméIntrodution généraleContexteAve l'émergene des équipements mobiles, et la prolifération des points d'aès deréseaux, les utilisateurs en déplaement ont aujourd'hui de plus en plus de possibil-ités d'aéder aux réseaux et aux informations. À l'avenir, il serait même possiblede se onneter à tout type de réseaux en utilisant tout type d'appareils, à toutmoment et en tout lieu. Ce nouveau paradigme de réseaux de est appelé réseaux dequatrième génération où les réseaux �laires et sans-�l, terrestres et satellites serontonnetés ensemble pour former un grand réseau universel. Les utilisateurs aurontune mobilité maximale grâe aux handovers vertiaux entre les di�érents réseaux,et une qualité de servie optimale grâe à la nouvelle arhiteture et les nouveauxméanismes des réseaux.Les réseaux ad ho (aussi appelés MANETs pour �Mobile Ad ho NETworks�) sontdes réseaux spéiaux qui apparaissent dans e ontexte. Étant auto-organisé etautonome, un réseau ad ho peut être soit une partie du réseau universel, soitindépendant et ontenant uniquement des n÷uds mobiles qui ommuniquent entreeux sans auune infrastruture. Ainsi, les MANETs peuvent être déployés à lademande dans des loaux lointains ou des périmètres physiquement délimités.Ayant une failité de déploiement et un faible oût, les MANETs peuvent être utiliséspour plusieurs sénarios. Par exemple, les hamps de bataille, onférenes, serviesd'urgene, et.Les MANETs sont initialement développés pour des appliations militaires, y om-pris des ativités de sauvetages quand les moyens de ommuniation basés sur uneinfrastruture onventionnelle sont détruits par guerre, atastrophe naturelle, et.Autrement, ils peuvent aussi être utilisés dans des zones résidentielles fournissantune façon de ommuniation supplémentaire pour des utilisateurs mobiles au longd'une autoroute ou dans un ampus universitaire, et. À noter aussi que les diverssénarios et appliations sont di�érents sur nombreux aspets, en partiulier sur ladimension du réseau, la apaité des n÷uds, l'hostilité d'environnement, l'exigeneen terme de servie et de séurité, et.Le routage ad ho est très di�érent de elui des réseaux traditionnels. Dans lesréseaux traditionnels omme Internet ou réseaux ellulaires, e sont des routeursdédiés qui prennent en harge de sauvegarder et de transférer les données pour lesn÷uds terminaux. Tandis que dans les réseaux ad ho, puis qu'il n'existe pas derouteur dédié, le routage doit être e�etué par haun des n÷uds dans es réseauxpour assurer une disponibilité maximale de servie de routage. Ainsi, tout n÷ud està la fois terminal et routeur, et il doit éhanger ave d'autres n÷uds non seulementSeurity mehanisms for ad ho routing protools



vidu tra� d'appliations, mais aussi des messages pour le ontr�le de réseau et duroutage. De plus, le hangement de topologie, le partitionnement de réseau, le tauxélevé d'erreur de transmission, interférenes et ollisions, la limite de bande passanteet d'énergie sont des problèmes à onsidérer dans la oneption de protooles deroutage pour les réseaux ad ho.Besoins de séurité du routage ad hoLa séurité est un sujet important à traiter, surtout pour les appliations de MANETdites sensibles à la séurité (par exemple une appliation du type hamp de bataille).E�etivement, les réseaux ad ho indépendants sont onnus pour leur manqued'organisation, de planning et de on�guration, don ils sont généralement on-sidérés di�iles à séuriser.Nous avons déjà signalé que le routage ad ho est très di�érent de elui des réseauxtraditionnels. Il en est de même pour sa séurité. Conrètement, pour séuriserle routage dans un réseau traditionnel, il est su�sant de protéger et d'authenti�erles routeurs dédiés (sous l'hypothèse que les n÷uds expéditeurs et destinatairessont bienveillants), mais pour assurer la séurité du routage dans un réseau adho, haun des n÷uds doit non seulement prendre la responsabilité de ses propresomportements mais aussi véri�er les omportements des autres n÷uds.Le travail réalisé dans le adre de ette thèse se foalise sur la séurité du routagead ho. Nous allons dans un premier temps disuter les raisons pour lesquelles lesméanismes de séurité onçus pour les réseaux traditionnels (�laires et ellulaires)ne sont pas adaptés aux réseaux ad ho, et les nouveaux besoins de la séurité duroutage ad ho :Raison 1 : n÷uds ompromis. Les n÷uds dans un MANET sont plus failes àompromettre que eux dans un réseau traditionnel, pare qu'ils sont de naturemobile et sans-�l don physiquement plus petits et plus failes à déplaer et àattaquer. De plus, pare qu'ils peuvent éventuellement entrer et/ou sortir duréseau de temps à autre, et que les réseaux ad ho peuvent être divisés et/oufusionnés, les attaquants auront plus de hanes d'attaquer (ompromettre)des n÷uds sans être aperçus.Malheureusement, il y a quelques attaques très sophistiquées, par exemple lesattaques de type �wormhole� où des n÷uds ompromis attaquent en oopérant,qui ne peuvent être ommises que par des n÷uds ompromis et sont di�ilesà éviter.Nouveau besoin : pare que les n÷uds ompromis ne peuvent pas être dé-tetés par simple authenti�ation, e problème ne peut pas être résolu parl'utilisation de ryptographie. Don, nous devons onsidérer spéialementd'autres solutions pour e problème.Raison 2 : faible apaité, ou n÷uds hétérogènes. La apaité souvent lim-itée des n÷uds et l'utilisation de batteries pour l'alimentation des équipementsSeurity mehanisms for ad ho routing protools



Résumé viisont aussi des faiblesses des réseaux ad ho. Les n÷uds ad ho peuvent ainsiavoir une durée de vie limitée. De plus, pour gagner plus de ressoures, desn÷uds peuvent aussi être �gourmands�, par exemple vouloir gagner plus debande passante.Nouveau besoin : puisqu'ils ont été plut�t désignés pour les n÷uds physique-ment plus forts, les méanismes de séurité des réseaux traditionnels sont in-adaptés à l'environnement des réseaux ad ho. Les MANETs ont don besoinde nouvelles solutions de séurité qui doivent être éonomes en terme de puis-sane de alul, de onsommation d'énergie et de la harge (�overhead�) dutra�. En outre, es nouveaux méanismes doivent aussi être équitables auniveau de l'utilisation de ressoures du réseau.Raison 3 : manque de oopération. Pare que les n÷uds dans un réseau adho ont tendane à être égoïstes à ause du manque de ressoure, nous devonsassurer la oopération entre eux. Malheureusement, il est di�ile de déteterdes n÷uds égoïstes : les n÷uds peuvent tout simplement être silenieux et/ourefuser de transférer les données. Quand de tels n÷uds sont nombreux dans leréseau, la disponibilité du servie de routage est atteinte.Nouveau besoin : normalement, le problème d'égoïsme n'existe pas dansles réseaux traditionnels où les n÷uds ne dépendent pas des autres mais se re-posent sur les routeurs dédiés pour assurer la fontionnalité du routage. Don,de nouveaux méanismes doivent être désignés pour garantir la oopération desn÷uds dans des réseaux ad ho.Raison 4 : manque d'organisation. Le manque d'organisation in�uene elle aussila séurité des MANETs. Pare qu'un n÷ud n'a pas forément de onnaissanesur les autres lors de la montée du réseau, la on�ane a-priori peut ne pasexister. De plus, pare qu'il n'y a pas forément de serveur entral, la dis-tribution et la gestion (surtout la révoation) de lés peuvent être di�iles àréaliser. D'autre part, à ause de la dynamiité du réseau, il n'est pas failede gérer l'adhésion des membres du réseau. Tous es problèmes génèrent desérieuses di�ultés pour la séurité du routage ad ho.Nouveau besoin : les solutions de séurité pour les réseaux traditionnelss'appuient souvent sur des relations de on�ane préalablement établies ou desautorités de on�ane à tieres. Elles utilisent les primitives ryptographiquessymétriques et/ou asymétriques pour authenti�er les n÷uds et séuriser leséhanges de données. A�n d'utiliser es moyens ryptographiques dans lesMANETs, nous devons étudier omment établir des autorités de on�aneet/ou des relations de on�ane entre les n÷uds sans l'aide d'auune infras-truture.Raison 5 : mobilité. La mobilité des n÷uds rend la topologie des MANETs in-stable. Il n'est don pas faile pour un n÷ud de onnaître orretement sonvoisinage et la topologie du réseau. Les attaquants peuvent ainsi forger etdi�user des fausses informations de topologie pour réaliser leurs attaques. ParSeurity mehanisms for ad ho routing protools



viii e moyen, un protoole de routage ad ho non-séurisé peut failement êtreattaqué. De plus, la mobilité des attaquants peut aussi les rendre plus di�ilesà déteter ou loaliser.Nouveau besoin : il n'y a pas autant de mobilité dans les réseaux �laires.De plus, dans les réseaux ellulaires e sont des infrastrutures qui gèrent lamobilité. Don, des protooles de routage apables de déouvrir orretementla topologie du réseau même sous attaques doivent être onçus spéialementpour les MANETs.Raison 6 : interfae sans-�l (radio). L'interfae sans-�l (dans la plus part desas l'interfae radio) des n÷uds pose aussi des problèmes dans le routage adho. À ause de la nature de radio en transmission qui est la di�usion, haquepaquet émit dans le réseau, que e soit en uniast ou en di�usion, pourrait êtrereçu par tout voisin de son émetteur. De plus, le problème des n÷uds ahés,où deux émetteurs qui ne peuvent pas entendre l'un à l'autre envoient à unmême réepteur en même temps, peut auser ollisions. En outre, le problèmede n÷ud exposé, où les n÷uds dans la portée d'un émetteur d'une sessionen ours sont interdits d'émettre, peut gaspiller la bande passante du réseau.D'autres problèmes tels que les pertes de paquets, l'atténuation de signal, et.,existent aussi dans les réseaux ad ho à ause de l'interfae sans-�l.Nouveau besoin : pare que les solutions traditionnelles exigent souventun éhange �able de messages, elles sont souvent non adaptées aux réseaux adho. Les MANETs ont besoin de méanismes tolèrant aux fautes et ayant unfaible suroût.Dans la présente thèse, nous traitons en priorité des problèmes de séurité ausés parles n÷uds ompromis et l'impat de méanismes de séurité sur la performane duroutage ad ho. Nous prenons aussi des problèmes générés par la mobilité, l'égoïsmeet la manque d'organisation en onsidération. Les problèmes ausés par l'interfaeradio sont laissées pour les travaux futurs.MotivationsA�n d'étudier systématiquement la séurité du routage ad ho, nous devons d'abordavoir une vue globale sur ses vulnérabilités. Atuellement, il y a déjà quelquestravaux existants qui ont lassi�é les attaques des réseaux ad ho, et beauoupd'autres travaux ont étudié les attaques ontre ertain(s) protoole(s) de routagespéi�que(s). Quant à nous, nous pensons qu'il est néessaire de trouver une méth-ode d'analyse systématique apable d'analyser les vulnérabilités du routage ad hobasées sur une vue générique des protooles de routage ad ho. D'ailleurs, nousdevons aussi déterminer les vulnérabilités que nous allons traiter dans ette disser-tation.Et puis, après avoir analysé les vulnérabilités, nous devons ensuite étudier les solu-tions proposées pour la séurité du routage ad ho. Ayant onstaté que beauoup deSeurity mehanisms for ad ho routing protools



Résumé ixprotooles séurisés et de méanismes de séurité pour les protooles existants ontété suggérés, nous examinons partiulièrement les méanismes de séurité fréquem-ment utilisés. Par exemple, le wathdog où les n÷uds observent les omportementsde leurs voisins a�n d'identi�er des attaquants.Ave le wathdog, théoriquement toutes les opérations de tous les n÷uds sont susep-tibles d'être prises en ompte dans la détetion des attaquants. Il est don importantde ne pas se tromper dans l'authenti�ation1 des attaquants. Or, les protooles ex-istants utilisant wathdog ne résolvent pas e problème pour une raison simple : ilserait trop oûteux de tout authenti�er. Nous voulons résoudre e problème dansette thèse, tout en améliorant la onsommation de stokage dans le wathdog.En outre, ertaines études ont montré que, pare que les protooles de routage réa-tifs génèrent moins de tra� de ontr�le et peuvent gérer la mobilité d'une façon pluse�ae que les protooles de routage proatifs, ils sont mieux situés pour réaliserle routage ad ho. Ainsi, nous ommençons par étudier es protooles. Nous on-sidérons que la ryptographie à elle seule n'est pas su�sante pour lutter ontrebeauoup de problèmes de séurité ausés notamment par les n÷uds ompromis.Par onséquent, nous utilisons un méanisme supplémentaire, en l'ourrene unsystème de réputation, pour isoler les n÷uds ompromis du routage.Finalement, nous étudions aussi dans le routage proatif des MANETs, pare qu'ilest très utile pour des sénarios et des appliations qui ont besoin d'un ourt délaide routage. Le dé� ii est de trouver des méthodes qui peuvent limiter la harge duréseau tout en séurisant la topologie. Or, nous onstatons que ertains méanismesde séurité réemment proposés pour les protooles proatifs peuvent dégrader laperformane du routage ad ho. Par onséquent, nous voulons alléger ertains dees protooles sans pour autant baisser leur niveau de séurité.ContributionsLes vulnérabilités des réseaux ad ho ont d'abord été analysées par une lassi�ationdes attaques trouvées dans la littérature. Pour ela, nous avons utilisé le modèlede �l'arbre d'attaques� qui peut lassi�er les attaques en fontion de leur(s) obje-tif(s). Un arbre d'attaques est omposé d'un objetif d'attaque ommun (la rainede l'arbre), quelques sous-objetifs d'attaque (les branhes de l'arbre) et �nalementdes méanismes d'attaques (les feuilles de l'arbre). Cette méthode d'analyse présentedeux avantages : premièrement, si nous voulons ontrer un objetif d'attaque donné,il su�t de ontrer toutes les attaques listées sous le sous-arbre de et objetif; deux-ièmement, pour onnaître les vulnérabilités d'un protoole de routage, il est su�santd'instanier l'arbre par e protoole.Ensuite, nous avons proposé un shéma de wathdog séurisé que l'on l'appelleSWAN pour �Seured Wathdog for Ad ho Networks�. Ce méanisme garantitl'authenti�ation dans la supervision de wathdog en utilisant un shéma d'authenti�ationsur la di�usion des messages. De plus, il fournit à wathdog un shéma e�ae de1Ii, l'authenti�ation est utilisée pour assoier les omportements à leurs auteurs origines.Seurity mehanisms for ad ho routing protools



xgestion de stokage sans pour autant diminuer l'e�aité de détetion de mau-vais omportements du dernier. Dans SWAN, haun des n÷uds doit posséder uneadresse temporaire basée sur une haîne de hahage. Cei permet d'une manièretrès simple et peu oûteuse de garantir l'authenti�ation des messages de ontr�leet de données auprès des n÷uds observant. Le oût du SWAN au niveau de stokageet de alul a aussi été étudié.Par la suite, un protoole de routage séurisé intégrant un modèle de on�ane aété proposé et nommé TRP pour �Trust-based Routing Protool�. Ce protooleest basé sur DSR [JMH04℄ (pour �Dynami Soure Routing protool�) qui est unprotoole de routage réatif. Le but prinipal de TRP est d'exlure les n÷udsmaliieux du proessus de routage. De plus, la partiularité de TRP, par rapportaux autres protooles similaires omme CORE [MM02℄ et CONFIDANT [BB02b℄qui utilisent eux aussi un modèle de on�ane, est qu'il permet d'éhanger des valeursde on�ane dans des messages de ontr�le de routage tout en évitant les attaquesde type blakmail2. Cette partiularité peut ontribuer à réduire la harge du réseauausée par les éhanges de valeurs de on�ane. De plus, le oût de la séurisationd'éhange de on�ane est diminué pare qu'il est désormais possible de protéger àla fois les messages de ontr�le de routage et les éhanges de on�ane.Par rapport aux protooles de routage réatifs, les protooles proatifs semblentplus di�iles à séuriser ar leur quantité d'informations à séuriser est plus impor-tante. Cependant, ils ont un prinipal atout qui est que les n÷uds onnaissent enpermanene la topologie du réseau entier grâe à l'éhange permanent de messagesde ontr�le entre les n÷uds. Nous avons hoisi de séuriser le protoole proatifOLSR (pour �Optimized Link State Routing protoole�) [CJ03℄. OLSR ontient uneamélioration importante par rapport aux protooles de type état de lien tradition-nels qui est l'utilisation de MPR (pour �MultiPoint Relay�) (voir page xii pour plusde détails). Nous développons dans ette thèse deux méanismes à faible oût, re-spetivement HPLS pour �Hash Proved Link State� et TCSe pour �Seuring TC�,a�n d'empêher les informations de routage forgées d'être aeptées par les n÷udsbienveillants d'un réseau utilisant OLSR. L'idée prinipale de HPLS et de TCSe estl'utilisation d'informations supplémentaires (redondantes) a�n de véri�er la validitédes informations de routage.Dans le reste de e résumé, on va d'abord présenter les notations. Ensuite, nousallons développer un état de l'art analysant des solutions existantes de la séurisationdu routage ad ho. Par la suite, nous proposons nos propres solutions dont SWAN,TRP, HPLS et TCSe. Finalement, le résumé termine ave une onlusion quipropose des onsidérations pour onevoir un nouveau protoole de routage ad hoséurisé dès le départ, et quelques perspetives dégagées par les travaux de ettethèse.
2Les attaques de type �blakmail� onsistent à faire baisser les réputations des n÷uds bienveil-lants par l'annone de mauvaises reommandations ontre es n÷uds.Seurity mehanisms for ad ho routing protools



Résumé xiNotationDans ette setion, nous listons, dans l'ordre de leur apparition, les notations quisont utilisées dans le présent résumé.Notation Signi�ation
A, B n÷uds
S n÷ud soure
D n÷ud destination
X n÷ud maliieux ou égoïste
M message/paquet
MF ix partie �xe du message M
MV ar partie variable du message M
a valeur
key lé
hkey(a) résultat de hahage de a en utilisant la lé keyh(a) résultat de hahage de a sans lé
α, β paramètres du modèle de on�ane de TRP
HC élément de hahage utilisé dans HPLS
i intervalle
Routage dans les réseaux ad hoDans le début des années soixante-dix, les réseaux ad ho ont été premièrementinventés et étudiés pour les usages militaires. Depuis, leurs appliations ont étélargement étendues. Aujourd'hui, plusieurs standards ont été dé�nis, omme parexemple 802.11 (aussi appelé Wi-Fi pour �Wireless Fidelity�) au mode sans infras-truture, Bluetooth et HiperLAN.Par ailleurs, beauoup de protooles de routage ont aussi été dé�nis par des herheurs.Ils peuvent être lassi�és dans trois atégories :réatif les n÷uds éhangent les informations de routage seulement quand il y a unbesoin de déouverte de route.proatif les n÷uds éhangent entre eux des informations de routage en permanenea�n que toutes les routes soient disponibles à tout moment.hybride un mélange des deux premiers types de protoole.Dans la suite, nous allons introduire brièvement les deux protooles de routage adho, respetivement DSR (réatif) et OLSR (proatif), que nous allons séuriserdans ette thèse.Seurity mehanisms for ad ho routing protools



xiiDSR (Dynami Soure Routing protool)DSR [JMH04℄ est un protoole de routage ad ho réatif utilisant l'algorithmeroutage par la soure. Trois prinipaux types de message de ontr�le de routagesont dé�nis dans DSR : RREQ pour �Route REQuest�, RREP pour �Route REPly�,et RERR pour �Route ERRor�. Pour qu'un n÷ud soure S envoie un paquet àun n÷ud destinataire D, S herhe d'abord dans son ahe de routes s'il y a uneroute disponible pour D. Si oui, S envoie le paquet en utilisant la route trouvée.Sinon, S di�use un paquet RREQ pour herher une route vers D. Chaque n÷udqui reçoit pour la première fois le RREQ et n'ayant pas de route vers D doit leredi�user en rajoutant son identité dans la route de soure du paquet. Par ontre,en reevant le RREQ, D ou un autre n÷ud ayant une route vers D peut renvoyer unpaquet RREP vers S délarant la route trouvée (en utilisant la route umulée dansla route de soure du RREQ). Ainsi, S reçoit une route vers D en reevant haqueRREP. Ensuite, S peut utiliser les routes ainsi reçues pour envoyer son paquet. Deplus, S va aussi sauvegarder es routes dans son ahe de routes. Si une route n'estplus valide lorsque qu'elle est utilisée pour une transmission de �ux de données, unpaquet RERR serait envoyé à S par le n÷ud en amont du lien assé, pour que Shange de route ou lane un nouveau proessus de reherhe de route.OLSR (Optimized Link State Routing protool)OLSR [CJ03℄ est un protoole de routage ad ho proatif basé sur l'algorithme étatde lien. La tehnique lef de e protoole est appelée MPR pour �MultiPoint Relay�.Un MPR est un n÷ud hoisi par son voisin pour transférer les messages de di�usionde e dernier. Ainsi, au lieu que tous les voisins redi�usent les messages de di�usion,dans OLSR il n'y a que les MPRs qui vont les redi�user. Cette amélioration peutlargement ontribuer à réduire la harge du réseau par rapport aux protooles deroutage du type état de lien traditionnels. Une deuxième amélioration aussi reliéeà MPR est que le nombre de messages délarant les états de lien est diminué, parequ'il n'y a que les n÷uds qui ont été hoisis omme MPR les envoient. Une troisièmeamélioration est qu'un n÷ud MPR délare seulement les liens ave ses séleteurs.Analyse de vulnérabilités du routage ad hoLes réseaux ad ho sont exposés à un grand nombre de vulnérabilités, surtout auniveau routage. Étudier les vulnérabilités dans la ouhe réseau des MANETs peutnous permettre de reonnaître toutes les attaques à éviter, a�n d'établir un environ-nement séurisé qui satisfait les besoins de séurité de haune des appliations deMANETs.Il y en a déjà ertains travaux existants. Par exemple, le travail dans [HJP02℄Seurity mehanisms for ad ho routing protools
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Figure 1: Arbre d'attaques (objetifs)lassi�e les attaques dans les réseaux ad ho en utilisant deux paramètres : le nom-bre d'attaquants oopérants internes (ompromis) et le nombre total d'attaquantsoopérants. Cette lassi�ation peut montrer le pouvoir des attaquants en fontionde leur nombre et de leur état de oopération.Plus prohe de notre modèle, un arbre d'attaques a été présenté dans [MM04℄. Cetravail distingue d'abord les attaques passives et les attaques atives. Ensuite, lesattaques atives sont lassi�ées en fontion de leur niveau d'ation par rapport auxsept ouhes du modèle ISO.Toutefois, nous onstatons que les lassi�ations existantes n'adressent pas toutesles vulnérabilités du routage ad ho. De plus, leur modélisation n'est pas orientéesuivant les objetifs de l'attaquant. Don, nous réalisons une lassi�ation plusomplète basée sur une vue générique des protooles de routage ad ho qui inlutle plus possible de vulnérabilités (à noter que nous ne travaillons que sur le niveauroutage).Un arbre d'attaque est de e fait onstruit omme montré dans la �gure i-dessus.À noté qu'en raison de manque d'espae et à ause de la omplexité de l'arbre, iinous ne montrons pas l'arbre omplet, mais seulement les branhes de l'arbre (desobjetifs d'attaques). Les leteurs intéressés sont invités à lire le hapitre 2 de lathèse pour onnaître les méanismes d'attaques sous haque branhe.Les objetifs prinipaux des omportements maliieux que nous avons onstatéssont : la révélation d'informations de routage, la révélation de données, l'égoïsme,la dégradation de performane, la modi�ation de topologie, et la non-exlusionde n÷uds maliieux. Sous la branhe �dégradation de performane�, les trois sous-Seurity mehanisms for ad ho routing protools



xivobjetifs sont les suivants : le rejet de tra�, l'ajout de tra� et l'augmentation dedélai de transmission. Et puis, sous la branhe �modi�ation de topologie�, il existequatre sous-objetifs : l'exlusion de n÷uds bienveillants, l'ajout de n÷uds illégaux,l'invalidation de routes/liens existants, et la réation de routes/liens forgés.Cet arbre peut être instanié pour un protoole de routage existant ou nouveau, a�nde montrer les vulnérabilités du protoole. Par exemple, la �gure dans la page xvmontre l'arbre d'attaques du protoole DSR. En analysant es arbres, les attaquesimportantes à ontrer sous haque objetif peuvent être mises en lumière. Ainsi, lasûreté d'un version séurisée de DSR ou OLSR. De plus, nous montrons aussi danses arbres les attaques onsidérées ou à ignorer dans ette thèse.État de l'art de la séurité du routage ad hoBeauoup de travaux et d'e�orts ont été onsentis pendant es dernières annéespour la séurité des réseaux ad ho. Ces travaux peuvent être lassi�és dans les troisatégories suivantes : la séurisation du routage, la gestion des lés et le renforementde la oopération.Gestion de lésLes solutions traditionnelles de gestion de lés ont dû trouver leur adaptation vis-à-vis des réseaux ad ho, parfois en utilisant de nouvelles tehnologies. Par exemple,a�n de pouvoir utiliser PKI (pour �Publi Key Infrastruture�) dans MANET, er-tains travaux [ZH99, ZSvR02, KZL+01, LL00, Sho00℄ ont employé la ryptographieà seuil ; le PGP (pour �Pretty Great Privay�) a été entièrement distribué pour lesMANETs par [HBC01℄ en utilisant un ahe de routes par n÷ud ; a�n de supprimertotalement la dépendane aux serveurs de erti�ats (en anglais �Certi�ate Author-ity�), la ryptographie basée sur l'identité [BF01℄ et l'adresse basée sur ryptographie[MC02℄ ont été proposées.En outre, pour établir une lé symétrique à l'éhelle d'un réseau, une variante deDi�e-Hellman appelée �hyberube protool� est dérite dans [AG00℄ ; et les grandsréseaux hiérarhisés peuvent adopter la solution proposée dans [BHBR01℄.Pour avoir des lés symétriques haune partagée par un ensemble de n÷uds, destehniques omme la pré-distribution de lés [CPS03, Cha04, EG02℄, le �Resurret-ing dukling� [SA99, Sta01℄ et l'identi�ation démonstrative [BSSW02℄ sont dessolutions potentielles.De plus, il y a aussi d'autres tehniques sur l'utilisation de lés omme haîne dehahage [Lam81℄, TESLA et µTESLA [PCSJ01, PCJS00℄, et IDHC [Mi04℄ ; et�nalement l'établissement d'assoiation de séurité peut aussi être failité par leroutage [BEGA02℄ ou par la mobilité [CHB03℄.Seurity mehanisms for ad ho routing protools
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Figure 2: Arbre d'attaques de DSR
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xviSéurisation du routagePour séuriser le routage, les objetifs suivants ont été identi�és : les routes peu-vent être trouvées si elles existent (la disponibilité) ; une route en fontion doitau moins exister (l'exatitude) ; une route en fontion ne ontient pas d'attaquantou ne ontient que des attaquants tolérables (la sûreté) ; les méanismes de séu-rité pour le routage ne doivent pas être trop lourds (l'e�aité de ressoures) ; leroutage sera stable en présene éventuel d'attaques non-ontrées (la stabilité) ; etles données doivent être livrées orretement jusqu'à leurs destinations. Conrète-ment, es exigenes peuvent être ramenées à l'authenti�ation et l'identi�ationdes n÷uds, l'intégrité et l'authentiité des informations de routage, et l'intégrité,l'authenti�ation et la on�dentialité des données.Les propositions représentatives des protooles de routage proatif séurisés sont parexemple [PH03, RACM04, HJP02℄, et elles pour le routage réatif sont par exemple[PZ03, PH02, HPJ02, ZA02, SDL+02, CY02, YNK02℄. Il est généralement onsidéréque les protooles du routage réatifs sont moins lourds en terme d'éhange demessages que leurs homologues proatifs, et don qu'ils sont plus failes à séuriser.Renforement de oopérationConernant le renforement de la oopération, il existe grosso modo trois sortes desolutions : les solutions basées sur un système de réputation, les solutions baséessur un modèle de �miro-payement�, et les autres solutions.Pour la première atégorie, CORE [MM02℄ et CONFIDANT [BB02b℄ sont deuxpropositions représentatives. Ces deux protooles utilisent tous un module de typewathdog. Par ailleurs, CORE est validé par simulation et aussi par une modélisationen théorie de jeux ; CONFIDANT a deux versions dont la première suit le modèle dePGP en divisant les on�anes en quatre niveaux et la deuxième suit le modèle debayesian en séparant les niveaux de on�ane sur les omportements et les niveauxde on�ane sur les reommandations.Les solutions basées sur le miro payement [ZCY03, BH01℄ suivent le prinipe suiv-ant : les n÷uds qui pro�tent du réseau (émetteurs et/ou réepteurs) payent lesn÷uds �fournisseurs de servies� (n÷uds intermédiaires). De ette façon, tout n÷uddoit servir les autres pour être servi lui-même.Une autre solution [YML02℄ onsiste à utiliser la ryptographie à seuil a�n d'exlureolletivement les n÷uds égoïstes. De plus, [JAA04℄ exige qu'un n÷ud intermédiaire(lui même aussi surveillé par ses propres voisins) hange de route s'il juge que le n÷udà qui il transfère des données est égoïste.
Seurity mehanisms for ad ho routing protools



Résumé xviiDisussionLes solutions proposées pour la gestion de lés fournissent les primitives ryp-tographiques et les relations de on�ane aux n÷uds et aux autres méanismesde séurité du routage ad ho. Quelques méthodes originales ont été utilisées pouradopter les solutions existantes aux MANETs. Néanmoins, les herheurs sont tou-jours troublés par le problème ultime d'établir un shéma de lés sans infrastrutureni on�ane a-priori.Les solutions proposées pour le routage séurisé sont essentiellement des utilisationsdes primitives ryptographiques dans les messages de routage ad ho. Grâe à esméanismes, les n÷uds peuvent être authenti�és, l'intégrité et la on�dentialité desinformations peuvent être assurées, et la plus part des attaques visant à exploiterles vulnérabilités du routage ad ho peuvent être évitées. Toutefois, plusieurs de essolutions impliquent un suroût exessif de alule et d'éhange de données, qui estnon-souhaitable pour les réseaux ad ho à faible apaité.D'autre part, le renforement de la oopération est aussi apital pour les MANETsar les n÷uds ad ho ayant tendane naturellement à être égoïstes à ause de leurfaible apaité. Une des solutions est d'employer un modèle de on�ane pour quan-ti�er le niveau de oopération de haun des n÷uds, et une des questions importantesà se poser est l'utilisation de reommandations qui ne sont pas toujours �ables danses modèles.Dans la suite, nous traitons d'abord le problème d'authenti�ation par les méan-ismes de type wathdog. Ce problème est ignoré par les propositions existantes quifont l'hypothèse que les identités des n÷uds soivent toujours unique et exat. Nousproposons une solution pour supprimer ette hypothèse et aussi pour diminuer laonsommation de stokage.Ensuite, nous ré�éhissons sur la possibilité d'intégrer un système de on�ane di-retement dans le routage. C'est-à-dire, les messages de on�ane sont éhangésdurant les éhanges d'informations de routage, et les deux types d'éhanges sontséurisés en même temps. De ette manière, nous pouvons éviter dans la plupart deas les attaques de type blakmail.Le dernier problème que l'on traite dans ette thèse est la séurité dans le protooleproatif OLSR. Nous proposons deux solutions légères qui renforent la séuritéd'OLSR.SWAN (Seured Wathdog for Ad ho Net-works)Nous proposons un shéma d'authenti�ation pour le méanisme wathdog a�n degarantir que les identités des n÷uds ad ho soient unique et exat dans des protoolestels que CORE et CONFIDANT. Le proessus de wathdog est illustré par la �gure 3où A peut omparer les paquets 1 et 2 pour reherher les éventuelles anomalies selonSeurity mehanisms for ad ho routing protools
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Figure 3: Méanisme de wathdoglesquelles A peut évaluer sa réputation sur B. Par onséquent, il est néessaire quel'identité de B soit unspoofable et unforgeable, et que le besoin de stokage (pourstoker les paquets à observer) du n÷ud observant A soit non-exessif.Le méanisme SWAN pour "Seured Wathdog for Ad ho Networks" regroupe lesaratéristiques des deux méanismes existants : SUCV [MC02℄ et TESLA [PCSJ01℄.Ses prinipaux avantages sont, premièrement, que l'on peut authenti�er un grandnombre de paquets ave un faible oût, deuxièmement, il n'est pas néessaire d'avoirun serveur. Cependant, notre shéma a un désavantage important : il tolère desadresses �tives.Figure 4 illustre un exemple d'utilisation de SWAN. Le temps du réseau est diviséen plusieurs intervalles. Chaque n÷ud possède une haîne de hahage et va utiliserun élément de la haîne omme lé pour authenti�er ses messages envoyés durantun intervalle. L'élément sera ensuite révélé durant le prohain intervalle, et le n÷udobservant peut ainsi véri�er l'authenti�ation de l'émetteur et l'intégrité du paquet.L'éonomie de stokage est réalisée par la distintion des parties �xe MF ix et variable
MV ar d'un paquet M et l'ajout d'un hamp supplémentaire hkey(h(MF ix)|MV ar) aupaquet, où key est la lé utilisée pour l'authenti�ation.TRP (Trust-based Routing Protool)Le protoole de routage basé sur on�ane (TRP pour �Trust-based Routing Proto-ol�) [XLB04℄ est notre proposition de protoole séurisé basé sur DSR. Il séuriseles deux phases du routage : la déouverte de topologie et l'aheminement des don-nées, et détete les deux sortes de omportements anormaux : ates égoïstes et atesmaliieux. La fxigure 5 nous montre les modules de TRP : un wathdog est utilisépour alimenter les éhanges de réputations qui sont intégrées dans les messages deroutage a�n de mieux réaliser les hoix de route.Figure 6 nous explique les trois types de on�ane utilisés dans TRP, respetivementCon�ane Direte (CD), Con�ane Indirete (CI) et Con�ane sur Route (CR). Unsystème de réputation alimenté par des �observations sur routes� est adopté pouraider aux n÷uds soures dans leurs hoix de routes. Dans TRP, les observationsSeurity mehanisms for ad ho routing protools
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Figure 4: Exemple de SWAN
Integré

Watchdog
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Figure 5: Modules de TRPdiretes sont toujours prioritaires par rapport aux reommandations qui sont util-isées seulement en absene d'observation direte. De plus, les reommandations nedoivent pas être utilisées diretement non plus : elles devraient d'abord passer parun alul de �on�ane indirete�. Finalement, les reommandations ne sont jamaisenregistrées pour un temps long, ar elles ne sont utilisables que pour le hoix de laroute atuelle. Toutes es mesures y ompris la protetion de l'intégrité des paquetsnous permettent d'éviter les attaques de type �blakmail�. A�n de hoisir une bonneroute, un n÷ud soure prend normalement une route ayant une valeur de CR élevée.Le protoole suppose qu'il existe entre haque ouple d'émetteur et réepteur aumoins une route qui ne ontient pas d'attaquant, et l'objetif du TRP est bien de latrouver pour aheminer des données. C�té ryptographie, on fait l'hypothèse qu'unelé est pré-partagée entre haque soure et sa destination. Le shéma de routage estdon similaire à SRP [PH02℄. De plus, au fur et à mesure durant la propagationdes RREQ, des valeurs de on�ane se umulent. Finalement es valeurs vont êtreSeurity mehanisms for ad ho routing protools
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Figure 6: Relations de on�ane dans le protoole TRPrenvoyées à la soure pour l'aider à hoisir une route séurisée. La lé partagée sertà protéger l'intégrité de toutes les informations transmises dans les RREP. Cetteproédure est expliquée dans �gure 7.Une di�érene importante entre TRP et CORE ou CONFIDANT est que nos éhangesde valeurs de on�ane sont intégrés dans les messages de ontr�le de routage. Cettemesure permet de réduire la harge du réseau ausée par es éhanges, et en plus deprotéger es éhanges en même temps qu'on protège les messages de routage.TRP+TRP+ est une amélioration de TRP. TRP n'utilise que les relations de on�anedans un seul sens sur haque route, alors que TRP+ utilise les valeurs de on�anesdans les deux sens. Sahant que le sens de véri�ation rajouté est aussi le sens desdonnées à aheminer, ette modi�ation fait que TRP+ est plus e�ae en repérantet en exluant les n÷uds maliieux ou égoïstes sur une route. La partiularité deTRP+ par rapport TRP est illustré dans la �gure 8, et nous pouvons trouver laomparaison de performane entre TRP et TRP+ dans la �gure 9.
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Figure 7: Illustration du protoole TRP

Figure 8: TRP+ par rapport au TRP
Seurity mehanisms for ad ho routing protools
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Figure 9: Résultats de simulations de TRPTRPS (TRP ave SWAN)Comme SWAN est appliable au wathdog, il est aussi appliable sur TRP. Nousl'avons don intégré dans TRP, et avons ainsi réé un nouveau protoole TRPSpour �TRP ave SWAN�. Nos simulations montrent que TRPS réduit le besoin destokage de TRP et est plus séurisé ontre les attaques d'usurpation d'identité.Résultats de simulationLes simulations ont été e�etuées sous NS-2 en utilisant la librairie d'OpenSSL pourla ryptographie. L'implémentation de TRP a été réalisée à partir de l'implémentationde DSR.Le réseau a une taille de 700m*700m et omprend 25 n÷uds dont un n÷ud malveil-lant. Le omportement implémenté pour e dernier est le suivant : il modi�e lesdonnées ou les en-têtes quand il les transfère, et, de plus, il n'envoie jamais demessage RERR.Trois sénarios de mobilité basés sur le modèle �random way-point� ont été testés :
• faible mobilité - temps d'arrêt de 100 seondes et vitesse maximale de 2 m/s,
• mobilité moyenne - temps d'arrêt de 20 seondes et vitesse maximale de 5 m/s,Seurity mehanisms for ad ho routing protools
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• mobilité forte - temps d'arrêt de 5 seondes et vitesse maximale de 20 ms.L'appliation onsidérée est FTP et les �ux sont de type CBR. Un sénario detra� est généré aléatoirement, les tests étant e�etués ave 22 onnexions et haqueonnexion ayant au maximum 2000 paquets à envoyer et un taux d'envoi à 2pqts/s.La taille du tampon �promisuous� est de 30 entrées. En�n, en e qui onerne lealul des valeurs de on�ane, nous avons onsidéré les deux paramètres de TRP

α = 0.75 et β = 10.Les simulations ont été réalisées pour TRP, TRP+ ainsi que pour TRPS.Les résultats de simulation nous montrent que :
• TRPS peut séuriser le wathdog : en simulant ertains attaquants qui at-taquent ave l'usurpation d'identité, on onstate que TRPS peut éviter jusqu'àun ertain degré que les mauvaises réputations soient a�etées au n÷uds bi-enveillants.
• dans TRP la moyenne des valeurs de on�ane direte sur l'attaquant diminuee�etivement ave le temps, quel que soit le type de mobilité ; et puis, pourhaque sénario de mobilité, le nombre d'attaques réussies se stabilise lorsqueTRP est implémenté, les résultats étant légèrement améliorés dans le as deTRP+ ; en outre, omme on pouvait le prévoir, plus la mobilité est forte, plusTRP est e�ae : un hangement fréquent de topologie du réseau augmente laprobabilité qu'un n÷ud soit dans le voisinage de l'attaquant et puisse l'observeret ainsi le déteter.
• �té performane, la longueur moyenne des routes n'augmente pas ; en termede ommuniation, auun nouveau message n'est ajouté, seule la taille desmessages RREQ et RREP augmente légèrement du fait de l'ajout des en-têtes ; ependant la harge de routage (le nombre total de paquets de routageémis pendant la simulation) augmente de manière non négligeable par rapportà DSR (ela provient prinipalement du fait que ertaines optimisations deDSR ont été supprimées dans TRP, et il devient néessaire de rafraîhir leahe plus fréquemment) ; onernant le délai de bout-en-bout ('est-à-direle temps éoulé entre le moment où le message est réé au niveau appliatifet le moment où il est délivré à la destination), nous n'avons pas observé dedi�érene signi�ative ave DSR ; �nalement, les aluls réalisés pour assurerl'intégrité des messages de routage et évaluer les valeurs de on�ane sontrelativement simples, et le délai induit par leur oût est négligeable.

Séurisation d'OLSRPour séuriser le protoole OLSR, quelques solutions ont été proposées [WHiKlS05,WlSiK05, HHF05, ACL+05℄, notamment une approhe appelée ADVSIG (pour �AD-Vaned SIGnature�) [RACM04℄. Néanmoins, à ause de la quantité importanteSeurity mehanisms for ad ho routing protools
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H2(asym A −> B, h(h(H1) | B))

A B

H1(empty)

H3(sym B <−> A)Figure 10: Exemple d'ADVSIG+d'informations à séuriser, es solutions sont soit inomplètes puisqu'elles traitentseulement une partie des problèmes de séurité, soit trop lourdes en terme de lesurharge de messages de ontr�le et/ou de alul ryptographique.ADVSIG+Il existe une faille de séurité dans l'ADVSIG : ADVSIG peut on�rmer un fauxétat de lien de type �asymétrique�. Ainsi, un attaquant peut avoir la hane de réerun lien symétrique �tif alors que e lien est seulement asymétrique. Cette attaquepeut in�uener temporairement les hoix des n÷uds MPR don ertains tableauxde routage.ADVSIG+ est une variation d'ADVSIG que nous proposons pour améliorer la séu-rité d'ADVSIG. La �gure 10 nous montre l'idée d'ADVSIG+. La di�érene parrapport à ADVSIG est que nous rajoutons un hamp supplémentaire pour on-�rmer un état asymétrique, et que e hamp dépend du préédent message H1 et del'identité de n÷ud qui envoie le message H2. Par onséquent, un attaquant n'ayantpas reçu le message H1 ne peut plus forger un message H2 omme dans ADVSIG.HPLS (Hash Proved Link State)Nous avons proposé une approhe HPLS pour séuriser OLSR d'une manière bienplus légère qu'ADVSIG. Pour ela, nous supposons que l'on onnaît le nombre max-imal de n÷uds dans un réseau et le temps maximal de l'existene du réseau.L'hypothèse de départ est que haque n÷ud possède plusieurs haînes de hahage(haque haîne représente un état tel que �asymétrique�, �symétrique� ou �MPR�entre une paire de n÷uds) qui sont en relation ave son identité. De plus, haqueélément dans es haînes doit pouvoir représenter et on�rmer un état de lien entreun pair de n÷uds dans un petit intervalle de temps.A�n de lutter ontre les liens forgés, es éléments sont gardés serets avant leurrévélation, don la onnaissane des éléments peut être onsidérée omme une méth-Seurity mehanisms for ad ho routing protools
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Figure 11: Idée basi de HPLS

Figure 12: Prinipe de TCSeode pour l'authenti�ation des liens.La �gure 11 nous montre quelques messages de type HELLO envoyés entre deuxn÷uds voisins A et B pour établir une relation MPR entre eux. Ave HPLS,nous souhaitons avoir moins de surharge de alul et de messages de ontr�lequ'ADVSIG. Cei est réalisé par l'utilisation d'éléments de hahage. Par exem-ple, un élément HC(B,A,asym,i) veut dire que le n÷ud A onsidère qu'il a un lienasymétrique ave B dans l'intervalle i. À la réeption de haque message, les proofssont véri�és a�n d'authenti�er les liens délarés.D'ailleurs, l'analyse en détail des n÷uds multi-interfaes peut être trouvée dans lathèse, setion 6.4.2.4.TCSe (Topology Control Seurity)Le prinipe de TCSe est illustré dans �gure 12. Supposons qu'un n÷ud A est hoisipar un autre n÷ud B ommeMPR, alors non seulement on demande au n÷ud A de ledélarer omme initialement prévu par le protoole OLSR, mais on exige égalementSeurity mehanisms for ad ho routing protools
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Figure 13: Résultats de simulations pour la séurisation d'OLSR (ligne rouge: OLSRoriginal, ligne bleu: ADVSIG, ligne verte: notre approhe)que le n÷ud B délare dans son message TC qu'il a hoisi A omme MPR. Ainsi,haque autre n÷ud peut omparer les deux délarations. S'il y a une inohéreneentre elles, la relation de MPR ne sera pas onsidérée �able. Cette mesure permet deséuriser les messages TC lorsqu'il n'y a pas d'attaquants oopérants qui délarenten ommun une relation de MPR �tive.Résultats de simulationLes simulations ont été réalisées sous NS-2 et basées sur l'implémentation d'OLSRde l'Université de Muria. La surfae simulée est 300m*1500m (orrespond à unerégion d'une autoroute). Les trois vitesses maximales simulées sont respetivement2m/s, 5m/s et 20m/s. Le tra� est au maximum 20 CBR �ux à 10 paquets parseond et à 64 otets par paquet.Il faut noter que nous avons pris soin d'insérer dans nos simulations le vrai tempsnéessaire pour haque opération ryptographique inlue dans nos méanismes. Parexemple, pour préparer une signature à 320 bits de longueur, on a hoisi un tempsaléatoire entre 0.2ms et 150ms (a�n de onsidérer un réseau hétérogène ave lesn÷uds de apaité di�érente) mais �xe pour haque n÷ud. Cette mesure nouspermet de voir le vrai e�et du délai introduit par l'utilisation de ryptographie dansle routage des réseaux ad ho, ar une information de routage est validée et utiliséeSeurity mehanisms for ad ho routing protools



Résumé xxviiseulement après le délai néessaire de véri�ation, et un message peut être envoyédans le réseau seulement après le délai néessaire pour le signer.Nous avons utiliser HPLS sur les messages HELLO et TCSe sur les messages TC.Nos méanismes ont été omparés ave l'OLSR original sans méanisme de séu-rité et à une solution existante ADVSIG (pour �ADVaned SIGnature�). Les troismétriques mesurés dans nos simulations sont :
• surharge ausé par les messages de ontr�le ; les simulations ont montré que,par rapport à l'OLSR original, nos méanismes de séurité ont introduit unoverhead supplémentaire non-négligeable, mais pour avoir un même niveau deséurité qu'ADVSIG, nous avons entre 30 à 35% de l'overhead de moins.
• taux de réussite de délivrane de données ; les résultats de simulation mon-trent que, par rapport à l'OLSR original, notre approhe dégrade le taux dedélivrane de 5 à 8%, ependant il peut largement améliorer la performaned'ADVSIG grâe au faible oût de nos opérations ryptographiques.
• moyen de délai de bout-en-bout pour les paquets de données ; notre approhea un moyen de délai de bout-en-bout un peu inférieur à elui d'ADVSIG etsimilaire à elui d'OLSR.Les résultats de simulations sont montrés dans �gure 13.Conlusion généraleLes réseaux ad ho présentent des hallenges di�iles dans la séurisation du routage.Nous devons non seulement éviter de nombreuses attaques ausées par les attaquantsexternes et les n÷uds ompromis, mais aussi assurer que la dégradation de perfor-mane ausée par les méanismes de séurité soit limitée.Dans ette thèse, nous avons d'abord lassi�é, dans un arbre d'attaques, les menaesonnues ontre la ouhe réseau des MANETs. On distingue dans ette lassi�ationles objetifs d'attaques et les méanismes d'attaques, et ei va nous permettre dedéterminer les attaques à ontrer sous haque objetif de séurité. Deuxièmement,nous avons identi�é ertaines nouvelles vulnérabilités ausées par l'utilisation desméanismes de séurité. Troisièmement, on a aussi instanié l'arbre d'attaques pourdeux protooles de routage, DSR et OLSR, a�n de montrer leurs vulnérabilités.Finalement, nous avons aussi identi�é, à l'aide de l'arbre, les attaques que noustraitons dans ette thèse.Par la suite, un état de l'art des propositions existantes, de gestion de lés et derenforement de la oopération, a été réalisé. Nous avons onstaté à travers et étatde l'art que, d'une part, il y a des méanismes non séurisés souvent utilisés par lessolutions de séurité, omme par exemple, haînes de hahage, wathdog, systèmede réputation, et.; d'autre part, quelques protooles de séurité peuvent générer unSeurity mehanisms for ad ho routing protools



xxviiioût élevé, e qui est non-souhaitable pour les MANETs qui ont une bande passanteet/ou une puissane de alul limitée.Ensuite, on a suggéré un wathdog séurisé appelé SWAN, dans lequel on ombineSUCV et TESLA a�n de développer un shéma d'authenti�ation de message dedi�usion. SWAN peut être utilisé pour réduire le besoin de stokage dans wathdoget pour empêher les attaques d'usurpation qui peuvent mal a�eter les systèmes deréputation. Notre analyse montre que SWAN est léger et robuste, don remplit lesobjetifs de ette reherhe. De plus, SWAN onvient aux protooles de routage detype �soure routing�, où le ontenu des paquets est prévisible.Nous avons aussi proposé le protoole TRP (Trust-based Routing Protool). TRPest un protoole réatif basé sur l'algorithme de �soure routing� et un système deréputation qui donne des mesures de on�ane aux n÷uds. On distingue deux phasesde routage ad ho : la phase de déouverte de topologie et la phase de délivranede données. Dans la première phase, nous utilisons un HMAC pour protéger lesmessages de ontr�le de bout-en-bout, et un méanisme de type wathdog poursuperviser les attaques. Dans la deuxième phase, le wathdog est aussi utilisé poursuperviser les attaques et les mauvais omportements ommis sur les paquets dedonnées. Le système de réputation basé sur wathdog va ensuite donner un niveaude on�ane à haque route. Ainsi, haque n÷ud soure aura la possibilité de hoisirla route la plus sûre pour envoyer ses données. Grâe à es mesures, les n÷udsmaliieux et les n÷uds égoïstes vont être isolés du réseau.En�n, nous avons proposé deux méanismes de séurité pour le protoole de routageOLSR. Le premier méanisme HPLS utilise des éléments de hahage pour authen-ti�er les états de liens, et le deuxième méanisme TCSe véri�e la ohérene desdélarations de relation de MPR. Toutes les deux approahes sont très légères etn'a�etent pas la performane du réseau d'une manière signi�ative.Conevoir un nouveau protoole de routage ad hoséurisé dès le départDans ette thèse, nous avons étudié les méanismes de séurité existants pour lesprotooles de routage ad ho, et nous avons aussi proposé quelques nouveaux mé-anismes pour séuriser respetivement le wathdog, le protoole de routage réatifDSR et le protoole de routage proatif OLSR. Et nous avons abordé le problèmede performane ausé par la séurité.Néanmoins, séuriser un protoole de routage existant n'est peut-être pas la meilleurefaçon de séuriser les MANETs. Il pourrait être plus sûr de désigner des nouveauxprotooles de routage séurisés dès le départ.Ave les renseignements obtenus au long de ette thèse, nous pensons que de telsprotooles doivent avoir les trois éléments de base suivant : la détetion séurisée devoisins, l'authentiité d'information de routage, et des mesures de séurités ontreles n÷uds ompromis.Seurity mehanisms for ad ho routing protools



Résumé xxixPerspetivesLes travaux réalisés dans ette thèse nous a permi d'élaborer les perspetives suiv-antes pour le ourt-terme :
• le système de réputation utilisé par le TRP mérite quelques études plus appro-fondies ; une analyse formelle sera néessaire pour démontrer théoriquementsa justesse et son e�aité ; d'autres simulations sont aussi à e�etuer pourajuster ses paramètres ave des sénarios typiques des réseaux ad ho.
• pour les protooles de séurité proposés dans ette thèse, nous avons aussibesoin de valider leur propriétés de séurité ; par exemple, une analyse formellesera appréiée si elle peut prouver que l'attaque de type �link spoo�ng� ne peutpas avoir lieu dans HPLS et TCSe.
• en plus de SWAN, on peut reherher de solutions pour les problèmes de n÷udsahés qui peuvent in�uener de manière néfaste les résultats de supervision.D'ailleurs nous pensons que les diretions suivantes de reherhes néessitent de plusamples investigations dans un long terme :
• l'arbre d'attaques présenté dans l'analyse de vulnérabilités du routage ad hopeut être enrihi haque fois qu'il y a une nouvelle vulnérabilité retrouvée.
• nous pouvons fournir aux simulateurs, omme par exemple NS-2, GlomoSim,et., la apaité de prendre en ompte ave une simple on�guration le délaide alul généré par des opérations ryptographiques, et la failité d'e�etuerdes simulations dans un environnent hostile.
• les menaes de séurité ne sont pas limitées à la ouhe réseau ; les méan-ismes de synhronisation, les protooles de transport, les protooles de on-tr�le d'aès, peuvent aussi être des ibles d'attaques ; don nous devons aussionsidérer les problèmes de séurité sur les autres ouhes ; par exemple, lesprotooles de ontr�le d'aès au média sont aussi intéressants à étudier.
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xxxiaAbstratMobile Ad ho Networks (MANETs) refer to mobile and wireless networks indepen-dent of any infrastruture. Instead of using designated routers to forward data asin traditional networks, in a MANET every node should partiipate in the routing.Some ad ho senarios are in a hostile environment. Moreover, due to numerousonstraints suh as the lak of infrastruture, the lak of a-priori trust relation-ship, resoure-onstrained nodes, mobility, et., the ad ho routing is vulnerable tonumerous attaks.Currently, a large number of ad ho routing protools suh as Optimized Link StateRouting protool (OLSR) and Dynami Soure Routing protool (DSR) have beenproposed. However, few of them have seriously onsidered the seurity issues fromsrath.In this dissertation, we �rst present a lassi�ation of ad ho routing vulnerabilitiesusing the attak tree analysis model. The main harateristi of this work is that wedistinguish objetives and mehanisms of attaks. This distintion an help seuritydefenders to easily notie whih attaks should be prevented under whih seurityobjetives, and whih attaks are not required to be ountered.We then fous on our main researh objetive whih is the proposition of new se-ure mehanisms for ad ho routing protools. We also pay attention to limit theperformane degradation aused by seurity mehanisms.We propose at �rst a Seure Wathdog for Ad ho Networks (SWAN). It uses abroadast message authentiation sheme to ensure the authentiation in supervi-sion. In addition, it an also redue the storage requirement of wathdog. Theseurity and overhead analysis of SWAN show that the sheme is both robust andlightweight.Besides, we propose a Trust-based Routing Protool (TRP) whih uses DSR asits underline routing algorithm. TRP employs a trust model and integrates thereputation exhanges into routing ontrol messages. Moreover, SWAN an also beapplied to TRP. The simulation results show that maliious nodes an be identi�edand isolated, if they ommit attaks.Then we study the seurity of the OLSR protool and suggest two mehanisms toimprove its seurity. One mehanism alled Hash Proved Link State (HPLS) usesHash values to prove the link relationships between nodes, and the other mehanismalled Seuring Topology Control (TCSe) uses oherene hek to seure TC mes-sages in OLSR. Simulations show that our solutions o�er a good trade-o� betweenthe seurity and the routing performane.Finally, we use the experiene obtained in this thesis to provide some guidelines forthe design of a new ad ho routing protool seured from srath.
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Chapter 1Introdution�The Way that an be named, is not the eternal unhanging Way.�� Lao zi (about 500 B.C.)1.1 ContextWith the emergene and integration of mobile omputing devies (e.g. ellularphone, notebook, PDA, et.) and the proliferation of network aess points (e.g.airports, railway stations, bars, libraries, et), traveling people now have more andmore possibilities to aess networks and information. In the near future, mobilenetwork users will be able to onnet to all kinds of networks (GSM, UMTS, Wi-Fi,Internet, et.), using all kinds of omputing devies, anywhere and at anytime. Thisis also alled the fourth generation mobile networking, with whih wireless and wirednetworks will be onneted together to form a huge worldwide network, where userswill have a maximum mobility thanks to the seamless vertial handovers.Mobile Ad ho NETworks (MANETs) [CM99℄ are spei� network on�gurationsthat appear in this ontext. Being self-organized and autonomous, they an eitherbe part of the worldwide network (for example, as part of WiMax [Ohr05℄ or beonneted to Internet via a gateway), or be independent and onsist of only mobilenodes that ommuniate without any infrastruture. Thus, they an be setup on-demand even for remote areas and physially delimited perimeters. They an providean important means of ahieving the ubiquitous network utilization thanks to theirease of deployment and low ost.There exist a variety of ad ho senarios and appliations, suh as battle�eld, on-ferene, emergeny servie, et. MANETs have been �rstly used in military appli-ations, inluding emergeny resue ativities when the onventional infrastruture-based ommuniation failities are destroyed due to war, earthquake, or hurriane,et... They an also be used in residential zones providing an alternative om-muniation means for mobile (and also for �xed) users along highways, universityampuses, et... Note that diverse senarios an be di�erent in terms of networkdimension, node apaity, hostility of environment, Quality of Servie (QoS) andseurity requirements, et... 1



2The ad ho routing, whih is ompletely di�erent to that of the traditional networkswhere dediated routers are stationary and responsible for forwarding data for endnodes, should be exeuted on eah node in the network in order to ensure a maximumavailability of the routing servie. Therefore, normally every node in ad ho networksis also a router. MANET nodes will both generate appliation tra� and arry outnetwork ontrol and routing protools.However, the hanging topology and onnetivities, network partitions, high errorrate, interferenes, ollisions, and bandwidth and power onstraints are issues in thedesign of (routing) protools for ad ho networks.1.1.1 Seure routing in mobile ad ho networksSeurity is one of the important issues in MANETs espeially for the seurity-sensitive appliations suh as battle�eld. Indeed, pure ad ho networks are knownfor their lak of organization, planning and on�guration, thus generally being on-sidered di�ult to seure.In traditional networks, it is su�ient to protet and authentiate the dediatedrouters in order to seure the routing. Nevertheless, to ensure the routing seurityin MANETs, every node should be responsible for their routing behaviors and alsobe attentive to the routing behaviors of other nodes, and both the authentiity oftopology disovery and the orretness of data forwarding should be ensured.Our work in this thesis fouses on the routing seurity, and aim to ahieve theabove objetives. As a �rst step, we disuss in the next subsetion why the seuritymehanisms designed for the traditional networks annot be diretly applied to adho networks, and what are the new requirements of the seure routing in MANETs.1.1.1.1 Why the traditional seurity mehanisms annot be diretly ap-plied to the MANET routingWe present in the following the ritial issues of MANETs that prevent traditionalseurity solutions for wired and ellular networks from being diretly applied, andthe new requirements of the MANET seure routing:
• We point out that nodes in MANETs are easier to be ompromised than nodesin traditional wired networks due to their wireless and mobile nature: �wire-less� makes ommuniation exposed to the publi, and �mobile� makes nodesdi�ult to be physially proteted (for example, easier to be stolen).Sine ompromised nodes annot be deteted with a simple authentiation,key shemes alone are not su�ient to resolve the problem, and more sophis-tiated seurity mehanisms should be designed. Even though in wired andellular networks the same problem an also be enountered, it is more hal-lenging to onsider seurity solutions against ompromised nodes spei� toad ho networks. This is beause, �rst, in MANETs some very sophistiatedattaks, suh as wormhole attaks [HPJ03℄, an be ommitted by the olludingompromised nodes; seond, in MANETs sine the routing depends on everynode, the ompromised nodes should be deteted in every step of routing.Seurity mehanisms for ad ho routing protools



CHAPTER 1. Introdution 3
• Heterogeneous node apaity and battery-based nodes are also basi issues inMANETs. Some nodes may have onstrained lifetime, omputational powerand memory apaity, and sometimes nodes may be greedy in order to gainmore resoures.Seurity mehanisms for wired networks are often designed for strong apaitynodes. Sine some ad ho nodes are not able to a�ord even the asymmetriryptographi operations, the traditional solutions are not adequate. MANETsrequire new solutions whih are e�ient in terms of omputational power,energy ost and tra� overhead. In addition, the solutions should also be fairin the onsumption of resoures.
• For ad ho networks to work properly, we also need to ounterat the lakof ooperation between nodes, sine MANET nodes have the tendeny to besel�sh to preserve their onstrained resoures (bandwidth, battery, et.). Un-fortunately, it is easy to be sel�sh in MANETs where a node an simply refuseto forward data pakets for the other nodes to esape from its routing duty.The routing availability an also be damaged [Mi04℄ espeially when sel�shnodes are numerous.The problem of sel�shness does not exist in traditional networks where nodesdo not depend on eah other but rely on dediated routers and servers to ensurethe routing funtionality. Therefore new mehanisms should be designed forad ho networks to ensure the ooperation of all the entities whih make useof the MANETs.
• The lak of organization an also have onsiderable impat on the design ofseurity mehanisms for MANETs. For example, sine nodes may not knoweah other when the network is established, a-priori trust relationships maynot exist; sine there may not be a entral key server, key distribution and keymanagement (key revoation) ould be di�ult to realize; and sine nodes maybe free to join and leave MANETs at any moment, the network membershipould be hard to manage. The above problems generate serious di�ulties inguaranteeing the seurity of ad ho networks. For example, the spoo�ng at-taks, whih are elementary attak operations of many more omplex attaks,are di�ult to avoid in an open1 environment.Seurity solutions in traditional networks often rely on either a-priori trustrelationships or trusted third part authorities. They use either symmetrior asymmetri ryptographi primitives to authentiate nodes and to seuretheir data exhanges. However, without infrastruture (entral server) nororganization, ad ho networks need to realize the key and trust managementin a more distributed and self-organized way.1Some ad ho senarios are in an open environment where nodes ome from di�erent organiza-tions/plaes and do not know eah other in advane, others are in a managed environment whereonly authorized users an partiipate in the network.Seurity mehanisms for ad ho routing protools
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• Another ritial problem in the MANET routing is the mobility of nodes thatmakes neighborhood and topology of ad ho networks unstable. Thus, it is noteasy for a node to be sure of the orretness of the reeived routing information.Attakers an thus forge and di�use inorret topology information for therealization of their attaks. As a onsequene, an unseured ad ho routingprotool an hardly ensure the orret routing servie if there is an attaker inthe network. Moreover, attakers an also be mobile to ause more problemsin MANETs. For example, they an attak with a spoofed or a bogus identityto avoid being identi�ed, and then move to another plae and restart the sameattak using another identity, and so on.Wired networks have less mobility, and ellular networks usually use infrastru-ture to manage the mobility of nodes, so their mobile management solutionsare not suitable for the mobile management in ad ho networks. Seure rout-ing disovery protools should be developed for MANETs in order to exhangereliable neighbor and topology information between nodes.
• The wireless interfae, in most ases the radio interfae, presents numerousproblems in the ad ho routing. For example, due to the radio broadast na-ture, the eavesdropping attaks are trivial in the MANET routing; the hiddennode problem, with whih two transmitters that ould not hear eah other sendto the same reeiver at the same time, an ause ollisions; and the exposednode problem, with whih nodes in the transmission range of the sender ofan on-going session are prevented from making transmissions, an waste thebandwidth of the network. Other problems suh as paket loss, transmissionerrors, unidiretional links, jamming attaks, interferenes, signal attenuation,et... exist also in the ad ho routing.Sine traditional seurity solutions usually require reliable message exhanges,they may not be adequate for ad ho networks. MANETs require fault tolerateseurity mehanisms having low overhead.In this thesis, we treat in partiular the problems aused by ompromised nodesand the performane issues in ad ho seure routing mehanisms. We also takeinto aount the problems generated by the sel�sh nodes and the issues aused bymobility and the lak of organization. We leave the issues aused by the radiointerfae for future work.1.2 MotivationTo study the routing seurity of MANETs, we �rst need to have a global view of thevulnerabilities against the MANET routing layer. Currently some related works suhas [HPJ02, MM04℄ showed some lassi�ations of attaks in ad ho networks, andsome others studied the attaks against some spei� routing protools. We believethat it is neessary to look for a formal/semi-formal analysis method that is able toanalyze the vulnerabilities based on a generi view of the ad ho routing protools.Next, we need to determine the sope of vulnerabilities to take into aount.Seurity mehanisms for ad ho routing protools



CHAPTER 1. Introdution 5Traditional seurity mehanisms are not adequate to ensure the seurity in ad honetworks. Thus, after the determination of the vulnerabilities that we should treat,we study the new ad ho seure routing mehanisms and protools proposed in theliterature, for example [HJP02, RACM04, PH02, HBC01, MGLB00, ACL+05℄. Westudy espeially the mehanisms that are ommonly used in these works suh aswathdog [MGLB00℄, with whih nodes are able to detet misbehaviors ommittedby their neighbors. We believe that wathdog laks authentiation and an e�ientstorage sheme.Sine some previous studies showed that reative routing protools are better suitedfor ad ho networks beause they generate less ontrol overhead and manage themobility in a more e�ient manner, we quest seurity solutions for reative routingprotools. We onsider that the ryptographi measures alone are not su�ient toounterat many of the seurity problems aused by ompromised nodes. Therefore,we use some additional mehanisms, suh as a reputation system, to identify theompromised nodes and to isolate them from the routing.We also investigate the seurity issues in proative protools whih are espeiallyuseful for the senarios and appliations whih require a low routing delay. We�nd that some seurity mehanisms suh as ADVSIG [RACM04℄ proposed in reentresearhes for proative routing protools are at the prie of signi�ant tra� andomputational overhead, whih may be undesirable for the ad ho networks withlimited bandwidth and proessing power. Thus, we intent to lighten some of themehanisms/protools without reduing their seurity level.1.3 ContributionsThe �rst ontribution in this thesis onsists of aomplishing a omplete threat anal-ysis on the vulnerabilities against the MANET routing layer. To realize this analysis,we use the attak tree model [Sh00℄, in whih threats are lassi�ed aording to theirobjetives. An attak tree is omposed of a ommon attak objetive (root), someattak sub-objetives (intermediate nodes), and many attak mehanisms (leaves).This analysis presents two advantages. First, to ounter the attaks whih have aspei� attak (sub-)objetive, we an just prevent all the attaks listed under thesubtree of the (sub-)objetive. Seondly, sine the tree should ontain a ompletepiture of the MANET routing vulnerabilities, it is su�ient to instantiate the treeunder a routing protool in order to know the vulnerabilities of the protool.The seond ontribution realized in this thesis is the proposition of a seured wath-dog mehanism. This mehanism guarantees the authentiation in the wathdogsupervision by using a broadast message authentiation sheme. In addition, italso provides an e�ient memory onsumption sheme without loss of the apaityof misbehavior detetion.The third ontribution suggests a seure routing protool named TRP (Trust-basedRouting Protool) that is based on the reative Dynami Soure Routing (DSR)protool [JMH04℄. TRP uses a trust model to establish trust relationships betweennodes, in suh a way that misbehaving nodes will be progressively reognized bySeurity mehanisms for ad ho routing protools



6benign nodes and then be isolated from routing. Thus, with only a few additionalbut simple ryptographi operations, TRP ahieves the seure routing for both thetopology disovery and the data delivery in MANETs. Moreover, TRP an alsoredue the ontrol overhead for trust value exhanges, sine it integrates them intothe routing ontrol messages. Finally, TRP is simulated under attaks with andwithout the seured wathdog SWAN that is previously proposed.The last ontribution in this thesis onerns the seurity of the proative OptimizedLink State Routing protool (OLSR) [CJ03℄. It presents two lightweight meh-anisms, Hash Proved Link State (HPLS) and Seuring TC (TCSe), to preventforged routing information from being injeted into a OLSR network by ompro-mised nodes. Redundant routing information is used in these mehanisms to hekthe validity of routing entries, thus to ensure the orretness of topology informa-tion. We also ompare via simulations their performane with ADVSIG (ADVanedSIGnature) [RACM04℄, whih is a main seurity protool proposed for OLSR, toillustrate the performane improvements of our seure protools.1.4 Thesis organizationThis dissertation is organized in seven hapters.Chapter 1, �Introdution�, also the urrent hapter, provides a global view of thethesis. It introdues the ontext in whih the work in this thesis is realized, thereasons for whih the seurity solutions designed for traditional wired and ellularnetworks annot be diretly applied to ad ho routing protools, and the newlyexposed requirements in the design of seurity mehanisms for ad ho routing pro-tools. It also presents the motivations, the ontributions and the organization ofthe thesis.Chapter 2, �A lassi�ation of the threats against the ad ho network layer�, provides�rstly a brief introdution of the ad ho networks, and then studies the routingvulnerabilities in MANETs. It lassi�es the di�erent threats against the routinglayer of MANETs into an attak tree, and then instantiates the tree to �nd out thevulnerabilities presented in the DSR and OLSR routing protools.Chapter 3, �Seurity mehanisms for the MANET routing�, o�ers an overview ofthe main seurity solutions designed for the ad ho routing. It disusses the designrequirements and some seurity mehanisms for eah of the three main researhaxes in the domain: key and trust management, seure routing and ooperationenforement. In the end, it disusses our researh onsiderations for the followinghapters.Chapter 4, �SWAN: A Seured Wathdog for Ad ho Networks�, proposes a SeuredWathdog mehanism for Ad ho Networks (SWAN). It desribes the assumptionsand the sheme of SWAN as well as the system requirements and the seurity pro-prieties of SWAN. It also provides a disussion on the possible optimizations, issuesand appliation range of SWAN.Chapter 5, �TRP: A Trust-based Routing Protool for ad ho networks�, proposesthe Trust-based Routing Protool (TRP) that is a seure reative routing protoolSeurity mehanisms for ad ho routing protools



CHAPTER 1. Introdution 7based on DSR. It presents the reputation system that is used in TRP, and the TRProuting sheme for both the topology disovery and the data delivery routing phases.Finally, it shows the appliability of SWAN for TRP and some simulation results.Chapter 6, �HPLS and TCSe: Seuring OLSR�, studies at �rst the ADVSIG proto-ol whih is a main seurity solution designed for the OLSR proative routing pro-tool. It then suggests an improvement of ADVSIG named ADVSIG+ to ounter aseurity �aw found in ADVSIG. In the following, it proposes two lightweight shemesalled respetively Hash Proved Link State (HPLS) and Seuring TC (TCSe) toseure the OLSR protool and to improve the routing performane of ADVSIG+.In the end, it shows also some simulation results.Chapter 7, �Conlusion�, onludes the dissertation with a review of the realizedwork, some guidelines to design a new ad ho routing protool seured from srath,and some future researh diretions.
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Chapter 2A lassi�ation of the threats againstthe ad ho network layer�Never harbor the intent to vitimize others; but never let guard downagainst being vitimized.�� Hong Ying Ming � Cai Geng Tan � (about 1570)2.1 IntrodutionIn the early 1970s, mobile ad ho networks were �rst introdued and studied bythe U.S.A for military usage. Then, their appliations have been largely extended.Today, some standards have been de�ned. For instane, HiperLAN [Net97, Net98a,Net98b℄, Bluetooth (or IEEE 802.15.1) [bbb05℄ and IEEE 802.11 [So05℄ (or Wi-Fifor Wireless Fidelity) in mode IBSS (Independent Basi Servie Set). Some of themare suessfully ommerialized.Due to their nature, ad ho networks are exposed to a large number of seuritythreats, espeially at the routing layer. Studying the threats towards the ad horouting layer will permit us to reognize the potential attaks, and then build a seu-rity environment to satisfy the seurity requirements of spei� ad ho appliations.Several related work, suh as [ZA02, SDL+02℄, have attempted to lassify the vulner-abilities of ad ho routing protools. However, these lassi�ations do not addressall vulnerabilities of ad ho networks, and deal only with one or few spei� ad horouting protools.In this hapter, we intend to approah a more omplete lassi�ation whih treatsa large number of vulnerabilities based on a generi view of the ad-ho routingprotools. But our lassi�ation only onsiders threats against the network layerand ignores the ones that target the Physial/MAC layer.To ahieve our goal, we have employed an analysis method named attak tree [Sh00℄.The method allows us to depit a generi attak tree, whih ould be an easy andextensible tool to analyze seurity features of any MANET routing protool. Byinstantiating the tree for a spei� routing protool, we an �nd the �aws of theprotool with respet to an attak objetive.9



10This hapter is organized as follows: ad ho networks are introdued in setion 2.2,and setion 2.3 disusses several threat lassi�ations in the literature. Our ownlassi�ation onsiderations are presented in setion 2.4. In setion 2.5, elemen-tary operations of attaks are desribed. Setion 2.6 details our attak tree. Twoinstanes of our attak tree are presented in setion 2.7. Finally, the hapter isonluded by setion 2.8.2.2 Bakground: Ad ho networkThe goal of this setion is to provide readers a bakground about MANET. Con-retely, we review the tehnologies and the existing routing protools that an beemployed by MANET networks.2.2.1 Physial and media aess ontrol layers802.11IEEE [oEE℄ has been working on the spei�ations for wireless Ethernet tehnologiessine 1996. Atually, it has issued a series of standards in the e�orts to enablethe ommuniation in a wireless LAN. The urrent standards inlude the 802.11standard and various 802.11 extensions, suh as 802.11a, 802.11b, 802.11g, et...Besides the infrastruture-based mode where nodes ommuniate via aess points,802.11 has the IBSS mode, aka the ad ho mode. Within this mode, nodes ommu-niate in a peer-to-peer way.At the physial layer, 802.11 supports both radio and infrared medium, but infraredmedium is muh less used. 13 radio hannels an be used in 802.11, but only 3hannels an be used simultaneously due to interferene. Three radio spread spe-trum modulation methods are de�ned in 802.11. They are respetively FrequenyHopping Spread Spetrum (FHSS), Diret Sequene Spread Spetrum (DSSS) andOrthogonal Frequeny Division Multiplexing (OFDM). FHSS is not really used inpratie, while DSSS is widely used in 802.11b, and OFDM is used in both 802.11aand 802.11g.At the MAC layer, 802.11 mostly uses Distributed Coordination Funtion (DCF)1[So05℄ to oordinate ommuniation between di�erent nodes. DCF uses in its turnCarrier Sense Multiple Aess with Collision Avoidane (CSMA/CA) with optionalRequest-To-Send - Clear-To-Send (RTS/CTS) to ontrol the media aess and theollision avoidane in 802.11.Beause of its simple utilization, 802.11 is widely deployed.
1The other mode alled Point Coordinator Funtion (PCF) ould only be used in the infras-truture mode. Seurity mehanisms for ad ho routing protools



CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 11BluetoothBluetooth [bbb05℄ is a tehnology that enables the wireless ommuniation amongeletroni devies within a short range. It is also spei�ed in IEEE 802.15.1. InBluetooth, a set of devies sharing a ommon hannel (a ommon bandwidth) isalled a pionet. Within a pionet, the devie at the enter performs the role ofmaster and all other devies operate as slaves. Up to seven slaves an be ative andbe served simultaneously by the master. In some usage senarios, however, deviesin di�erent pionets may need to ommuniate with eah other. For this, Bluetoothde�nes a struture alled satternet to failitate inter-pionet ommuniation. Asatternet is formed by interonneting multiple pionets. As many as 10 pionetsan overlap to form a satternet, linking up to 80 Bluetooth applianes in onenetwork. Today Bluetooth is widely used in wireless headsets, wireless keyboardsand mouses for omputers, et.HiperLANHigh performane LAN (HiperLAN) [Net98a, Net98b, Net97℄ is a family of EuropeanTeleommuniations Standards Institute (ETSI) standards for WLAN. HiperLAN/2employs OFDM to modulate data, and Time Division Multiple Aess/Time Divi-sion Duplex (TDMA/TDD) to ontrol the media aess. Even though the Hiper-Lan/2 o�ers a data rate up to 54Mbps, HiperLAN networks are not ommerialized.Sensor networksWireless sensor networks are often deployed to monitor the environment or systems.They are usually omposed of a large number of resoure-restrained sensors whihommuniate through an air interfae. Atually, sensor networks an be onsideredas ad-ho networks sine some of them are infrastrutureless. However, due tothe inherent limitations of sensor nodes, the design of seurity solutions for sensornetworks is di�erent from that for normal ad-ho networks.2.2.2 Ad ho routing layerIn a wireless mobile ad ho network, two ommuniating nodes are not always ineah other's diret transmission range. Therefore, it is neessary to design mul-tihop routing protools. An ad-ho routing protool should satisfy the followingperformane requirements:
• Establish routes between nodes in a totally distributed way.
• Rapidly adapt to frequent topology hanges, espeially dynamially handlebroken links at real time.
• Have a low overhead as well as a low onsumption of energy.Seurity mehanisms for ad ho routing protools



12There are three types of uniast ad ho routing protools. They are respetivelyproative, reative and hybrid protools.
• Proative: Also alled �table-driven�. Nodes periodially exhange routingontrol messages to keep their routing information updated. Thus, they areable to perform routing funtionalities with no lateny, at the expense of band-width and energy.
• Reative: Also alled �on-demand�. Nodes do not exhange routing informa-tion until there is a �ow to be sent but no route is available. To �nd a route,sender broadasts a Route REQuest (RREQ) message, hoping it will reahthe destination. Then the destination sends bak at least one Route REPly(RREP) message to the sender, using the route whih permits the RREQ toreah it. As a result, a route is established between the sender and the reeiver.This proedure reates a delay and a burst routing overhead. However, rea-tive protools are generally onsidered to have less overhead than proativeones. When forwarding data, an intermediate node will send bak a RouteERRor (RERR) message to the sender if there is a broken link.
• Hybrid: A hybrid approah omes as a ompromise between proative andreative shemes. The main idea is to allow the routing protools to initiatethe route determination proedure on-demand, but at limited searh ost. Insuh types of protools, eah node maintains the topology information withinits zone (overage area) in a proative approah, while it disovers the routeon-demand for any node outside its zone. The expeted advantage from thisapproah is the salability improvements. However, this also introdues someadditional omplexities.In the rest of the thesis, we will further distinguish two phases in eah routing pro-tool: the topology disovery phase in whih the topology information is exhanged,and the data forwarding phase in whih data are delivered from soures to destina-tions. Aording to the de�nition, all routing ontrol messages are sent within thetopology disovery phase, inluding the route maintenane messages suh as RouteERRor (RERR).In the following, two representative MANET routing protools, Dynami SoureRouting protool (DSR) [JMH04℄ and Optimized Link State Routing protool (OLSR)[CJ03℄, are introdued. For the other routing protools, interested readers an referto [hNC℄ for more information.2.2.2.1 The Dynami Soure Routing protool (DSR)The reative DSR protool [JMH04℄ operates aording to the soure routing algo-rithm. It de�nes three basi ontrol messages: RREQ, RREP and RERR. In orderto send a data paket to a reeiver, the sender searhes at �rst in its routing aheSeurity mehanisms for ad ho routing protools



CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 13whether there is a omplete route to the reeiver. If there is an appropriate route,it will be put into the paket's header before the paket is sent out, and any for-warder node has to relay the paket aording to it. However, if there is not suh aroute, the sender broadasts a RREQ to look for it. Upon reeiving the RREQ, thereeiver or an intermediate node whih has a route towards the reeiver, sends bakto the sender a RREP ontaining a/the route. Then, the sender an start to senddata. During the data transmission, if an intermediate node �nds a link interruptedin its downstream diretion, it noti�es the sender by sending him a RERR.In the e�ort to improve the performane and the dynamism of DSR, a lot of opti-mizations have been integrated into DSR. For example, by using the promisuousmode (with whih nodes an reeive all the messages passing through their neighbor-hoods), a mehanism named �promisuous listening� allows nodes to ollet topologyinformation from any paket passing by. Another mehanism alled �paket sal-vaging� permits intermediate nodes to modify a route in use when there is a brokenlink, instead of systematially sending bak a RERR. However, due to the lak ofseurity onsiderations, most of these performane-improving optimizations an beeasily exploited by maliious nodes, thus rendering network vulnerable. Thereforethey are often deativated when we seure DSR.2.2.2.2 The Optimized Link State Routing protool (OLSR)OLSR [CJ03℄ is a proative routing protool developed by Institut National deReherhe en Informatique et en Automatique (INRIA). It is already an InternetEngineering Task Fore (IETF) Request for Comments (RFC), and its seond ver-sion is under development. The protool is an optimization of the lassial link staterouting algorithm (e.g. the Open Shortest Path First protool [Moy98℄) tailored tothe requirements of a mobile wireless LAN. Its key onept is MultiPoint Relays(MPRs), whih are seleted nodes that forward broadast messages during the rout-ing �ooding proess. This onept substantially redues the message overhead asompared with a lassial �ooding mehanism where every node rebroadasts eahmessage when it reeives the �rst opy of the message. Moreover, in OLSR linkstate messages are generated only by nodes eleted as MPRs. Thus, a seond opti-mization is ahieved by minimizing the number of ontrol messages �ooded in thenetwork. As a third optimization, an MPR node broadasts only links with its MPRseletors. Hene, ontrary to the lassi link state algorithm, only partial topologyinformation is distributed into the network. OLSR is partiularly suitable for largeand dense networks as the tehnique of MPRs works well in this ontext.OLSR has mainly two types of routing ontrol messages: HELLO and TopologyControl (TC). HELLO is a loal message (with TTL = 1) in harge of link sensingand MPR seletion. By reeiving HELLO messages, a node an be sure of itsasymmetri and symmetri one-hop neighbors, symmetri two-hop neighbors, andwhether it is hosen by neighbors as MPR. TC is a broadast message that is usedby nodes to delare their MRP seletors. Based on the reeived HELLO and TCSeurity mehanisms for ad ho routing protools



14messages, a node an alulate its routing table and deide a best (shortest) routefor eah reahable destination.At the beginning, the researh e�orts for MANETs were foused on performaneaspets. Later, along with the disovery of numerous vulnerabilities in MANETs,the seurity of ad ho routing protools has in its turn beome an important researhtopi. Below we reveal the seurity vulnerabilities of mobile ad ho networks and thepossible lassi�ations, before presenting MANET seurity solutions in the followinghapters.2.3 Existing vulnerability lassi�ationsHu et al. [HPJ02℄ supposes that there exist some aess ontrol mehanisms thatallow some nodes to enter the network (these nodes are alled internal nodes) whilerefusing the others (these nodes are alled external nodes). Based on the assumption,the attak possibilities against MANETs are measured by using the term �Ative-a-ta�, where ca is the number of ooperating internal attakers (also alled om-promised nodes), and ca− ta is the number of ooperating external attakers. Oth-erwise, the term �Passive� is used to indiate that there are only passive attakers,and �Ative-VC� means the ontrary, i.e., there are so many ative attakers thatthe network is under their ontrol. This measure system is helpful sine it learlytells us the relationship between the number of attakers and the attaks. Thus, itis also used by us in this thesis to show the attak possibilities.Di�erent to the above work, in [MM03℄ Mihiardi et al. do not emphasize on at-takers but on attaks. They distinguish between ative attaks and passive attaks.Ative attaks orrespond to the attaks that may require a non negligible amountof energy and are arried out by nodes with objetive to ompromise normal networkoperations. Passive attaks, on the other hand, are performed by sel�sh nodes withmain objetive to save energy. This lassi�ation is useful sine it distintly de�nesthe two main objetives of the MANET misbehaving nodes.Closer to our approah, in [MM04℄ Murthy et al. present an attak tree model.This attak tree model also distinguishes passive attaks from ative ones, and theative attaks are further divided into external and internal attaks. Moreover, allthe ative attaks are lassi�ed aording to the network layer [iso94℄ on whih theyould happen. The whole lassi�ation is quite lear. However, to our opinion,passive attaks an also be both external and internal, and the tree is not yet veryomplete.2.4 DisussionMost lassi�ations presented above do not make a lear distintion between attakobjetives and attak mehanisms (i.e. the methods to ahieve the objetives). It isSeurity mehanisms for ad ho routing protools



CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 15not very surprising, sine the nomination of the attaks is not lear from this pointof view: some of the attaks are named aording to their objetives while othersare named aording to their mehanisms.For example, attaks known as Byzantine attaks [AHNRR02℄ are de�ned as the at-taks launhed by ompromised attakers. They use diverse mehanisms/behaviorsto disrupt the system, suh as blakhole, wormhole, loop, et... However, all theByzantine attaks have a same objetive whih is to derease the network perfor-mane but still make the network appear to work normally from the viewpoint ofbenign nodes.Some other examples suh as impersonation, the sybil attaks [Dou02℄ (see setion2.5) or the wormhole attaks [HPJ03℄ (.f. setion 2.5) are de�ned aording to theirmehanisms. Their goals ould be diverse, for example, sybil attak an be used indata dislosure or in performing �voting attaks� in a reputation system.We also note that an attak mehanism suh as impersonation may serve multipleobjetives, and an objetive may also be ahieved by di�erent mehanisms. Weshould re�et these relationships in our tree (.f. setion 2.6).Assumptions on ad ho networks (existene of trust model, appliation requirements,hoie of routing protool, key generation and utilization, et.) an also stronglyin�uene the attak possibilities. For example, the attak �ahe poisoning� that anhappen under soure routing protools has no hane to take plae when anothertype of routing protool is in use.Finally, if we employ in MANETs the seurity mehanisms that are not very welldesigned, they themselves an be exploited by attakers. For instane, in the aseof Ad ho On Demand Distane Vetor routing protool (AODV) [PBRD02℄, aSequene Number (SN) �eld is added to prevent replay attaks. However, an attakeran spoof a vitim's identity and send a message with a higher SN than the vitim'surrent one. Then, other nodes will believe that the SN of the vitim has been muhinreased, and they will rejet the vitim's pakets sine its SN is lower. Thereforethe vitim is exluded from the network unless it an again �nd an appropriate SN.Some other examples of this kind of attaks are:
• Reputation systems that take seond-hand information into onsideration areoften vulnerable to �blakmail attaks�: maliious nodes send false ausationsor false reputation exhange messages in order to attribute bad reputations tohonest nodes. On the other hand, supervision mehanisms, whih are oftenserved as a base of the reputation systems, are also vulnerable to impersonationattaks.
• Heavy ryptographi mehanisms may be exploited to raise Denial of Servie(DoS) attaks.
• Loation-based routing protools may su�er from the weakness of the GlobalPosition System (GPS) system, et...Taking into aount the above-mentioned points, we preise in the next setion theelementary attak operations in MANET. Later, in setion 2.6, we present our om-Seurity mehanisms for ad ho routing protools



16plete attak tree for ad ho routing protools, in whih we emphasize the objetivesof attakers, and we limit our analysis at the routing layer.2.5 Elementary attak operationsWe onsider the following elementary operations whih an be used to performattaks:Message intereptionIn ad ho networks, by using the promisuous mode of 802.11, an attaker aneasily interept (eavesdrop) messages sent in his neighborhood. Even though theseattaks are in fat situated at the MAC layer, they an help a lot to realize therouting attaks.Message intereption is usually used in the attaks related to information and datadislosure. Paket enryption is usually employed to prevent this operation.Message reording and replayAn attaker may be able to reord a message that is transited by him, or a messagethat he is able to eavesdrop. A reorded message an then be replayed or be reusedto forge a message.Message replays an be used in the attaks related to performane degradationand/or topology modi�ation, sine they may inrease the overhead of the networkor introdue obsolete routing information into the network. However, they generallyan be easily prevented by integrating time information into messages (if nodes aresynhronized) and by guaranteeing the integrity and authentiation of messages.Message droppingThis attak may onern both routing messages and data pakets. An attaker androp a message that is sent aross him, or a sel�sh node an be silent when it shouldsend routing messages. For example, a node may refuse to rebroadast a RREQ, orto send periodi routing information when a proative routing protool is in use.Message dropping an be used to realize the attaks related to performane degrada-tion and topology modi�ation. However, a supervision system an partially detetthis operation.Message alterationAn attaker may modify part of a message that is transited through him (note thatmost of the seure ad ho routing protools assume that intermediate nodes analter protool �elds of a routing message). For instane, in AODV a data attrationSeurity mehanisms for ad ho routing protools



CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 17attak is possible if an attaker dereases the hop ount (the number of hops toreah a destination) �eld in a route disovery message.Message modi�ation may be used in the attaks related to performane degradationand topology modi�ation. As for ountermeasures, it is easy to protet the onstant�elds, but it is relatively di�ult to protet the �elds that are to be hanged duringtransmission.Message forgingAn attaker may be able to forge a message. For instane, in DSR, an attaker ansend a false route error message to invalidate a link or a route.Message forging is mainly used in the attaks related to performane degradationand topology modi�ation. It an be partially deteted by supervision.Impersonation (or address spoo�ng)Unseured ad ho routing protools do not authentiate soure nodes of messages.Thus, a maliious node an launh an attak with a spoofed identity (normally bymodifying temporarily its MAC and/or IP address). In an extreme ase, a maliiousnode may forge multiple identities to realize the Sybil attaks [Dou02℄.Impersonation is usually not used solely but works together with other attaks. Ane�ient ountermeasure against this operation is to authentiate messages by meansof ryptography, sine a message spoofed annot be orretly authentiated due tothe absene of the appropriate key.Message exhange through private onnetionColluding attakers may be able to ommuniate through a private onnetion,suh as a wired tunnel. This mehanism allows attakers to bypass normal wirelessonnetions that are often slower, less reliable, less disrete or longer distaned.The operation may be used in the attaks related to topology modi�ation andperformane degradation. The wormhole attak is suh an example: an attakerreords messages and then tunnels them to a olluding attaker. In other words,ooperating wormhole attakers are able to fool benign nodes with inorret neighbor(topology) information. We present a few e�ient ountermeasures against thisattak in setion 3.4.4.1.2.6 Attak treeAttak tree [Sh00℄ is a formal, methodial way to desribe the seurity of systems.Basially, it represents the attaks against a system in a tree struture, where theroot of the tree is an attak goal, a leaf of the tree is an attak mehanism, and anintermediate node of the tree is a so-alled subgoal (a more spei� goal).Seurity mehanisms for ad ho routing protools
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Figure 2.1: Ad ho network layer threat treeTo establish an attak tree for MANETs, we start with some basi attak goals, andthen we re�ne the basi goals into sub-goals along several paths of the tree. Newattak variants an be easily integrated by appending them under the appropriatetree node.Aording to [Sh00℄, the MANET attak goals an be lassi�ed into a tree strutureas shown in �gure 2.1. Due to the lak of plae, our tree only presents the di�erentgoals and subgoals, while ignoring the methods.The six main attak goals onsidered in our attak tree are introdued in the fol-lowing six subsetions, where we also detail their possible subgoals and mehanisms.Our attempt is to apply the attak tree model as a new methodology to the vulner-ability analysis of ad ho networks.The main advantage of attak tree model is that suh a tree an be instantiated foreah (MANET routing) protool, thus providing a good vision of the vulnerabilitiesof the protool. Another important advantage of the analysis is the emphasis onthe attak goals. We an know at a glane the attaks that are desired by theattakers with a ertain attak goal, thus knowing the possible solutions to protetthe network from being threatened by suh attakers.In the following, we also distinguish di�erent attaks depending on the types ofrouting protools they ould be applied to, beause not all attaks an be appliedto all the routing protools. There are some attaks whih an only be realizedwith one type (reative or proative) of routing protools, with a ertain routingalgorithm, et... Seurity mehanisms for ad ho routing protools



CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 192.6.1 Information dislosureInformation dislosure refers to the attaks that ollet information about the net-work, suh as routing information, topology information, node identities, geographiloation of nodes, position of important nodes, et. In some ases, these informationare ritial for ad ho networks. For example, in a battle�eld MANET, the positionof the ommanders must not be disovered by the enemies.Information an be gathered by eavesdropping, if it is not proteted. However, therouting information is usually not proteted even when a seure ad ho routingprotool is employed. This omes from the fat that it is di�ult to realize infor-mation protetion in MANETs while still guaranteeing the routing performane. Asa onsequene, the information dislosure protetion is only required by some rareappliations, and we do not onsider these attaks in this thesis.2.6.2 Data dislosureData dislosure onsists in olleting data tra� transited in ad ho networks. It isobvious that data dislosure an our with eavesdropping if the on�dentiality ofdata is not ensured.Otherwise, data dislosure ould also be a �rst step of data tampering attaks if theintegrity of data is not well guaranteed.The main subgoal for data olletion is tra� attration.2.6.2.1 Tra� attrationTra� attration is an attak goal with whih attakers try to attrat data �owstowards them by interfering in the routing disovery phase.Attaks appliable to all routing protools
• Vertex ut attak - Attakers an ontrol the interonnetion points (also alledbridges) onneting di�erent part of a network and ut o� all other links. Asa result, all the ommuniation between the parts will pass by them.
• Wormhole attak - With this attak, olluding attakers use a private onne-tion to redue the length of routes passing through them or the propagationtime of routing messages, as desribed in setion 2.5. As a result, a routeestablished on a wormhole seems shorter and faster, therefore it has morehanes to be hosen for sending data �ows.
• Inreasing Sequene Number (SN) or other inreasing message identi�er - Inmany protools, an attaker an send messages with high SN. These messagesare onsidered fresher than the normal messages. Therefore legitimate routingmessages are rejeted, and only routing messages sent by the attaker areaepted. Thus, the data routes will pass through the attaker.Seurity mehanisms for ad ho routing protools



20 This attak is only appliable to the protools using these message identi-�ers. Unfortunately, due to the lak of synhronization, many ad ho routingprotools use these identi�ers, and are thus exploitable.
• Reduing Hop Count (HC) - This attak works with all protools using a HopCount �eld in their routing messages, for example, AODV and Highly DynamiDestination-Sequened Distane-Vetor Routing (DSDV) [PB94℄. The routehoie an be misled by this attak sine a forgery route may always appearshorter.Attaks spei� to reative protools
• Rushing attak [HPB03℄ - In most reative routing protools, in order to avoidloops and �nd out the fastest routes, eah node will only treat the �rst opyof a RREQ. To limit ollisions, eah node should add a random emission delaybefore rebroadasting the RREQ.By deleting the random delay, a maliious attaker an hurry his RREQ mes-sage to next nodes and make other RREQs sent by benign nodes rejeted.Therefore the routes ontaining the attaker have more hanes to be ho-sen to delivery data. This attak is partiularly harmful beause it an beperformed by a weak apaity attaker.
• Route ahe poisoning - This attak onsists in injeting wrong routing infor-mation into routing ahes of honest nodes. It works only with soure routingprotools sine only them have route ahe.The attak is partiularly easy to realize when the DSR protool is in use,sine routing information an be learned through �promisuous listening� (.f.setion 2.2.2.1).
• Reduing the number of identities in soure route - Indeed, this attak is spe-i� to soure routing protools. An attaker an erase a number of identitiesin a soure route when sending a RREQ or a RREP. Then the route reordedis seem shorter than the real route, and it has more hanes to be hosen.
• RERR dropping - An attaker may systematially refuse to generate or forwardRERRs in order to make routes passing by him always appear valid. Indeed,suh an attak ould not work when an end-to-end aknowledgment is required,but this is not the ase for most of the MANET reative routing protools.
• Delaring a subnetwork - In AODV, suh an attak an be realized by delaringa subnetwork with a high SN. Attaker an then ontrol all the tra� betweenthe subnetwork and the rest of the network.Attaks spei� to proative protoolsIn the OLSR protool, to attrat data �ows, an attaker an try to be seleted as aMPR (refer to setion 2.2.2.2) with the following mehanisms:Seurity mehanisms for ad ho routing protools



CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 21
• Delaring forgery neighbors - Suh an attaker an delare inexistent nodesas neighbors in his HELLO messages. Then, aording to the MPR seletionrules [CJ03℄, the attaker will surely be hosen as MPR sine only he �has�the �neighbors�.
• Showing a high willingness to be MPR - With the highest willingness, anattaker is sure to be hosen as MPR. Even a seond-level willingness aninrease its hane to be MPR.Attaks spei� to protools using seurity mehanismsSame distane fraud - In seure routing protools (suh as SLSP desribed in se-tion 3.4.3.2) whih use hash hain to seure an inreasing �eld (suh as HC) or adereasing �eld (suh as TTL), a maliious node is able to keep the �eld unhanged.This misbehavior an either make the messages through the attaker reah a largerarea or make routes through the attaker seem shorter than their real lengths. Thus,it an attrat tra� to the attaker.2.6.3 Sel�shnessSel�sh behaviors are not really attaks. They are the behaviors of the nodes whihdo not ooperate with others to guarantee the good operations of the ad ho routing.In a distributed mobile network, in order to save bandwidth, omputational resouresand battery lives, nodes have more intentions to adopt sel�sh behaviors. Thesebehaviors are often the ontrary of data attrating attaks, sine sel�sh nodes donot want to forward data. We all the nodes adopting sel�sh behaviors sel�sh nodes.When there are many sel�sh nodes in a network, its routing servie availability ouldbe imperiled (.f. setion 3.5).Sel�sh behaviors are generally onsidered as passive behaviors (without any messagesent). However, a few sel�sh behaviors may also inlude some ative ations.Below, we distinguish between di�erent sel�shness behaviors depending on the typeof protools they an be applied to.Behaviors appliable to all routing protoolsAs an intermediate node, a sel�sh node an perform a blakhole (also alled sink-hole) or a greyhole attak during the data forwarding phase. These attaks dropdata pakets instead of forwarding them.Behaviors spei� to reative protoolsA sel�sh behavior an also be:
• Non partiipation into the topology disovery phase - A sel�sh node dropsRREQ and/or RREP messages that it should resend.Seurity mehanisms for ad ho routing protools
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• Modifying routing disovery message - A node modi�es RREQ or RREP mes-sages (with longer route, lower sequene number, et.) to make the routespassing by them disarded by the soure nodes. However, in most ases, thisattak an also provide non-optimal routes to attakers, so we do not onsiderthis attak in our thesis.
• Sending forgery route maintenane message - A node sends route error mes-sages (even if there is no broken link) in order to avoid forwarding data pakets.Behaviors spei� to proative protoolsIn OLSR, a sel�sh behavior ould be showing its willingness of not being MPR, sinesuh a node is sure not to be hosen as MPR.Behaviors spei� to protools using seurity mehanismsWith a reputation system, when the punishment strategies deide that a sel�shnode will not be exluded from network but only from routing (in order to preventthe rejetion of data pakets), a possible sel�shness behavior ould be giving a badreputation to itself. This is beause the sel�sh node is not exluded from network,therefore it an ontinue to bene�t the routing servie as sender or reeiver; further-more, it is exluded from routing, so it will not be hosen as intermediate node andan thus be naturally sel�sh.Remark: We ould see from this ase that the punishment strategies of a rep-utation system (more generally all the seurity mehanisms) should be arefullydesigned aording to the seurity objetives that we want to ahieve.2.6.4 Performane degradationPerformane degradation aims at perturbing the ad ho routing or ausing DoSattaks in MANETs. The attaks in this ategory an be lassi�ed aording to thethree following subgoals.2.6.4.1 Data rejetionData rejetion an be used to degrade the routing performane, sine it an resultin data loss. The following methods may ause data rejetion in MANETs:
• Blakhole (sinkhole) attak - The attaker drops all data pakets passingthrough it.
• Greyhole attak - This is a partial blakhole attak where an attaker partiallyrejets data pakets.Seurity mehanisms for ad ho routing protools



CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 232.6.4.2 Tra� additionAdding redundant tra� into MANETs an inrease the routing load thus dereas-ing the routing performane. A method to realize a denial of servie attak is tooverharge a vitim by �ooding him a huge amount of tra�/requests.Moreover, in MANETs, in order to save their battery lifes, attakers may prefer notto onsume energy for attaking. Thus, a smart attaker should be able to makeother nodes generate additional tra�.Attaks appliable to all routing protoolsCommon mehanisms used to overload MANETs with data tra� are:
• Data message replay (.f. setion 2.5).
• Message loop - this attak makes messages loop in�nitely within network inorder to onsume network resoures. And a smart attaker will avoid him-self being impliated in the loops. Fortunately most routing protools areproteted from this attak.Attaks spei� to protools using seurity mehanismsWhen a seure routing protool uses the authentiation and integrity veri�ationsmehanisms whih onsume a signi�ant amount of omputational resoures, at-takers an bring down networks by sending a great number of bogus messages.2.6.4.3 Delay additionIn the following, we list di�erent methods that an be used to add delay to datadelivery. They work essentially with reative protools:
• Providing non-optimal route - By modifying route disovery messages, an at-taker an make other nodes use non-optimal routes to delivery data. Thisattak is also a type of byzantine attaks (.f. setion 2.4).
• Modifying data paket header - The arriving time of a data paket ould bepostponed when it is deliberately modi�ed by an attaker. For example, theattaker an rediret it to another neighbor whih may have a worse route tothe destination. This method works also with proative protools.2.6.5 Topology modi�ationIn this setion, we onsider the attaks whose goal is to modify the onnetivity ofnetwork. We distinguish the four following subgoals.
• Node exlusion/isolation: Attakers try to exlude or isolate some benignnodes.
• Node addition: Attakers try to introdue forge node identities into MANETs.
• Route/link invalidation: Attakers try to invalidate legitimate routes or links.Seurity mehanisms for ad ho routing protools
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• Route/link forging : Attakers try to injet forged routing information intoMANETs.2.6.5.1 Node exlusion/isolationWhen a node is exluded from network, the topology of the network is hanged. Toexlude a node, attakers an ut o� its ommuniation with the other nodes. Thefollowing methods an be used to ahieve this goal:Attaks appliable to all routing protoolsSleep deprivation attak - An attaker uses up the battery of a node by sending it alarge number of pakets. The node is exluded one it has no energy left.Attaks appliable to proative protoolsSybil attak - Together with spoo�ng, this attak an be used to disable all links ofa node. That is, an attaker an pretend to be all the neighbors of a vitim andthen invalidates eah of the vitim's links.Attaks appliable to reative protoolsUsing a great SN plus impersonation - In AODV [PBRD02℄, by using a high SN,an attaker an isolate a node impersonated until the vitim ould �nd again anappropriate SN.Attaks spei� to protools using seurity mehanismsBlakmail attak - The attak may be applied to a seure routing protool basedon a reputation system that aepts reommendations. Attakers an send wrongausations against honest nodes, or ooperate to ause �rmly a vitim node.2.6.5.2 Node additionTo modify the topology, an attaker an also �add� nodes to a network by pretendingto be many nodes, whih is also alled a �sybil attak�. Therefore non-existentnodes may be introdued into routing tables or route ahes if there is not a entralserver that maintains network members and/or ontrols network aess. Note thatStatistially Unique and Cryptographially Veri�able (SUCV) addresses [MC02℄ (.f.setion 3.3.2.4) are vulnerable to this attak.2.6.5.3 Route/link invalidationLinks may be invalidated by attakers. And one a link is invalidated, all the routesusing this link are also invalidated, and the topology is modi�ed.
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CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 25Attaks spei� to reative protoolsImpersonate RERR message - An attaker an send out forgery RERR messages byspoo�ng the identities of nodes on routes. All nodes reeiving the message wouldinvalidate the link and hange their network topology vision.Attaks spei� to proative protoolsIf a routing protool only employs symmetri links, then it is su�ient to degrade asymmetri link to an asymmetri one to invalidate a link. This is the ase of OLSR,where a link an be invalidated by an impersonated message whih delares the linklost.2.6.5.4 Route/link forgingBy forging a link/route, the topology of a MANET an be modi�ed. A route forgingattak an be ahieved by the following methods:
• With all protools, one wormhole is also a forged link (.f subsetion 2.5).
• With reative protools, a link/route an be forged when impersonation ispossible, or when routing messages are alterable. For example, an attakeran pretend to be a far away node and rebroadast a RREQ, or delete someidentities from the header of a RREP of DSR.
• With proative protools, by inserting forgery links into routing ontrol mes-sages, reeivers of the messages will believe in the existene of the links.2.6.6 Non exlusionIn fat, non exlusion is not really a maliious attak goal. It is a vulnerabilityoming from the maliious nodes whih do not want to be exluded from networkdue to seurity mehanisms. For example, when a reputation system is employed toexlude misbehaving nodes, or when a ertain seurity mehanism is used to ut o�links towards attakers, non exlusion behaviors an exist.An attaker an try to bypass a reputation system by the following methods:
• Using impersonation - An attaker impersonates another identity before at-taking.
• Adopting a good proportion of benign behaviors - Due to the indeterminayof MANETs, many reputation systems are required to tolerate a perentage(represented by a threshold) of bad behaviors. Thus, to aumulate goodbehaviors, attakers may exploit this toleration by reating useless but orrettra� among ooperating attakers. Nevertheless, this mehanism onsumesenergy of attakers.Seurity mehanisms for ad ho routing protools
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• Cooperating to make attaks undetetable - When the supervision is done onlyon routes (.f. setion 3.5.3), ooperating neighbor attakers and wormholeattakers are di�ult to be deteted.
• Covering up for other attakers - In a reputation system, a liar is a nodewhih exhanges wrong reputation information with other nodes. A liar anooperate with attakers to prevent them from being exluded:� In an alarm-based reputation system, a liar may refuse to send alarms ifhe will not be punished for its silene.� In systems based on periodi reputation exhanges, a liar may show nor-mal or good reputations for maliious nodes. In an extreme situationwhere liars are numerous, honest nodes ould even be aused of sendingblakmails due to their minority.2.7 Instanes of the attak treeIn this setion, we establish two instanes of our attak tree for DSR and OLSR,respetively in �gure 2.2 and �gure 2.3. We use these trees to show the vulnerabilitiesof the unseured DSR and OLSR.In the �gures, we use di�erent olors to show the goals, subgoals, attaks that wewill take into aount in this thesis, and the attaks that we do not onsider in thisthesis. We make hoie aording to the di�ulty and onditions that are requiredto ounter these attaks. For example, we do not onsider attaks only realizablewith �Ative-VC� (.f. setion 2.3).2.8 ConlusionIn this hapter, we introdued the standards of mobile ad ho networks, whihprovide us the basi knowledge to understand this thesis.Then we presented a lassi�ation of the threats that menae the network layer ofMANETs. We onsider our attak tree as a �rst step towards a useful frame of a semi-formal seurity analysis for ad ho routing protools. Our main improvement in thiswork is that we distinguish objetives and mehanisms of attaks. The distintionan help seurity defenders to easily notie whih attaks should be prevented underwhih seurity objetives, and whih attaks may not be taken into onsideration.Even though nowadays a large number of threats against MANETs are alreadyknown, new attaks ould still be progressively revealed by researhers or attakers.Therefore it is obvious that our attak tree still needs to be re�ned, and additionalattak objetives and mehanisms should still be added to the tree to make it moreomplete.Through our analysis, we notied that new vulnerabilities may arise due to theintrodution of seurity mehanisms. As a result, we draw the onlusion thatSeurity mehanisms for ad ho routing protools
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Figure 2.2: Threat tree of DSR
Seurity mehanisms for ad ho routing protools
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Figure 2.3: Threat tree of OLSR
Seurity mehanisms for ad ho routing protools



CHAPTER 2. A lassi�ation of the threats against the ad ho network layer 29attentions should be paid to the design of seurity mehanisms. In addition, theompromise between performane and seurity should be arefully studied, too.In this hapter, we also established two instanes of our attak tree, for DSR andOLSR respetively. These trees will later be used to analyze our seurity solutionsproposed for these two protools.
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Chapter 3Seurity mehanisms for theMANET routing�The way ahead is long; I see no ending, yet high and low I'll searh withmy will unbending.�� Qu Yuan � Li Sao � (about 340 B.C. - 277 B.C.)3.1 IntrodutionTo address the vulnerabilities disussed in the previous hapter, many seure adho routing mehanisms have been proposed in the literature. Most of them an belassi�ed into the three following ategories:
• Key management mehanisms deal with identi�ation and all issues regard-ing keys (establishment, distribution, revoation, renewal and exhange).
• Seure routing mehanisms ensure the authentiation, on�dentiality, in-tegrity and eventually the non-repudiation in the two routing phases: topologydisovery and data forwarding.
• Cooperation reinforement mehanisms �ght against sel�sh behaviors andenourage the ooperation between MANET nodes.In this hapter, we disuss the representative solutions in the three ategories. Inaddition, we note also that, for any of the MANET seurity mehanisms, trustrelationship is important to be managed. It is the base of the relationships betweennodes in MANETs. For example, trust an deide the routing hoies in ad honetworks, if we allow routes to be established only between nodes trusting eahother. Reversely, trust relationships an also be in�uened by the routing behaviorsof the nodes, beause a misbehaving node might lose its trust relationships withothers. Finally, the evolution regarding trust must also be re�eted by the keymanagement: untrusted nodes should not be able to renew its keys.In most traditional networks, a trust an either be a third-party trust or a direttrust. With a third-party trust, two individuals trust eah other via a ommon31



32third-party. With a diret trust, on the ontrary, trust relationships are establisheddiretly between entities themselves. Unfortunately, in a MANET, there may notbe a ommon third-party entity, and nodes may not have a-priori diret trust amongthem. Even existing trust relationships an be ephemeral due to the mobility andthe ompromised nodes. This makes the establishment/reestablishment of trustrelationships between nodes a key onern in MANETs.In the rest of the hapter, we present the seurity mehanisms designed for the threeategories mentioned above, and we present a onlusion and show our researhonsiderations at the end of the hapter.3.2 NotationsWe introdue in the following the notations that are used in this hapter in theirappearing order.Notation Meaning
ns number of the threshold ryptography servers in the network
N number of nodes in the network
ϕ a threshold
A, B, C, E nodes
l the length (in bits) of hash values
n1, n2, ..., nN the nodes in an N-node network
IP an IP address
PK a publi key
h(a) the hash value of a
KA,B a symmetri key shared by node A and node B
S a soure node
D a destination node
Ii the ith intermediate node on a route
si a random seed hosen by node ni

L the length of a Hash hain
hj(a) a value a hashed j times without key
d a route length
M a message
A → ∗ : M a node A broadasts the message M to all nodes in the network
IPA the IP address of node A
τ a time interval
i|j the atenation of i and j
hkey(a) HMAC omputed on a value a using the key key
KIiτi

the TESLA key of node Ii at time interval τi

A → B : M a node A uniasts the message M to another node B
SN a sequene number
id a message identi�er
CA a CA server
PKA the publi key of node ASeurity mehanisms for ad ho routing protools
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t a time
e an expiration time
certA the erti�ate of node A
SKA the private key of node A
< M >SKA

the message M signed by the private key of node A
{M}key the message M enrypted by the key key
HC a hop ount
SAA,B seurity assoiation shared by node A and node B
d_Max the maximum route length
TTL a Time To Live
τi the ith time interval
ti the ith timestamp
TIKi the TIK key at time ti
UID a unique identi�er for eah paket (in Network Simulator)
MACA the MAC address of node A
X a misbehaving node3.3 Key and trust managementAn ad ho key sheme an be either asymmetri or symmetri. In the �rst ase,it mainly manages a Publi Key Infrastruture (PKI), wherein eah node has atleast a pair of private/publi keys. In the seond ase, it mainly manages symmetrikeys, either one symmetri key shared by all nodes of a network, or multiple pairsof symmetri keys eah shared by two or more nodes.The hoie between using symmetri and asymmetri key in MANETs often dependson the network senario (network type, appliation, et.). Symmetri keys are betteradapted for sensor networks (beause they annot support asymmetri ryptogra-phy), or stable and small networks (beause it is di�ult to manage large numbersof symmetri keys). Asymmetri keys are adapted for networks with a large numberof node, or highly dynami networks.The ryptographi primitives permit to establish Seurity Assoiations (SA) [DMMJ98℄between nodes. A seurity assoiation is a relationship between two or more entitiesthat desribes how the entities will use seurity servies to ommuniate seurely.This relationship is represented by a set of information that an be onsidered aontrat between the entities. That information must be agreed upon and sharedbetween all the entities that trust eah other and partiipate into a same SA.3.3.1 Design requirementWhen designing a key management sheme for MANET, we should onsider thefollowing requirements:Identi�ed Serets should be established only with identi�ed nodes.Seurity mehanisms for ad ho routing protools



34Distributed The sheme should not depend on any entral server, otherwise theserver(s) an be the target(s) of numerous attaks. Furthermore, to be totallydistributed, it is reommended that all nodes in the network partiipate in thenetwork key generation proess. However, for large networks, this ould be tooompliate to realize. So salable approahes based on hierarhial/luster aresuggested in most ases, suh as in [BHBR01℄ and [SA99℄.Lightweight It should be lightweight, both in term of protool exhange and ryp-tographi operation. This is espeially important for the networks with nodeshaving limited apaity or with proative protools.Key refreshed Generated keys should be relatively strong so that they are noteasy to be ompromised during the network existene, otherwise they shouldbe refreshed periodially.Misbehaving node exluded Misbehaving nodes must not be trusted and theirkeys should be invalidated.Robust A key management sheme ould be itself a target of attaks, so it mustbe funtional even under attaks.Flexible A leaving node often departs from the network with some network serets,and a joining node should be rapidly informed of the serets of the network andestablish keys (however the apability of a new joining node depends on theseurity mehanism employed) in order to ommuniate with others. Thereforein a disretional ad ho network, joining and leaving of nodes should be takeninto aount in the key management.In the rest of this setion, we make a survey of the main solutions suggested for keyand seurity assoiation management in ad ho networks.3.3.2 Asymmetri key managementThe deployment of traditional PKI system in ad ho networks is problemati, sinesuh a system needs a Certi�ate Authority (CA) whih is a enter server. Inaddition, to ensure the delivery and revoation of erti�ates, the CA is required tobe permanently online and always aessible by any node. These issues make thetraditional PKI inadapted to MANETs.To get rid of the dependene on CA but keep the advantages of PKI, four kinds ofsolutions have been proposed. One distributes the funtionalities of CA to a numberof ad ho nodes. One uses a trust arhiteture similar to PGP [S.G95℄. And the twoother solutions replae erti�ate by a one-way (hash) relationship between identityand publi key for eah node. They are respetively introdued in the four followingsubsetions. Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 353.3.2.1 Distributed erti�ation authorityInstead of using a entral CA, we an use the threshold ryptography to distributethe CA funtionalities to a number of nodes in a MANET. For example, the privatekey or the signature funtion of CA an be distributed to ns nodes in an N -nodenetwork (N ≥ ns), then eah of these ns nodes an play the role of a partialerti�ate authority. We all the information given to eah of the ns nodes a part.Thus, a number of nodes whih own a part will be able to emulate a CA server.To apply a CA operation, an appliant needs to soliit the authority servie fromat least ϕ + 1 (ϕ is the threshold) nodes among the ns partial servers (ns ≥ ϕ + 1)[Sha79, SH02℄. Eah partial server soliited will provide a partial result, and thenthe results from no less than ϕ + 1 servers an be ombined with veri�ations andfault toleranes into a signature whih is equivalent to a signature signed by aentral server. If ns is larger than 2ϕ + 1, we see that the network an tolerate upto ϕ ompromised partial CA servers. Note that the parts should be periodiallyrefreshed to prevent attakers from ompromising more than ϕ servers.The Cornell On-line Certi�ation Authority (COCA) [ZH99, ZSvR02℄, propositionof Zhou et al., requires that ns ≥ 3ϕ+1 and N > ns in order to limit the number ofpartial servers. The private key of the CA is distributed, and it will be reonstrutedfor eah signature at one of the servers. In COCA, appliants an either requesta new erti�ate or update an old one. Moreover, an existing erti�ate should berevoked if more than ϕ servers judge that the node whih owns the erti�ate isompromised.Sine ns is limited, COCA may easily protet the partial servers from being om-promised. Nevertheless, the protool has signi�ant overhead and introdues thefollowing disadvantages:
• The exhanges between servers are quite interative1. This is espeially truefor the proative seret sharing method that is used for the refreshment of theparts. Moreover, to ensure the delivery of the messages, all messages in COCAshould be aknowledged.
• Every server has its own pair of publi/private keys with whih all their ex-hanges should be signed, inluding the aknowledgments.
• Multihop routing is used for the key management, reating a loop routing -key management.
• For eah operation, the private key of the CA should be reonstruted at oneof the servers. Thus attakers have the possibility to disover the key if theserver hosen is ompromised.Luo et al. introdued another approah [KZL+01, LL00℄ whih de�nes ns = N .During the initiation phase at least ϕ + 1 nodes will be given a part, and then theother nodes ould be initialized on-the-�y by the nodes already initialized. Unlike1Here �interative� means that there are many message exhanges between non-neighbor nodesSeurity mehanisms for ad ho routing protools



36COCA, this approah does not distribute the private key of the CA but only thesignature funtion.It is assumed that the network is dense enough for all nodes to have at least ϕlegitimate neighbors whih an answer its CA request (the appliant an provideone part itself). This loalization of the CA servie breaks the loop between therouting and the key management, and makes the protool non-interative, unlessthe appliant does not have enough legitimate neighbor nodes. In this ase, two-hop or still faraway neighbors an be soliited. Simulations showed that highlymobile networks an better support the protool sine with mobility nodes havemore hanes to ontat others.The renewal of erti�ate should be done with at least ϕ nodes whih trust theappliant, and nodes without legitimate erti�ate will be isolated beause no nodewill relay their pakets. For revoation, a loal Certi�ate Revoation List (CRL)[NDBJ01℄ exists at eah node. Eah node is supervised by its neighbors, and itserti�ate an be revoked if it is found behaving badly. A revoking node updates itsCRL and broadasts the revoation information. Any node hearing no fewer than
ϕ + 1 ausations against a same erti�ate should add the erti�ate to its ownCRL to revoke it loally.The approah of Luo is both distributed and non-interative. However, if there isnot an e�ient aess ontrol mehanism, attakers an enter the network, make alan of more than ϕ members and then revoke and sign erti�ates. Moreover, inomparison to the solution of Zhou [ZH99, ZSvR02℄, in this approah all nodes needto be proteted from being ompromised. Thus the parameter ϕ should be hosenarefully � if it is too small, the seurity level will be low; if it is too large, it isdi�ult to ensure that there are always su�ient legitimate neighbor nodes.Proposition Distributed Requirements Interative Refreshmentof partsZhou et al. Partially ns ≥ 3ϕ + 1, N > ns Yes YesLuo et al. Completely N = ns No YesTable 3.1: Distributed CA solutions3.3.2.2 Self-organized PKICapkun et al. have adopted the idea of Pretty Good Privay (PGP) [S.G95℄ toMANETs to reate a fully distributed PKI without entral server [HBC01℄.The main harateristi of PGP is the transitivity and the self-organization of trust,whih removes the dependeny of PKI on a CA server. However, entral erti�aterepositories are still required by PGP. Then, to further remove this requirement,Capkun lets eah node own a loal repository of erti�ates.The trust transitivity indiates that if A trusts B and B trusts C, then A trusts C.Following this guideline, eah node stores at �rst the erti�ates issued by itself aswell as the ones destined to it. In addition, it further selets some other erti�atesand stores them in the residual spae of its repository.Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 37Moreover, the mehanism an be more e�ient thanks to the employment of theHeuristi Shortut Hunter Algorithm, sine a shortut an be used to shorten er-ti�ate hains thus reduing both the ryptographi overhead and the possibility ofhaving wrong trusts due to trust transitivity. An alternative way to ounterat theforged trust is to ombine disjoint multipath erti�ate hains towards a same node.The small world theory [Uni06℄ argues that any two people in the world an beonneted via no more than six degrees of separation. Thus, sine the approah issupported by this theory, when two nodes want to ommuniate without an a-prioritrust relationship, they theoretially an always onverge their repositories to �ndthe shortest erti�ate hain between them.The approah is more appropriate to small ad ho networks sine the onvergene(based on the asymmetri ryptography) of long erti�ate hains ould be heavy.Besides, one a erti�ate is revoked, all hains ontaining it beome invalid and newomputations should be e�eted. Also, it is important to note that we need someinitial trusts between nodes for the establishment of erti�ate hains. Moreover, thetrust transitivity is unsuitable espeially for the senarios in a hostile environmentdue to ompromised nodes.Until now, all the propositions presented in this setion employ erti�ates thatprovide essentially a binding between node IDenti�ers (ID) (often IP addresses ofnodes) and publi keys. In the next two setions, we will show two alternativesolutions whih bind naturally an ID with a publi key without help of any erti�ate.3.3.2.3 ID-based ryptographyWith ID-based ryptography [BF01℄, a node deides at �rst its ID, then hashes theID to obtain its publi key. Afterwards, the node sends a request to a Private KeyGenerator (PKG) server to request its private key. An online PKG ould also bedistributed using a threshold ryptography sheme, as suggested in [KKA03℄, whereidentities of nodes are even diretly used as publi keys.Sine the hashing omputation ost is signi�antly lower than that of erti�ate,the solution is onsidered as a good andidate for the key management in ad honetworks. However, the ID-based ryptography sheme still needs further investi-gation to beome mature and be deployed in reality. And no matter whether thePKG server is on-line or o�ine, distributed or entralized, the ontrol of identitiesshould be ensured.3.3.2.4 Cryptography-based addressThe Statistially Unique Cryptographially Veri�able (SUCV) [MC02℄ approah isdi�erent to that of ID-based ryptography in the way that, instead of generating apair of publi/private key based on a hosen ID, a node generates a pair of pub-li/private keys, and then omputes its ID (address) by hashing of the publi key.Thus, neither server nor erti�ate is needed by the approah.To be able to resist spoo�ng attaks and to be statistially unique, the hash output(ID) length annot be too short. In fat, with a perfet l-bit hash algorithm, anSeurity mehanisms for ad ho routing protools



38attaker needs on average 2l−1 hash operations to disover the orresponding publikey, and on average 2l/2 nodes ould generate an address ollision [KBC97℄. Con-sequently, IPv4 addresses (l = 32) are not su�iently long, only IPv6 addresses(l = 128) are usable by the sheme.In an unseured MANET, a misbehaving node may use multiple identities. We allall the identities exept the legitimate identity bogus identities. Without server toontrol the identities (addresses) of nodes, bogus addresses an exist along withSUCV whih will ause seurity problems espeially for the identi�ation of nodes.To summarize, we ompare the disussed propositions in table 3.2.Proposition Certi�ate Need server Charateristi RevoationThreshold ryp-tography Yes Yes Distributed CA YesSelf-organizedPKI Yes No Transitive trust YesID-based ryp-tography No Yes PK = hash(ID) PossibleCryptography-based address No No ID = hash(PK) NoTable 3.2: Asymmetri key management propositions3.3.3 Symmetri key managementIn this setion, we desribe at �rst two propositions that aim at establishing aglobal symmetri key in a MANET. Then we present some approahes to reate (ordistribute) pairwise keys.If a network uses a symmetri key shared by all the nodes, it should be attentive tothe hanges in the network membership, sine the modi�ation of the ompositionof the network will neessitate the regeneration of the key. Otherwise, if the networkuses pairwise keys, the same problem does not exist but in a N-node network, nodesare required to store N(N−1)
2

keys.Although muh more ompliated in terms of management, a pairwise key shemeis onsidered safer than a global key sheme. This is beause, in the ase of pairwisekeys, ompromising one node ould not in�uene a lot the whole network seurity,while with one global symmetri key, one node ompromised signi�es that the wholenetwork is ompromised. As a result, pairwise symmetri keys are more suitable forsenarios whih need a high seurity level but nodes are relatively weak to supportasymmetri ryptography, and a global symmetri key is suitable for MANETs in asafe and stable environment.3.3.3.1 Password-based authentiated key agreementGinzboorg et al. suggested a key agreement sheme in [AG00℄ for the followingsenario: all partiipants of a onferene are in a same meeting room and they trustSeurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 39eah other; they share a password (whih is too weak to be a ommuniation key butan be used for the authentiation of partiipants of the network) by some o�inemeans (for example the password ould be written on a blakboard in the meetingroom); they try to reate a strong and global symmetri key to seure all theirinternal ommuniations.It is required that with authentiation based on the password, all nodes ontributeto the generation of the key. Therefore eavesdropping attakers are exluded fromthe network due to their lak of the password.Three variants of Di�e-Hellman (DH) key agreement protool [Res99℄ are proposedin [AG00℄, one is a two-part protool and the others are multipart protools. Inthe two-part protool, nodes exhange their DH publi omponents enrypted bythe password, then use hallenges to authentiate the ommuniation key. The �rstmultipart protool is made of N + 2 steps if the network is omposed of N nodes.The �rst N − 1 steps onsist of omputing π = gS1S2...SN−1 (gSi is the DH publipart of the node ni), then the node N − 1 broadasts π to all others. Eah nodeauthentiates itself to the node N by sending ci = πS′
i/Si (S ′

i is a random number)to it, and the node nN should subsequently return bak (ci)
SN to eah node ni.After these steps, all nodes should be able to ompute gS1S2...SN whih will be the�nal key. Finally, the authentiation of the key is performed. The seond multipartprotool is alled hyperube protool sine it onsiders a dm-dimension ube withina 2dm-node network. Thanks to the parallelism, only dm + 2 steps are needed toestablish an authentiated key.However, this sheme is not �exible with regard to joining and leaving of nodes.One a node leaves or joins the network, the key has to be rebuilt with a newpassword, due to the weakness of the password. Furthermore, the work in [Hie01℄showed that both the mobility and the topology an in�uene the performane ofthe sheme. At last, the approah an be adapted to few other senarios.3.3.3.2 Password-based hierarhial key transportA smart dust network is de�ned as a network omposed of a large number of smallnodes (for example, sensor nodes). In [BHBR01℄, a key sheme is proposed forsmart dust networks whih is somewhat similar to the previous solution sine it isalso based on a pre-established password and it also generates global ommuniationkeys (one key per interval). However, due to the weakness and the important numberof the nodes, the DH key agreement protool is not suitable for the senario, and akey transport protool is used instead.A loose synhronization (whih guarantees an upper bound on the maximum syn-hronization error) is assumed, and it is also supposed that eah node has a tamper-resistant devie whih is able to protet the password and the temporary keys frombeing ompromised.In suh a network, at �rst, we establish lusters and elet Cluster Headers (CH)whih are nodes in harge of ommuniation between lusters during the key estab-lishment phase. Then, it is up to CHs to elet among them a network header whowill deide and distribute a ommuniation key to all nodes of the network.Seurity mehanisms for ad ho routing protools



40Due to the additional tamper-resistant module, the prie and the energy onsump-tion inrease for eah node. On the other hand, it is found that the so-alled tamper-resistant hardware may not be always safe [AK96℄. In addition, attakers an eveneasily be seleted as headers if they answer to the CH seletion onditions. Thus,this mehanism requires an aess ontrol mehanism and a seure password distri-bution. Finally, this sheme does not provide any way to punish neither attakersnor sel�sh-nodes.3.3.3.3 Random key predistributionRandom key predistribution approahes [CPS03, Cha04℄ involve less overhead onommuniation and omputation. They are usually used with resoure-onstrained(sensor) networks. The basi key predistribution sheme was introdued by Es-henauer and Gligor in [EG02℄. Before entering a network, eah sensor reeivesfrom a large key pool a set of symmetri keys, in suh a way that any two nodes inthe network an �nd at least one ommon key within their key sets.In [CPS03℄, an improved sheme is introdued by Chan et al.. It ensures q (q ≥ 1)ommon keys between any two nodes, thus ommuniating peers an randomlyhoose one of them or use multiple keys at one. Consequently, it will be moredi�ult for attakers to ompromise the ommuniations sine it is not easy forthem to know the right keys that are used in ommuniations.In [Cha04℄, Du et al. use the node deployment knowledge to re�ne the basi keypredistribution sheme. Their new sheme takes into aount stable neighborhoodbetween nodes, thus being more e�ient and using less keys. However, the solutionrequires that long distane peer-to-peer ommuniations are rare, and nodes are notvery mobile.3.3.3.4 Resurreting duklingResurreting dukling [SA99℄ is a key management approah designed for Bluetoothnetworks [bbb05℄ (.f. setion 2.2.1). With this sheme, a Bluetooth network isstrutured into a tree where a parent shedules all transmission of his hildren. Theroot of the tree will be the owner of the network, generally a person who owns andontrols all his devies.In short, resurreting dukling is a hierarhial key transport solution where thekeys are given from hildren to parents. Every hild possesses a hardware modulewith whih it an authentiate itself and send a symmetri key to its parent via aphysial ontat. A parent has nevertheless the right to deide the validation timeof the keys and an also stop his parenthood with any of his hildren at any time.In [Sta01℄, authors propose an additional feature to the sheme whih takes intoaount peer-to-peer onnetions. Indeed, a peer-to-peer onnetion is onsidered asthe addition of two one-way onnetions in reverse diretions. Moreover, followingthe tree, all seurity politis deided by parent nodes should be applied to theonnetions between hildren nodes. In fat, this new feature aims at adaptingresurreting dukling to smart dust networks.Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 41As a drawbak, parents should be proteted from being ompromised sine theypossess many shared keys and they de�ne the seurity politis of their hildren.Thus, if a parent node is ompromised, its hildren are also ompromised.3.3.3.5 Demonstrative identi�ationThe approah in [BSSW02℄ is designed for small, temporary and loal ad ho net-works. It supports essentially symmetri key establishment between neighbor nodes.An appliation ould be that a foreign Personal Digital Assistant (PDA) tries to om-muniate with an unknown loal printer in order to seurely print some douments.The solution inludes two phases: a pre-authentiation phase whih is an identi�a-tion phase and a key establishment phase whih does authentiation and establishesa shared key between two peers.The �rst step should be done either via a physial ontat or an infrared hannel2.Some short information, suh as the hashes of the publi keys of ommuniatingnodes, is exhanged. Then, the seond phase is done within a normal radio hannel,and the information previously exhanged is used in authentiation. Afterwards, aommuniation key an be produed by a well known key establishment protool,suh as DH [Res99℄, Seure Sokets Layer (SSL) [FKK96℄, et...The drawbak of the solution is that all nodes need a hardware module (infrared orphysial ontat module) to aomplish the pre-authentiation. And the appliationsof the mehanism are limited to few senarios.3.3.4 Seurity assoiation establishmentA Seurity Assoiation (.f. setion 3.3) involves the passing of �seret words� or keysto establish a seure onnetion between ommuniating parties. In this setion, wepresent two MANET two-part SA establishment approahes.3.3.4.1 SA establishment with mobilityIn [CHB03℄, Capkun et al. introdue a solution whih makes use of mobility toestablish seurity assoiations. The protool ensures that eah peer of a SA isertain of the identity and the publi key of the other peer.It is assumed that all nodes own a hardware module (infrared or wire). Two waysexist to establish SAs. One is similar to the solution in setion 3.3.3.5, where nodes�rst exhange some short information using the module and then turn to their radiohannel for the rest of the exhanges. The other uses the seure module to exhangeall neessary information.Thus, nodes are able to establish SAs on-the-�y when they meet new neighborsthanks to mobility. Furthermore, friendships an also help. Consider two peers Aand B, and suppose another node that is neighbor of both peers and is a friend ofone of them say A, then a one-way SA from B to A an be established. Or, if a2The same method an be found in setions 3.3.3.4 and 3.3.4.1.Seurity mehanisms for ad ho routing protools



42node is at one both friend and neighbor of A and B, the two-way SA between Aand B an be established through the node.However, the sheme requires the partiipation of network users who should dophysial ontats or put their infrared interfaes fae-to-fae.3.3.4.2 SA establishment with routingIn [BEGA02℄, a SA establishment method using soure routing is presented. Assumethat an initiator knows the identity of its target but not the publi key, the objetiveof the sheme is that two ommuniating nodes aquire the publi keys of eah other.And optionally, an initiator an obtain a symmetri key hosen by the target.The proedure is done within a seured soure routing topology disovery proess.The key idea is to employ SUCV addresses (.f. setion 3.3.2.4).An initiator joins its self-issued publi key into its route request message and signsthe message with the orresponding private key. The target an then hek thesignature, and whether initiator's identity is the hash of the initiator's publi key.If suessful, the publi key of the target will be delivered to the initiator within aroute reply message, whih will later be veri�ed by the initiator.Optionally, if the ommuniating nodes want to establish a shared key betweenthem, a seret an be enrypted and transported to the initiator within the RouteREPly message (.f. setion 2.2.2.1).The mehanism works only if the identities of peers are determinable. However, dueto the lak of ontrol, this is di�ult to be ensured in MANETs. Furthermore, theproposition has inherited the weakness of SUCV sheme in whih bogus identitiesan easily be reated.3.3.5 SummaryIn this setion, we disussed some representative key and seurity assoiation man-agement shemes. Many of them are designed for spei� senarios, and it seemsimpossible to �nd a universal solution. Eah solution has its advantages and draw-baks that are ompared in tables 3.3, 3.4 and 3.5.Key management is an important aspet of MANET seurity, sine it is often thebase of the seure routing. Exept the key management solutions presented insetion 3.3, the following shemes an also be applied to MANET seure routingprotools (refer to the next setion for all the seure routing protools quated here):Distributed ring signature This kind of shemes [RST01℄ an provide anonymityto the signers of a threshold signature. We an apply them to solutions suhas COCA to protet the signers' identities.Aggregate signature This signature sheme [BGLS03℄ an aggregate p signatureson p di�erent messages whih are signed by p di�erent users into one single,short signature. Thus, they an help to signi�antly redue the header lengthof ADVSIG, endairA, et...Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 43Proposition Origin Initialization Dimension Duration RefreshmentPassword-based Spontaneous Pre-shared Small Short Nokey agree-ment passwordPebblenets Planned Pre-shared Large Long YespasswordResurreting Spontaneous None Small N/A YesDuklingDistributedCA Planned Dealer Not large Long Yes (part)(Zhou)DistributedCA Planned Dealer Large Long Yes (part)(Luo)Self-organized Spontaneous History Not large Long NoPKIDemonstrative Spontaneous PKI or Small Short Noidenti�ation pre-sharedkeyKey Planned Key poor Large N/A NopredistributionSUCV ad-dress Spontaneous None Large N/A NoID-based Planned PKG Large N/A Noryptography Table 3.3: Key management solutionsMultisignature This signature sheme [IN83, MOR01℄ is similar to the previoussheme, exept that the multiple signatures should be omputed on a samemessage. It an be applied to the protools where some information needs tobe erti�ed by multiple nodes, suh as ARAN, or a protool using multi-handreputation.Designated veri�er signature This sheme [JSI96, Cha96℄ an make a signatureonly veri�able by a unique and spei� user. So it an be used in MANETs, forexample, to hide routing information, or to keep anonymity of nodes within avoting system.One keys are suessfully managed, we an use them to seure the ad ho routing.In the next setion, we present some MANET seure routing mehanisms.Seurity mehanisms for ad ho routing protools



44 Proposition Charateristi Objetive Mobility SenarioPassword-based DH-based One global Limited Internalkey agreement key onferenePebblenets Cluster One global Limited Smart dust-based key*Resurreting Physial Pairwise Limited PANDukling ontat keys BluetoothDistributed CA Threshold PKI N/A N/A(Zhou) ryptographyDistributed CA Threshold PKI High N/A(Luo) ryptographySelf-organized Transitive PKI N/A N/APKI trustDemonstrative Pre- Pairwise Limited Small LANidenti�ation authentiation keys or PANKey Key poor Pairwise Sometimes Sensorpredistribution keys limited networkSUCV address IP = h(PK) Asymmetri key N/A N/AID-based PK = h(IP ) Asymmetri key N/A N/Aryptography Table 3.4: Key management solutions (ont.)3.4 Routing seurityIn hapter 2, it is shown that unseured ad ho routing protools are vulnerableto numerous attaks. In this setion, we present some seure MANET routingprotools. Some are existing protools reinfored by additional seurity mehanisms,some are new seure routing protools suggested in the literature.Most of the seure routing researh e�orts have been plaed on reative and proativeprotools. Indeed, a hybrid protool is often loally proative and globally reative,so it is more ompliate to seure but existing tehniques might be blended andapplied to it.Sine reative protools seem less weighty, they are thus more studied by researhers.Moreover, the soure routing is the mostly studied routing algorithm beause of itsfeatures (it is partiularly true within ooperation reinforement solutions, see se-tion 3.5). Indeed, it permits soure nodes to easily ontrol all the intermediate nodesand the integrity of the routes. Other algorithms, on the ontrary, let intermediatenodes deide their next hop nodes, thus they seem more di�ult to be seured. Inother words, it is a trade-o� between the �exibility and the seurity.Many seure routing protools suppose that soure and destination nodes trust eahother, while any intermediate node ould be maliious. We present the seure routingobjetives that ounterat the e�ets of maliious nodes in the next setion.Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 45Proposition Authen- Distri- Light- Attaker Robust Flexi-tiation buted weight exlusion bilityPassword-based Yes Yes Yes No Yes Nokey agreementPebblenets Yes Hierarhi Yes No No YesResurreting Yes Hierarhi Yes Partial No YesDuklingDistributed CA Yes Partial No Yes Average Yes(Zhou)Distributed CA Yes Yes Average Yes Average Yes(Luo)Self-organized By Yes No Yes No YesPKI friendsDemonstrative Yes Yes Maybe No Yes Yesidenti�ationKey Yes No Yes No No YespredistributionSUCV address No Yes N/A No No YesID-based Yes Possible Maybe Maybe Yes Yesryptography Table 3.5: Properties of key management shemes3.4.1 Design requirementMANET routing protools should be distributed, self-organized, and able to adaptto hanging topologies. Furthermore, the seurity objetives to be ahieved are asfollows:Availability Routes an be found if they exist.Corretness Disovered routes are real routes. In other words, every link ontainedin a route must truly exist.Safety A route in use ontains no attaker, otherwise the routing sheme must beable to tolerate the attakers by some means.Optimal Routes should be as optimal (short, rapid, less ongested, et...) as pos-sible if the seurity requirements are already met.Resoure e�ient A protool should be as lightweight as possible both in termof ryptographi overhead and routing overhead.Punishment of maliious nodes If maliious nodes an be identi�ed, they shouldbe punished, otherwise they have no inentive to stop attaking. As punish-ments, misbehaving nodes an be de�nitely exluded.Stability A seured routing protool must be self-stable under attaks.Seurity mehanisms for ad ho routing protools



46Data delivery Data should be orretly delivered to their destinations with fresh-ness, authentiation and integrity. When neessary, the on�dentiality is alsorequired.Conretely, the above seurity objetives an be translated into the following re-quirements:Nodes should be orretly identi�ed and authentiated, inluding soure, destina-tion and the intermediate nodes.Routing information should be proteted in term of integrity and authentiity.Data needs the authentiity and sometimes the on�dentiality.Satisfying both performane and seurity requirements in one routing protool is ahallenging task. So, we usually look for seurity mehanisms with few performanepenalties. Only if a network is very seurity-sensitive, the seurity is onsidered anabsolute priority.3.4.2 Seure reative routingThe most famous reative ad ho routing protools are AODV and DSR (.f. setion2.2.2). Many seurity solutions are based on them. For example, ARIADNE insetion 3.4.2.1, Seure Routing Protool (SRP) in setion 3.4.2.2 and endairA insetion 3.4.2.8 are seure soure routing protools, and Seure AODV (SAODV) insetion 3.4.2.5 is an AODV-based seure routing protool.3.4.2.1 AriadneThe seure routing protool Ariadne, based on pairwise keys shared by ommuni-ating nodes (key KS,D denotes a key shared by a soure node S and a destina-tion node D) and Timed E�ient Stream Loss-tolerant Authentiation (TESLA)33TESLA is a variant of the hash hain tehnique, whih is a method to authentiate a largenumber of messages while keeping the ryptographi overhead limited.To be able to use a hash hain, the following steps need to be performed in advane: �rst, eahnode ni hooses a random value si; then by hashing si L times, the node ni obtains a list of Lvalues: h(si), h2(si), ..., hL(si); �nally eah node signs its last value hL(si) and broadasts it inthe network.Any hp(si) (1 < p < L) is then able to be authentiated by all members of the network sine
hL(si) = hL−p(hp(si)). Moreover, if any hq(si) (p < q < L) is already authentiated, hp(s) anbe authentiated with only q− p hashing operations beause hq(s) = hq−p(hp(s)). Nodes an thususe their hash values in the reverse order of their generation to guarantee the authentiation andthe integrity of their messages (often by HMAC [KBC97℄). In ad ho networks, proative routingprotools tend to use TESLA [HJP02℄ or its variants beause they need to send many regulartopology messages.In omparison with hash hain, TESLA has the advantage of eonomizing the hash hain ele-ments at the ost of a loose synhronization. With TESLA, a node uses only one hain elementto authentiate all messages sent in one time interval, and eah element will be dislosed after theexpiration of its time interval. LHAP (Lightweight Hop-by-hop Authentiation Protool) [ZXSJ03℄and [HPT99, Che97℄ are examples of the TESLA appliations in ad ho networks.Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 47[PCSJ01, PCJS00℄, is proposed by Hu et al. in [HPJ02℄. Aording to the authors,the protool an also easily be adapted to two other shemes, namely shared keysbetween eah pair of nodes and digital signatures.Suppose that a route S, I1, ..., Ii, ..., Id−1, D will be disovered in a route disoveryproess. Then the RREQ initiated by the initiator S should be
S → ∗ : IPS, IPD, id, τ, h0, where h0 = hKS,D

(IPS, IPD, id, τ)

τ is the TESLA time interval at the pessimisti expeted arrival time of the requestto the target D (lok skew taken into aount), and id is a random number. ARREQ rebroadasted by an intermediate node Ii should be
Ii → ∗ : IPS, IPD, id, τ, hi, IPI1, ...., IPIi

, MI1, ..., MIiwhere hi = h(IPIi
|hi−1) and

MIi
= hKIiτ

(IPS, IPD, id, τ, hi, IPI1, ..., IPIi
, MI1 , ..., MIi−1

)

KIiτ
is the TESLA key of the node Ii at the time interval τ . Upon reeiving theRREQ, D will ompute an HMAC and send bak a RREP:

D → In : IPD, IPS, τ, IPI1, ..., IPId−1
, MI1, ..., MId−1

, MDwhere MD = hKS,D
(IPD, IPS, τ, IPI1, ..., IPId−1

, MI1 , ..., MId−1
)Eah intermediate node Ii will not send bak the RREP until KIiτ

an be revealed.The RREP sent by node Ii to node Ii−1 should be:
Ii → Ii−1 : IPD, IPS, τ, hd−1, IPI1, ..., IPId−1

, MI1, ..., MId−1
, MD, KI(d−1)τ

, ..., KIiτNode By reeiving the RREQ By reeiving the RREPS KIiτ
, MD, MIi

(1 < i < d − 1)
Ii τ is not reahed, id wait for the dislosure of KIiτD τ is not reahed, hd−1Table 3.6: Fields to be veri�ed in AriadneFields to be veri�ed at eah step of RREQ and RREP handling are summarized intable 3.6.Ariadne is able to provide authenti routes to initiators, sine an initiator an au-thentiate eah hop of a route and no node an be removed from a route. However,the protool is less adapted to large dimension MANETs. This is beause, �rst, thelength of header inreases rapidly with the length of route; seond, it is di�ult toestimate τ in advane when network is large, thus nodes might wait for a long timebefore sending any tra� even though they are lose to eah other; third, due tothe utilization of TESLA, delay exists also for RERRs, whih just needs a rapidreation to avoid data loss. Ariadne does not ope with wormhole attaks.In Ariadne, TESLA keys need to be authentiated. For this, there is a solutionnamed ID-based message authentiation (IDHC) [Mi04℄ whih an bind the iden-tities of nodes and their TESLA keys together.Seurity mehanisms for ad ho routing protools



483.4.2.2 Seure Routing Protool (SRP)Seure Routing Protool [PH02℄ aims at providing authenti routes to soure nodeswith a minimum overhead. SRP an be an extension of any existing reative protoolespeially DSR. It supposes that there is a SA between eah pair of ommuniatingnodes, within whih shared a seret key KS,D, a random seed and the expiry time ofthe SA. The establishment of the SA is not desribed in detail in the paper but it issupposed that asymmetri keys and the DH protool an be used for the purpose.A SRP header should be added to a reative routing protool header. It is omposedof six �elds inluding an SN (a sequene number), a id (a random number seededby the seed in the SA), and a keyed Message Authentiation Code (HMAC). Whenan initiator sends out a RREQ, it omputes the HMAC as the hash of the message,by using KS,D.Intermediate nodes are not allowed to reply to the RREQ, but they should hekthe id and the SN , and append their identities to RREQ before rebroadasting it.Upon reeiving a RREQ, the destination heks the HMAC alulated by the initia-tor for the authentiity of the request. Afterwards, it returns a RREP to initiatorand protets the whole RREP by another HMAC using KS,D. The initiator willhek the validity of this new HMAC to ensure the integrity and the authentiationof the route in the RREP.Optionally, we may employ the Intermediate Node Reply Token (INRT) mehanismwhih uses multi-part SA. That is to say, nodes in a multi-part SA an reply to therequests of eah other.SRP uses a Neighbor Lookup Protool (NLP) where the binding of IP and MACaddresses an prevent a lot of impersonation attaks. However, sine no signatureis required, and sine MAC addresses are nowadays as easy to be spoofed as IPaddresses, it will be di�ult for NLP to detet all spoo�ng attaks, exept if thereis a on�it or a entral server to detet bogus addresses.In addition, there is a DoS (.f. setion 2.6.4) prevention mehanism in SRP: a nodesending too many route requests is dropped in priority. Hene, when there are tworequests, the one from a higher priority node will be served before the one from alower priority node.However, SRP is simple but not failsafe. First, it annot e�iently protet its routemaintenane phase beause no intermediate node is really authentiated. Thereforea maliious node an at orretly in the topology disovery phase but impersonateto send wrong RERRs (thanks to NLP, suh an attak may be deteted but theattaker an never be identi�ed). Seond, it is shown in [Mar02℄ that the formalproof proposed by SRP is not reliable, thus some inorret topology information anstill be returned to S (.f. [XLB04℄ for suh examples). Moreover, wormhole attaksan also disrupt SRP.SRP seures only the topology disovery phase. Thus, it is suggested that SRPworks together with another seure routing protool SMT (.f. setion 3.4.2.3)whih seures the data forwarding phase. Most SRP �aws an be overed up bySMT. Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 493.4.2.3 Seure Message Transmission (SMT)The Seure Message Transmission (SMT) protool [PZ03℄ supposes that a set ofreliable paths is provided to eah sender by SRP. It uses also the other hypothesesof SRP.The basi idea of SMT is to break eah data message into several small piees andsend them through a set of diverse, preferably node-disjoint paths. A path set isnamed an Ative Path Set (APS) that should be a subset of all existing paths froma soure node to a destination node. Sine some redundany is introdued into theomputation of the piees, even if not all piees are reeived, the original messagemay be suessfully reonstruted at the destination. Then, an aknowledgementwill be sent bak to the soure node. However, when there are not enough pieesto reonstrut the message, the destination node should inform the soure node thepaths on whih piees have been suessfully delivered. Thus, the sender an performsome retransmissions through the operational paths. To guarantee the integrity andthe authentiation of eah piee, all piees are sent with an HMAC omputed withkey KS,D.The reliability of the paths in an APS will be evaluated by the sender. A high ratingwill be given to a path on whih piees are always orretly delivered, whereas failingpaths will be hosen less frequently or rejeted from the APS due to their low ratings.This mehanism is adaptive to both topology hanges and attaks.We will ompare SMT to TRP in hapter 5.3.4.2.4 Authentiated Routing for Ad ho Networks (ARAN)Proposed by Dahill et al., Authentiated Routing for Ad ho Networks (ARAN)[SDL+02℄ veri�es routes in a hop-by-hop manner. It is neither a distane vetorprotool nor a soure routing protool.ARAN requires a CA server CA and assumes that the publi key of the server
PKCA is known to all nodes. Eah node denoted A has to obtain a erti�ate
certA =< IPA, PKA, t, e >SKCA

before entering the network, where t and e arerespetively the reation time and the expire time of certA, and SKCA is the privatekey of CA.At the beginning of a route disovery phase, an initiator S broadasts a RouteDisovery Proess (RDP) message: < IPD, certS, SN, t >SKS
, where D is the des-tination node, and SN is a monotonially inreasing sequene number. The pair

(SN, IPS) (IPS an be found in certS) will be used by intermediate nodes to verifythe freshness of RDP.The �rst intermediate node I1 adds its signature and its erti�ate to the RDPmessage and then rebroadasts it: < < < IPD, certS, SN, t >SKS
>

SKI1

, certI1 >.Any following intermediate node Ii (2 < i < d) veri�es the signature of Ii−1, removesit from the message, then adds its own signature and erti�ate to the message beforerebroadasting it: < < < IPD, certS, SN, t >SKS
>

SKIi

, certIi
>.The destination D takes the �rst reeived RDP (not neessary the shortest route)and replies it with a REP (REPly) message. The REP is sent in a similar way asSeurity mehanisms for ad ho routing protools



50RDP but on the reverse path. Upon reeiving the REP, S veri�es the signatures of
D and I1, and heks whether SN is valid.RERR messages are signed by their originators. Intermediate nodes have no rightto modify them.If S wants absolutely the shortest route, it an further broadast a Shortest PathCon�rmation (SPC) message:

S → ∗ :< {IPD, certS, < IPD, certS, SN, t >SKS
}PKD

>Any intermediate node should resign it, add ryptographi redentials to it, andreenrypt it with PKD. The destination D replies to the �rst SPC, and also anylater SPC with a shorter path, after verifying all their signatures. A reply is aReorded Shortest Path (RSP) message: < IPS, certD, SN, route >SKS
. The pro-edure guarantees that no node an be removed from a route, and any intermediatenode is authentiated, thus the shortest route an be found.In ARAN, a erti�ate certA an be revoked by the server CA with a revoke message

< certA >SKCA
. Eah node, upon reeiving a revoke message, invalidates all routespassing through the revoked node.ARAN provides the authentiation, the non-repudiation and the integrity to itsrouting ontrol messages, at the prie of weighty ryptographi operations and anonline CA server. The e�ets of revoations will depend on the topology of thenetwork, sine maliious nodes may not forward revoation messages. ARAN is stillvulnerable to wormhole attaks.3.4.2.5 Seure AODV (SAODV)Manel Guerrero Zapata et al. suggested a Seure AODV [PBRD02℄ protool (SAODV)in [ZA02, GZ02℄. SAODV protets two �elds, namely SN and HC, in AODV routingmessages. HC is the only mutable �eld that is inreased eah time the message isrebroadasted.SAODV needs a CA server to manage a PKI, with whih every routing messagean be signed by its originator. Therefore, exept HC, the message's integrity andauthentiation are ensured.One hash hain is used to protet eah HC �eld. An initiator puts s (a randomseed) and hMax_hop_count(s) into eah RREQ. Eah intermediate node inreases theHC and replaes the �eld of s by its hash s′. Then, any node an verify the HC �eldby heking whether

hMax_hop_count(s) = hMax_hop_count−HC(s′)A maliious node is not able to derease the HC sine it does not know the appro-priate hash value. However, this mehanism an only prevent nodes from dereasingthe HC but is unable to detet the same-distane fraud (a maliious node doesnot inrease the HC). Moreover, when there are some olluding attakers, the routelength an still be redued by ommuniating an old s or s′ value to a downstreamaomplie. Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 51The utilization of SN is also restrited in SAODV. In a nutshell, nodes an no moreinrease their SNs as they wish. For example, no more inreasing of SN when aRERR is generated, or a temporary leaving node should keep its SN and reuse itwhen it omes bak. These measures an prevent nodes from deliberately inreasingSN thus attrating tra�s.If intermediate nodes are allowed to reply to RREQs, a double-signature alled sig-nature for RREP should be generated with RREQ and be sent bak by a responderwithin its RREP. The signature provides information that an restrit the RREP,thus the initiator is sure that the responder has reeived the orret RREQ.SAODV guarantees the integrity and authentiation of AODV routing ontrol mes-sages. However the use of hash hains annot totally prevent attaks on HC.3.4.2.6 Seurity-Aware ad ho Routing (SAR)The Seurity-Aware ad ho Routing (SAR) protool [YNK02℄ is proposed by Yiet al.. It an be onsidered as a framework whih an inorporate any existingrouting protool. In SAR, every node, every appliation, and even every paket hasa seurity level. A node an forward, rebroadast or reply a paket if and only if ithas a seurity level equal to or higher than the level required by the paket.One seret key is de�ned for eah seurity level, and eah key should be distributedto all nodes having an equal or higher seurity level. The ontents (inluding theheader) of pakets should be enrypted by the key of their orresponding seuritylevels, thus low level nodes annot read them. Consequently we an also protettopology information from being disovered by unauthorized nodes.SAR is adapted to networks suh as military networks where a general has a higherseurity level than a soldier. However, the key management in SAR may be ompli-ated if a high level node an be ompromised. And the evaluation of seurity levelsshould also be onsidered to make the model more adaptive.3.4.2.7 Seure Position Aided Ad ho Routing (SPAAR)Several ad ho seure routing protools rely on GPS, suh as the Seure PositionAided Ad ho Routing (SPAAR) protool [CY02℄. With GPS, nodes an be sure oftheir geographial positions, therefore neighbor relationships will be muh easier todetermine.Every node broadasts regularly two kinds of messages in its neighborhood: thepubli key distribution message whih ontains the erti�ate of the node, and theHello message whih ontains the urrent position and the transmission range of thenode. The neighborhood an then be alulated.Every node further generates a pair of asymmetri neighbor keys and sends thepubli key to its authentiated neighbors. All afterward routing ontrol messagesinluding RREQ, RREP and RERR will be signed by both the global private keyand the neighbor private key of the sender. Besides, the whole routing disoveryproess is similar to ARAN.SPAAR an be used in hostile environments where the seurity is an importantonern. Furthermore, SPAAR an prevent wormhole attaks sine it provides aSeurity mehanisms for ad ho routing protools



52solid neighbor lookup protool.3.4.2.8 endairALevente Buttyan and Istvan Vajda proposed in [BV04℄ a seure protool namedendairA. It supposes that all links are symmetri, and eah node has a single andunique identi�er. It is equally assumed that although the spoo�ng attaks arevery possible, all nodes are sure of their neighbors, and every node an overhearthe ommuniations of its neighbors. But ooperating ompromised nodes are nottaken into aount.In endairA, nodes add their signatures only to RREP. Then, a RREQ will be
< IPS, IPD, id, cumulated_list_of_IP_addresses >and a RREP will be

< IPS, IPD, id, complete_list_of_IP_addresses, cumulated_list_of_signatures >The protool ensures that no inorret routing information an be aepted by sourenodes.As a summary, the presented reative protools are ompared in table 3.7 and table3.8.Proposition Routing Cryptographi Synhro- RREP by Otherstype primitives nization middlenodesARIADNE SR SAS,D+TESLA Loose NoSRP SR SAS,D No NoARAN Hop-by-hop PKI No No the fastestrouteSAODV DV PKI+hashhain No OptionalSAR All Symmetrikeys No Yes LayeredNetworkSPAAR ARAN-like PKI No No GPSSMT SR SAS,D No N/A MultipleroutesendairA SR PKI No No NeighborhoodTable 3.7: Seure reative routing protools3.4.3 Seure proative routingThe operation manner of proative routing protools (.f. setion 2.2.2) is veryuseful when a high routing performane is required, but it is also very hallengingSeurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 53Protool Eavesdrop Spoo�ng Greyhole Blakhole Wormhole DoSARIADNE Passive No Active −
1 − ta

Active −
1 − ta

Active −
2 − ta

Active−
1 − taSRP+SMT No Active −

1 − ta
No No Active −

2 − ta
NoARAN Passive No Active −

1 − ta
Active −
1 − ta

Active −
2 − ta

Active−
1 − taSAODV Passive No Active −

1 − ta
Active −
1 − ta

Active −
2 − ta

Active−
1 − taSAR No Possible Active −

1 − ta
Active −
1 − ta

Active −
2 − ta

Active−
1 − taSPAAR Passive No Active −

1 − ta
Active −
1 − ta

No Active−
1 − taendairA Passive No Active −

1 − ta
Active −
1 − ta

No Active−
1 − taTable 3.8: Attak possibilities on seure reative protoolswhen a high level seurity is neessary, sine seuring a proative routing protoolrequires ontinuously seuring the whole network topology.If no ompromised node is to be onsidered, the main seurity e�ort should be plaedon key management, sine proative messages are regular and simple, and we ansimply rejet the messages that annot be orretly authentiated. But, one thereare ompromised nodes, every entry in every routing message ould be inorret,thus more e�orts should be done to prevent attaks from ompromised nodes.Two major proative routing protools are OLSR [CJ03℄ and Dynami Destination-Sequened Distane-Vetor Routing (DSDV) [PB94℄. In setion 3.4.3.1, we explainhow to seure DSDV. In setion 3.4.3.2, we address seurity issues of IntrAzoneRouting Protool (IARP) [HPS02℄. And in setion 3.4.3.3, we disuss several seuremehanisms for OLSR.3.4.3.1 Seure E�ient Ad ho Distane-vetor (SEAD)In DSDV [PB94℄, every node has a routing table in whih every entry ontains es-sentially three �elds: the address of a destination, the metri (the known shortestdistane to the destination) and the next hop on the shortest route. Topology mes-sages are periodially exhanged between neighbors to keep all the routing tablesupdated. DSDV-SQ (DSDV for Sequene Numbers), a variant of DSDV, outper-forms other DSDV versions by initiating triggered updates upon reeiving a SNupdate.Seure E�ient Ad ho Distane-vetor (SEAD) [HJP02℄ is a seure protool basedon DSDV-SQ. In reality, SEAD protets only two �elds in topology exhange mes-sages, namely metri and SN, from being altered. Note that metri is a mutable�eld.To attrat tra�, an ative attaker an either derease a metri or inrease a SN.Seurity mehanisms for ad ho routing protools



54SEAD an prevent these attaks by using hash hains. For any entry with a SN anda metri j, the soure node joins a hash hain element hL−SN∗d_Max+j to the entryfor the authentiation of the two �elds, where L is the length of the hash hain and
d_Max is the maximum route length. Sine attakers have no knowledge about
hk(k < L − SN ∗ d_Max + j), they are not able to modify the two �elds as theylike. Furthermore, these two �elds an be authentiated immediately by all nodeswithout any key being dislosed.However, SEAD does not address other DSDV attaks, and we believe that in SEADhash hains need to be regenerated frequently sine they are rapidly onsumed.3.4.3.2 Seure Link State routing Protool (SLSP)Papadimitratos and Haas proposed the Seure Link State routing Protool (SLSP)in [PH03℄. SLSP an either be used as a stand-alone protool or be used as IARP[HPS02℄. It assumes that eah node has a pair of asymmetri keys and there areonly individual attakers.SLSP is omposed of four omponents, they are respetively a Neighbor LookupProtool, a Publi Key Distribution (PKD) protool, a LSU (Link State Update)exhange protool and a basi DoS attak prevention mehanism. Among them, theNLP and the DoS prevention mehanism are the same to that of SRP (.f. setion3.4.2.2).Eah node periodially broadasts within a zone (a zone an be represented by aertain number of hops) a PKD paket that ontains the erti�ed publi key of thenode. The LSU messages are signed and periodially broadasted within the samezone. The hash hain tehnique is used to ontrol the TTL �eld in both PKD andLSU messages.In SLSP, the �same distane fraud� attak is also possible due to the use of hashhain. Furthermore, the protool does not really take into aount ompromisednodes or olluding attakers who an either forge links or initiate wrong metris.However, those problems an be resolved with a high performane sari�e, see thenext subsetion for an example.3.4.3.3 Advaned signature (ADVSIG)In [RACM04℄, Ra�o et al. proposed an ADVaned SIGnature (ADVSIG) systemto reinfore the seurity in OLSR (.f. setion 2.2.2.2). Two hypotheses are used:nodes are synhronized, and a PKI has been established whih ensures that all publikeys are known to all nodes. ADVSIG messages are added in onjuntion with bothHELLO and Topology Control (TC).Eah ADVSIG message ontains some so-alled erti�ates and proofs. A erti�ate,only arried by HELLO messages, ontains a neighbor's address, the link state withthe neighbor, the timestamp of the message reation and a signature (signed by theinitiator). And a proof, arried by both HELLO and TC messages, ontains theaddress of the node whih initiated the message, the link state with a neighbor thatan be extrapolated, the timestamp of the proof reation and a signature (signed bythe neighbor). Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 55The basi idea of ADVSIG is as follows. Let eah node store some reent atomineighbor information signed by its neighbors � proofs. When sending a HELLOmessage at time interval τi, a node must join the proofs provided by its neighborsat time interval τi−1 to prove its link state with them at time interval τi−1. Sinea link state at time interval τi depends on the link state at time interval τi−1, thereeiver of the message an hek the oherene and �nd abnormalities. With regardto a TC message, eah MPR seletor information should be on�rmed by the MPRseletor with proofs. Moreover, a global timestamp and a global signature (signedby the initiator) alulated on the ADVSIG message and the orresponding OLSRmessage is added to eah ADVSIG message.The ADVSIG mehanism is designed to prevent maliious nodes from inventing in-existent neighbors, under ondition that there is no olluding ompromised node.The attaks suh as replay, message alteration, are preluded sine messages aretimestamped and signed. To redue the storage onsumption and to limit over-head, authors have suggested to use either 128-bit RSA or 320-bit DSA signatures[ACL+05℄. A more detailed analysis of ADVSIG is presented in setion 6.3.See table 3.9 and table 3.10 for a summary of the solutions presented in this setion.ADVSIG+OLSR SLSP SEADType Link state Link state Distane VetorCypto.Primitives. PKI PKI Pairwise keys or PKISynhronization Yes No Loose synhro if TESLAHash Chain No Yes YesTable 3.9: Seure proative routing protoolsADVSIG+OLSR SLSP SEADEavesdrop Passive Passive PassiveDoS on TC/LSU No No Ative-1-taModi�ation of TC/LSU No No NoMasquerade No No NoGray Hole Ative-1-ta Ative-1-ta Ative-1-taBlak Hole Ative-1-ta Ative-1-ta Ative-1-taWormhole Possible to be prevented Ative-2-ta Ative-2-taOther link inventions No Ative-1-ta Ative-1-taSame-distane fraud No Ative-0-1 Ative-0-1Table 3.10: Attak possibilities on seure proative protools3.4.4 Mehanisms against some spei� routing attaksSome routing attaks have attrated speial attentions, either beause they are par-tiularly di�ult to prevent, suh as wormhole or byzantine attaks, or beauseSeurity mehanisms for ad ho routing protools



56they are newly found attaks that existing seure routing protools have not takeninto aount, for example rushing attaks. We detail in the following some seu-rity mehanisms against these sophistiated attaks, whih usually require manyhypotheses.3.4.4.1 Wormhole attakHu et al. has designed paket leash as a solution to protet routing protoolsagainst wormhole attaks (.f. setion 2.5) [HPJ03℄. A leash is de�ned as anyinformation appended to a paket to restrit the maximum transmission distaneof the paket. Two kinds of leashes are proposed: geographial leash and temporalleash (where faster wormhole attaks are not onsidered).Geographial leash depends on the GPS system and a loose time synhronization.That is to say, eah node ni permanently knows its position Pi. Also, it is assumedthat nodes have a maximum moving speed v.Suppose that a paket sent by node n1 at time t1 is reeived by node n2 at time t2. n2measures the distane dst between n1 and itself at time t2 with information providedby GPS, then veri�es whether dst is smaller than dstt1 +2∗v∗(t2−t1+△)+∂, where
△ is the orretive value for relative time errors and ∂ is the orretive value forrelative distane errors. Any authentiation tehnique an be used for this sheme.Temporal leash relies on tight time synhronization, and the maximum time error
△ (1 µ s in tests) should be known to all nodes. Moreover, eah transmitted pakethas an expiration time te = t1 +L/c−△, where L is the transmission range, c is theradio propagation veloity (speed of light) and t1 is the paket sending time. Thereeiver n2 heks if the paket reeiving time t2 is not after te. If t2 ≤ te, the paketis onsidered as free of wormhole attaks. Pairwise symmetri keys an be used forthe authentiation in this sheme.A more e�ient authentiation sheme, TESLA with Instant Key dislosure(TIK), is further proposed for temporal leashes. Unlike TESLA, TIK permitsinstantaneous authentiation of messages, sine a TIK key TIKi an be dislosedin the same paket that is going to be authentiated. A TIK paket is of theform: < hTIKi

(M), M, MHT, TIKi >, where M is the message and MHT is themerkle hash tree information (theMerkle Hash Tree (MHT) model [Mer80℄ is used tofailitate the authentiation of disordered hash values). A sender should guaranteethat, when TIKi is sending out, the dislosure time ti of TIKi is reahed; and, thetime that the end of HMAC is reeived by the reeiver will be earlier than ti −△.If these two onditions are satis�ed, TIKi will be a valid TESLA key, and theauthentiity of the message an be determined immediately without any messagebu�ered. However, TIK annot be used if the maximum transmission range issmaller than c ∗ △, and TIK pakets should have a minimum length.The solutions an help reeivers to determine if a reeived paket is sent by a neigh-bor or by a wormhole attaker. However, paket leashes require that GPS andsynhronization mehanisms are reliable and an provide unalterable position andtime information. Furthermore, a reeiver is supposed to be a benign node, whihis not pertinent sine wormhole attaks are often ommitted by olluding attakers.Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 57Proposed by Capkun et al., the SECure Traking Of node enounteRs (SEC-TOR) protool [CBH03℄ presents also a ountermeasure against wormhole attaks.More generally, SECTOR allows nodes to prove their enounters with other nodes.Several hypotheses are assumed: a loose time synhronization; nodes are able tomeasure their loal timing with a nanoseond preision; the pre-establishment ofseurity assoiations between eah two nodes; a entral authority that ontrols thenetwork membership; unique identity for eah node; and a speial module that antemporally take over the ontrol of the radio transeiver unit from the CPU. It issupposed that when the module takes ontrol of a node, the node an reply a one-bitresponse to a one-bit request without any delay, ongestion or jamming.Two protools are designed to realize SECTOR: aMutual Authentiation with Distane-bounding (MAD) protool and a Guaranteed Time of Enounter (GTE) protool.MAD is in harge of authentiation and distane determination, while the GTEprotool proves the aurate time of enounters.MAD is indeed the Brands and Chaum protool [HPJ03℄ with slight modi�ations.The basi idea is, two nodes exhange a series of hallenges and responses as soonas possible. Then the average time between the hallenges and responses is used toompute the distane between the two nodes. MAD uses symmetri primitives andhash operations to ensure the mutual authentiation.GTE provides �proofs� that one node enountered another node at a given time.The mehanism is based on MHT: eah node has a MHT tree and every leaf ofthe tree ontains di�erent time information. To prove to a node C that node Aand B had enountered at time t, A and B should, one enountered at time t,exhange messages aording to the MAD protool, then exhange their MHT leavesontaining the time information t. Then those leaves an later be veri�ed by C asproofs.3.4.4.2 Byzantine attaks (blakhole attak)Awerbuh et al. proposed a seure routing protool resistant to byzantine attaks(.f. setion 2.4) [AHNRR02℄. Three kinds of Byzantine attaks are onsidered:loop, non-optimal route and blakhole/greyhole. The routing is the soure routingand is authentiated hop-by-hop by asymmetri keys.The basi idea is to identify faulty links rather than attakers. To ahieve the goal,every link is rated. Depending on the ratings of the links on a route, nodes deideto use the route or not. No node an be diretly exluded.Every data paket should be aknowledged by its destination. If a soure nodeobserves that the number of pakets unaked violates a threshold, it starts a faultdetetion proedure to determine the faulty link (where the blakhole/greyhole attakhappens).By using the dihotomize method, the soure sends some probe messages to some ofthe nodes on the route. All probe messages should be aknowledged until the faultylink an be loalized. Then the sender dereases the rating of the faulty link. Forthe seurity of the proedure, a pairwise key is supposed to exist between the soureSeurity mehanisms for ad ho routing protools



58and eah probed node.However, in theory probe messages should be indistinguishable from normal datapakets. Otherwise, attakers an reply only to probes while still dropping datapakets.Another mehanism to ounter blakhole attaks is proposed in [HWD02℄ by Denget al.. Its basi routing protool is AODV, where intermediate nodes are allowedto reply to RREQs, and any intermediate node who replies to a RREQ should alsoadd its next hop to RREP.The sheme is based on redundany topology disovery messages. Suppose thata RREP initiated by an intermediate node Ii reahes its soure node S, then asupplement RREQ FurtherRouteRequest will be broadasted by S to the next node
Ii+1 indiated in the RREP. The seond RREQ helps to test whether a route to
Ii+1 really exists. Ii+1 will return a FurtherRouteReply message upon reeiving theFurtherRouteRequest within whih it should tell S whether it really has a route tothe destination. However, the solution is not able to ope with ooperating attakers,and blakhole attaks in the data forwarding phase are not really onsidered.3.4.4.3 Rushing attakIn [HPB03℄, Hu et al. developed the Rushing Attak Prevention (RAP) protool asa defense to rushing attaks (.f. setion 2.6.2.1). The protool an be ombinedwith AODV, DSR or some other seure reative routing protools suh as Ariadne.RAP assumes that the network is always onneted and most links are bidiretional.It is also assumed a loose synhronization and the existene of a publi key server.An instantly-veri�able broadast authentiation protool, and a wormhole attak pre-venter (TIK, paket leashes, et...) are also required.In RAP, the �rst reeived RREQ will not be systematially rebroadasted. Instead,eah intermediate node should gather p RREQs from p di�erent neighbors andrandomly hoose one RREQ to rebroadast. Otherwise, the rebroadast will bedone after a timeout if a node fails to gather p RREQs.The Seure Neighbor Detetion (SND) tehnique is used to rejet all unidiretionallinks from ommuniation. It is ombined with the routing protool in suh a waythat after reeiving a RREQ, a node should hek its neighborhood at real-time andobtain a Route Delegation message from the upstream node before rebroadastingthe RREQ.3.4.4.4 Sybil attakSybil attaks (.f. setion 2.5) are not easy to be deteted or ountered when thereis no entral server. To reat against sybil attaks, Newsome et al. proposed somedefenses in [NSSP04℄.The �rst approah Radio Resoure Testing supposes that eah node has only oneradio module. Thus, nodes annot send or reeive simultaneously on more thanone hannel. A node (appliant) an then hek if there are sybil identities in itsneighborhood by asking eah of its �neighbors� to send it a message on a ertainhannel. The appliant hooses randomly a hannel to detet whether all messagesSeurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 59on the hannel are sent. A �neighbor� who does not send the message is onsidered asa sybil identity. However, this solution annot tell the real identity of the attakers,and multiple tests must be performed to obtain a good detetion probability.The seond approah depends on a speial random key predistribution sheme (.f.setion 3.3.3.3) with whih keys are distributed to nodes aording to their identities.It is supposed that a node an present only one identity to the key pool, thus anynode is not able to obtain more than one key set. Therefore, all nodes know whihkeys should be owned by whih node. Thus, they an send hallenges to others totest if other nodes really know what they should know. If a test fails, it is verylikely that there is a sybil identity. Again, with this solution we an only detetsybil identities but will not be able to identify the sybil attakers.3.4.5 SummaryIn this setion, we presented the main mehanisms proposed for the seure routingof MANETs, and also the drawbaks of these mehanisms. Even though diversemethods are employed, they are always based on some key shemes, suh as, thanksto a key infrastruture, ad ho routers an be authentiated and routes an then beestablished only among authorized nodes; tehniques as TESLA or hash hain anprovide lightweight methods to protet sensible metris from being altered; and soon. Moreover, several speial modules like GPS an o�er important information tonodes, in suh a way that even some sophistiated attaks may be prevented.The mehanisms presented in this setion mainly seure the routing disovery phasefrom maliious attaks. In the next setion, we introdue some ooperation re-inforement mehanisms, whih mainly ounter the sel�sh behaviors in the dataforwarding phase.3.5 Cooperation reinforementMost of the mehanisms presented in the previous setion do not allow MANETs toombat sel�sh nodes. This problem is addressed in this setion.Four types of solutions are disussed in this part. In subsetion 3.5.3, severalreputation-based solutions are introdued. In subsetion 3.5.4, we desribe onetoken-based mehanism. A solution based only on �rst-hand supervision (withoutreputation system) is in subsetion 3.5.5, and we present some inentive methodsusing miro-payment in subsetion 3.5.6. The setion is summerized in subsetion3.5.7.3.5.1 Design requirementAn e�ient ooperation reinforement sheme should have the following properties:Stimulate ooperation It should enourage nodes to ooperate in routing.Lightweight It should be lightweight and have low in�uene on network perfor-mane. Seurity mehanisms for ad ho routing protools



60Punish sel�sh node Sel�sh nodes that refuse to ooperate should be punished.They an be temporarily or de�nitively exluded from the network, or beprevented from sending and reeiving until they beome normal.Distributed It should be distributed, thus di�ult to be attaked at a entralpoint.Robust to attak It should introdue as few �aws as possible (for example, thepossibility of the blakmail attaks). Also, it should remain operational evenunder attaks.Authentiation It is indispensable that messages and nodes are orretly authen-tiated, and judgments are orretly attributed.3.5.2 Sel�sh node modelThree sel�sh models are studied in [Mi04℄. They are respetively sel�sh forwardingmodel (model I), sel�sh routing model (model II) and energy-driven sel�sh behaviormodel (model III).With model I, nodes systematially refuse to forward data pakets while stillpartiipate in the topology disovery phase. Thus, nodes an largely extend theirbattery lifetimes. This behavior is very harmful sine it an ause a low paketdelivery ratio. On the other hand, it is also a blakhole attak (.f. setion 2.6.3).This model works with all the ad ho routing protools. It must be prevented.Remark: We an re�ne the model by adding a sub-model sel�sh partial-forwarding(I.I). It an simulate the greyhole attaks with whih pakets are partially dropped.The sel�sh routing model (model II) desribes the behavior of the nodes that par-tiipate in neither the topology disovery phase nor the data forwarding phase. Inother words, these nodes will never be intermediate nodes, instead they will only besender or reeiver. This behavior is very useful for saving energy but less dangerousin term of seurity, sine only the availability of the network servie is harmed.Remark: It should be noted that this model annot be diretly applied to anyMANET routing protool. To our opinion, reative protools allow in partiular thesel�sh routing model. This is due to the fat that, with a reative protool, a nodeadopting suh behavior an prevent itself from being inluded in the routing whilestill be able to send pakets and reeive (it is su�ient for it to reply to any RREQdestined to it).On the ontrary, with a proative protool, to reeive data or to be inluded in therouting tables of the other nodes (in other words, to be known to the other nodes),any node should at least partially partiipate in the topology information exhange.Therefore, we ould say that this model annot work with proative protools.Take as example the OLSR protool, a node whih sends neither Hello nor TC willbe exluded from the network sine no node an establish a link with it. Thus datadestined to it annot be sent out due to the lak of route. Nevertheless, the nodean still be a soure node if it reeives from the network the routing information.Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 61
Figure 3.1: Energy-driven sel�sh modelOtherwise, OLSR also gives another opportunity to sel�sh nodes. That is to say, anode whih sends only Hello but not TC will stay in the network but never beomean intermediate node. Thus the data delivery ratio of the network an be dereasedif it is hosen as MPR.The energy-driven sel�sh behavior model (model III) ombines the two former modelsand tries to provide a psyhologial expliation to the sel�sh behaviors. Its mainidea is that �sel�sh� nodes adapt their routing behaviors to their energy levels. Threestates and two energy thresholds e1 and e2 (0 < e2 < e1) are set in the model, asshown in �gure 3.1. When a node has its energy level higher than e1, it behaves likea normal node; when its energy level is lower than e1 but higher than e2, the nodeperforms the sel�sh-forwarding as in model I; and when the node has its energy levellower than e2, it follows the sel�sh-routing as in model II. It is also supposed thatone a node has run out of its energy, it will be reharged to the maximum energylevel within a time interval. This model may be more realisti when the energy isthe only fator of sel�shness.3.5.3 Reputation-based mehanismsReputations are the reords of person's or agent's ations and the opinions of othersabout those ations. Reputations an be published in order to allow other people(or agent) to make informed deisions about whether to trust that person or not. Areputation system whih uses pre-programmed riteria for reputation managementautomates the proess of enouraging ooperation behavior over sel�sh behavior.Most Internet sites whih mediate between large numbers of people use some formof reputation mehanism: Slashdot, eBay, ePinions, Amazon, and Google all makeuse of ollaborative �ltering, reommender systems, or shared judgments of quality.Reputation systems are well adapted to the distributed systems without a-prioritrust. Therefore they an be well adapted to ad ho networks. They an providerankings to nodes, thus distinguish misbehaving nodes from benign nodes. However,they are not suitable for ephemeral MANETs sine in ad ho networks, post-priorireputations need some time to be established.Many reputation systems ollet information of routing behaviors with supervision(wathdog). There exist two supervision modes: one is the supervision on route,where nodes supervise only pakets treated by them; the other is the supervision inthe neighborhood, where nodes hek not only the pakets treated by them, but alsoall heard pakets. The �rst mode has less overhead, while the seond mode providesmore �rst-hand information to nodes at the ost of more storage and handlingSeurity mehanisms for ad ho routing protools



62requirements.In [MGLB00℄, drawbaks of wathdog are disussed. They are respetively ambigu-ous ollision and reeiver ollision. �Ambiguous ollision� depits a ollision at asupervisor, when a node sends a paket to the supervisor the same time the super-vised node forwards another paket. �Reeiver ollision� depits a ollision at thereeiver of a paket supervised. Sine the supervisor annot observe the ollision,the eventual retransmissions ould be onsidered as replay4, and no retransmissionould be onsidered as a benign behavior. Then, we an see that supervision is not100% reliable.We onsider two kinds of reputation systems, aording to whether or not theyuse indiret reputation information. Indiret reputation information is also alledseond-hand information, reommendations, et... Indeed, �rst-hand informationis redible, but seond-hand, third-hand, et. information is doubtable to be useddiretly, even though it an allow us to draw early onlusions about nodes that wehave never enountered.Reputation systems an also be distinguished aording to whether or not theyonsider negative experienes. Indeed, some reputation systems do not onsidernegative experienes due to the fear of blakmail attaks (.f. setion 2.4). However,to our opinion, this measure redues the speed of reputation establishment, andit has no substantial di�erene with the other reputation systems, sine positiveexperienes an also be forged.In this setion, all propositions use soure routing as their underlying routing algo-rithm, beause wathdog requires that a route in use is preditable. Other routingprotools are more dynami but less adapted to a supervision system. This is dueto the fat that, sine intermediate nodes have the right to deide the next nodeon-the-�y, a supervising node annot be sure that the paket is orretly forwardedto the next node.3.5.3.1 COllaborative REputation (CORE)The COllaborative REputation (CORE) mehanism to reinfore node ooperationin mobile ad ho networks [MM02, Mi04℄ is proposed by Mihiardi and Molva. It isdesigned to �ght energy-driven sel�sh behaviors whih are onsidered by the authorsas the most rational sel�sh behaviors. In CORE, sel�sh nodes are not exluded butdisouraged to be sel�sh, sine benign nodes will not forward their data paketsuntil they beome ooperative. The use of seond-hand reputations is optional.In CORE, node identities are supposed to be unique, unspoofable and unforgeable.All nodes are able to perform the promisuous mode, and the topology disoveryphase is already seured. Network tra� is supposed to be dense.Eah node has four CORE omponents. Two monitor omponents supervise respe-tively the paket forwarding operations (alled funtion f = PF ) and the routingdisovery operations (alled funtion f = R). The monitoring results are then sentto a reputation manager omponent whih manages a reputation table. The table4If RTS/CTS is used with CSMA/CA at the MAC layer [So05℄, the ollision possibility anbe redued. Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 63maintains the reputation towards eah of the other nodes. Finally, the punishmentomponent will deide whether or not to penalize the other nodes. CORE is totallydistributed and exhanges of reputations inter-nodes are optional.To perform the monitoring, nodes stok several essential information of the paketspassing by (the supervision on route). Every entry is of the form < UID, IPS, IPD,MACS,MACD, h(payload) >, where UID is the unique paket identi�er, IPS, IPD,
MACS and MACD are respetively IP and MAC addresses of the sender S and thereeiver D, and h(payload) (160 bits) is the hash value of the data payload. In all,eah entry oupies 332 bits of storage. To further redue the storage requirement,the paket supervision rate an be dropped to 20%.Eah paket is identi�ed by three �elds: < UID, IPS, IPD >. CORE ompares apaket heard by the promisuous mode to what it is expeting. In ase of modi�-ation of data payload or non-forwarding, the reputation on the downstream nodedereases, otherwise it inreases. To limit the storage onsumption and to be adap-tive to the sel�sh model III, only the last V observations on eah node are takeninto aount in the alulation of reputation. The following formula is used by node
A to alulate a reputation on node B at time t:
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z(B|f).CORE is validated by both simulations and the game theory modeling [FT91℄. Itis proved that sel�sh behaviors will be given up and energy of benign nodes ouldthus be saved.However, CORE has several drawbaks. First, the way it saves pakets does notpermit us to detet all attaks, so we need to re�ne the sheme. Seond, nodespunish sel�sh nodes by rejeting their pakets, but this behavior is itself the sameas a sel�sh behavior (with a di�erent objetive but nevertheless the same method),a lot of data loss may be aused due to punishment.3.5.3.2 Cooperation Of Nodes - Fairness In Dynami Ad-ho NeTworks(CONFIDANT)In [BB02b℄, Buhegger et al. proposed Cooperation Of Nodes Fairness In DynamiAd-ho NeTworks (CONFIDANT). It uses a PGP-like [S.G95℄ self-organized PKIsheme [HBC01℄ (.f. setion 3.3.2.2) as its key sheme. Like CORE, it also super-vises the two routing operations: route disovery and data forwarding, in order todetet both sel�sh and maliious nodes. Unlike CORE, with CONFIDANT a nodesupervises all its neighbors and uses reommendations. As punishment, nodes refuseto forward RREQs sent by misbehaving nodes. The main goal of CONFIDANT isto establish a orret reputation system as rapid as possible.Seurity mehanisms for ad ho routing protools



64CONFIDANT has two versions. In the �rst one, nodes have four trust levels justas in PGP: friend, marginal, unknown and enemy. Eah node trusts its friends andreords them in a friend list. If a node A ould identify a misbehaving node X, Awill send to its friends a signed ALARM whih auses X. And, if there is furthera tra� whih is getting through X, A also sends the ALARM to the sender of thetra�. Otherwise, an ALARM an also be broadasted, and all other nodes deidewhether or not to take it into onsideration aording to their loal reputation onthe sender of the ALARM.Before sending any tra�, nodes should hoose a �seure� route from its route ahe.The most useful riterion to hoose the routes and to stimulate good behaviors mightbe using the nodes with the highest reputations whih are alulated based on somemost reent behaviors of the nodes.In the seond version [BB03℄, to avoid possible blakmail attaks, CONFIDANTfurther uses a Bayesian approah to administrate exhanges of reputations. Theapproah helps us to tell trustworthy reputations from lies, thus stops liars fromspreading wrong ausations. For this, a new parameter, the redibility of nodes, isintrodued.However, it should be noted that the authentiation is only used on route disoverymessages and ALARM messages, thus spoo�ng in the data forwarding phase isalways possible.3.5.4 Token-based ooperation reinforementThe threshold ryptography an also be used to reinfore the ooperation. Supposean N-node dense network where eah node has at least ϕ neighbors, Yang et al.proposed in [YML02℄ a token-based approah whih uses a (N, ϕ) threshold ryp-tography. The basi idea is that all nodes observe all behaviors of their neighbors,from whih they an olletively deide whether or not to allow a node to partiipatein the network by giving or not a token to it. The basi routing sheme is AODV.To be able to stay legally in the network, eah node should obtain a signed tokenwhih requires the ooperation of at least ϕ other nodes. A token is omposed ofthree �elds: < owner_identity, signing_time, e >, where the e is the expirationtime of the token whih ould be late if the appliant behaved well during a longtime in the near past. Before the expiration time of a token, its owner should applya new token to its neighbors.The proposition is totally distributed. Four interating omponents are designedfor eah node, they are neighbor veri�ation, seurity enhaned routing protool,neighbor monitoring and intrusion reation. The intrusion reation omponent is inharge of reporting the existene of non-ooperating nodes and of revoking olle-tively their tokens by using the threshold ryptography. The neighbor veri�ationmodule heks the legitimay of neighbors (whether or not they have a valid token)so that only legal neighbors an partiipate in the AODV routing. The neighbormonitoring module is the wathdog module, and the seurity enhaned routing is arouting based only on the trustworthy nodes. Maliious nodes are isolated if theirtokens are revoked or if they annot renew their tokens before the expiration timeSeurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 65of the tokens. They are also withdrawn from routing tables of benign nodes.However, with the loalization of servies, it is neessary that every node has atleast ϕ neighbors, otherwise token renew requests should be broadasted to 2-hopneighbors or more. If it is the ase, non-loalized servies will reate a loop betweenrouting and seurity. Furthermore, in order to limit the ryptographi overhead,long term tokens should be given to nodes, whih requires that nodes should be ableto observe neighbors for a long time, thus a strong mobility may not be appropriateto this sheme.3.5.5 Cooperation reinforement with �rst-hand experieneAording to Jiang et al. in [JAA04℄, the main seurity problems of MANETsan be solved by letting intermediate nodes reroute pakets. That is to say, when adownstream node on a route is found maliious or sel�sh, the route an be redireted.With suh a mehanism, ountermeasures an be taken muh faster than usingwhatever reputation system.The proposition is based on DSR, and the physial layer protool is supposed to be802.11. It is also assumed that nodes have a perfet knowledge of their neighbors,and node identities are unspoofable and unforgeable. It is deided also that sel�shnodes will only be temporarily exluded from paket forwarding, sine it is possiblethat a sel�sh-like behavior is due to a network ongestion, mobility, et...The onsidered sel�sh model is the sel�sh forwarding model. One a node X is iden-ti�ed by another node B as a sel�sh node, B purges from its route ahe all routesthat ontain node X as an intermediate node, then B broadasts (with TTL = 1) aRoute Rediret (RRDIR) paket to inform its neighbors that X should be bypassedand the route in use is going to be hanged. Finally, B reroutes all the followingpakets either through an alternative route or by broadasting a new RREQ for thedestination. If no route an be found, B should send bak a RERR to the sender ofthe tra�.However, it is possible that it is the rerouting node B whih ats maliiously. Toaddress this issue, the authors have listed some possible attaks making use of theseurity mehanism itself. For example, B mounts a DoS attak whih deliberatelyforwards pakets to X even though it knows that X is sel�sh; or B diretly reportsa RERR to the soure node without any rerouting attempt. But it seems that allthese attaks an be deteted by part of neighbors of B, thus the misbehaviors ofnode B an be deteted.3.5.6 Miro-payment mehanismsWith some ooperation reinforement solutions, a servie demander must �buy� ser-vies from its servie providers. Therefore, to pay for the servies that he needs, aservie demander must also provide servies to others to earn �money�. A oopera-tion relationship an thus be established.For MANETs, a servie demander or a servie provider an be a node, and theservie an be the paket forwarding funtion. If a node forwards pakets for otherSeurity mehanisms for ad ho routing protools



66nodes, it an earn �money�. On the ontrary, if a node uses other nodes to forwardpakets, it should pay �money� to those nodes.Then, a node run out of �money� an be onsidered sel�sh sine it has not su�ientlypartiipated into the paket forwarding funtion as an intermediate node. As aonsequene, it has no more right to be a sender or a reeiver.Normally, the �money� here indiates a virtual urreny. However, an alternativehoie provided by some mehanisms permits nodes to pay with real money.3.5.6.1 NugletIn [BH01℄, Buttyan et al. proposed a ooperation reinforement solution alled Nu-glet. Indeed, nuglet is a virtual urreny, and a bene�iary of network servies (asoure node or a destination node) should pay nuglets to its servie providers (in-termediate nodes whih forward pakets for it). This proposition tries to enouragenodes to forward pakets for others, and disourage nodes from �ooding the network.The protool relies on a tamper-resistant devie to protet nuglets and the exhangesof nuglets, thus we suppose that there is no attak on nuglets.Two models are desribed by this proposal. The �rst one is alled Paket PurseModel. With this model, a paket sender has to join su�ient nuglets into a paketbefore sending it. Then, every intermediate node takes some nuglets from the paketwhen forwarding it. When there is not enough nuglets left in the paket, the paketwill be unfortunately rejeted. This model guarantees that a maliious node annot�ood the network, sine every �ooding will ost it some nuglets.The main drawbak of the model is that the sender should know in advane thenumber of nuglets neessary for the sending of the paket to the destination. If thenumber is overestimated, some of the nuglets will be wasted; Per ontra, the paketwill be rejeted, and then the nuglets are also lost.The seond model is alled the Paket Trade Model. With this model, destinationnodes must pay in order to reeive pakets. Eah intermediate node purhases withnuglets the pakets sent by its upstream node, and resales them more expensive toits downstream node.The main disadvantage of this design is that the senders are allowed to �ood the net-work. Moreover, to waste nuglets of a destination, maliious nodes an deliberatelyrediret pakets destined to it on longer routes.However, in both models the mobility is not well taken into onsideration. If anyintermediate node or a destination node left the network or just hanged the loation,in the �rst model, the sender will pay for nothing while in the seond model, thelast node that forwards the paket will lose some nuglets.3.5.6.2 SpriteIn [ZCY03℄, Zhong et al. proposed an approah alled Sprite whih relies on ahybrid network arhiteture. That is, apart from an ad ho network, there is anothernetwork whih ontains a trusted Credit Clearane Servie (CCS) provider.Eah node has multiple network interfaes in the way that it is able to swith fromthe ad ho network to the other network and make fast onnetions to the CCSSeurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 67server. The authors assume also the existene of a PKI and a seure soure routingprotool.To be able to initiate pakets, nodes need to pay redit to intermediate nodes.However, unlike Nuglet, nodes do not diretly exhange redit among them. Instead,all redit exhanges pass through CSS.To gain redit, nodes ould either pay real money to CCS, or relay pakets for others.In the later ase, they should keep a reeipt eah time they forward a paket andreport them to CSS. Then, it is up to CSS to determine how to harge soure nodesand how to give redit to forwarders. A reeipt is a small message derived from theontent of a paket and signed by the initiator of the paket. It an be onsideredas a proof of forwarding.Note that a ost inurs when a node onnets with CCS. So, the minimum reditmust be greater than the ost of one onnetion. Also, to disourage olluding sel�shnodes to gain redit, amounts of redit and debits given to eah node are arefullystudied. In partiular, CCS overharges soure nodes to make �ooding attaksunattrative. And for eah transation, more debits are taken away from the sourenode than the redit given to the intermediate nodes. Finally, to ompensate theloss of redit, CCS periodially returns exess redit to all nodes of the network.The solution does not need any tamper-proof hardware, but it does need a entralserver and an additional network interfae per node.3.5.7 SummaryIn this setion we disussed some ooperation reinforement mehanisms for MANETs.They are either supervision-based or miro-payment-based. Meanwhile, all of themare reative solutions.The supervision-based propositions are ompared in table 3.11.Sel�sh Routing Seond-hand Blakmail Supervisionmodel protool information attak modeCORE III DSR Optional Possible RouteCONFIDANT I&II DSR Yes Possible NeighborToken-basedrouting I&II AODV Yes Possible NeighborRouting basedon �rst-handexperiene I DSR No No NeighborTable 3.11: Comparison of reputation-based solutions3.6 ConlusionThroughout the hapter, we have reviewed some important propositions for therouting seurity of mobile ad ho networks. We presented them within three axis:Seurity mehanisms for ad ho routing protools



68key management, seure routing, and ooperation reinforement.The �rst axis, the key management, is a basi seurity issue of MANETs, beauseit provides ryptographi primitives and trust relationships to all other MANETseure routing mehanisms. However, due to the self-organization and the self-on�guration of MANETs, the key management mehanisms should be distributedand self-organized. Thus they are di�erent to the mehanisms used in traditionalnetworks. The existing key management mehanisms that are presented in this hap-ter suess in adopting the asymmetri and symmetri ryptographies to MANETs,some by using original key management shemes suh as threshold ryptography andSUCV addresses. However, researhers are still troubled by the ultimate issue whihis building a key sheme from srath without infrastruture nor a-priori trust.The seond axis, the seure routing, is essentially the appliation of ryptographiprimitives to ad ho routing messages to ensure the authentiation and integrity ofthe latter. The di�erent hoies of ryptographi primitives, and the di�erent waysto employ them in di�erent routing protools permit the reation of many di�erentseure ad ho routing protools.The ryptographi operations allow the protools to authentiate senders, reeiversand intermediate nodes, to protet the integrity of routing information, and to pre-vent external nodes from entering the network. Thus, these seure routing protoolsan prevent external attaks as well as many internal attaks, even though they aregenerally unable to detet some of the more sophistiated attaks, suh as wormholeattaks or sel�sh behaviors. However, many of the solutions are at the prie of sig-ni�ant omputational and routing overhead, suh as ADVSIG and Sprite. This isundesirable for the ad ho networks with limited bandwidth and proessing power.Lightweight protools like SRP are more likely to be expeted by these networks.The third axis, the ooperation reinforement, is a new issue presented in the self-organized networks suh as peer-to-peer networks. The issue is more serious for adho networks sine the nodes in MANETs may be ressoure-restained thus they havemore intentions to be sel�sh. The problem an usually be resolved by employing areputation system whih rates nodes aording to their routing behaviors. Moreover,in order to give ratings to their neighbors, nodes an use a wathdog mehanism toobserve the behaviors of their neighbors thanks to the broadast nature of messages.Note also that the utilization of seond-hand reputation an in�uene the e�ienyof these mehanisms: if the seond-hand reputation is not allowed to be used, asender node should be sure that all nodes on the route it will use are benign nodes(in ase of soure routing). However, due to the lak of organization in MANET,it ould be a ondition di�ult to meet. Otherwise, if seond-hand informationis used, the seurity of their exhanges, the way to avoid lying attaks, are issuesremained to be resolved. Furthermore, the way to ensure the authentiation in themonitoring (supervision) is not studied. Thus, we believe that both wathdog andthe exhanges of reputations need to be seured and be more e�iently integratedinto the underline routing protool.We also notied that MANETs need di�erent routing protools for di�erent senariosand appliations. This diversity requires that both the proative routing and thereative routing be seured.Seurity mehanisms for ad ho routing protools



CHAPTER 3. Seurity mehanisms for the MANET routing 69In the following, we larify our researh onsiderations that will be further developedin the rest of this thesis.First, we intend to address the authentiation problem in the wathdog meha-nism. This problem is mostly ignored by the mehanisms using wathdog whihassume that the authentiation is ensured and the user identities are unspoofableand unforgeable. To relieve these hypotheses, and to redue the storage require-ment of wathdog, we suggest a mehanism alled SWAN whih is able to providea lightweight broadast authentiation and an e�ient storage sheme to wathdogwithout damaging its apaity of misbehavior detetion.Then, we onsider the possibility of establishing a reputation system integrated intorouting. We believe that observing what nodes really do is the best way to establishand maintain trust relationships between nodes, as well as to detet ompromisednodes. Trust relationships an then be used in many aspets of MANETs, suh askey management and seure routing.Note that many reputation systems presented in setion 3.5 assume that the routingis already seured by a ertain seure routing protool without speifying the natureof the protool. Sine SRP is a very lightweight seure routing protool based on thesoure routing, it ould be an appropriate underline routing protool for supervisionsystems. We integrate a reputation system into it for proposing the TRP protoolwhih is also able to avoid the blakmail attaks.The last problem that we onsider in this thesis is the seurity of the OLSR proativerouting protool. Note that the urrent proative seure routing protools are eithernot seured against the ompromised nodes, or at the prie of signi�ant tra�and omputational overhead. We thus propose a lightweight mehanism, whih anprevent the link spoo�ng attaks from ompromised nodes and ensure the integrityof the topology of the whole network, while still minimizing the seurity ost.
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Chapter 4SWAN: A Seured Wathdog for Adho Networks�A small miss in the beginning will ause a great error at the end.�� Unknown4.1 IntrodutionThe wathdog mehanism [MGLB00℄ is widely used in the existing seurity meha-nisms that are presented in the previous hapter. It is espeially useful for the self-ishness prevention in MANETs, sine ryptography alone annot ahieve to preventsel�sh behaviors. Thanks to wathdog, a node an detet its misbehaving neighbornodes, and then supply suh information to a reputation system whih permits toisolate and/or punish misbehaving nodes. CORE [Mi04℄, CONFIDANT [BB02b℄,et..., (.f. setion 3.5.3) are suh examples whih use wathdog.In detail, the wathdog mehanism uses the promisuous mode to help nodes toreeive all the messages passed by their neighborhood. The reeived messages anthen be analyzed in order to hek whether or not there are misbehaviors out ofline with the (routing) protool in use. Maliious attaks and sel�sh behaviorsommitted by the neighbors an thus be deteted.In omparison with the other seurity mehanisms, the wathdog mehanism hasthe advantage of having neither additional tra� nor signi�ant omputational over-head. However, when using wathdog, nodes need to temporarily store many mes-sages to perform bad behavior detetion, whih is a problem espeially when thenetwork is dense or when there is a lot of data tra�.Moreover, wathdog needs to be seured against spoo�ng attaks sine the latteran ause mistakes in reputation systems. For example, if an attaker X spoofs theidentity of another node B when attaking, the reputation of B will derease due to
X. Most seurity mehanisms using wathdog introdued in hapter 3 assume thatnode identities are unspoofable but they do not mention any means to guaranteeit. Some other mehanisms suggest authentiating every node during the route71



72disovery phase but leave the data forwarding phase unauthentiated, whih willallow spoo�ng attak to take plae during the data forwarding phase.Finally, sine there ould be a large quantity of pakets in the data forwardingphase, the authentiation must be lightweight in order to support a large number ofryptographi operations.In this hapter, we present an e�ient mehanism to seure the wathdog. We referto it as Seured Wathdog for Ad ho Networks (SWAN). With SWAN, we providethe two following improvements to wathdog:
• First of all, to avoid spoo�ng attaks that may badly a�et reputations, weombine SUCV [MC02℄ (.f. setion 3.3.2.4) and Timed E�ient Stream Loss-tolerant Authentiation (TESLA) [PCSJ01, PCJS00℄ to provide a lightweightBroadast Message Authentiation (BMA) mehanism to wathdog.We give a brief introdution to SUCV and TESLA as follows:� A SUCV address naturally ties a Private Key (PK) and a node IDenti�er(ID) together. Thus, no erti�ate server is required to establish a PKI.Furthermore, thanks to the use of IPv6 [DH98℄, it is proved that a SUCVaddress is statistially unique, thus being unspoofable.To realize the authentiation and key management in SWAN, we useHash hains to replae private keys in SUCV. As a result, the key pre-distribution and entral key server are not required by SWAN, and eahnetwork identity beomes unspoofable.� Most seure proative routing protools [HJP02, HPT99, Che97℄ use ei-ther Hash hain or TESLA (.f. setion 3.4.2.1) to authentiate theirrouting messages and/or some ontrol �elds in their routing messages.Sine the authentiation of numerous messages an be done olletively,both Hash hain and TESLA provide a good way to handle a large num-ber of messages in a lightweight manner.In addition, there is another approah alled µTESLA [PSW+01℄ whihpriniple is the same as TESLA but it assumes the existene of pre-established trust relationships and it uses symmetri keys to authentiateHash hains. Thus, µTESLA is still more lightweight than Hash hainand TESLA and an be used by sensor networks (.f. setion 2.2.1).The above approahes inspired us to ombine SUCV and TESLA to pro-vide an authentiation sheme to wathdog.
• Seondly, without loss of the observation apability, we propose an e�ientstorage sheme to redue the storage overhead that is required by the lassialwathdog. Instead of either storing a whole message (the ase in [MGLB00℄)or storing only the paket identity and a hash digest on the payload (the asein [Mi04℄), SWAN stores the variable parts of a paket, a timestamp, and ahash digest on the �xed parts of the paket.Seurity mehanisms for ad ho routing protools



CHAPTER 4. SWAN: A Seured Wathdog for Ad ho Networks 73The hapter is organized as follows. We introdue in setion 4.2 the notations usedin this hapter, and then disuss the related work in setion 4.3. In setion 4.4 wegive a full spei�ation of SWAN, and then present some disussions in setion 4.5.Finally, we onlude the hapter with setion 4.6.In hapter 5, we will show how SWAN an be applied to a seure routing protoolwhih uses wathdog.4.2 NotationsIn the following, we introdue the notations that are used in this hapter in theirappearing order.Notation Meaning
X a misbehaving node
A, B, C, E nodes
T_Max upper bound of the lifetime of the network
∆t the duration of a time interval
T0 the network starting time
n1, n2, ..., nN the nodes in an N -node network
L the length of a Hash hain
[x/y] y integer divides x
si a random seed hosen by node ni

hj(a) a value a hashed j times without key
hash − i(a) the i-bit hash output of a
τ a time interval
τi the ith time interval
M a message
M_Fix the �xed �elds in the message M
M_V ar the variable �elds in the message M
TTL a Time To Live
HC a hop ount
hkey(a) HMAC omputed on a value a using the key key
Ii the ith intermediate node on a route
i|j the atenation of i and j
IPA the IP address of node A
l the length (in bits) of Hash values
N number of nodes in the network
xPy number of permutations of x elements taken y at a time
xCy number of ombinations of x elements taken y at a time
h(a) the Hash value of a
cj the jth yle in the network
si;j a random seed hosen by node ni for the yle cj

IPA;j the IP address of node A for the yle cj

Ri;j the root of Hash tree of node ni in the yle cj

Seurity mehanisms for ad ho routing protools



744.3 Related workIn this setion we mainly disuss some authentiation mehanisms used by reputation-based seurity protools whih employ wathdog.In CONFIDANT [BB02b℄ (.f. setion 3.5.3.2), a PKI similar to PGP is self-organized. Thus, asymmetri ryptography an ensure the authentiation of routingontrol messages (RERR, RREQ and RREP) and ALARM messages. Data paketsare impliitly supposed to be sent on routes that are disovered and hosen for thispurpose. In other words, the nodes that forward the data pakets are supposed to bethe nodes disovered within the routing disovery phase. However, this hypothesismay not be always true, sine in a mobile network a maliious node an pretendto be another node by spoo�ng the identity of the latter, and then attak the datatra�. As a result, attaks ommitted by the maliious node an derease the rep-utation of the spoofed node. In CONFIDANT, no further mehanism is designed toaddress this issue.In CORE [Mi04℄ (.f. setion 3.5.3.1), it is supposed that all identities are un-spoofable and unforgeable. Later, the authors have proposed a key managementand message authentiation sheme alled IDHC. This sheme relies on an o�ineKey Distribution Center (KDC) server to provide one ID-based master tiket toeah node. Afterwards eah node should generate a series of authentiation tiketsbased on its master tiket. The tikets are then used in a way similar to the useof Hash hains in µTESLA: eah tiket is used during one time interval and theauthentiation of pakets is delayed to the next time interval. However, IDHC hasa drawbak in terms of omputational overhead, sine the generation of one authen-tiation tiket is omparable to a RSA [Lab02℄ enryption, and the veri�ation of atiket is equivalent to a RSA signature veri�ation.As mentioned in setion 4.1, usual methods for BMA that we found in the literatureare Hash hain [HPT99℄, TESLA [ZXSJ03, Che97℄, µTESLA [PSW+01℄, MerkleHash Tree [CBH03℄, et... Among them, TESLA uses asymmetri keys to sign the�rst elements of Hash hains, and µTESLA uses symmetri keys to authentiate itsHash hains thanks to some pre-established trusts in sensor networks. Comparedto them, the most important advantage of SWAN will be that it does not require aPKI or shared keys to authentiate the �rst elements of Hash hains. Furthermore,SWAN is arefully designed to be adaptive to reputation-based ad ho seure routingprotools.4.4 SWAN shemeThe main objetive of SWAN is to provide a lightweight message broadast authen-tiation sheme to the wathdog mehanism against the address spoo�ng attaks.To ahieve this goal, every node should �rstly reate an ID � a temporary addressSeurity mehanisms for ad ho routing protools
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Upstream node of B Node BFigure 4.1: An example of supervisionbased on a Hash hain, and then the TESLA authentiation an be performed.The assumptions of SWAN are desribed in setion 4.4.1, and the sheme of SWANis spei�ed in setion 4.4.2. The system requirements and a seurity analysis ofSWAN are disussed respetively in setion 4.4.3 and 4.4.4. Finally, we show theaddress renewal possibilities in setion 4.4.5.4.4.1 AssumptionsNeither additional module nor a-priori key distribution or key server is requiredby this sheme. In addition, nodes are not required to exeute any asymmetriryptographi operation. Nevertheless, nodes should be able to aomplish hashoperations with a ollision-resistant hash algorithm.In addition, we suppose that the promisuous mode is available to all nodes in thenetwork, and IPv6 is in use.Figure 4.1 shows an example of supervision in whih node A supervises node B thatis forwarding a paket to node C. In order to inrease the auray of the supervisionas possible as we an, it is further assumed that all nodes in the network have thesame transmission range and that they all use an omni-diretional antenna. Thus,all links would be bidiretional, and a forwarding node will always be heard by itsupstream node exept if there is a rupture of the link between the two nodes dueto mobility. CSMA/CA RTS-CTS [So05℄ an be used as the media aess ontrolprotool to redue the �hidden node problem� [MGLB00℄.Regarding the storage, nodes are supposed to be able to store at least one Hashhain and to have a wathdog bu�er in whih unveri�ed messages an be temporarilystored until the dislosure of their veri�ation keys (.f. setion 4.4.3.2 for the storagerequirement analysis of SWAN).With the soure routing algorithm a node an easily predit the entire data paketsthat should be forwarded by its downstream node, thus the soure routing anfailitate the monitoring, and we onsider it as our underline routing algorithm.This hoie is the same to that of many other reputation-based solutions suh asCONFIDANT and CORE. As a result, adopting SWAN to them is supposed to beeasy.For the routing algorithms other than the soure routing, the adoption of wathdogis less obvious. Sine a node is not sure of the next node of its downstream node,Seurity mehanisms for ad ho routing protools



76it annot easily judge if a paket is misdireted. Nevertheless, SWAN an also beused to support other types of routing protools suh as AODV and OLSR, as longas a wathdog is employed.The following parameters are initialized and published in the network before SWANis applied:Lifetime of network T_Max: We assume that ad ho networks are temporaryand loal area networks, and it is possible to estimate the upper bound ofnetwork lifetime T_Max1.Time interval duration ∆t: The network lifetime is split into time intervals ofuniform duration ∆t.Network start time T0: T0 serves as a referene to whih all nodes synhronizetheir shedule of hanging and dislosing keys.All the above parameters are not serets and an easily be published in the network.Besides, if the network is isolated, its IPv6 pre�x an be hosen by itself2. Thus,these parameters an be integrated into the IPv6 pre�x (aording to the de�nitionof IPv6, a uniast IPv6 address should start with "001"):IPv6 pre�x =< (3 bit)001, (32 bit)T0, (16 bit)T_Max, (13 bit)∆t >Finally, we assume a loose synhronization whih guarantees an upper bound on themaximum synhronization error. In pratie, a MANET synhronization mehanisman be the Time Synhronization Funtion (TSF) [So05℄ or the solution proposedin [RK04℄ whih better ensures the multi-hop synhronization for ad ho networks.The basi idea of these mehanisms is that eah node periodially broadasts a bea-on frame whih announes its timer to its neighborhood. Then, upon reeiving thebeaons, eah node adjusts its loal timer to the fastest-running timer. The syn-hronization an also be guaranteed by the GPS system, whih provides an auratetime preision down to nanoseond.4.4.2 SWAN spei�ationWe show the �ve steps of SWAN in �gure 4.2, and we detail these steps in thefollowing subsetions.1Even though large and long term ad ho networks are also under study, aording to thede�nition, MANETs should be temporary and loal area networks.2Generally routing is not used for ommuniation inside a traditional network. It is useful onlyfor tra� between two or more networks. Thus, to failitate routing and to distinguish internaltra� from external one, all the nodes in a same network should use a same pre�x. However, sineevery node in ad ho networks is also a router and routing is used for internal ommuniation, wemay think that a unique pre�x is not neessary for MANETs if it does not need to ommuniatewith other networks.Seurity mehanisms for ad ho routing protools
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Figure 4.2: Steps of SWAN4.4.2.1 Node initiationThe initiation of eah node ni should be done aording to the following steps:
• Calulation of the length L of Hash hains as [T_Max/∆t]+ 1 ([x/y] denotes

y integer divides x).
• Generation of a Hash hain of L elements based on a random seed si: h(si),

h2(si), ..., hL(si).
• Setting of the temporary address of the node:

IPi =< IPv6 pre�x, hash-64(hL(si)) >where the last hash output length an also be redued to 63 or 62 or even less,aording to the length of reserved bits in the IPv6 header.Thus, the network time is divided into L intervals τ1, ..., τL (only the last intervalould be shorter than ∆t). Any Hash hain element hL−k+1(si) (1 ≤ k ≤ L) will beused for the authentiation of all messages sent or forwarded by node ni during thetime interval τk.4.4.2.2 Message sendingLet M_Fix be the �xed IP header �elds (address of the initiator, address of thetarget, the paket identi�er, et.) and payload (if any) of a message M , and letSeurity mehanisms for ad ho routing protools
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M_V ar be the mutable �elds of M (TTL, HC, et.). In time interval τk, M sentby node ni will be in the following form:

< M, hhL−k+1(si)(h(M_Fix)|M_V ar) >Without loss of generality, M an be either a ontrol paket or a data paket.4.4.2.3 Message supervisionSuppose that in time interval τk, node Ii sends a paket M to node Ii+1, and then
Ii+1 should resend/forward M to node Ii+2. Then the �rst message sent by Ii willbe in the following form:

< M, hhL−k+1(si)(h(M_Fix)|M_V ar) >

Ii keeps the paket identity of M , h(M_Fix), and all the mutable �elds of M in itswathdog bu�er.Upon reeiving the �rst message, Ii+1 performs neessary modi�ations (if any), andthen the modi�ed paket M ′ is sent to node Ii+2 using the form:
< M ′, hhL−j+1(si+1)(h(M ′_Fix)|M ′_V ar) >where j is the urrent time interval index aording to node i + 1.The paket M ′ sent by Ii+1 will be observed by Ii. Ii identi�es the paket withits identity and �nds the orresponding M in its wathdog bu�er. Ii then heks

M ′ mutable �elds to see whether all the modi�ations realized by Ii+1 respet therouting protool in use (whether a TTL is dereased by one, et...). Finally, Iiheks whether h(M_Fix) = h(M ′_Fix) for the integrity of the �xed �elds of M .If all the above veri�ations are suessful, we onsider that the supervision is su-essful. Ii an then inrease its reputation on node Ii+1. Otherwise, a suspiiousativity of node Ii+1 is disovered and we have the following hoies:
• Ii an wait for the authentiation phase to try to eventually identify Ii+1 as amaliious node. This measure an prevent false negatives if nodes spoof whenattaking.
• Ii an diretly derease the reputation of node Ii+1 without further veri�ation.This measure an prevent false positives even if nodes spoof when attaking.
• Ii an diretly delete the paket from its wathdog bu�er and leave the rep-utation for Ii+1 unhanged. This measure does not derease reputations butonly inreases them when there are suessful supervisions.With the �rst hoie, Ii should further store hhL−j+1(si+1)(h(M ′_Fix)|M ′_V ar) forthe future authentiation.Above we desribed a supervision example using the mode SUpervision on ROute(SURO), in whih only nodes involved in tra�s observe what happens on routes.Atually SWAN an also support the mode SUpervision in NEighborhood (SUNE),in whih any node that is neighbor of both Ii and Ii+1 an perform the supervision.Seurity mehanisms for ad ho routing protools



CHAPTER 4. SWAN: A Seured Wathdog for Ad ho Networks 794.4.2.4 Key dislosure and authentiationAt eah time interval τj+1, any node i heks if it has sent any message during theprevious time interval τj . If so, it disloses its key hL−j+1(si) by broadasting a KeyDislosure message (KD) to its one-hop neighbors after a maximum synhronizationerror:
< hL−j+1(si) >Note that if there is any periodi neighbor disovery proess3, keys an be dislosedwithin neighbor disovery pakets by setting ∆t equals to the neighbor disoveryinterval. This an redue the ontrol overhead.Upon reeiving a KD message, the reeiver heks at �rst whether the orrespondingkey is already validated. If it is the ase, it rejets the message. Otherwise, it veri�eswhether

IPi =< IPv6 pre�x, hash-64(hj−1(hL−j+1(si))) >If the hek fails, the key is rejeted, and the node will still verify the other KDmessages delaring the same key. Otherwise, the key is authentiated and stored,and the previous key disovered by node Ii is replaed by the new key.4.4.2.5 Message authentiationOne a key hL−j+1(si+1) is authentiated by node Ii, Ii heks in its wathdog bu�erwhether there is any message M sent by node Ii+1 unauthentiated. If it is the ase,the validity of hhL−j+1(si+1)(h(M_Fix)|M_V ar) is heked.If both the supervision and the authentiation are suessful, a good behavior isregistered in favor of node Ii+1. Otherwise, if only the authentiation sueeds, abad behavior will be attributed to node Ii+1. Thus, to have a good reputation, nodeshave to behave well in both routing and key dislosing.If the authentiation fails, it is possible that M is not sent by the node it laimedto be (in other words, there is a spoo�ng attak). Unfortunately, we are not able toidentify the attaker. Therefore, to avoid false negatives, the result of the supervisionmay not be taken into aount by the reputation system.Note that SWAN mainly permits to detet maliious behaviors, but a sel�sh for-warding node4 annot be thus deteted this way, sine no message will be forwardedby the node. To resolve the problem, we suggest ombining a solid neighbor lookupprotool with SWAN. Thus a neighbor node whih does not regularly forward mes-sages an be onsidered a sel�sh forwarding node.We show an example of the whole SWAN proess in �gure 4.3.3A periodi neighbor disovery proess exists in most of the proative and hybrid ad ho routingprotools and in some seure ad ho routing protools.4Refer to setion 3.5.2. Sel�sh routing nodes do not partiipate in the routing disovery phasenor in the data forwarding phase, while sel�sh forwarding nodes only refuse to forward data pakets.Seurity mehanisms for ad ho routing protools
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Figure 4.3: An example of SWAN4.4.3 System requirementsIn this subsetion, SWAN is analyzed in terms of omputational and storage re-quirements.4.4.3.1 Computational requirementsThanks to the temporary nature of MANETs, in SWAN no asymmetri ryptographyis required even in the node initiation phase. The only ryptographi operation usedin SWAN, the hashing, is known as lightweight5.Suppose that a 128-bit hashing is used to generate the Hash hains, and the lengthof seeds s1, ..., sN is also 128 bits, we an then refer to table 4.1 to know the numberof hash operations and the total hashed bits of eah SWAN operation (note thatin a real environment, the total hashed bits depends on the implementation of thehash algorithm).Operation Number of hash operations Total hashed bitsNode initiation L + 2 64 + 128 ∗ (L + 1)Paket sending 2 128 + paket_lengthPaket supervision 1 ≤ paket_lengthKey authentiation j 128 ∗ jPaket authentiation 1 128 + paket_var_lengthTable 4.1: Hashing required by SWAN5For example, the veloity of 160-bit SHA-1 one-way hash funtion is 75MB/s on a 33MHz486SX. Seurity mehanisms for ad ho routing protools



CHAPTER 4. SWAN: A Seured Wathdog for Ad ho Networks 81Furthermore, by using 128 bits to store a before revealed key hL−j+m(si)(2 ≤ m ≤ j),we an derease the number of hash operations required by the authentiation ofthe key hL−j+1(si) to m − 1, by heking whether hL−j+m(si) = hm−1(hL−j+1(si)).4.4.3.2 Storage requirementsWe an refer to table 4.2 to see the number of bits to be stored by SWAN for eahSWAN operation (under the same hypothesis as in subsetion 4.4.3.1):Operation Length of total information to be stored (bits)Hash hain storing 128 ∗ ([T_Max/∆t] + 1)Paket authentiation andsupervision length(Timestamp+ 2 ∗ 128 + paket_identity)Table 4.2: Memory required by SWANTo further redue the memory spae required to store a L-element Hash hain from
O(L) to O(log(L)), the tehnique proposed in [Jak02℄ an be used. This tehniqueseletively stores a logarithmi number of Hash hain elements, and the loations ofthe stored elements are modi�ed over time, in suh a way that we an easily �ndany Hash value through several hash operations.4.4.3.3 OverheadIn SWAN the only additional message with respet to the routing protool is thekey dislosure message. During the lifetime of a MANET, eah node sends at most
[T_Max/∆t] KD messages to its one-hop neighbors, and eah KD message has lessthan 150 bits as length (the MAC and IP header not taken into aount).In addition, every traditional routing message will have an additional overhead of128 bits.4.4.4 Seurity analysisIn this subsetion, we show that SWAN is able to ahieve its authentiation obje-tives: either false negative or false positive in reputation system an be prevented,and messages an easily be supervised hop-by-hop. Moreover, the integrity of pak-ets is guaranteed and the replay attaks are limited. In the end of the subsetion,we also disuss the problem of bogus address in SWAN.4.4.4.1 Reputation system seurityWe an ensure that at least the �rst-hand reputations for benign nodes will beorret, beause:

• We suppose that a benign node will always perform orret routing operationswith its true identities (IP and MAC addresses) and will always dislose orretSeurity mehanisms for ad ho routing protools



82 authentiation keys. Therefore its reputations will ertainly be inreased bythe other benign nodes observing it.
• Sine SWAN guarantees that there is no spoo�ng attak, attakers are notable to derease the reputations of benign nodes by spoo�ng their identities.We distinguish two ases of misbehaving nodes:
• If a maliious node uses its true identity and its true keys to attak, benignnodes an identify it and derease the reputations on it. Therefore there wouldbe neither false negative nor false positive in the reputation system. However,in order to keep at least its bootstrapping reputation, the maliious node mayprefer to belong to the next ategory.
• If a maliious node does not use its true identities to ommit attak, or usessome inorret keys to generate its attaking messages, the observing nodeswill not be able to identify it. Thus, the reputation on the maliious nodemight not be dereased. However, sine the reputations of benign nodes doinrease, the maliious node will still have its reputations inferior to those ofthe benign nodes.Furthermore, sine suh a maliious node will always have its reputationsunhanged, we may onsider that, if a node existed in the network for a longperiod always has its bootstrapping reputations, it is less trustworthy than anew oming node or a node having its reputation evaluated to a higher level.This measure an also be used to detet the sel�sh routing nodes.Another solution is to let eah node periodially derease all its reputationson other nodes. Thus, even though we annot authentiate the misbehavingnodes, they annot keep their bootstrapping reputations, and every node mustproatively partiipate in the routing to obtain/maintain good reputations.Considerations for the reputations of sel�sh nodesIt is obvious that sel�sh nodes annot be diretly deteted by SWAN, sine no (less)message will be routed by them. Therefore, they do not have many messages to beauthentiated.Nevertheless, we distinguish sel�sh routing nodes from sel�sh forwarding nodes:
• For the sel�sh forwarding nodes, even without authentiation we will be ableto derease their reputations sine they refuse to forward data pakets.
• For the sel�sh routing nodes, they an in the best ase keep their bootstrappingreputation values, as the seond type of maliious nodes disussed above.As a onlusion, we believe that a reputation system helped by SWAN an providerelatively right reputations between nodes.Seurity mehanisms for ad ho routing protools



CHAPTER 4. SWAN: A Seured Wathdog for Ad ho Networks 834.4.4.2 Statistially unique addressSine ad ho networks are usually loal area networks with a limited number of nodes(for example, DSR requires that the MANET dimension is less than 16), we believethat the SWAN addresses are, like SUCV addresses, statistially unique if the hashalgorithm in use is strong ollision-resistant. Here, strong ollision-resistant meansthat, with an l-bit hash output, we need on average 2
l
2 inputs to enounter a hashoutput ollision.Suppose that there are N nodes in a MANET, and that the hash algorithm thatwe use is a perfet l-bit hash algorithm. Then, the address ollision probability ofSWAN will be (let W = 2l, W >> N , N > 1):Prob(ollision) = 1 − Prob(no ollision) = 1 −
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WThe ollision probability inreases with N and dereases with W (l). And, sine
W >> N , the ollision probability is low.4.4.4.3 Unspoofable address and authentiationTo suessfully spoof an IP address, the following methods an be tried by attakers:Ditionary attak It is also alled �brute-fore attak� where attakers onstruta database (also alled a ditionary) whih ontains all the possible pairs of

< seed, hL(seed) >. Therefore one an hL(si) is revealed, attakers an lookup the orresponding si in the ditionary. However, this attak is di�ult torealize sine it is equivalent to break the one-way hashing.Replay It is somewhat true that without aurate time information in pakets, thereplay attaks an exist in MANETs. However, we believe that the replayattaks in SWAN annot greatly a�et the reputations of nodes. Indeed, we�rst do not take the messages replayed in the same time interval of their �rstsending into onsideration; seondly, the messages replayed in a later timeinterval will be onsidered obsolete.Finding a future key based on some revealed keys Even though Hash valueswill be revealed one by one by their owners, these attaks an be preventedsine hashing is a one-way operation. The orresponding hashing property isalled weak ollision resistane, whih means that given x, it is di�ult to �nda y that satis�es h(y) = h(x). In other words, attakers are not able to �ndany unrevealed key from the revealed ones. This attak is also equivalent tobreak the one-way hash.Seurity mehanisms for ad ho routing protools



844.4.4.4 IntegritySine both the mutable and the �xed �elds of all the pakets are proteted by HMAC,the integrity is ensured in SWAN.4.4.4.5 About bogus addressA maliious node an reate a lot of bogus addresses in addition to its legitimateaddress. These bogus addresses will permit the node to bypass the reputation systemby onstantly appearing as a new node. Unfortunately, we an hardly prevent theexistene of bogus addresses in absene of an online or o�-line server.Nevertheless, to ompliate the generation of bogus addresses, we an use the bindingof IP and MAC addresses as the identity of nodes. Sine IP and MAC addressesare both unique and publi, a node annot solely modify its IP address withouthanging its MAC address at the same time. Furthermore, to obtain a new identity,an attaker should redo L + 1 hash operations, whih will also greatly ompliateits task. Finally, sine eah bogus address is only temporarily used, a node usingbogus addresses an hardly get a high reputation, thus having di�ulty in beomingtrustworthy.We an also use the ountermeasures against Sybil attaks presented in setion3.4.4.4 to detet bogus addresses in SWAN.4.4.5 Address renewalAlthough we suppose that we an estimate the maximum network lifetime in a mostpessimisti way, a MANET an sometimes exist longer than expeted. Otherwise,nodes ould be too weak to support long Hash hains, or the lifetime of the networkis too long to be supported by one Hash hain per node. In all these ases, addressesof nodes must be renewed but old reputations must not be lost. In other words,the old reputations should be related to the new addresses. In this subsetion,we propose two mehanisms that seamlessly link a new Hash hain to the old onewithout introduing additional messages.4.4.5.1 Approah using overlapping Hash hainThis approah onsists of using two overlapping Hash hains, as shown in �gure4.4. During the node initiation phase, eah node ni piks two random seeds si;0,
si;1 and generates two Hash hains: one hain of L elements based on si;0, and theother of 2L elements based on si;1. ni then sets its temporary address in yle c0(in eah yle a node will use a di�erent address, and the yle c0 is the �rst yle):
IPi;0 =< IPv6 pre�x, hash-64(hL(si;0)) > and omputes its address in yle c1 (theseond yle): IPi;1 =< IPv6 pre�x, hash-64(h2L(si;1)) >.The message supervision is the same as the one desribed in setion 4.4.2 exeptthat Ii stores hh2L−j+1(si+1;m+1)(hhL−j+1(si+1;m)(h(M ′_Fix)|M ′_V ar)) instead of
hhL−j+1(si+1)(h(M ′_Fix)|M ′_V ar).Seurity mehanisms for ad ho routing protools
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Figure 4.4: Address renew using overlapping Hash hainsThe key dislosure and authentiation in yle cm at time interval τj+1 is as fol-lows: node ni publishes both hL−j+1(si;m) and h2L−j+1(si;m+1) in its Key Dislosuremessage:
< IPi;m+1, h

L−j+1(si;m), h2L−j+1(si;m+1) >For the authentiation of the keys, it is heked that:
IPi;m =< IPv6 pre�x, hash-64(hL+j−1(hL−j+1(si;m))) >and

IPi;m+1 =< IPv6 pre�x, hash-64(hj−1(h2L−j+1(si;m+1))) >To authentiate messages, two HMAC operations have to be performed on
< h(M ′_Fix), M ′_V ar > using suessively the dislosed key pair hL−j+1(si;m) and
h2L−j+1(si;m+1).In the example quoted in setion 4.4.2, the message authentiation is suessful ifthe orresponding omputation result is equal to the stored
hh2L−j+1(si+1;m+1)(hhL−j+1(si+1;m)(h(M ′_Fix)|M ′_V ar)),At time interval τL of yle cm, node ni performs the following operations to renewits Hash hain: it piks a new random seed si;m+2, generates a Hash hain of 2Lelements based on si;m+2, and then sets its temporary address in yle cm+2 to:

IPi;m+2 =< IPv6 pre�x, hash-64(h2L(si;m+2)) >This approah an seamlessly link Hash hains together, and there is no additionaloverhead on payload. However, here eah node has to store two Hash hains of 2×Lelements (exept in the �rst yle in whih eah node stores one hain of L elementsand one hain of 2L elements) instead of storing one Hash hain of L elements as inthe original SWAN. In addition, one more HMAC should be omputed when sendingor authentiating a message, and KD messages also have a longer length.4.4.5.2 Approah using Hash treeIn this approah, a Hash tree is established as shown in �gure 4.5. The leaves of theHash tree are IP addresses used in di�erent yles.During the node initiation phase, eah node ni piks two random seeds si;0, si;1and generates two Hash hains of L elements. Then, it sets its temporary addressSeurity mehanisms for ad ho routing protools
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Figure 4.5: Address renew using Hash treein yle c0: IPi;0 =< IPv6 pre�x, hash-64(hL(si;0)) > and its address in yle c1:
IPi;1 =< IPv6 pre�x, hash-64(hL(si;1)) >. The root of the Hash tree in yle c0 is
Ri;0 = hash-64(IPi;0|IPi;1).In the kth interval of yle cm, the format of a paket M sent by the node ni is:

< M, Ri;m, hhL−k+1(si)(h(M_Fix)|M_V ar|Ri;m) >where Ri;m is the root of the Hash tree in yle cm.The message supervision proess is the same as the one desribed in setion 4.4.2,sine Ri;m is regarded as a �xed �eld. The message authentiation in yle c0 is alsothe same as the one desribed in setion 4.4.2.In yle cm (m ≥ 1), a Key Dislosure message will be
< IPi;m−1, Ri;m−1, h

L−j+1(si;m) >To authentiate the key, three veri�ations are neessary:1. IPi;m =< IPv6 pre�x, hash-64(hj−1(hL−j+1(si;m))) >.2. Ri;m−1 is the same as the root published in yle cm−1.3. Ri;m−1 = hash-64(IPi;m−1|IPi;m).In time interval τL of yle cm, node ni piks a new random seed si;m+2. It renews itsHash hain by generating a Hash hain of L elements based on si;m+2, and then setsits temporary address in yle cm+2 to IPi;m+2 =< IPv6 pre�x, hash-64(hL(si;m+2)) >.The new root of the Hash tree in yle cm+1 will be:
Ri;m+1 = hash-64(IPi;m+1|IPi;m+2)Compared with the approah using overlapping Hash hains presented in setion4.4.5.1, this approah ahieves its objetive by adding more message overhead. How-ever, it introdues less omputational overhead and has less storage requirement.Seurity mehanisms for ad ho routing protools



CHAPTER 4. SWAN: A Seured Wathdog for Ad ho Networks 874.5 DisussionChoie of hash algorithmThe longer is the hash output length, the heavier is SWAN but the better is itsseurity. We estimate that a 64-bit or longer hash algorithm is su�ient to reahthe seurity requirements of SWAN. However, reent progress in the ryptanalysis onMD5 and SHA-1 [WY05, Len05, Ste06℄ leads us to expet stronger hash algorithms.In the simulations about SWAN presented in the next hapter, we use 128-bit hashoutput.SynhronizationThe synhronization is a ommon requirement of many seure ad ho routing pro-tools suh as ARAN [SDL+02℄ and SEAD [HJP02℄. SWAN and the HPLS protoolthat we will present in hapter 6 also require the synhronization.A good lok synhronization mehanism for MANETs should be distributed anddoes not depend on any speialized hardware. Moreover, it is worth mentioning thatthe synhronization mehanism itself should be seured in order to provide seured�real� time information to nodes.New oming node and leaving nodeIn SWAN, leaving nodes do not take away any seret of network but only theirpersonal serets, so they an leave without in�uening the seurity of the network.Furthermore, a node made o� an return to the network with a resynhronizationwhih will deide the number of time intervals (keys) to be skipped.A new oming node should synhronize itself to the network by adopting the IPv6pre�x. It an use the value of T0, ∆t and the urrent time t to ompute the indexof the urrent time interval, and then use the value of ∆t and T_Max to omputeits Hash hain and its identity.Network dimensionIn order to have a weak address ollision possibility, we suppose that SWAN isapplied to the MANETs that have a limited dimension. Unfortunately, SWAN willnot be adequate for very large MANETs suh as the networks desribed in [WZ02℄.Dupliate addressWe mentioned in setion 4.4.4.2 that SWAN addresses are statistially unique. But,if ever we need to be ertain of their uniqueness, the Neighbor Disovery Protool(NDP) for IPv6 [NNS98℄ an be used to resolve the dupliate address problem.Using NDP, a new node hooses an IPv6 address when joining the network. Then, itbroadasts its hoie to the whole network within a Neighbor Soliitation message.Seurity mehanisms for ad ho routing protools



88If there is already another node whih is using the address, it will send bak aNeighbor Advertisement message to the new node. As a onsequene, the new nodemust make another hoie. The proess an be repeated several times until the newnode an �nd an unused address.Immediate authentiationIf we need immediate authentiation of routing ontrol messages, the ARIADNEprotool [HPJ02℄ (.f. setion 3.4.2.1) an be used. When sending a RREQ, thesender an estimate the arrival time of the request to the destination node, andthe intermediate nodes will then use the Hash values orresponding to that time,in order to ompute their HMAC outputs. As a result, when the RREP messageis being returned to the soure node, the intermediate nodes an be authentiatedwith their dislosed keys.In�uene of mobilityIn ase of strong mobility, KD messages an be sent to more nodes (suh as 2 or 3hop neighbors) in order to inrease the authentiation rate, whih an also inreasethe reputation evaluation veloity.Partiipation to another networkAn address is valid only for the urrent network. To partiipate to another network,nodes should be re-initiated.Address renewalWe insist on the idea that Hash hain renewal should rarely our in SWAN, andthat it is better to use one Hash hain in the whole network lifetime than dividing theentire network lifetime into several yles and use one Hash hain per yle. This isbeause the address renewal introdues not only additional overhead and omplexity,but also an important inonveniene due to the variation of the IP addresses. Eventhough eah node an know the new IP addresses of its neighbors, it annot easilyknow the addresses of remote nodes. In the following we provide a brief introdutionto this problem.We suppose that eah yle will be uniform and reasonably long, and that nodes donot hange their identities within a yle. Thus, the problem appears only when ayle �nishes and the next one begins.When a proative routing protool is in use, there is periodi routing informationexhanged within the whole network. Consequently, the new addresses an be ex-hanged within the routing messages before the end of eah yle.Seurity mehanisms for ad ho routing protools



CHAPTER 4. SWAN: A Seured Wathdog for Ad ho Networks 89When a reative routing protool is in use, a soure node an modify its RREQmessage by adding its address in the next yle. Then, one being a soure node,any node an inform all the other nodes about its next address.If the next address of a destination node is unknown, a RREQ an still be sent tothe old IP address (with a �ag telling that it is an old address). Sine the RREQ isbroadasted, the message will be reeived by the destination. Then, when a RREPis sent bak, the new address an be joined.Intermediate nodes usually have neessary knowledge about their upstream anddownstream nodes sine they are neighbors, and this would be su�ient for thesupervision. Moreover, new address information an also be aumulated in a RREQ(like in DSR we aumulate node identities) when the end of a yle approahes,and this ould make all the new addresses on a route known by the whole route.If there is an ative data �ow but the end of a yle is reahed, the soure nodean send an additional message along the route to ollet the new addresses on theroute.Finally, NDP [NNS98℄ an also be modi�ed to inform the new addresses to nodes.That is to say that eah node an send out its new address in a Neighbor Soliitationmessage a little before the end of eah yle. If there is no new Neighbor Soliita-tion message during a timeout from the same node (means that the address is notdupliated), in the next yle other nodes an use the new address to replae theolder address of the node. Note that nodes should also adjust their message sendingtime in order to avoid ollision.After all, we see that the address renewal proess is ompliate to manage, and mustas a onsequene only be used when it is stritly neessary.SWAN appliabilitySWAN an operate with the soure routing algorithm where every paket to beforwarded is perfetly preditable.With the other routing algorithms, the reeiver node of a paket an be deided on-the-�y by its upstream node. Thus a future paket is not entirely preditable fromthe viewpoint of the supervising node, and the wathdog is not able to hek all the�elds of the paket. However, the other �elds of the paket exept the reeiver nodean still be supervised. Sine SWAN is a generi seurity mehanism independentof underline routing protool, we believe that it an also be applied to the otherrouting algorithms.4.6 ConlusionIn this hapter, we proposed a seure wathdog for ad ho networks named SWAN.It ombines SUCV and TESLA to develop a wathdog with a lightweight broadastmessage authentiation sheme. It an detet the spoo�ng attaks that may badlya�et the reputation systems, and an redue the storage overhead required bywathdog. It is also able to treat a large number of messages through a simpleSeurity mehanisms for ad ho routing protools



90ryptographi operation and be independent of any entral server. Our analysisin this hapter and our simulations in the next hapter show that SWAN is bothlightweight and robust.In the next hapter, we will propose a seure routing protool and apply SWAN toit, and we will also show some simulation results for SWAN.
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Chapter 5TRP: A Trust-based RoutingProtool for ad ho networks�Know your enemy and know yourself.�� Sun zi (about 535 B.C.)5.1 IntrodutionGenerally, in ad ho networks every node should partiipate in the routing. There-fore, eah routing behavior of eah node an have an impat on the routing seurity.Espeially, a data �ow an be threatened if the route established for a �ow ontainsa misbehaving node.In order to make every node be responsible for its own routing behaviors, a rep-utation system an be established. This system should reward the well-behavednodes, and/or punish the misbehaved nodes. CORE [Mi04℄ (.f. setion 3.5.3.1)and CONFIDANT [BB02b℄ (.f. setion 3.5.3.2) are suh examples. With them,eah node an ompute a reputation for eah other node based on the routing be-haviors of the latter. Thus, routes omposed of nodes having better reputations anbe hosen for the ad ho routing, and/or data pakets sent by misbehaving nodesmay be dropped.CORE and CONFIDANT are designed to guarantee the availability and the re-liability of the ad ho routing. However, CONFIDANT intend to exhange thereputations between nodes in a proative way, whih will introdue a lot of ad-ditional overhead to the network. Moreover, both protools have not ompletelyresolved the problem of the blakmail attaks aused by the use of seond-handreputations. In other words, liars an always introdue wrong reputations into thenetwork, espeially when they are numerous.In this hapter, we present a DSR-based seure ad ho routing protool named Trust-based Routing Protool (TRP). First, TRP uses an HMAC to protet routing ontrolmessages between eah pair of initiator and target of data tra�. Seond, it uses awathdog to detet sel�sh behaviors and a few residual routing attaks untreated bythe HMAC, in order to identify the misbehaving nodes with a reputation system.91



92Finally, based on the reputations, soure nodes will be able to hoose the mostreliable routes to send their data pakets.In omparison with the other routing protools using a reputation system, the mainpartiularity of TRP is its reative reputation exhange. That is, the exhangeof reputation information is performed only when a route is needed to be usedin the routing. Moreover, there is no additional paket used for the exhange ofreputations. Instead, the exhanges are integrated into the routing ontrol messagesof DSR, and this integration an be made naturally sine DSR is itself a reativerouting protool. Finally, TRP is able to prevent blakmail attaks, even thoughthe seond-hand reputations an be taken into onsideration.In addition, TRP an also use SWAN (.f. hapter 4) to seure its wathdog meh-anism and improve its performane.The remainder of the hapter is organized as follows. We introdue at �rst thenotations used in this hapter in setion 5.2. We provide an overview of TRP insetion 5.3, and introdue the design objetives of the TRP protool in setion5.4. In setion 5.5 we disuss our reputation system. The TRP routing protool ispresented in setion 5.6. In setion 5.7, we show how SWAN an be applied to TRP.Setion 5.8 is dediated to the performane evaluation. Finally, our onlusion ispresented in setion 5.9.5.2 NotationsIn the following, we introdue the notations that are used in this hapter in theirappearing order.Notation Meaning
KA,B a symmetri key shared by node A and node B
D a destination node
Ii the ith intermediate node on a route
S a soure node
CA→B trust value that node A has on node B
N the number of nodes in a network
n1, n2, ..., nN the nodes in an N-node network
CDA→B(t) diret trust that node A has on node B at time t
α, β parameters in the trust model of TRP
pA→B(t) the experiene level that node A has on node B at time t
p+

A→B(t) number of positive experienes of node B that have been observedby node A until time t
p−A→B(t) number of negative experienes of node B that have been observedby node A until time t
CDIA→B diret or indiret trust that node A has on node B
CIA→B(t) indiret trust that node A has on node B at time t
d a route length
A, B, C, E nodes
r a random integerSeurity mehanisms for ad ho routing protools
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Figure 5.1: Basi idea of TRP
SN a sequene number
A → ∗ : M a node A broadasts the message M to all nodes in the network
IPA the IP address of node A
hkey(a) HMAC omputed on a value a using the key key
i|j the atenation of i and j
M_Fix the �xed �elds in the message M
M_V ar the variable �elds in the message M
τi the ith time interval
hj(a) a value a hashed j times without key
UID a unique identi�er for eah paket (in Network Simulator)
X1, X2, ... misbehaving nodes5.3 TRP overviewThe Trust-based Routing Protool is a DSR-based seure ad ho routing protool.It ombines the knowledge of misbehaving nodes with topology information, to helpsoure nodes to hoose the most reliable routes for their data sending. We show thebasi idea of TRP in �gure 5.1.In TRP, eah node maintains a �rst-hand (diret) reputation for every other nodethat it has enountered. The omputation of reputation is based on the diretlyobserved behaviors of the other node. Then, during a route disovery proess,intermediate nodes an inform the soure node of their �rst-hand reputations ontheir neighbor nodes, by integrating them into the ontrol messages (RREQ andRREP) of DSR.A soure node may reeive a lot of RREPs (there is one route in eah RREP) anda series of reputations for eah RREP. Then, based on the reeived reputations andits own �rst-hand reputations, the soure node an ompute an overall reputationfor eah route. Only a route that has obtained an aeptable overall reputation anbe trusted and be used to deliver data tra�.The di�erent phases of TRP are:

• Sine a reputation system is a reative system, and sine we often supposethat there is no a-priori trust between nodes, misbehaving nodes will be ableSeurity mehanisms for ad ho routing protools



94 to misbehave at the beginning of the network.
• Gradually, misbehaving nodes will have their reputations dereased, sine theirmisbehaviors will be deteted. They will be identi�ed as attakers or failingnodes. On the ontrary, benign nodes will have their reputations inreased.
• With the evolution of the reputations, misbehaving nodes will have less and lesspossibilities to partiipate in the network routing, sine they will be bypassed.Benign nodes, on the ontrary, will be more frequently used in the routing.TRP assumes that a pairwise key KS,D is shared within a seurity assoiation be-tween the initiator S and the target D of eah RREQ message. Suh a key anbe established through several ways, suh as DH [RLTN93℄, Internet Key Exhange(IKE) [HC98℄, et.. Note that we do not assume a key shared by eah pair of nodes.TRP uses a routing sheme similar to SRP (Seure Routing Protool, .f. setion3.4.2.2) [PH02℄. In addition, it aumulates reputation information during the prop-agation of RREQq, and sends bak these information proteted by HMAC withinRREPs to soure nodes.5.4 Design objetivesTRP aims to avoid misbehaving nodes in the two routing phases: the routing disov-ery phase (also alled the topology disovery phase), and the data forwarding phase(the routing maintenane phase is inluded), by means of adding simple rypto-graphi operations and a totally distributed reputation system to the DSR protool.Moreover, nodes whih do not orretly forward data should be identi�ed and ex-luded from routing.TRP has the following seurity objetives:
• TRP should guarantee the authentiity of routing information. That is, underertain hypotheses, only orret route information an be reeived by sourenodes. Indeed, the SRP protool already guarantees this property in a greatmeasure, and we will further reinfore it.
• Aording to the sel�sh models that are desribed in [Mi04℄ (.f. setion3.5.2), TRP should be able to avoid the sel�sh forwarding behaviors, whihare the most harmful sel�sh behaviors in MANETs.We believe that the sel�sh routing behaviors are hardly avoidable in a totallyself-organized MANET using a reative routing protool, beause in suh anetwork a node an simply be silent to esape its routing duties, and normallyno mehanism permits to detet suh sel�sh nodes. To resolve this problem,eah node an regularly redue the reputations of the other nodes, whih makesa sel�sh routing node not being able to keep good reputations by the othernodes. Besides, if the network is to some degree organized in suh a waythat eah node inside the network is known, sel�sh routing nodes will bedeterminable (however we may still need a entral server to determine them).Seurity mehanisms for ad ho routing protools
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• TRP should permit to prevent a large number of ative attaks in the ad horouting.In TRP, a trade-o� lies between the routing performane and the seurity, sine wetry to provide a maximum seurity while still maintaining an aeptable routingperformane. We require that, without the presene of attakers, TRP should havea good routing performane; with the presene of attakers, TRP should be muhbetter than an unseured ad ho routing protool in terms of routing performane.5.5 Reputation systemDue to the existene of ompromised nodes that are able to reply orretly to rypto-graphi hallenges thanks to their legitimate keys, ryptography alone annot ensurethe seurity of the mobile ad ho networks.Sine the ryptography is not almighty, the notion of trust is introdued into MANETs.With this notion, nodes in MANET are alled up for vigilane. In order to engageonly trustworthy nodes into routing, in a totally distributed MANET eah nodeshould maintain a trust level to eah other node.With this framework, reputation systems an be applied to MANETs. As opposed tokey/ryptography systems that are often established in advane, reputation systemsare systems that will only be established a-posteriori exept that there ould be somepre-established reputation relationships. By default every node is attributed a sameinitial reputation value at the beginning of the network.Then, as time progresses, it should be ensured that:
• Benign nodes and misbehaving nodes are orretly identi�ed.
• A misbehaving node will have a lower reputation than a benign node.
• There should be less and less misbehaviors in the network, sine low reputednodes will be ruled out or be stimulated to behave well.The original model of the reputation system used in TRP is a distributed trustmodel introdued in [YB94℄ and later developed in [BBK94℄ for its valuation part.Sine it is not initially designed for ad ho networks, we modi�ed it for TRP. Inthe two following subsetions, we introdue respetively the original model and ourmodel.5.5.1 Original reputation model overviewThis model [YB94, BBK94℄ allows us to take various lasses of trust relationshipsinto aount, in suh a way that an entity an be trusted for some spei�ed tasks(also alled funtions) but not for some others. For instane, a node trusted fornondislosure of serets may not be trusted for generating keys due to its weakomputational apaity.Seurity mehanisms for ad ho routing protools
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Routing choice

Direct reputation

Routing

Supervision

Undirect reputation

Route reputation

Figure 5.2: The relationships between the di�erent types of reputations in TRPThe model also allows the valuation of trust relationships. That is to say thataording to the numbers of positive and negative experienes that an entity hasassigned to another entity regarding a given funtion, a value an be omputed andused as the trust level that the former entity assigns to the latter entity.Finally, in the model it is also possible to derive indiret trust relationships usingtrust transitivity.5.5.2 Our reputation modelIn this setion, we adapt the above model to ad ho networks. Three types of trustrelationships are onsidered in our model:
• Diret trust from a node to a neighbor node. It is evaluated aording tothe positive and negative experienes that the former node observed whensupervising the neighbor node.
• Indiret trust from a node to a distant node. It is derived from diret trust re-lationships using transitivity, and it will be omputed aording to the routingrequirements.
• Trust from a soure node to a route. It an be omputed based on both diretand indiret trust values, and it will be used to measure the trust levels ofroutes.Figure 5.2 shows the relationships between the di�erent types of reputations/trustsin TRP.In the following, we de�ne the omputation formulas for the three trust types. Allof the trust values are taken in the intervals {−1} ∪ [0, 1[.5.5.2.1 Diret trustBy default, all diret trust values are initialized to 0. However, sine the model istotally loal and distributed (thus eah node an have its own independent trust val-ues), nodes are free to initiate their trust values to the values they desired, espeiallywhen pre-established trust relationships exist.Before de�ning the formulas used for the evaluation of the diret trust value from anode ni to a neighbor node nj, we de�ne at �rst the following notations:Seurity mehanisms for ad ho routing protools
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• p+

ni→nj
(t) is the number of positive experienes (the number of good behaviors)that nj behaved and ni observed until time t.

• p−ni→nj
(t) is the number of negative experienes (the number of bad behaviors)that nj behaved and ni observed until time t. Note that in ad ho networks, wehave to tolerate a small perent of negative experienes due to the unreliablenature of ad ho wireless medium.

• α ∈]0, 1[ is a parameter that an be on�gured by the nodes themselves. Wewill see from the formulas that, higher is α, less is the in�uene of positiveexperienes on diret trust values (in other words, more positive experienesare required to make a diret trust inrease from 0 towards 1). Thus, generally
α should be set relatively high to prevent the (misbehaving) nodes from easilygaining a high reputation.

• β (β > 1) is a parameter that modulates the importane of negative experi-enes in relation to positive experienes. We will see from the formulas that,greater is β, larger is the in�uene of negative experienes on the diret repu-tations. Thus, same to α, β should also be set relatively high to prevent themisbehaving nodes from obtaining a high reputation.The formulas to ompute the diret trust value from a node ni to a neighbor node
nj is de�ned as follows:

CDni→nj
(t) =

{

−1 if pni→nj
(t) < 0

1 − αpni→nj
(t) otherwiseand

pni→nj
(t) = p+

ni→nj
(t) − β × p−ni→nj

(t)The above formulas an guarantee that:
• If a node always behaves well, trust values for it an be inreased towards 1.Thus, suh a node will be onsidered trustworthy.
• If a node is failing or moderately maliious, trust values for it will be moreor less stable (however, this depends on the values of α and β). Thus, suh anode is muh less trustworthy than a node highly reputed.
• If a node is maliious or quite failing, trust values for it will rapidly be de-reased to -1. Suh a node is onsidered not trustworthy and should be avoidedby the ad ho routing.With diret trusts, a network an be onsidered as a direted graph. This graphis omplete only if diret trusts an be established between eah pair of nodes ineah diretion. However, usually not all nodes have hanes to be neighbors. There-fore the graph has a strong possibility to be inomplete. Therefore, it is neessaryto introdue another type of trust, the indiret trust, for the estimation of trustsbetween distant nodes.Seurity mehanisms for ad ho routing protools
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Figure 5.3: Indiret trust in TRP5.5.2.2 Indiret trustIn �gure 5.3 we show an example of the indiret trust omputation in TRP. Supposethat there is a node nk to whih a distant node ni has no diret trust relationship,but node ni has a diret trust value or a reliable indiret trust value to anothernode nj denoted CDIni→nj
, and node nj has a diret trust value to node nk denoted

CDnj→nk
. Then the indiret trust value from node ni to node nk denoted CIni→nkis de�ned as:

CIni→nk
=

{

−1 if CDIni→nj
or CDnj→nk

= −1

1 − (1 − CDnj→nk
)CDIni→nj otherwisewhere

CDIni→nj
=

{

CDni→nj
if p+

ni→nj
+ p−ni→nj

≥ 1 ( if ni observed nj)
CIni→nj

otherwiseIf there are more than one possible node nj , ni will hoose the nj with the highestdiret trust value CDni→nj
. Otherwise, if there is no nj with a diret trust value

CDni→nj
, ni will hoose the nj with the highest CIni→nj

to alulate CIni→nk
.The above formulas an guarantee that:

• If one of the diret/indiret trust values in the reommendation hain (in theabove example, the reommendation hain is ni - nj - nk) indiates that njor nk is a misbehaving node (CDni→nj
or CDIni→nj

equals to −1), then thederived indiret trust value CIni→nk
will be equal to −1.

• If CDnj→nk
is based on an experiene level pnj→nk

, then CIni→nk
is basedon the experiene level pnj→nk

× CDIni→nj
, sine CIni→nk

= 1 − (1 − (1 −

αpnj→nk ))CDIni→nj = 1 − αpnj→nk
×CDIni→nj .The omputation of indiret trust values is a neessary but intermediate step oftrust omputations in TRP. To hoose reliable routes, a soure node should be ableto evaluate a trust on eah of the available routes. Thus, we introdue the routetrust in the next subsetion.Seurity mehanisms for ad ho routing protools



CHAPTER 5. TRP: A Trust-based Routing Protool for ad ho networks 995.5.2.3 Route trustSuppose that any two ommuniating nodes (eah pair of initiator and target) trusteah other. Then, aording to the priniple that �a whole system is as strong as itsweakest point�, the trust level of a route is de�ned as the soure's lowest trust levelon all the intermediate nodes of the route.For example, the trust value of a route S, I1, ..., Id−1, D is:
CRS→S,I1,...,Id−1,D = mind−1

i=1 (CDIS→Ii
)where for 1 ≤ i ≤ d − 1

CDIS→Ii
=

{

CDS→Ii
if p+

S→Ii
+ p−S→Ii

≥ 1 ( if S observed Ii)
CIS→Ii

otherwiseIf a soure node knows a lot of routes to a same destination, it an quantify thereliability of eah route by using the above formulas, and then hoose the routehaving the highest route trust value for its data sending.5.5.3 Comparison with the original modelIn the original model [BBK94℄, a node is judged maliious one it ommits a mis-behavior. However, due to the MANET nature, our model has to be fault-tolerate.Thus we set the parameter β to tolerate until p+

β
negative experienes before judgingthat a node is maliious.Moreover, we have added an additional value, -1, to keep a unique rating for all theuntrustworthy nodes. Theoretially, all the misbehaving nodes should be marked -1,and they will have no possibility to be intermediate node on any route. Thereforethey will not be able to threaten the data tra� initiated by the benign nodes.Finally, we have introdued the notion of route trust into our model. It is used bythe soure nodes to quantify the seure level of eah reeived route. Only the routesonsidered seure an be used in the ad ho routing.5.6 TRP routingIn this setion, we disuss how our reputation system an be integrated into theDSR routing protool to give birth to the TRP routing protool.5.6.1 AssumptionsThe following assumptions are fairly ommon to the other protools using a super-vision system:

• We suppose that TRP is based on the basi funtionalities of DSR, and mostof the performane optimizations of DSR are removed. Nevertheless, we keepthe supervision mehanism for our wathdog, whih is initially used by DSRto failitate the routing information olletion for eah node.Seurity mehanisms for ad ho routing protools
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• For the �supervision on route� mode, eah node should have at least a su�ientstorage apaity for the supervision of a restrited part of the tra� forwardedby itself.For the �supervision in neighborhood� mode, eah node should be able to saveat least a restrited part of the tra� passing through its neighborhood.However, if SWAN is applied to TRP, the storage requirements an be redued.
• Eah node has a su�ient omputational apaity for arrying out some ryp-tographi operations, in partiular HMAC.
• The transmission ranges of nodes are idential. Moreover, we suppose that allradio links are bidiretional.
• Eah node has a unique identi�er (ID), and nodes an be identi�ed during thesupervision.
• Any two ommuniating nodes share a key. For example, between a sendernode S and a destination node D, there ould be a Seurity Assoiation on-taining a shared seret key KS,D. This SA an also be used to share otherinformation between S and D, suh as a random seed.
• There is at most one attaker on eah route. Otherwise, even if two and moreattakers an be on a same route, they are not neighbors and they annotooperate.5.6.2 Routing disovery phaseIn this setion, we disuss the seurity mehanisms employed in the routing disoveryphase of TRP. We show at �rst the ryptographi measures of TRP in subsetion5.6.2.1. Then, in subsetion 5.6.2.2 we disuss how the reputation system presentedin setion 5.5 an be applied to TRP. Finally, the route management of TRP ispresented in subsetion 5.6.2.3.5.6.2.1 Basi seurity mehanismSRP largely inspired TRP for the seurity of the routing disovery phase. Figure5.4 shows the header of SRP [PH02℄ integrated into DSR RREQ and RREP.TRP also adds an additional header to the two DSR routing disovery messages.Like SRP, the additional header of TRP ontains an HMAC ode and two integers:a sequene number SN and a random integer r.In SRP and in TRP, the basi routing disovery proess is as follows:
• A sender S initiates a routing disovery phase by broadasting a RREQ withthe additional header, where the HMAC �eld is omputed over the RREQ(exept the soure route) using the key KS,D. As a onsequene, all of theoriginal �elds in the RREQ are proteted from alteration, and the messagean be authentiated by the destination node whih shares the key.Seurity mehanisms for ad ho routing protools
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)

Sequence number

Random

Original DSR RREP

Sequence number

Random

Original DSR RREQ

HMAC code

except the Source route)

HMAC code

(computed on all the fields(computed on all the fieldsFigure 5.4: Header of SRP integrated into DSR RREQ and RREP
• During the broadast of a RREQ, intermediate nodes add their identities tothe request, and rebroadast it until the latter reahes its destination. Notethat intermediate nodes are not able to verify the authentiity nor the authen-tiation of the message, and their added identities are not proteted duringthe propagation of the RREQ.
• Upon reeiving a RREQ, the reeiver D veri�es the HMAC ode in it. If theveri�ation is suessful, D is sure that S wants to establish a ommuniatingroute with it. Then D sends bak a RREP inluding the soure route, the SNand the r reeived within the RREQ, and a new HMAC ode omputed overthe entire RREP. Note that di�erent to the ase of RREQ, in a RREP thewhole soure route is proteted against modi�ation.Multiple RREPs will be sent to the initiator if multiple disjoint routes arefound.
• One a RREP reahes S, S veri�es the HMAC ode in it. If it is suessful,the route inluded in the RREP is stored in the route ahe of S, and an beused to send data.In this proess, the seurity is mainly ensured by the HMAC �eld. Meanwhile, SNis used to provide the information regarding the freshness of messages. In addition,it is also used to identify the messages espeially for avoiding loops in the broadastof RREQs.The generation of r is based on a random seed that is usually shared within the SAbetween the two ommuniating nodes. r provides not only an additional possibilityfor the destination node to ensure the freshness of the message, but also an additionalguarantee for the authentiity of the RREQ.Additionly, when SN and r are sent bak to the soure node, they also ontributeto the identi�ation of the RREP towards the soure node.Aording to the detailed analysis shown in [PH02℄, the above mentioned mehanismis able to resist to a large number of attaks that the DSR protool may enounter.Seurity mehanisms for ad ho routing protools
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j−1 , Ij+1RREQ, SN, r, HMAC, ..., Ij−1RREQ, SN, r, HMAC, ..., I j−1RREQ, SN, r, HMAC, ..., I

jI uses the promiscuous mode to receive

the RREP, and then forwards it with spoofing

jI rebroadcasts the unchanged RREQ with spoofing

I I j+1jj−1 I

RREP, SN, r,..., I , Ij+1 , ..., HMACj−1

Figure 5.5: A vulnerability in SRPMoreover, it is very lightweight sine it only employs one additional HMAC operationper RREQ or RREP message.However, in addition to the ooperating internal attaks that are originally an-nouned as untreated by SRP, we found the following vulnerabilities in the meha-nism:1. Figure 5.5 shows an example of an attak against the mehanism. A maliiousnode, Ij in the �gure, may refuse to add its identity to a RREQ but spoof theidentity of Ij−1 and rebroadast the RREQ. Sine by using the promisuousmode Ij an reeive the orresponding RREP and an spoof the identity of Ij+1when forwarding it towards the soure node, the attak annot be deteted.Therefore, the soure route in the RREP will seem shorter than its real length.The problem annot be ompletely resolved by the NLP protool neither, sineNLP annot totally prevent the spoo�ng attaks if the attaker hanges bothits MAC and IP addresses.2. If an attaker is a neighbor of the destination node and if it rebroadasts aRREQ many times by adding to it at eah time a di�erent spoofed IP address,multiple fake routes an be reated. This attak an be realized sine thedestination node aepts routes from eah di�erent neighbor. However, ifSRP is used with the SMT protool, soure nodes will hoose only disjointroutes for their data sending. Therefore the problem an be avoided exeptfor one ase: there is only one intermediate node - the attaker - on the route.3. A loop an be inserted into a RREQ beause no veri�ation is foreseen atthis level. However, the loops an easily be deteted and avoided during thepropagation of the RREQs.4. Sel�sh nodes are untreated. A sel�sh node an refuse to forward/rebroadastontrol messages as well as data messages. However, SMT (.f. setion 3.4.2.3)an be used with SRP to guarantee the forwarding of data pakets.Seurity mehanisms for ad ho routing protools



CHAPTER 5. TRP: A Trust-based Routing Protool for ad ho networks 103Exept the third attak that is easily preventable, we try to ounter the othermisbehaviors by adding to it the reputation system desribed in setion 5.5.5.6.2.2 Reputation management in the routing disovery phaseIn addition to the header introdued in setion 5.6.2.1, TRP also uses another newheader that is added to RREQs and RREPs. The new header an help to transportthe trust information of the other nodes on routes to soure nodes. This transporta-tion will permit the initiators to ompute a trust degree for eah route they mayuse, and then hoose the most reliable routes for their data sending.Supervision systemAording to the events observed through the wathdog, a node an dynamiallyalulate and update a diret trust value for eah of its neighbors.Eah node maintains a trust table whih memorizes the number of good behaviors
p+, the number of bad behaviors p− and the diret trust value (also alled �rating�)for eah of its observed neighbors. The alulation of the ratings follows the formulasde�ned in setion 5.5.2.1.To prevent the overloading of nodes, we hoose a restrited supervision mode: the"supervision on route" mode. In other words, a node only supervises the messagespast through itself.In the routing disovery phase, we expet to guarantee the seurity of all the routingontrol messages. To ahieve this objetif, we perform the supervision on all of them.We detet in partiular the misbehaviors disussed in the previous setion. Otherpossible attaks are also deteted for the purpose of establishing a reputation systemas soon as possible.We also suppose that the authentiation of neighbors an be performed by SWAN.More details on this topi will be shown in setion 5.7.Modi�ations to RREQs and RREPsWe show the RREQ and RREP headers of TRP in �gure 5.6 (the �elds in itali arethe �elds of TRP that are di�erent to SRP), an example of the route disovery ofTRP in �gure 5.7, and an example of diret and indiret trusts in the TRP routingin �gure 5.8.When rebroadasting a RREQ, an intermediate node adds to the RREQ not only itsidentity (IP address) but also its diret trust value to its upstream node. Every nodeshould also maintain a table to memorize the trust values it has reently attributedto eah of the RREQs.Suppose that a route is made of a series of nodes denoted S, I1, ..., Ii, ..., Id−1, D.Then, a RREQ rebroadasted by an intermediate node Ii will be in the followingform:
Ii → ∗ : IPS, IPD, SN, r, IPI1, ..., IPIi

, CDI2→I1, ..., CDIi→Ii−1
, hKS,D

(IPS|IPD|SN |r)Seurity mehanisms for ad ho routing protools
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Figure 5.6: RREQ and RREP headers of TRP
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CHAPTER 5. TRP: A Trust-based Routing Protool for ad ho networks 105Later on, all the trust values olleted in the RREQ, e.g. CDI2→I1, ..., CDIi→Ii−1
, ...,

CDId−1→Id−2
, CDD→Id−1

, should be sent bak to the soure node within a RREP.The RREP will be prepared by the destination node in suh a way that the HMACin the RREP overs the entire RREP inluding the trust values.During the forwarding of a RREP, eah intermediate node Ii should hek the value
CDIi→Ii−1

to ensure that CDIi→Ii−1
has not been modi�ed by one or more nodesamong Ii+1,...,Id−1

1. If it is modi�ed, the paket will be silently rejeted by node
Ii. Therefore, during the propagation of RREQ, maliious nodes have no possibilityto modify the trust values reported by the other nodes. Furthermore, during theforwarding of RREP, sine the integrity of the trust values is proteted by an HMAC,no modi�ation of trust values is possible (any modi�ation will be deteted bysoure node).Thus, an initiator of RREQ will obtain from eah reeived RREP a set of unaltereddiret trust values. Thanks to these values, the initiator is then able to omputeindiret trusts to the nodes to whih it has no diret trust value.As de�ned in setion 5.5.2.2, indiret trust values an be derived using diret andindiret trust values. When neessary, they may be alulated as follows:

CIS→Id−1
=

{

−1 if CDS→D or CDD→Id−1
= −1

1 − (1 − CDD→Id−1
)CDS→D otherwiseand for 1 ≤ i ≤ d − 2

CIS→Ii
=

{

−1 if CIS→Ii+1
or CDIi+1→Ii

= −1

1 − (1 − CDIi+1→Ii
)CIS→Ii+1 otherwiseOptimization: In order to aquire an indiret trust to node Ii, the soure node anhek, before performing the above omputations, whether there is a node Ij (1 ≤

i < j ≤ d−1) between Ii and D to whih S has a diret trust value. If it is the ase,
CIS→Ii

an be alulated based on CDS→Ij
instead of CDS→D. As a onsequene,the reommendation hain beomes shorter and the alulation of indiret trust maybe more orret. The modi�ed formulas is as follows (the omputation of CIS→Id−1is unhanged):For 1 ≤ i ≤ d − 2

CIS→Ii
=

{

−1 if CDIS→Ii+1
or CDIi+1→Ii

= −1

1 − (1 − CDIi+1→Ii
)CDIS→Ii+1 otherwisewhere

CDIS→Ii+1
=

{

CDS→Ii+1
if p+

S→Ii+1
+ p−S→Ii+1

≥ 1 ( if S observed Ii+1)
CIS→Ii+1

otherwiseHowever, sine Ij and S are urrently not neighbors, the diret trust value CDS→Ijould be out of date. In order to limit this disadvantage, a ompromise an betaken between the length of the reommendation hain and the interval betweenthe urrent time and the last time that S has observed Ij (this requires that the1Note that this attak an also be deteted by the supervision mehanism.Seurity mehanisms for ad ho routing protools



106trust table maintains an additional �eld whih memorizes the last time that S ob-served Ij). Otherwise, another ompromise an be taken between the length of thereommendation hain and the number of the observations that S has made on Ij .Blakmail attaksSine nodes annot modify the reputation values reported by the other nodes, theonly way for an attaker Ii to introdue a forged trust value is to add a forged
CDIi→Ii−1

to a RREQ:
• If the CDIi→Ii−1

is too low, the orresponding route trust value will also be toolow. Thus, the route will not be hosen by the soure node, and the attakerannot be on an ative route.
• Otherwise, CDIi→Ii−1

an be introdued too high. However, sine there is astrong probability that the trust value CDIi+1→Ii
is low (beause the neighbor

Ii+1 may have observed the misbehaviors of the attaker), and sine the trustvalue of a route only depends on the minimum value of all the (diret orindiret) trust values, the route ontaining the attaker has a weak probabilityto have a high route trust. Thus, the route annot be hosen.
• Even in an extreme ase where all the intermediate nodes are misbehavingnodes and they all provide fake reputations, the destination (whih is trustedby the soure node) an still provide a bad reputation to the node Id−1. Thusthe route annot be hosen.Based on the above disussions, we an draw the onlusion that providing fakereputation into TRP is di�ult. Therefore TRP is relatively robust against theblakmail attaks.Note that eah indiret trust value is only a temporary value whih will in�uene atmost one route. It will not be stored after the derivation of the orresponding routetrust value. This an limit the in�uene of the fake reommendations.TRP improvementOptionally, when forwarding a RREP, every intermediate node Ii an hek whether

CDIi→Ii+1
equals to −1 (in other words, whether the node Ii+1 is not trustworthyfor the node Ii). If it is the ase, Ii rejets the RREP, beause one untrustworthynode will make the whole route untrustworthy. This option has been implementedin an optimized version of TRP alled TRP+. We show in �gure 5.9 the main stepsof the route disovery in TRP+.With TRP+, we give more authority to the intermediate nodes that we do not trustby default. Nevertheless, we estimate that this modi�ation of the protool annotdamage the routing seurity, beause:

• If Ii is maliious, the route should not be hosen anyway.Seurity mehanisms for ad ho routing protools
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Figure 5.9: The main steps of the route disovery in TRP+

• If Ii is a benign node, it should be trusted to refuse the RREP.We an foresee that TRP+ will signi�antly outperform TRP, sine in TRP+ thetrust information in both diretions (upstream and downstream diretions) of routesis onsidered, while in TRP, we do only onsider the upstream diretion.5.6.2.3 Route managementAfter a route is reeived and the neessary indiret trust values are alulated, theroute is ready to be inserted into the route ahe of the soure node exept in twoases: �rst, if there are one or more trust values equal to -1 (whih means that thereare untrustworthy nodes) on the route; seond, if there was another route reeivedthanks to the same RREQ whih is a partial route of the urrent route. In the latterase, we keep the other route and rejet the urrent route.Then, a route an be stored in the route ahe of the soure node, together with itsroute trust value. A route trust value is omputed aording to the formulas de�nedin setion 5.5.2.3, and it will represent the seurity level of the route. The higher isthe value, the less is the possibility of enountering maliious nodes when using theorresponding route.Seurity mehanisms for ad ho routing protools



1085.6.3 Data forwarding phaseIn this setion, we present our seurity onsiderations for the data forwarding phaseof TRP. In setion 5.6.3.1, we show in detail how routes are hosen for sendingdata pakets. Then, in setion 5.6.3.2 we disuss the route maintenane proess ofTRP. Finally, in setion 5.6.3.3 we present the reputation management in the dataforwarding phase of TRP.5.6.3.1 Route hoieIn TRP, eah data paket must arry one route in its header. Thus, the soure nodeshould �nd out one route in its route ahe for eah data paket. If no route isavailable, it should re-initiate a routing disovery phase.To hoose a reliable route from route ahe, two strategies are onsidered by us:
• Always hoose the route with the highest trust value, regardless of the lengthsof the available routes. However, if there are multiple routes whih have thehighest trust value, we will hoose the shortest route among them.
• Set at �rst a threshold as the lowest aeptable trust level, and then hoose theshortest route among all routes having a trust level equal or greater than thethreshold. If there is no suh a route available, we may give up the data sendingor re-initiate a new RREQ. The value of the threshold may be evaluatedaording to the time.The �rst strategy emphasizes the seurity, while the seond strategy is a ompromisebetween the seurity and the performane.5.6.3.2 Route maintenaneIn setion 5.6.2.1, we have disussed some �aws of SRP in the routing disoveryphase. Here, we show a �aw of SRP in the route maintenane phase (with RERRmessages).Sine the RERR messages are not authentiated (due to the fat that the initiatorsof RERRs have no key to authentiate themselves to soure nodes) in SRP, maliiousnodes an invalidate the available routes by sending forged RERRs with spoo�ng.A fast moving attaker knowing the topology of the network an thus invalidate alot of routes.The utilization of NLP an in partial resolve the problem, sine with NLP theattaker an attak only when it an spoof both the MAC and the IP addressesof a node on route. However, NLP is not su�ient to prevent the attak. Even ifthe neighbor relationships are known to eah node, it still be di�ult to detet theattak, sine an attaker an plae itself lose but out of the transmission range ofthe node spoofed.In TRP, this attak is avoided by adding an authentiation mehanism to the RERRmessages. If the initiator of a RERR message has a shared key with the soure node,it should use it to ompute an HMAC for the authentiation of the RERR. Other-wise, sine a PKI system is also required for establishing the seurity assoiationsSeurity mehanisms for ad ho routing protools



CHAPTER 5. TRP: A Trust-based Routing Protool for ad ho networks 109between nodes, a signature an be used to sign the RERR. Moreover, this attakan also be deteted by SWAN.5.6.3.3 Reputation management in the data forwarding phaseFor any data paket sent or forwarded, the sender or the forwarder, namely S or Ii(1 ≤ i ≤ d − 2), saves a opy of the paket in its supervision bu�er (when SWANis not used). Then it supervises the ation of the next node, I1 or Ii+1, to hekwhether or not the latter orretly exeutes the forwarding funtion.If I1 or Ii+1 orretly forwards the paket within a limited time period, S or Ii inre-ments the value of p+
S→I1

or p+
Ii→Ii+1

. Otherwise, p−S→I1
or p−Ii→Ii+1

will be inreased.The value of CDS→I1 or CDIi→Ii+1
will thus be updated.If multiple data pakets are found not well forwarded, a RERR message must besent bak to the soure node, and the rating on the next node is greatly dereased.A highly mobile node may thus have a low reputation, sine it an be inluded ina route but leaves the route due to mobility. However, sine the routes dependingon it are not stable, the node is not suitable to be used in the ad ho routing asintermediate node.5.6.4 Residual vulnerabilitiesIn �gure 5.10, we show the threat tree (.f. hapter 2) of TRP. In the tree, wemention, under eah misbehavior taken into onsideration, the possibility to avoidor detet it in TRP.Through the tree, we note that even though TRP permits to ounter a large num-ber of ad ho routing misbehaviors, the following weaknesses (usually exept thehypotheses) still reside in TRP:

• Sending forged RERR: Sending a forged RERR an invalidate a funtionalroute. In TRP, this attak is not detetable due to the limited supervision(sine with SURO only the nodes sending RERRs are whether there arebroken links in their downstream diretions). CORE has the same problem.Solution: We an use the supervision in neighborhood to detet this attak,at the prie of some additional overhead.
• Sel�sh routing behavior: In TRP, we are only able to detet the sel�sh for-warding nodes, but not the sel�sh routing nodes. Moreover, in oder to saveenergy, an intermediate node an anyway provide -1 as its trust value to itsupstream node.Solution: Eah node an periodially derease its reputation to eah of thenodes in its reputation table whih seems distant. Even though a distant node(maybe due to the mobility) an also be punished in this way, we think thatit is reasonable to less trust a node that we have reently not ooperatedwith. Unfortunately, we have no solution until now for the sel�sh nodes whihprovide low reputations.Seurity mehanisms for ad ho routing protools
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Figure 5.10: Threat tree of TRP
Seurity mehanisms for ad ho routing protools



CHAPTER 5. TRP: A Trust-based Routing Protool for ad ho networks 111
• Giving a good reputation to the next node. We have already disussed insetion 5.6.2.2 that suh an attak annot ahieve its objetive. However, theanalysis is based on the hypothesis that the node also misbehaves elsewhere,and will thus have a bad reputation itself.Finally, like all the protools using a reputation system, TRP needs a training phasebefore it an be really seurity-e�ient. This phase is used to detet the misbehavingnodes and to establish a relative stable reputation system. The duration of the phasean partially be adjusted with our model parameters, say α and β.5.6.5 Comparison with other protoolsIn omparison with other approahes using a similar reputation system, suh asCORE [MM02℄ and CONFIDANT [BB02a℄, TRP has the advantage of protetingits reputation exhanges against modi�ations and the blakmail attaks withoutadditional seurity mehanism. Moreover, TRP ombine more tightly the routingand the reputation system together.However, ompared to CONFIDANT, TRP has a main disadvantage whih is thatthe training phase would be longer.In omparison with the SMT [PZ03℄ protool (.f. setion 3.4.2.3) whih transfersdata on multiple routes, TRP has the disadvantage of needing a training phase beforebeoming operational. However, it has the advantages of not requiring additionalmessages (Ak messages are required in SMT) and isolating misbehaving nodes.5.7 TRP with SWANSine the traditional wathdog tehnique has several issues in terms of authentiationand memory e�ieny, in the previous hapter we suggested a seured wathdogtehnique alled SWAN. It an guarantee to some degree the e�ieny and theorretness of supervision systems. In this setion, we show how SWAN an beapplied to TRP and the improvements that SWAN an bring to TRP.5.7.1 ShemeIn TRP, the �xed �elds in RREQ and RREP are already proteted by an HMACode. However, sine only end nodes are able to verify the original HMAC, a newHMAC is required to provide the authentiation and the integrity hek to interme-diate nodes during the supervision. Note that neither soure node nor destinationnode adds the new HMAC.Suppose that at time interval τk, a node Ii rebroadasts a RREQ whih will bereeived by node Ii+1. Let

M_Fix =< IPS, IPD, SN, r, hKS,D
(IPS|IPD|SN |r) >

M_V ar =< IPI1, ..., IPIi
, CI2→I1, ..., CIi→Ii−1

>Seurity mehanisms for ad ho routing protools



112we then have
Ii → ∗ :< IPS, IPD, SN, r, IPI1, ..., IPIi

, CI2→I1,

..., CIi→Ii−1
, hKS,D

(IPS|IPD|SN |r), hhn−k+1(si)(h(M_Fix)|M_V ar) >

Ii stores < IPS, r > as paket's identity, h(M_Fix|M_V ar) as the hash, and
< IPI1, ..., IPIi

, CI2→I1, ..., CIi→Ii−1
> as variable �elds.Upon reeiving the paket, Ii+1 should add to it its identity and its trust value on

Ii before rebroadasting it:
Ii+1 → ∗ :< IPS, IPD, SN, r, IPI1, ..., IPIi

, IPIi+1
, CI2→I1, ..., CIi→Ii−1

, CIi+1→Ii
,

hKS,D
(IPS|IPD|SN |r), hhn−j+1(si+1)(h(M ′_Fix)|M ′_V ar) >where

M ′_Fix = M_Fix =< IPS, IPD, SN, r, hKS,D
(IPS, IPD, SN, r) >

M ′_V ar =< IPI1, ..., IPIi
, IPi+1, CI2→I1, ..., CIi→Ii−1

, CIi+1→Ii
>

Ii observes the message and identi�es the message. It further heks Ii+1 and CIi+1→Iito see whether they are respetively a valid IP address and a valid trust value.Finally, it heks h(M_Fix). For the future authentiation, it stores IPIi+1
, CIi+1→Iiand j.During the next time interval, upon reeiving the key hn−j+1(sIi+1

), Ii heks thevalidity of hn−j+1(sIi+1
) by omputing j hashes:

IPi+1 =< IPv6 pre�x, hash-64(hj−1(hn−j+1(sIi+1
))) >The number of the hash operations an also be redued. For example, if the key inthe previous interval hn−j+2(sIi+1

) is already known, then only one hash operationwill be su�ient:
hn−j+2(sIi+1

)) = h(hn−j+1(sIi+1
))If the hek is suessful, Ii veri�es in addition whether hhn−j+1(si+1)(h(M ′_Fix)|M ′_V ar)is valid.The other types of messages, suh as data, RREP and RERR, do not hange theirontents during their forwarding. Therefore, for those messages denoted M , M_Fixequals to M and M_V ar equals to null, and the authentiation of them an followexatly the same proess as desribed in setion 4.4.2.5.7.2 Seurity and performane improvementsSWAN turns impersonation impossible and misbehavior detetion more ertain.Thanks to the authentiation, bad a�etion of reputations beomes di�ult to re-alize. In �gure 5.11, we show the threat tree of TRP with SWAN, wherein we dyedthe terms that are improved by SWAN blue.In addition, with SWAN an intermediate node denoted Ii an detet the imperson-ation attaks ommitted by its next nodes by using a mehanism similar to AriadneSeurity mehanisms for ad ho routing protools
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Figure 5.11: Threat tree of TRP with SWAN
Seurity mehanisms for ad ho routing protools



114[HPJ02℄ (.f. setion 3.4.2.1). If a RREQ forwarded by a node delared as Ii+1annot be authentiated, then a RREP sending bak a route S, ..., Ii, Ii+1, ..., D anbe rejeted by node Ii. This measure an further improve the seurity of TRP.Another improvement of SWAN is the redution of storage requirement in the su-pervision system without loss in the observation apaity.5.8 SimulationIn this setion, we study via simulations the seurity performane of TRP and itsvariations, say TRP+ and TRP with SWAN (we all it TRPS later on).5.8.1 Implementation of the protoolsOur simulations are arried out under the network simulator NS-2 [pro98℄. The ini-tiation of the protools, espeially the initiation of the seurity parameters and keys,are done at the beginning of eah simulation. The HMAC funtion, the generationof the keys and the random seeds, et..., are realized by using an external library,e.g. the OpenSSL [CEH+℄ ryptography library named rypto.However, we found that alling an external library will not permit to simulate theomputational delay aused by the ryptographi operations, but will inrease theduration of eah simulation exeution. Thus, to take the delay of ryptography intoonsideration and to redue the simulation exeution time, we an use an alternativemethod instead of alling a ryptography library: we an set a timer for eah ryp-tographi operation exeuted in the simulations. In order to simulate the delay ofryptography, the duration of eah timer will be equal to the exeution time of theorresponding ryptographi operation. We an refer to an authoritative benhmarkto know the value of timers.TRP is implemented on the DSR module that is already integrated in NS-2. Tostart with a primary DSR version without many optimizations, we have hosen theNS-2 version NS2.1b7a.In TRP we hoose the mobiahe as the route ahe implementation, sine in TRPeah route should be stored separately with a route trust value. We do not prefer thelink ahe implementation even though it is more e�ient in terms of storage, sineit only stores the onnetivities between nodes (links), and routes are alulatedon-demand.When a new paket is to be bu�ered in the promisuous bu�er, the oldest paket inthe bu�er will be dropped if the bu�er is already full. Eah TRP bu�er entry anbe used to save a paket.Eah TRPS bu�er entry is in the following format: < t, UID, ADsender−64, h(M_Fix),
hkey(h(M_Fix)|M_V ar), supervised, authenticated, M ′_V ar >, where supervisedand authenticated are two �ags marking the states of the entry, and t is the times-tamp registering the time that the entry is bu�ered. We do not save the pre�x ofthe IP addresses sine it is the same for every IP address.Seurity mehanisms for ad ho routing protools



CHAPTER 5. TRP: A Trust-based Routing Protool for ad ho networks 115Parameter ValueSimulation time 10,000s for TRP and TRP+, and 1,000s for TRPSField range 700m × 700mNumber of nodes 25Number of attakers 1 for TRP and TRP+, and 20% for TRPSPropagation model Two-way groundPower range 250mMobility model Random way pointMobility Low - 100s as pause time and 2m/s as maximum speedMedium - 20s as pause time and 5m/s as maximum speedHigh - 5s as pause time and 20m/s as maximum speedMAC protool IEEE802.11MAC queue size 50Tra� type FTP CBR 2 pkt/sNumber of �ow 22Paket size 512 bitsTable 5.1: Simulation model and parametersIn order to periodially refresh trust levels of routes, eah route is set a timeout.One the timeout of a route is reahed, the route is removed from the route ahe.This an guarantee the freshness of both routes and their trust values.5.8.2 Implementation of misbehaviorsMultiple misbehaviors are implemented and tested under TRP, TRP+ and TRPS,suh as non forwarding of data pakets (also alled sel�sh forwarding behaviors orsinkhole), partial forwarding of data pakets (also alled greyhole), introdution ofloops into RREQs, modi�ation of routes in RREQs, modi�ation of data pakets'headers, generation of RERRs with spoo�ng, et. In our simulations, all the abovemisbehaviors are shown as detetable by the wathdog.For TRP and TRP+, we present our simulation results with the following attak:an attaker modi�es a paket before forwarding it; moreover, in order to keep onattaking the attaker will never initiate or forward a RERR whether or not thereis a broken link in its downstream diretion.To ompare TRPS with TRP, we test the following attak: eah attaker observeswhether there is any data �ow passing through its neighborhood; if so, it spoofs theaddress of the neighbor node that should forward the �ow, and then sends wrongpakets.5.8.3 Simulation on�gurationTables 5.1 shows the parameters used in our simulations. To simulate TRP andTRP+, the network that we simulated ontains 25 nodes, among them 24 nodes areSeurity mehanisms for ad ho routing protools



116 Protool(s) Parameter Value
α 0.75TRP and TRP+ β 10Promisuous bu�er size 20
∆t 4sTRPS T_Max 1,000s
T0 0sTable 5.2: Setting of the protoolsbenign and one node is maliious. To simulate TRPS, we randomly hoose 20% ofthe nodes as attakers.Under the random waypoint mobility model, three mobility senarios are tested:

• low mobility - 100s as pause time and 2m/s as maximum speed.
• medium mobility - 20s as pause time and 5m/s as maximum speed.
• high mobility - 5s as pause time and 20m/s as maximum speed.FTP is used as appliation protool with 22 random Constant Bit Rate (CBR)soures and a paket rate of 2 pakets per seond. The simulation time is set to10,000 seonds and the simulation area is a square of 700 meters.Figure 5.2 shows the parameters used by the protools. As the reputation parametersof TRP, α is set to 0.75, and β is set to 10. The promisuous bu�er size is setto 20 (eah node an simultaneously save a maximum of 20 pakets waiting forsupervision). For TRPS, ∆t is set to 4 seonds, T_Max is 1, 000 seonds, and thestarting time T0 is set to 0 (thus eah Hash hain ontains 251 hash values).5.8.4 MeasuresFirst, for TRP and TRP+ we an measure the average diret trust value on themisbehaving node. Suppose that n1, ..., np denote benign nodes, and X1, ..., XN−pdenote misbehaving nodes, we an ompute the average diret trust value on themisbehaving nodes as follows:Average trust value on misbehaving nodes =

∑p
i=1

∑N−p
j=1 CDni→Xj

p × (N − p)This measure allows us to see the evolution of diret trust values on misbehavingnodes, whih is a useful way to verify the e�etiveness of our supervision system.Otherwise, we an also measure the average diret trust value on benign nodes inTRPS, by using the following formula:Average trust value on benign nodes =

∑p
i=1

∑p
j=1 CDni→nj

p × (N − p)Seurity mehanisms for ad ho routing protools



CHAPTER 5. TRP: A Trust-based Routing Protool for ad ho networks 117Seond, we measure the number of data and ontrol pakets that are attaked ordropped during the ad ho routing. This measure will allow us to hek the seuritye�ieny of TRP.Third, attention is paid to the routing performane. For this, we measured theaverage route length, routing overhead, average end-to-end delay of data pakets,and the total storage overhead of wathdog.5.8.5 Simulation results5.8.5.1 Seurity resultsFigure 5.12 shows the average diret trust value on misbehaving nodes in TRPunder the three mobility senarios. We an see from the �gure that, regardlessof the senarios, any average trust value on misbehaving nodes starts from 0 anddereases as time progresses. If it drops fast at the beginning, it drops slower later,and vie versa. This phenomenon an be explained as follows. If misbehavingnodes have the possibility to misbehave from the beginning, their reputations willbe dereased rapidly. Then, having low reputations will prevent them from keepingon misbehaving, thus their reputations will derease slower later.We also note that in most ases, the average trust is rather stable during the lasthalf of the network time. We believe that it is due to the fat that misbehavingnodes have already been found misbehaving by a lot of nodes. Then, thanks toour seure routing mehanism, not many misbehaviors an further be ommitted bythem. Therefore the supervision has less possibility to disover the nodes, and theaverage trust has less possibility to derease.Finally, we found that all the average trust values are always larger than -1, thuswe an draw the onlusion that it is not easy to make misbehaving nodes be di-retly reognized by all nodes in the network. This an be explained with the twofollowing reasons. First, with a random mobility, not all nodes have the possibilityto be neighbors of the misbehaving nodes. Seond, as desribed in the previousparagraph, if misbehaving nodes an no more misbehave, their reputations will nomore derease. Therefore we an justify the neessity to de�ne the indiret trust.Figure 5.13 shows the average diret trust value on the benign nodes in TRP andin TRPS under the high mobility senario. We found in this �gure that TRPS anhelp to avoid the spoo�ng attak. That is to say that reputations of benign nodeswill not be badly a�eted by the spoo�ng attakers in TRPS.Figures 5.14, 5.15 and 5.16 show, respetively in the low, medium and high mobili-ties, the number of misbehaviors that have taken plae in the whole network. Thethree urves in the three �gures represent respetively the ase of SRP, TRP andTRP+.We found in these �gures that the number of misbehaviors in TRP or TRP+ isalways smaller than that of SRP regardless of the senarios. This is normal, sineompared to SRP, TRP and TRP+ employ additional seurity mehanisms.We also found that the di�erenes between the three protools beome larger asSeurity mehanisms for ad ho routing protools



118

-1

-0.8

-0.6

-0.4

-0.2

 0

 0  2000  4000  6000  8000  10000

A
ve

ra
ge

 tr
us

t v
al

ue
 o

n 
th

e 
at

ta
ck

er

time

TRP low mobility
TRP+ low mobility

TRP medium mobility
TRP+ medium mobility

TRP high mobility
TRP+ high mobility

Figure 5.12: Average trust value on the misbehaving nodetime progresses. This shows that our reputation system an take e�et after thereputations are well established. In the meantime, TRP+ largely outperforms TRP,sine in TRP+ the reputation system is better used than in TRP. We hek inTRP only the reputations on the upstream diretion of routes, while in TRP+ thereputations on both diretions are heked. Note also that it is more e�ient toverify the downstream reputations of routes, sine downstream is the diretion ofdata forwarding. As a onlusion, we believe that TRP is more e�ient than SRP,and TRP+ is still more e�ient than TRP.With the �gures, it is also found that the total number of misbehaviors an bestabilized. We believe that it is beause that, as time progresses, misbehavingnodes will have less and less possibility to be inluded into routes and to attak. Inother words, attakers will be exluded from the ad ho routing. Thus, the seurityobjetive of TRP is ahieved.Finally, as expeted, we found that the stronger is the mobility, the better are theseurity results. We believe that this is due to the fat that a dynami networktopology an help nodes to enounter eah other, thus to disover the misbehavingnodes more easily. This feature is quite interesting, sine the mobility usually playsa negative role for MANET seurity.5.8.5.2 Performane resultsWe ompared the performane of our protools with that of the DSR protool.We an observe in �gure 5.17 that, regardless of the senarios, the average routelength in TRP or in TRP+ inreases less than 3% ompared to that of DSR. Thisinrement is not signi�ant.Figure 5.18 shows the end-to-end delay of TRP under di�erent mobility senariosSeurity mehanisms for ad ho routing protools
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Figure 5.13: Average trust value on benign nodes in TRP and TRPS
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Figure 5.14: Misbehaviors: low mobility
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Figure 5.15: Misbehaviors: medium mobility
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Figure 5.16: Misbehaviors: high mobility
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Figure 5.17: The average route length in DSR, TRP and TRP+
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Figure 5.19: The delivery ratio of TRP under di�erent mobility senarioswith until 15 attakers in a 50-node network, and �gure 5.19 shows the orrespondingdelivery ratio.In terms of ommuniation overhead, in TRP or in TRP+ no new message is addedbut the sizes of RREQs and RREPs are inreased due to the addition of the newheader whih is used to transport trust values. However, the routing overload isonsiderably inreased ompared to DSR, sine many performane optimizations ofDSR are removed by us. We onsider it the most important prie of the seurity inTRP.We also measured the end-to-end delay and the routing overhead of TRPS. Wefound that the average end-to-end delay is not varied ompared to TRP, sine inSWAN nothing inluding ryptographi operations an in�uene the delay of datasending. As for the routing overhead, the additional KD messages represent about19% of the total number of network pakets. But sine the tested tra� has a lowrate of 2 pakets/s, we believe that this perentage will drop when we inrease thepaket rate.Finally, �gure 5.20 shows the advantage of SWAN in terms of storage overhead (weonly store the IP header and data). It ompares the ase of TRP (the ase of TRP+will be the same as that of TRP) to the ase of TRPS. We an see that the gain ofSWAN is about 50%.5.9 ConlusionIn this hapter, we proposed a seure reative routing protool named Trust-basedRouting Protool (TRP) for ad ho networks. TRP is based on the soure routingalgorithm and a reputation system. It uses HMAC to protet routing ontrol mes-Seurity mehanisms for ad ho routing protools
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Figure 5.20: Wathdog storage requirements in TRP (TRP+) and TRPSsages, and uses the reputation system to rate routes. Then, based on the ratings ofroutes, soure nodes an hoose the most reliable routes to send their data pakets.The most important partiularities of TRP are the reative reputation exhange andthe integration of reputation exhange into routing. In fat, the reputation exhangein TRP is ahieved by using the DSR routing messages. This method has thefollowing three advantages. First, the reputation exhange an be done on-demandonly when the seurity level of some routes are needed to be measured. Seond,the exhange an be done only with the routes that may be used in the routing.Third, even though the seond-hand reputations are sometimes used by TRP, thereis no additional paket used for the transportation of reputations. Therefore theintegration of reputation exhange into routing an ontribute to the redution ofthe overhead aused by the use of reputation system. Moreover, thanks to the designof the routing sheme, TRP is also relatively robust to the blakmail attaks.Our simulations showed that TRP is able to �ght against a large number of ad hoattaks during both the topology disovery phase and the data forwarding phase.Furthermore, a variation of TRP, TRP+, whih an take better advantage of thereputation system, outperforms TRP in terms of seurity.TRP an also be improved by SWAN, beause the latter is able to provide theseurity and some performane improvements to the wathdog whih is the base ofthe reputation system. Some simulations showed that TRPS (TRP with SWAN)an ahieve its objetives.However, due to the training phase that is required to establish the reputations,TRP is more suited to the MANETs having a long lifetime and a dynami topology.In the next hapter, we will propose some seurity approahes for a proative adSeurity mehanisms for ad ho routing protools



124ho routing protool, namely OLSR.
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Chapter 6HPLS and TCSe: Seuring OLSR�It takes two to make a quarrel.�� Han Fei Zi (about 280 B.C. - 233 B.C.)6.1 IntrodutionDue to the quantity of information to be seured, reative protools are usuallyonsidered easier to seure than proative ones. This an be explained as follows:
• Reative ad ho routing protools often exhange less ontrol messages thanproative ones. That is to say that only information about a limited part ofnetwork topology (some routes) is exhanged on-demand. Besides, the routesare needed to be seured only before they will be used in the ad ho routing.Unfortunately, to seure proative protools, we need to seure ontinuouslythe whole network topology.
• To seure routes in reative protools, it is su�ient to authentiate eahnode on the routes, ensure the authentiity of the routes, and ensure that theintermediate nodes are not misbehaving. However, to seure the whole networktopology in proative routing protools, we need to guarantee the authentiityand the authentiation of every topology information entry ontained in everyrouting message, and also exlude misbehaving nodes from the routing.Nevertheless, we believe that proative routing protools are worth being seured,beause:
• Di�erently to the reative protools, they have their advantages and theirown appliations (.f. setion 2.2.2). For example, they an be used in somereal-time appliations sine they an provide a short routing delay.
• When a reative routing protool is seured, its performane advantage om-pared to proative protools is less obvious, espeially when the ad ho networkis highly mobile and has heavy tra�.125



126Moreover, proative protools have the following advantages whih an help thedesign of seurity mehanisms:
• Sine proative routing messages are sent periodially, there ould be relation-ship between the suessive messages.
• As analyzed in setion 3.5.2, it is easier to prevent sel�sh behaviors withinproative routing protools.In this hapter, we study the seurity of the OLSR protool [CJ03℄ (.f. setion2.2.2.2), whih is indeed the �rst standardized MANET proative routing protool.We do not study the seurity of DSDV sine it is already replaed by the AODVprotool whih is reative.OLSR is a proative link state routing protool based on OSPF. Di�erently tothe lassial link state routing, it uses the MPR tehnique to redue the routingoverhead aused by pure �ooding. It is espeially suitable for large and dense ad honetworks. However, OLSR is vulnerable to maliious attaks and sel�sh behaviors,and a omplete desription of the OLSR seurity issues an be found in [CB05℄ orin setion 2.7.Currently two main seure mehanisms1 exist for OLSR, respetively OLSR signa-ture message [ACL+05℄ and ADVSIG (.f. setion 3.4.3.3) [RACM04℄.The �rst solution, OLSR signature message, seures OLSR by means of addinga timestamp and a signature to eah routing ontrol message. It an guaranteethe authentiation and integrity of the routing messages suh as TC and HELLO.Therefore, it an prevent external attakers from forging false routing information.However, it annot prevent ompromised nodes from forging and propagating mes-sages ontaining fake routing information. As a onsequene, the routing an stillbe misled.The seond solution, ADVSIG [RACM04℄, has improved the seurity of OLSR sig-nature message against ompromised nodes. This is ahieved by appending a newheader to the messages of OLSR signature message. The new header ontains mul-tiple signatures, for the purpose of permitting eah link information entry to beon�rmed by the two ends of the link. Thus, ADVSIG guarantees not only the1Other mehanisms designed for OLSR an be found, for example, in [WHiKlS05℄, where it isdisussed the e�et of replay attaks on OLSR and a seure sheme based on Message SequeneNumber (MSN). Eah node maintains the MSNs of their most reently reeived HELLO messages,and upon reeiving new HELLO messages, the new MSNs are ompared with the stored MSNs forthe freshness hek.In [WlSiK05℄, eah OLSR node will maintain two routing tables, whih are respetively a trustedrouting table ontaining only trusted nodes, and an ordinary routing table ontaining ordinarynodes. When sending data, it is up to soure node to hoose whih routing table should be used.In [HHF05℄, the authors apply the wormhole detetion mehanism and the authentiation tostrengthen the neighbor establishment of OLSR. It uses digital signature to protet the routingpakets and Hash hain to protet TTL and HC.However, the above propositions only treat some aspets of the seurity problems of OLSR.They do not seure OLSR routing protool as a whole like done by OLSR signature message andADVSIG. Seurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 127authentiation and the integrity of routing messages, but also the authentiity ofthe routing information.Nevertheless, for low apaity nodes, the energy onsumption, the additional routingoverhead and the omputational delay aused by the multiple signatures in ADVSIGan be signi�ant due to the intensive omputation, the important length of multi-ple signatures in headers and the ryptographi omputational time. This will beon�rmed by the simulation results presented in setion 6.4.4.In this hapter, we �rst introdue a seurity �aw in ADVSIG (whih is also pre-sented in the new version of Ra�o's thesis [Raf05℄) and a solution to improve it.We then present and evaluate two lightweight mehanisms to seure OLSR, namedrespetively Hash Proved Link State (HPLS) and Seured TC (TCSe). We requirethat these new mehanisms have a slightly better seurity level than ADVSIG, andan avoid the exessive seurity overhead brought by ADVSIG.The oherene hek is used by both mehanisms. In HPLS, we adopt the idea ofproof (.f. setion 3.4.3.3) whih is introdued by ADVSIG, but we use Hash hainsinstead of digital signatures to redue the ryptographi overhead. In TCSe, afterappending an addition header whih ontains the MPR set to eah TC message,the most of signatures are replaed by oherene hek between TC messages. Thesimulation results show that the approahes are both lightweight and robust inensuring the authenti topology disovery in OLSR.The rest of the hapter is organized as follows. In the �rst plae, we introdue thenotations that are used in the hapter in setion 6.2. In setion 6.3, we point out a�aw in ADVSIG, and then propose an improvement of ADVSIG to resolve the �aw.In setion 6.4, we detail our propositions for seuring OLSR (simulation results areshown in subsetion 6.4.4). Finally, we present some disussions in setion 6.5, andwe onlude the hapter with setion 6.6.6.2 NotationsIn the following, we list the notations that are used in this hapter in their appearingorder.Notation Meaning
A, B, C, E node
λ a link state
λp the link state previous to λ
φ no proof or erti�ate possible
< M >SKA

the message M signed by the private key of node A
ti the ith timestamp
TA(ti) timestamp at loal time ti of node A
M a message
< {”A : state”}, TB(ti) >SKB

a proof or a erti�ate signed by node B showingthat at time ti of node B, B has a state link withnode A
A → N (B, C, ...) : M a node A broadasts the message M to its diretSeurity mehanisms for ad ho routing protools



128 neighbors inluding nodes B, C, ...,
A ↔ B a symmetri link between node A and node B
A → B an asymmetri link from node A to node B
X an attaker
h(a) the Hash value of a
i|j the atenation of i and j
N number of nodes in the network
T an o�ine key server
U upper bound of the number of nodes in the network
T_Max upper bound of the lifetime of the network
CA a CA server
state a link state
l the length (in bits) of Hash value
HCk the kth Hash hain
seedk seed of the Hash hain HCk

hm the mth element in a Hash hain
L the length of a Hash hain
hj(a) a value a hashed j times without key
HCk;m the mth Hash value of the Hash hain HCk, it equals to hm(sk)
from an advertising node
to an advertised neighbor node
interval the time interval of the reation of a �Link Atomi Information�
n1, n2, ..., nN the nodes in an N-node network
certA the erti�ate of node A
K a seret key
T0 the network starting time
{M}key the message M enrypted by the key key
t a time
interfacenj

an interfae address of node nj

IPnj
the main address of node nj

Hi the ith HELLO interval
HELLOA the previously reeived HELLO message from node A
HC(A,B,state,i) the Hash value whih proves the existene of a link of type statefrom A to B at time interval Hi

TCA the previously reeived TC message generated by node A
xPy number of permutations of x elements taken y at a time
xCy number of ombinations of x elements taken y at a time
6.3 ADVSIG analysisIn this setion, we analyze, in a more detailed way than in setion 3.4.3.3, theseurity and the performane of the ADVSIG protool.Seurity mehanisms for ad ho routing protools
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H4(sym A<−> B)

A B C

H1(empty)

H2(asym A −> B)

H3(asym B −> A)Figure 6.1: Example of ADVSIG6.3.1 ADVSIG seurity analysisADVSIG is designed to guarantee the authentiity of network topology disoveryagainst the attaks ommitted by intruders and ompromised nodes, under the on-dition that there is no ooperating ompromised nodes. It espeially aims at oun-tering the link spoo�ng attaks ommitted by ompromised nodes. However, in thenext subsetion, our analysis shows that there ould be a link spoo�ng attak evenwithout olluding ompromised nodes.6.3.1.1 A seurity �awIn ADVSIG, if a node A wants to delare in a HELLO message a link of type λ withnode B, it should inlude in the message a erti�ate whih is signed and providedby B in the previous HELLO message that is broadasted by B. This erti�ate,also referred as a proof in the HELLO message of A, is omposed of the address of
A, the previous link state type λp of the link between A and B, a timestamp at thereation of the proof, and a signature of B. In ADVSIG, the di�erent possibilitiesfor the ouple of (λ, λp) are the following:

• For λ = ASYM_LINK, no proof is required.
• For λ = SYM_LINK, λp = ASYM_LINK or SYM_LINK.
• For λ = SYM_NEIGH or MPR_NEIGH, λp = SYM_LINK or SYM_NEIGH.In the following, we analyze the example presented in paper [RACM04℄ (note thatthis example is slightly di�erent from the one presented in [Raf05℄, but our analysisholds for both examples). Figure 6.1 illustrates the example.Let φ indiate that there is no proof or erti�ate possible, < M >SKB

be a message
M signed by the private key of node B, TA(ti) be the timestamp ti of node A, and
< “A : state′′, TB(ti) >SKB

be a proof or a erti�ate signed by node B showingthat at loal time ti of node B, B has a link of type state with node A. Letalso an entire HELLO message format in ADVSIG be {erti�ate (link state) withthe signature, proof with the signature, timestamp, signature}. We list the fourADVSIG messages that establish a symmetri link between A and B as follows2:2All the examples that we show in this hapter only show the information that is neessaryfor the explaination of our examples. We ignore the other possible routing information in themessages. Seurity mehanisms for ad ho routing protools



1301. A → N (B) :< φ, φ, TA(t0) >SKA2. B → N (A) :<< “A : ASY M_LINK ′′, TB(t1) >SKB
, φ, TB(t1) >SKB3. A → N (B) :<< “B : ASY M_LINK ′′, TA(t2) >SKA
, φ, TA(t2) >SKA4. B → N (C) :<< “A : SY M_LINK ′′, TB(t3) >SKB

,
< “B : ASY M_LINK ′′, TA(t2) >SKA

, TB(t3) >SKBThe example an be explained in detail in the following:
• At TA(t0), node A broadasts the HELLO message H1 that will be reeivedby node B.
• B, in its next HELLO message H2, indiates with the status �ASYM_LINK�that it an hear A. Upon reeiving H2, A obtains the signature of node Bwhih attests that at time TB(t1), there exists an asymmetri link from A to

B.
• The HELLO message H3 is similar to H2, whih attests an asymmetri linkfrom B to A. A symmetri link is then established between A and B, andboth two nodes have a signature signed by the other.
• The message M4 that B sends to C (a neighbor of B) on�rms the symmetrilink A ↔ B to C, thanks to the proof signed by node A. Therefore, C an besure that A is its symmetri 2-hop neighbor, if it has no diret link with A.If the three nodes in �gure 6.1 are independent, no seurity �aw exists in the shema,beause A knows the existene of B only when it an reeive H2 from B. However,we note that HELLO messages are not uniasted but broadasted. Therefore, in thease of the topology shown in �gure 6.2, X an fool B and C and make them believein the existene of a symmetri link X ↔ B while there is only an asymmetri link

X → B.The attak an be desribed as follows. Attaker X starts by sending H1 to B, Bwill then try to reply to X with H2. However, if there is only an asymmetri linkfrom X to B, H2 will not be reeived by X but will be reeived by node D. Later,
D will reply with a HELLO message H3 to B ontaining some information about Bthat will also be heard by X (suppose that there is at least an asymmetri link from
D to X). Therefore, even if X annot hear diretly from B, X knows the existeneof B in no more than 2 hops away. Then X an try to send H4 that B will reeivedue to the link X → B. Afterwards, H5 an be sent to C. As a onsequene, both
C and B will believe in the existene of a symmetri link X ↔ B.Let X → N (B) : M indiate that X broadasts a message M to its neighborsinluding B, the sheme of the attak an be shown as follows:1. X → N (B) :< φ, φ, TX(t0) >SKX2. B → N (D) :<< “X : ASY M_LINK ′′, TB(t1) >SKB

, φ, TB(t1) >SKB
,note that this message annot be reeived by XSeurity mehanisms for ad ho routing protools
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H5: (Sym B<−> X)

B C

D

X

H1: empty

H3: D can hear B

X knows the existence of B
H2 (Asym : X −>B) 

H4: (Asym: B −> X)

H5: (Sym B<−> X)Figure 6.2: Example illustrating the �aw in ADVSIG3. D → N (X) :<< “B : ASY M_LINK ′′, TD(t2) >SKD
, φ, TD(t2) >SKD4. X → N (B) :<< “B : ASY M_LINK ′′, TX(t2) >SKX
, φ, TX(t2) >SKX5. B → N (C) :<< “X : SY M_LINK ′′, TB(t3) >SKB

,
< “B : ASY M_LINK ′′, TX(t2) >SKX

, TB(t3) >SKB6.3.1.2 Attak analysisThe attak desribed in setion 6.3.1.1 an take plae beause no proof veri�ationis required in the delaration of an asymmetri link. Thus X an forge the message
H4 to make B believe that it an hear B. Then, only the link diretion from X to
B is really veri�ed3.Due to the attak, B and its neighbors will believe in the existene of the link
X ↔ B during several seonds (aording to some experienes, that will be about30 seonds). Then B will possibly be hosen as MPR by its neighbors to reah X,and reversely X may also be hosen as MPR by B (however due to the asymmetrilink, X will not be able to send a TC message whih reports B as a MPR seletor).As a result, there ould be data losses, and the topology of the network is not seenorretly by nodes, neither.However, sine after the attak there would be HELLO messages sent by B that Xannot orretly reply, the attak has only temporary onsequene and the forgedlink will beome a �LOST_LINK� in a few seonds.6.3.1.3 ADVSIG improvement: ADVSIG+In order to ounter the above seurity �aw, we suggest an improved ADVSIG alledADVSIG+. In ADVSIG+, the delaration of an asymmetri link also requires a proof.3In the example in [Raf05℄, the same problem exists sine in the seond message no proof antell that B an really hear from X .Seurity mehanisms for ad ho routing protools
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H2(asym A −> B, h(h(H1) | B))

A B

H1(empty)

H3(sym B <−> A)Figure 6.3: Example of ADVSIG+In �gure 6.3 we illustrate the standard neighbor establishment dialog in ADVSIG+:1. A → N (B) :< φ, φ, TA(t0) >SKA
, A saves h(H1)2. B → N (A) :<< “A : ASY M_LINK ′′, TB(t1) >SKB

, h(h(H1)|B), TB(t1) >SKB
,A veri�es h(h(H1)|B)3. A → N (B) :<< “B : SY M_LINK ′′, TA(t2) >SKA

,
< “A : ASY M_LINK ′′, TB(t1) >SKB

, TA(t2) >SKAThe example an be explained as follows.
• Upon reeiving the HELLO message H1, B is sure that it an diretly hearfromA (we do not onsider the replay attaks). Then it delares an asymmetrilink A → B, in whih it inludes the Hash value of the ombination of H1 andthe identity of B, h(h(H1)|B), as a proof.Thanks to the utilization of h(H1), nodes only need to store a Hash valueinstead of a whole HELLO message. Note also that the identity of B is neededin the hash, otherwise the proof might be reused by another node to delarean asymmetri link with B. Even though h(h(H1)|B) annot be veri�ed bythe two-hop neighbors of B, the operation of ADVSIG+ is not in�uened sineasymmetri links are not onsidered by two-hop neighbors.
• Upon reeiving the message H2, A an be sure that B an really hear it if Aan suessfully verify h(h(H1)|B). Other neighbor nodes of B reeiving H2are not able to verify the proof sine they do not know h(H1).
• The third message is the same as in ADVSIG.With ADVSIG+ the attak presented in setion 6.3.1.1 is no more possible. Thisis beause, even though X knows the existene of B, it annot forge the proof

h(h(H1)|B) that is required to delare the asymmetri link X → B, sine it annotreeive H1 from B. X an neither reompute a valid proof by reeiving messagesfrom D, unless D olludes with it.Seurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 1336.3.2 ADVSIG omputational overhead analysisIn ADVSIG (also in ADVSIG+), ipher hoie should be arefully made, sine everynode should sign and verify a large number of asymmetri signatures in eah HELLOinterval (2 seonds as default setting) and in eah TC interval (5 seonds as defaultsetting).Aording to the authors of OLSR and our simulations, an HELLO or a TC messageadvertises on average 9 neighbors. Thus, in ADVSIG about 10 signatures (9 er-ti�ates and one global signature) should be omputed for generating eah HELLOmessage, and one signature should be omputed for generating eah TC message.In addition, a node will reeive on average 9 HELLO messages in one HELLOinterval, among whih on average 5 messages ontain a proof that needs to beveri�ed. Thus eah node has to do about (5 + 1)× 9 = 54 signature veri�ations inevery HELLO interval.For an OLSR network that ontains N nodes, a node reeives in addition a maximumof N−1 TC messages in eah TC interval. Therefore a maximum of (N−1)×(9+1) ∼
10N signature veri�ations are to be performed in every TC interval by eah node.Sine mobile ad ho nodes are often heterogeneous and range from laptops, hand-sets, PDAs to sensors, some of them may fail in a�ording heavy ryptographioperations. Thus, in the networks where the proessing power is limited, ADVSIG(and ADVSIG+) is expensive or even prohibited in terms of tra�, proessing over-head and energy ost due to the important number of asymmetri ryptographioperations required. Therefore, our main motivation is to redue the omputationaloverhead of ADVSIG.6.4 Our approahes to seure OLSRIn this setion, we introdue two approahes to seure OLSR. They an preventboth external and internal attakers from injeting inorret routing informationinto network, and they are muh more lightweight than ADVSIG in terms of om-putational overhead and ontrol message overhead. However, their main idea issimilar to ADVSIG: in order to make a link/MPR information be validated, it hasto be on�rmed by the two ends of the link.Our �rst approah is an add-on seurity mehanism whih an be applied to bothHELLO and TC messages. The seond approah slightly modi�es the basi OLSRand is only appliable to TC messages, but it an be ombined with the othermehanisms to form a omplete OLSR seurity solution.6.4.1 AssumptionsIn this subsetion we introdue the ommon assumptions of the two approahes.Their spei� assumptions will be introdued later.Seurity mehanisms for ad ho routing protools



1346.4.1.1 Network assumptionsAs in OLSR, we do not assume that all links are bi-diretional, sine in ad honetworks uni-diretional links an exist due to many fators, suh as di�erene inradio emission power, diretional antenna, obstale, et [Per01, MM04℄. In OLSR,unidiretional links are not inluded in routing tables but they are only used in theestablishment of symmetri links.As in ADVSIG, we suppose that eah node is able to provide orret timestampsthanks to a synhronization within the network (in other words, eah node shouldhave a same or nearly the same loal time lok). It is out of the sope of this thesisto study the synhronization problem, but a lot of synhronization methods havealready been proposed for MANETs in the literature [LZ03, SV04, So05℄. Thus,we suppose that one of them ould be used and be seured against attaks.If ever a network-wide synhronization is not available, eah node should save thelast timestamps of the other nodes and be able to estimate the loal time of theother nodes. This assumption allows nodes to immediately judge the freshness ofthe messages sent by the other nodes even under a time shifting.6.4.1.2 Node assumptionsAs a �rst step, we assume that all nodes wishing to ommuniate with others willfully partiipate in the ad ho routing4. In other words, we assume that all nodes inthe network will regularly send their HELLO messages and, if neessary, also theirTC messages5 ,6.We assume the existene of ompromised nodes, and we suppose that they andelare forged routing information in their HELLO and TC messages. But we donot onsider olluding ompromised attakers.To make our seurity mehanisms as adaptive as possible, we do onsider nodes withminimal resoures in our design. We suppose that the resoures of di�erent ad honodes an vary largely.4Here we do not onsider the sel�sh nodes whih show their willingness of not being MPR intheir HELLO messages.5Indeed, in OLSR a node refusing to send HELLO message annot establish asymmetri norsymmetri links with its neighbors. And, if HELLO messages are not sent regularly, even estab-lished links an be lost after a holding time (a timeout). Therefore suh a node will have di�ultyin entering the routing tables of the other nodes, and it might not be reahed by tra�s as anintermediate node or a destination node.However, a node negleting TC messages an avoid being MPR thus not being on routes as anintermediate node. The network will also be less onneted, and the nodes that have hosen sel�shnodes as their only MPR nodes will be isolated.We do not onsider the sel�sh behaviors in our propositions, beause the sel�shness usuallyannot be ountered by ryptographi measures. We suppose that a node not refusing to be MPRwill always orretly send TC messages following the standard OLSR.6We will present a mehanism in setion 6.4.3 that an naturally prevent nodes from not sendingtheir TC messages. Seurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 1356.4.1.3 Seurity assumptionsAs in ADVSIG, the existene of a PKI is assumed (a PKI an be established inad ho networks thanks to the shemes desribed in setion 3.3.2). Eah node hasat least a pair of asymmetri keys with whih it an sign messages. Moreover, allpubli keys are known to all nodes7, therefore all signed messages an be veri�ed byall nodes in the network, for their authentiation, non-repudiation and integrity.6.4.2 First approah: Hash Proved Link State (HPLS)In this subsetion, we propose an approah named Hash Proved Link State (HPLS),whih requires an o�ine server. In HPLS we use Hash values to replae the multipledigital signatures in ADVSIG.6.4.2.1 Additional assumptionsWe assume the existene of an o�ine server T whih should have a neessary om-putational and storage apaity.
T should be able to estimate in advane and at least in rough �gures the upperbound U (U ≥ 2) of the number of nodes in the network. We assume that thewireless loal network has a reasonable size, thus U will not be too large.
T should equally be able to estimate the upper bound of the lifetime of network
T_Max. T_Max is then divided into a number of uniform time intervals, whihduration is equal to that of OLSR HELLO intervals. Note that this assumption anbe removed if the server T an be online to redistribute ryptographi redentials.We assume that either T knows the identities of the nodes, or alternatively, it playsthe role of a Dynami Host Con�guration Protool (DHCP) server [Dro97℄, or it anooperate with a DHCP server to ahieve the maintenane of node identities.Furthermore, to simplify the sheme, we may even suppose that four servers, re-spetively a synhronization server, a CA (for issuing/renewing erti�ates) server,a DHCP server, and T are all installed together and an seurely ommuniateamong them.We equally suppose that the o�ine server T an seurely ommuniate with thenodes. For instane, T may have a pair of asymmetri keys. Otherwise, nodesand T may use an infrared or physial ontat module, or exhange some memorydevies suh as smartard, memory ard, USB key, et, to ensure the seurity of theommuniation.Finally, we assume that nodes are able to do HMAC operations, and the HMACalgorithm used by them is ollision resistant (.f. setion 4.5).In OLSR, multiple-interfae nodes are onsidered. However, in HPLS, as a �rst stepwe only onsider single-interfae nodes. The problems aused by multiple-interfaenodes will be disussed in setion 6.4.2.4.7In [Raf05℄, a proative PKI is proposed for ADVSIG, wherein an authority periodially broad-asts the publi keys of the nodes in the network.Seurity mehanisms for ad ho routing protools



1366.4.2.2 Basi ideaIn ADVSIG (.f. setions 3.4.3.3 and 6.3), a proof should systematially ontainfour elements: the (interfae) address of the originator node, the (interfae) addressof the advertised node, the link state to the originator('s interfae) with respet tothe advertised node('s interfae), and the reation time of the proof. Additionally,to provide the guarantee of integrity and authentiation, a signature on the proofshould be omputed by the advertised node. The four elements together with thesignature are alled �Link Atomi Information� in ADVSIG.Our basi idea is to replae the signature in the �Link Atomi Information� by aHash value, in order to ahieve the following improvements:
• The seurity mehanism has lower omputational overhead sine a Hashvalue an be more easily alulated and veri�ed.
• The mehanism has lower routing overhead, sine the length of Hash valuean usually be muh shorter than an asymmetri signature.We require that a Hash value in HPLS should
• be used to represent and on�rm the four elements in the �Link AtomiInformation�. This will allow nodes to �ght against link forging attaks om-mitted by external and internal attakers, thus ensuring the authentiity ofthe link information.
• be unique for eah link state between eah ouple of nodes at eahHELLO_INTERVAL. Thus, it annot be reused by attakers.
• be seret before its orresponding time interval. In other words, before itsdislosure, it is only known by its provider. Therefore the authentiation ofthe link information an be guaranteed with the Hash value.6.4.2.3 ShemeIn addition to the notations de�ned in setion 6.2, we further de�ne the �ve statesthat state an represent as follows:

state =























0, NO_LINK
1, LOST_LINK
2, ASYM_LINK
3, SYM_LINK and SYM_NEIGH
4, SYM_LINK and MPR_NEIGHHPLS HELLO/TC message formatThe HPLS HELLO and TC message formats are shown in �gures 6.4 and 6.5, the�elds di�erent to the original OLSR protool are noted in itali.Seurity mehanisms for ad ho routing protools
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Signature (155, 160, 320 or 1024 bits)Figure 6.4: HPLS HELLO message formatCompared to the lassial HELLO message format, to eah link information we addtwo l-bit Hash values, one is used as a erti�ate and the other one is used as aproof. Aording to the network size and the required seurity level, l an be setto 64, 96, 128, 160 or even larger. The larger is the network size, the higher is therequired seurity level, and the larger should l be.In addition, we add two global �elds to eah HELLO message. They are respetivelya 64-bit timestamp and a digital signature. The length of the signature depends onthe signature algorithm in use8.Compared to the lassial TC message format, one l-bit Hash value is added to eahMPR seletor address as a proof. Moreover, two global �elds, respetively a 64-bittimestamp and a signature, are added to eah TC message.Thus far, our modi�ations to OLSR ontrol messages are similar to ADVSIG. How-8For example, for DSA 1024 it will be 320 bits, for ECNR GF (p) 155 it will be 336 bits, for
ECNR GF (2n) 168 it will be 310 bits, and for RSA 1024 it will be 1024 bits.Seurity mehanisms for ad ho routing protools
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Figure 6.5: HPLS TC message formatever, di�erent to ADVSIG, we do not add a timestamp �eld for eah proof. This is be-ause we use time intervals instead of timestamp, and the possible time intervals arevery limited in HPLS � it has only NEIGHB_HOLD_TIME/HELLO_INTERVAL(3 by default) possibilities. Then, at the prie of some (from 0 to 2) additional hashoperations, we an hek the validity of proofs without the information of time in-terval (we an test the possibilities one-by-one until one time interval is validated).This an greatly redue the length of message headers, and does not introdue newvulnerabilities, sine
• There is no relationship between the di�erent Hash hains. For example, amaliious node annot obtain a proof for SYM_LINK if it only has a prooffor ASYM_LINK, and vie versa.
• There are only one-way hash relationships between the values in a same Hashhain. For example, if the Hash value of type SYM_LINK is delared in atime interval, attakers annot know the Hash value of type SYM_LINK inthe next time interval.
• The Hash values annot be replayed even though indiated the orrespondinghash interval is not indiated. Any Hash value older than TOP_HOLD_TIMEwill be onsidered as expired.Moreover, di�erent to ADVSIG whih reates an additional message for eah HELLOand TC message, we plan to add link and seurity information into one aloneSeurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 139HELLO or TC message. Only when the message size limitation is surpassed, anew HELLO or TC message is reated, and naturally all will be sent within oneREFRESH_INTERVAL (the default value of REFRESH_INTERVAL is 2 seonds,same as HELLO_INTERVAL). We believe that this di�erene with ADVSIG anbring us the following advantages:
• The overall routing overhead an be less important. We found during oursimulations that message size has less performane impat on the paket de-livery ratio than message quantity. Thus, instead of inreasing the number ofmessages, we hoose to inrease the size of messages.
• The paket loss an have less in�uene on the authentiity of topology thanin ADVSIG, where the loss of any of the routing ontrol message and theorresponding ADVSIG message makes the other message useless.
• Eah link/neighbor information an be veri�ed immediately, without waitingfor the arrival of the orresponding ADVSIG message.However, if it is important to keep the original format of OLSR, the additional�elds of HPLS an also be treated as in ADVSIG. This is to say, they an be sentseparately in a di�erent message.Server initiationTo represent three (ASYM_LINK, SYM_LINK and SYM_NEIGH, SYM_LINKand MPR_NEIGH) of the �ve link/neighbor states between eah ouple of nodes,the server alulates U × [3 × (U − 1)] = 3U2 − 3U Hash hains denoted as HC1,..., HC3U2−3U using 3U2 − 3U di�erent seeds denoted as seed1, seed2, seed3, ...,

seed3U2−3U . Eah Hash hain HCk ontains L + 1 elements: seedk, HCk;1, ...,
HCk;L. In �gure 6.6, we show a server initiation example, wherein for a MANETwhih has at maximum three nodes (U = 3), the server omputes 18 Hash hainsduring its initiation phase. Note that we do not reate Hash hains for �NO_LINK�and �LOST_LINK� sine they do not need to be proved.In HPLS, the �Link Atomi Information� is slightly di�erent to the one in ADVSIG,sine we do not onsider multiple interfae nodes, and we use time interval infor-mation instead of timestamp. Our �Link Atomi Information� is omposed of thefour following elements: (from, to, state, interval), where from is the advertisingnode, to is the advertised neighbor node (from 6= to), interval is the time intervalof the reation of the �Link Atomi Information�, and state is the link state from
from to to at the time interval interval.As shown in �gure 6.6, eah Hash value is able to uniquely represent a set of fourelements of a �Link Atomi Information�, sine the position of any Hash value mapsbijetively to a �Link Atomi Information�.Seurity mehanisms for ad ho routing protools
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Node 1 has a sym_linkFigure 6.6: Hash hains generated by HPLS server during the initialization: U = 3Node bootstrapBefore entering in the network, eah node needs to ontat the server, and the severwill map it to a set of Hash hains and seretly ommuniate the seeds of thesehains to it.The node initiation an be realized with a two-way handshake. For this, we proposetwo messages, a Key REQuest (KREQ) message from a mobile node to the server,and a Key REPly (KREP) message from the server to a mobile node.Let K be a random seret generated by node nj , eah node nj starts the proess bysending a KREQ message to server T :
nj → T :< certnj

, {K}PKT
>SKnj

K is enrypted by the publi key PKT of the server. The whole KREQ message issigned by node nj.Upon reeiving the KREQ, after the veri�ations of the erti�ate certnj
and of themessage signature, T replies to nj with the following message (let t be the urrenttime and T0 be the network start time):

T → nj :< U, {seed(j−1)(3U−3)+1}K , ..., {seedj(3U−3)}K , T0, t >SKTFor on�dentiality reasons, the seeds transported in the message are enrypted withthe seret key K. Therefore within the KREP, the node nj will seurely reeiveSeurity mehanisms for ad ho routing protools
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3U − 3 seeds and use them to ompute 3U − 3 Hash hains.The server should also ommuniate the last elements of all the Hash hains HC1;L, ...,
HC3U2−3U ;L to all the nodes whih enter the network. Indeed, the last elements anbe broadasted to the network9:

T → ∗ :< HC1;L, ..., HC3U2−3U ;L >SKTThese values an mainly be used by eah node to verify the proofs issued by theother nodes. In addition, they an also be used to verify the orretness of theomputations of the Hash hains belonging to eah node.If (as mentioned in setion 6.4.2.1) multiple servers are installed on T , or multipleservers an ooperate and T is the interfae between the nodes and the servers,then to ahieve the management of identities and the distribution of ryptographiredentials at the same time, the KREQ message ould be somewhat similar to thefollowing one (let K be a seret key, and PKnj
and SKnj

be the asymmetri keysof node nj):
nj → T :< PKnj

, {K}PKT
>SKnjThen T should reply to nj with the following message:

T → nj : { U, nj , certnj
, {seed(j−1)(3U−3)+1}K , ..., {seedj(3U−3)}K , T0, t}SKSAll the erti�ates should then be published in the network (suppose that the net-work is omposed of N nodes):

T → ∗ :< cert1, ..., certN >SKTHash value and Certiproof tablesIn HPLS, eah node nj should maintain some tables to store the information reeivedfrom the server and the other nodes:
• Let k ((j − 1)(3U − 3) + 1 ≤ k ≤ j(3U − 3)) be the number of a Hash hain,and HCk;L−i be the urrent Hash value (in the urrent time interval L− i) ofhain HCk. For the hains belonging to nj , they are stored by nj in a LoalHash Value Table in the following form:

< k, seedk, HCk;L−i >Otherwise, the Hash hains an also be omputed and stored as in [Jak02℄,where we try to �nd a ompromise between the storage requirement and theomputational overhead of the utilization of Hash hains.9We may use the proative PKI that is proposed by ADVSIG to realize it.Seurity mehanisms for ad ho routing protools
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• Let k (1 ≤ k ≤ (j − 1)(3U − 3) or j(3U − 3) + 1 ≤ k ≤ 3U2 − 3U) be thenumber of a Hash hain, and HCk;L be the last element of the hain HCkthat is published by the server. To save information regarding the other Hashhains, a Foreign Hash Value Table an be maintained by nj with the tuplesas follows:

< k, last revealed value, index of the last revealed value, HCk;L >The last revealed value is the most reently revealed Hash value of hain HCkthat is heard by node nj , and index of the last revealed value is its index inthe hain.
• To store the erti�ates sent by the other nodes, node nj maintains a CertiproofTable, whih has the same format as in ADVSIG, exept the �elds signatureand timestamp:

< originator, advertised node, link state, interval, Hash value >The �eld originator is the key of the table. For eah originator, only the newesttuple is kept. Furthermore, any tuple expires after three time intervals, whihorresponds to the TOP_HOLD_TIME in OLSR.
• Finally, node nj should keep a table of mapping between the identities of nodesand the number of nodes:

< node number, node identity >HELLO/TC message generationIn our �rst approah, we use the priniple of ADVSIG+ to seure HELLO and TCmessages. Moreover, we replae the erti�ates and proofs in ADVSIG+ by theorresponding Hash hain elements.In addition to the standard operations on the original HELLO/TC message �elds,to generate a HELLO or a TC message at time interval Hi, a node from should:1. Write the urrent time t into the Global Timestamp �eld.2. If it generates a HELLOmessage, for eah Neighbor Interfae Address interfacetowith the link state state,(a) Find the orresponding main address IPto of interfaceto.(b) If it is neessary (state is one of ASYM_LINK, SYM_LINK and SYM_NEIGH,SYM_LINK and MPR_NEIGH), �nd and opy the orresponding Hashvalue (.f. setion 6.4.2.3) into the erti�ate �eld following the link in-formation of interfaceto.() Update its Loal Hash Value Table with the opied Hash value.Seurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 143(d) If state equals ASYM_LINK, from omputes h(h(HELLOto)|from) asa proof, where h(HELLOto) is the hash of the previous HELLO messagereeived from to. If state equals �SYM_LINK and SYM_NEIGH� or�SYM_LINK and MPR_NEIGH�, from �nds the orresponding proofin the Certiproof table. Then, with the found value from �lls the proof�eld following the link information of interfaceto. Note that sine onlythe last erti�ate from eah node is kept in the Certiproof table, the proofis unique.3. If it generates a TC message, it �nds the orresponding hash value (alwayswith state equals MPR_NEIGH) in the Certiproof table and opies it into theproof �eld following the link information of interfaceto.4. Compute the Global Signature on the whole message.5. Save the hash of the message.6. Send out the message.HPLS does not reate Hash hains for every interfae address. Instead, it alwaysuses Hash values aording to the main addresses of nodes. We will show in setion6.4.2.4 that this hoie will not threaten the seurity of OLSR.HELLO/TC message proessingWhen a node to having the main address IPto reeives a HELLO/TC message froman originator from at interval Hi, it exeutes the following algorithm:1. Chek the validity of the Global Timestamp �eld.2. Chek the validity of Global Signature by using the publi key of from.3. If it is a TC message, for eah Advertised Neighbor Main Address, to will (notethat with TC messages we only use the main addresses of nodes):(a) With some hash operations, hek the validity of the hash value used asproof.(b) If the previous step is suessful, update the Foreign Hash Value Tablewith the Hash value.4. If it is a HELLO message, to will(a) Save h(HELLO) (note that the expiration time of this storage isNEIGHB_HOLD_TIME).(b) For eah Neighbor Interfae Address, interfaceto, with link state state,
to will:i. Find the orresponding Neighbor Main Address to.Seurity mehanisms for ad ho routing protools



144 ii. If sate is ASYM_LINK, hek the validity of h(h(HELLOto)|IPfrom),where HELLOto is the previous HELLO message sent by to. If stateis one of SYM_NEIGH and MPR_NEIGH, hek with some hashoperations the validity of the Hash value used as proof, where the pre-vious state λp should answer to the requirements desribed in setion6.3.1.1. Update the Foreign Hash Value Table at the same time.iii. If the above operations are suessful, update the Certiproof Tablewith the Hash value used as erti�ate.Standard dialogSuppose that the �rst message is sent in time interval Hi, then the standard dialogwhih establishes a symmetri link between node A and B in HPLS an be shownas follows (let HC(A,B,state,i) be the Hash value whih proves the existene of a linkof type state from A to B at time interval Hi):1. A → N (B) :< φ, φ, TA(t0) >SKA2. B → N (A) :<< “A : ASY M_LINK ′′ >, HC(B,A,2,i), h(h(HELLOA)|B), TB(t1) >SKB3. A → N (B) :<< “B : SY M_LINK ′′ >, HC(A,B,3,i+1 or i), HC(B,A,2,i), TA(t2) >SKASine a Hash operation is 103 to 104 times faster than an asymmetri signature or asignature veri�ation operation, our solution an signi�antly redue the omputa-tional overhead of ADVSIG.However, instead eah node should either do a large number of hash operationsor store 3 × (U − 1) Hash hains. We argue that the storage and omputationalrequirements an be balaned with the mehanism proposed in [Jak02℄, where eahnode only needs to store O(U × 3 × log2(L)) Hash elements � that means in mostases 10KB - 30KB memory an meet the requirement.6.4.2.4 Seurity analysisIn this setion, we show that HPLS an ahieve the same seurity level as ADVSIG+.In HPLS, eah routing message arries a Global Timestamp and a Global Signaturethat will be used to verify the authentiation, the integrity and the freshness ofthe message. In addition, a proof is appended to eah Advertised Neighbor Addresswhih authentiates the main address of the sender, the link state between the senderand the advertised node, and the time interval of the reation of the proof. Sine aproof an only be issued by the Advertised Neighbor Node, eah link/neighbor/MPRrelationship is then on�rmed by its two ends.In addition, we also use the hash of the previous HELLO message sent by theAdvertised Neighbor Node to on�rm an asymmetri link. As a result, HPLS anhave the same seurity level as ADVSIG+.Seurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 145Interfae address vs. Main addressComputing asymmetri signatures on �Link Atomi Information� permits ADVSIGto takeinterfae addresses of nodes into onsideration. From this point of view, ourerti�ates (Hash values) are less dynami sine they an only be omputed on theorresponding Neighbor Main Addresses.In a network where all nodes are single-interfae nodes, the problem does not exist.Only when the network ontains multiple-interfae nodes, and a Neighbor InterfaeAddress happens not to be the main address of a neighbor node, the meanings ofthe two proofs resulted by the two approahes are di�erent. For example, supposethat at time t a node having as main address IPA sends a HELLO message toanother node B desribing a link state state with one of B's interfaes interfaceB,the erti�ate in ADVSIG will be omputed based on (A, C, state, t), while in ourapproah, the erti�ate will be based on (A, B, state, t). Nevertheless, this fat willnot derease the seurity level of HPLS, beause:
• In HPLS the erti�ate an only be used by B as a proof. Other nodes annotuse it sine they have their main addresses di�erent to B.
• If B is an attaker and it has another interfae interface′B (interface′B 6= B 6=

interfaceB), B may send via the interfae interface′B a HELLO message on-taining A as a Neighbor Address and the above erti�ate as the orrespondingproof, in order to reate a forged link between interface′B and A.However, the attak annot in�uene the seurity of OLSR, sine aordingto the link set update algorithm of OLSR, if A annot reeive the messagefrom the interfae interface′B , the link between interface′B and A will notbe registered by A. Otherwise, if A an really reeive the message from theinterfae interface′B, then the link A ↔ interface′B exists10.
• In OLSR any third node only ares whether a link between A and B exists,it does not are if the link is between A and interface′B, A and B or A and

interfaceB.
• For TC messages, only main addresses are onerned thus the di�erene be-tween interfae addresses and main addresses is not important.However, as in ADVSIG+, the attaks ommitted by olluding ompromised nodesare not ountered in our approah.6.4.2.5 SummaryWe believe that our solution has the following advantages ompared with ADVSIG:
• It uses Hash values instead of signatures. This an generate a great gain interms of omputational overhead and routing overhead.10Here we do not onsider the interfae address spoo�ng attaks whih exist also in ADVSIG,sine there is only one asymmetri key pair per node.Seurity mehanisms for ad ho routing protools
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• The original OLSR protool is unmodi�ed. HPLS an be an add-on mehanismto OLSR.However, it also has the following disadvantages:
• It requires an o�ine server whih should be able to estimate in advane thenumber of nodes in the network and the network lifetime. In addition, nodesshould be able to seurely ommuniate with the server during their bootstrap.
• The number of Hash hains inreases rapidly with the number of nodes in thenetwork.6.4.3 Seond approah: Seuring TC messages (TCSe)We propose a seond approah that ould be used to seure TC messages. It doesnot diretly seure HELLO but it an be ombined with other mehanisms suh asADVSIG or HPLS to provide a global seurity solution to the OLSR protool. Weall this approah Seuring TC messages (TCSe).6.4.3.1 Additional assumptionsIn addition to the assumptions mentioned in setion 6.4.1, we assume that for TCSe,HELLO messages are already seured by some means or other (either ADVSIG orHPLS an be applied only to HELLO messages but not to TC messages). Thereforeonly authenti one-hop and two-hop neighbor information and MPR informationan be provided to nodes.6.4.3.2 Basi ideaIn the standard OLSR, a node does not generate TC if it is not hosen as MPR, itis only required to send at least one TC message per TOP_HOLD_TIME whih isby default equal to three times of TC_INTERVAL.However, to realize our seond approah, we need to slightly modify the aboverequirement. We will add some additional routing �elds to TC messages, and wealso require that every node send one TC message per TC_INTERVAL.Our new TC header is shown in �gure 6.7 (the �elds in itali are the new �eldsadded by TCSe). It ontains all �elds of the lassial TC header, and adds theMPR Set of the sender node, the size of the MPR Set, a timestamp and a signatureto eah TC message. The timestamp indiates the time of the generation of theTC message, and the signature is omputed on the sequene of bits made up of thewhole TC message.The basi idea of TCSe is illustrated in �gure 6.8. If a node A has hosen anothernode B as MPR, not only should B send a TC message inluding A in its MPRSeletor Set, but also A should send a TC message inluding B in its MPR Set.As a result, after both TC messages are reeived by a third node C, C an besure of the MPR relationship thanks to the on�rmations of both ends. Any MPRrelationship delared by only one node will be regarded as invalid and will not beused to alulate routing tables.Seurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 147
M

P
R

 Set

0 1615

ANSN

MPR Selector Set Size

..........................

..........................

Advertised Neighbor Main Address

Advertised Neighbor Main Address

Reserved

S
elector S

et

M
P

R

32

Neighbor Main Address

Neighbor Main Address

Timestamp

Signature

MPR Set Size

Figure 6.7: TC message format in TCSe

TC: A has chosen me as its MPR.

M
P

R
 relationship

A

B

C

C is sure that B is the MPR node of A, 

because both A and B confirmed it to C. 

TC: B is my MPR.

Figure 6.8: Basi idea of TCSe
Seurity mehanisms for ad ho routing protools



1486.4.3.3 ShemeIn this setion we draw an outline of the TCSe sheme, and then we detail the TCmessage proessing in TCSe.TC message generation: Every node generates at least one TC message per TCinterval. It writes its MPR Seletor Set and its MPR set into the message,and sets the �MPR Seletor Set Size� and the �MPR Set Size� to indiate thenumbers of the addresses in the two sets. Later it puts the urrent time in thetimestamp �eld and signs the whole message using its private key.Last Reeived TC message Set: Eah node in the network maintains a Last Re-eived TC Message Set onsisting of the last TC message(s) reeived withinthe last TC_INTERVAL from every other node. Eah TC message in the setis stored in form of Last TC message Tuple: (sr_addr, MPR_seletor_set,MPR_set, T_time), where src_addr is the main address of the originator ofthe TC message, and T_time spei�es the time when the tuple expires andmust be removed from the set.TC message reeption: Upon reeiving a TC message, a node will at �rst hekthe timestamp and the signature to see the freshness, the authentiation andthe integrity of the message. If any of the veri�ations fails, the message isdisarded. If all the veri�ations sueed, the message is aepted and stored inthe Last Reeived TC Message Set and waits to be proessed. All TC messagesstored longer than one TC_INTERVAL will be deleted from the set.TC message proessingWe now illustrate and detail the algorithm of TC message proessing in TCSe. Wesuppose that a TC message TCB generated by node B is reeived by node A:1. For eah node ni in the MPR Seletor Set of TCB, A �nds the last TC mes-sage(s) TCni sent by ni in its Last Reeived TC Message Set. If B is foundin the MPR set of TCni, A updates its Topology Set with the Topology Tuple
(ni, B, T_seq, T_time), where T_seq is set to the Advertised Neighbor Se-quene Number (ANSN) of TCB, and T_time is the expiration time of thetuple.2. For eah node nj in the MPR Set of TCB, A �nds the last TC message(s)
TCnj sent by nj in its Last reeived TC messages Set. If B is in the MPRSeletor Set of TCnj , A updates its Topology Set with the Topology Tu-ple (B, nj , T_seq, T_time), where T_seq is set to the ANSN of TCB, and
T_time is the expiration time of the tuple.3. For eah Topology Tuple (T_dest_addr, T_last_addr, T_seq, T_time) inthe Topology Set of A,Seurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 149(a) If T_dest_addr is B, theni. If T_last_addr is not in the MPR Seletor Set in TCB, A removesthe tuple.ii. Otherwise, A updates the Topology Tuple by resetting the validitytime.(b) If T_last_addr is B, theni. If T_dest_addr is not in the MPR Set in TCB, A removes theTopology Tuple.ii. Otherwise, A updates the Topology Tuple by resetting its validitytime.6.4.3.4 Seurity analysisAttak TCSe ADVSIGForged routing ontrol message OK PartialControl message replay OK OKColluding attaks No NoSel�sh behavior Better NoMessage relay No NoTable 6.1: Seurity analysis of TCSeIn this setion we perform a seurity analysis for TCSe (for this we suppose theutilization of HPLS for HELLO messages). Table 6.1 illustrates the seurity fea-tures of TCSe ompared to ADVSIG. �OK� in the table means that attak an beountered, and �No� indiates the ontrary.In the following, we disuss eah of the attaks in details.Inorret ontrol message generationIn TCSe, TC messages are proteted by a global signature and a oherene hek.An attaker annot forge oherent delarations of MPR relationships exept if itolludes with another ompromised node. When there are two olluding ompro-mised nodes, they an only establish forged MPR relationships between themselves.Therefore, under our assumptions, inorret MPR information annot be injetedinto the network.However, an attaker an refuse to delare ertain MPR or MPR seletor informationin its TC messages. This attak an invalidate some MPR relationships onnetedto the attaker, but it an also isolate the attaker.Control message replaySine eah message is signed with a timestamp, the replay of an out-of-date OLSRrouting message will be deteted by the freshness hek.Seurity mehanisms for ad ho routing protools



150Colluding attaksColluding attaks suh as wormhole attaks are always possible with both ADVSIGand TCSe. The attaks an make forged link/neighbor information between at-takers be aepted by the other nodes.Sel�sh behaviorsSine the sending of TC messages is neessary for the delaration of MPR nodes,sel�sh nodes annot refuse to send TC. However, with TCSe we are still not ableto �ght against sel�sh nodes whih delare no willingness to be MPR.Moreover, to be sel�sh nodes have another possibility, whih is to redue (even to0) the number of MPR Seletor nodes in their TC messages. Note that in order notto be isolated, sel�sh nodes will not redue the number of MPR nodes in their TCmessages.Message relayIn the following, we show an example of the relay attaks that annot be ounteredby the TCSe sheme. We suppose that there are symmetri links A ↔ X and
X ↔ B, and A and B annot hear eah other:

A ↔ X ↔ BIf X is an attaker, it an misbehave by relaying all ontrol messages and data tra�between A and B. This attak will make A and B believe that there is a symmetrilink between them.The relay attaks are di�ult to prevent or detet. As in the mehanisms introduedin setion 3.4.4.1, we may need strit time information or geographial information(for example, with the GPS module) to detet them.6.4.3.5 SummaryWe believe that TCSe has the following advantages ompared to HPLS:
• It requires less ryptographi operations.
• It reinfores the ooperation from sel�sh nodes.However, it also has the following disadvantages ompared to HPLS:
• It may introdue a delay in verifying MPR relationships, sine to verify a MPRrelationship between nodes A and B, two TC messages TCA and TCB shouldboth be reeived.
• There will be more TC messages sent in the network.Seurity mehanisms for ad ho routing protools



CHAPTER 6. HPLS and TCSe: Seuring OLSR 1516.4.4 SimulationThe simulations are arried out under NS-2.28 [pro98℄. TCSe is implemented bymodifying the OLSR implementation named UM-OLSR that is provided by theUniversity of Muria [Ros℄. We do not use multiple OLSR interfae nodes in oursimulations, sine only single-interfae nodes are on�gured in UM-OLSR.6.4.4.1 Simulation setupParameter ValueSimulation time 250s, 20s of initialization periodField range 300m × 1500mNumber of nodes 30Propagation model Two-way groundPower range 250mMobility model Random way pointMobility Low - 2m/s as maximum speedMedium - 5m/s as maximum speedHigh - 20m/s as maximum speedPause time 5sMAC protool IEEE802.11MAC queue size 50Tra� type CBR 10 pkt/sNumber of �ow 20Paket size 64 bytesTable 6.2: Simulation model and parametersParameter ValueHELLO interval 2sTC interval 5sHolding time of neighbor information 6sHolding time of topology information 15sTable 6.3: OLSR settingTable 6.2 shows our simulation model and parameters. Table 6.3 and 6.4 showrespetively the OLSR setting and the ryptographi operation parameters in oursimulations.As also mentioned in hapter 5, we found that even though we an all ryptographifuntions (thanks to external ryptographi libraries) in our simulations, the timeof ryptographi omputations that will de�nitely in�uene the real network perfor-mane is not ounted by the simulator.Seurity mehanisms for ad ho routing protools



152 Parameter ValueSigning delay Randomly hosen from [0.2ms, 150ms℄, but stable foreah nodeVeri�ation delay Randomly hosen from [0.1ms, 100ms℄, but stable foreah nodeSignature length 320 bitsHash operation delay 0.002 × Signing delayHash element length 128 bitsTable 6.4: Cryptographi operation parametersTherefore in this hapter, in order to simulate the impat of the ryptographioperations on the performane of OLSR, we add some delay before proessing orsending eah HELLO or TC message. This delay is set aording to [Raf05℄ whihprovides a suite of benhmarks for di�erent ryptographi operations.In addition, we also take into onsideration the heterogeneity of nodes in ad honetworks. We simulate nodes having di�erent proessing apaity: eah node willhave a random but �xed proessing time for eah ryptographi operation. Forexample, a signature omputational delay ranges in (0.2ms, 150ms) and a signatureveri�ation delay ranges in (0.1ms, 100ms)11.In order to redue the delay, in ADVSIG the ADVSIG messages are sent immediatelyafter the sending of their orresponding routing messages. In our simulations weassume that there is no delay between the arrival of an original OLSR message andan ADVSIG message, thus all signatures an be immediately veri�ed.6.4.4.2 Performane simulationIn this setion, we ompare the performane of the sheme - HPLS for HELLOmessages and TCSe for TC messages - to ADVSIG, We illustrate the performaneimprovements with relation to the replaement of digital signatures by Hash valuesand the TC oherene hek. We simulate the following three metris:Control tra� overhead: The total overhead of TC messages and HELLO mes-sages generated and relayed in the network, inluding the proof s and erti�-ates.Data paket delivery ratio: The ratio of data pakets generated by the CBRsoures that are delivered to the destination.Average end-to-end delay of data pakets: The average delay between the emis-sion of data pakets by CBR soures and their arrival at destination.11To add a delay before sending a message, it is su�ient to add it into the NS sheduler. As forthe delay before proessing a message, we an add a new timer to eah routing information tuplewhih spei�es the start time of the validity of the tuple.Seurity mehanisms for ad ho routing protools
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Figure 6.9: Control message overheadControl message overheadIn ADVSIG, the additional ontrol message overhead is mainly due to proofs, erti�-ates and timestamps in TC and HELLO messages. In our sheme, the additionaloverhead is mainly due to the Hash values in HELLO messages, the MPR Set inTC messages and the additional TC messages.Figure 6.9 ompares the ontrol message overhead of the original OLSR, ADVSIGand our sheme. We an see that, ompared to the standard OLSR, the overheadin ADVSIG or in our sheme is signi�antly higher. However, our sheme generatesmuh less ontrol message overhead than ADVSIG.Paket delivery ratioWe also ompare in �gure 6.11 the delivery ratios of the three approahes. Com-pared to the standard OLSR, our approah only degrades 5%-8% the delivery ratio,but ADVSIG degrades signi�antly the performane of OLSR. The result an beexplained as follows:For HELLO message reeption: Suppose that q is the number of proofs to beveri�ed in one HELLO message, then the typial value of q will range between4 and 8. In ADVSIG, q + 1 veri�ations of proof s and one veri�ation ofGlobal Signature are to be performed when proessing a HELLO message.Suppose that k HELLO messages should be proessed by one node in oneHELLO interval, then a node should in total perform k × (q + 1) signatureveri�ations.For a node having the veri�ation proessing time of 50ms, it needs on aver-Seurity mehanisms for ad ho routing protools
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Figure 6.10: Paket delivery delayage 3.5 seonds to perform all the signature veri�ations aused by HELLOmessages (let alone the proessing time of TC messages). As a result, it is notsurprising that some nodes have no time to update their routing tables, andthe log of NS always shows �no route available� when a data paket is lost.In our approah, only some Hash operations and one signature veri�ation(for the �eld Global Signature) are to be performed when proessing a HELLOmessage. Performing substantially less veri�ations of signature, our approahshows better performane in the network where nodes have limited proessingapaity.For TC message reeption: Suppose that p is the number of nodes in MPR Se-letor Set of TC messages, then the typial value of p ranges between 5 and 7.In ADVSIG, one veri�ation operation is needed to hek the validity of eahproof, thus p + 1 signature veri�ations are to be performed when reeivinga TC message. In a network of N nodes, in one TC interval, a node shouldperform (p + 1) × N/2 signature veri�ation operations under the onditionthat on average half of the nodes generate TC messages. As a result, when theveri�ation delay or N inreases, the performane of ADVSIG drops rapidly.In our approah, in a N-node network only N signature veri�ations are to beperformed by eah node in eah TC interval.All two above reasons deide that weak apaity nodes in ADVSIG have not enoughtime to �nish their ryptographi operations in eah time interval, thus their routingtables annot be updated, and the routes passing through them annot be estab-lished. Seurity mehanisms for ad ho routing protools
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Figure 6.11: Paket delivery ratioAverage end-to-end delay of data paketsFigure 6.10 ompares the average end-to-end delay of data pakets. Our approahslightly outperforms ADVSIG without interfering the performane of OLSR.6.5 Further disussionIn this setion, we disuss the possibility of adding some supplementary but inde-pendent mehanisms to omplete the seurity solutions proposed in this hapter.We also disuss the ollision probability of Hash hain elements in HPLS. For adisussion regarding the synhronization, readers an refer to setion 4.5.6.5.1 MPR seletionIn our mehanisms, MPR nodes are seleted among neighbors with regard to theirwillingness to be MPR and their 2-hop neighbors. From the point of view of seurity,this may generate some vulnerabilities. A maliious node an show a high willingnessto be MPR, in order to be seleted as MPR node and then misbehave. Therefore,it is neessary to take the seurity into aount in the MPR seletion.One possible solution onsists of implementing a wathdog (.f. hapters 4 and 5) oneah node, in order to observe the behaviors of the neighbor nodes. Many attaks anthus be deteted, suh as greyhole, blakhole, modi�ation of data paket header,et. Then the results of the observations an be used as a riterion in the MPRseletion: only benign nodes an be seleted as MPR.Di�erent to TRP (.f. hapter 5), here all the observations and deisions an beSeurity mehanisms for ad ho routing protools



156made loally, and there is no need to exhange reputation values between nodes.And sine there is no exhange of reputation, the blakmail attaks annot existneither.Moreover, SWAN (.f. hapter 4), if used, is only needed in the data forwardingphase, sine the authentiation of routing ontrol messages an be guaranteed bythe seurity mehanisms disussed in this hapter.6.5.2 Redistribution of Hash hainsIn HPLS, the server may need to redistribute the Hash hains when they are usedup or when the number of nodes in the network exeeds the estimated upper bound.In the formal ase, all Hash hains should be redistributed, while in the latterase, only the information about Hash hains related to the new nodes needs to beredistributed. We suggest overestimating the upper bound of the number of nodesand the lifetime of the ad ho network to avoid frequently redistributing the Hashhains.However, to resolve the problem of exhausted Hash values, we have an alternativehoie whih is muh easier to be realized. Nodes an generate themselves enoughHash hains and use TC messages to broadast the last values of the hains to thenetwork. Sine TC messages are signed, the last values are authentiated.6.5.3 Collision probability of Hash hain elementsIn HPLS, ollisions of Hash hain elements may ause a seurity �aw. That is to saythat di�erent states of di�erent links at di�erent time intervals an orrespond to asame proof. Hereby we perform an analysis on the Hash value ollision probability
Prob(collision).Let W be the number of Hash hain elements in the element spae, then for l-bitHash values, W = 2l. Let U be the upper bound of the number of nodes in thenetwork, L be the length of Hash hains, then we note Q = L × (3U2 − 3U) as thenumber of Hash hain elements generated by the server. We then have:Prob(ollision) = 1 − Prob(no ollision) = 1 −
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CHAPTER 6. HPLS and TCSe: Seuring OLSR 1576.5.4 Threat tree of HPLS and TCSeThe threat tree (.f. hapter 2) of the approahes is shown in �gure 6.12. We seefrom this �gure that our approahes together with the MPR seletion mehanisman protet the OLSR protool from a large number of attaks.6.6 ConlusionIn this hapter, we showed that both seurity mehanisms and their impats on thenetwork (routing) performane should be arefully taken into onsideration whendesigning seure MANET routing protools. We also proposed two lightweight androbust shemes, respetively Hash Proved Link State (HPLS) and Seuring TC(TCSe), to seure the OLSR protool.As a �rst step, we analyzed a seurity �aw that is found in an existing seure OLSRmehanism named ADVSIG. To avoid the �aw, we then introdued an improvedversion of ADVSIG alled ADVSIG+, wherein we added an additional �proof � toasymmetri links. We also analyzed the overhead of ADVSIG to show that it maybe too heavy to meet the performane requirements of the resoure-restrained nodesin MANETs.Then we developed a �rst approah named HPLS whih seures HELLO and TCmessages with Hash values. Both the omputational overhead and the routing over-head of ADVSIG are then improved by HPLS, sine a Hash value length is usuallyless important than the length of a digital signature, and Hash operations are er-tainly muh more e�ient than asymmetri ryptographi omputations. However,these improvements are at the prie of an o�ine server and a number of Hash hainsto be stored by eah node. We argued later with our simulations that this prie isreasonable and overpaid by the improvements in performane.We also proposed a mehanism named TCSe to seure TC messages in OLSR,whih heks the oherene of MPR relationships from their both ends. Comparedto ADVSIG, TCSe also substantially redues the number of digital signatures to beomputed and veri�ed, and it also has the advantage of having less routing overhead.Both solutions are able to ahieve the same seurity level as ADVSIG+ and showbetter performane espeially in the networks with resoure-onstrained nodes. Thesimulations done in the ontext of this researh on�rmed this fat.In our simulations, we also found that ADVSIG an hardly ahieve a good routingperformane due to its large number of asymmetri ryptographi operations. Thus,we draw the onlusion that it is important that seurity mehanisms for MANETsare both robust and lightweight.
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Figure 6.12: Threat tree of HPLS and TCSe
Seurity mehanisms for ad ho routing protools



Chapter 7Conlusion and future work�An army burning with righteous indignation is bound to win.�� Lao zi (about 500 B.C.)7.1 ConlusionMobile ad ho networks present some partiularities suh as the mobility, the wirelessinterfae, the independene to any infrastruture, et.. More espeially, it has anunommon routing layer, thus new routing protools should be designed. However,di�ult hallenges exist in the design of MANET seure routing protools, sinethey should not only be robust against various attaks but also be e�ient in termsof routing performane.In this thesis, we have at �rst given an overview of ad ho networks. We thenlassi�ed all the known threats against the routing layer of MANETs into an attaktree. In this lassi�ation, we distinguished the attak objetives and the attakmehanisms, whih will permit us to determine the attaks to ounter under eahseurity objetive. Moreover, we also identi�ed the new vulnerabilities raised due tothe introdution of seurity mehanisms. Finally, we instantiated the attak tree fortwo existing routing protools, namely DSR and OLSR, to show their vulnerabilities.In view of the tree, we also identi�ed the attaks and misbehaviors that we will takeinto aount in the design of our own seure routing mehanisms.We have presented a state-of-art of seurity mehanisms designed to seure thead ho routing. The di�erent mehanisms range from key establishment to sel�shbehavior prevention. We noted that, �rst, there are some mehanisms frequentlyused in a lot of seurity solutions, suh as hash hains, wathdog, reputation system,et., for the purpose of �ghting against external attakers as well as ompromisednodes. Seondly, some of the mehanisms are at a prie of signi�ant tra� andomputational overhead, whih is undesirable for the ad ho networks having limitedbandwidth and proessing power. Thirdly, to satisfy the di�erent requirementsof di�erent ad ho senarios and appliations, MANETs need both reative andproative routing protools, whih led us to study the seurity for both the reativeand the proative routing. 159



160We then suggested a seure wathdog mehanism for ad ho networks named SWAN,in whih we blended SUCV and TESLA to develop a lightweight broadast messageauthentiation sheme. SWAN an be used to redue the storage requirements ofwathdog, and to prevent spoo�ng attaks that may badly a�et the reputation sys-tems. Our analysis showed that SWAN is both lightweight and robust, thus ful�llingthe objetives of this researh. Moreover, SWAN suits well the routing protoolsbased on the soure routing algorithm, where pakets are perfetly preditable.We also proposed the Trust-based Routing Protool (TRP). TRP is a reative seurerouting protool based on the soure routing algorithm and a reputation system. Weseured the two routing phases in TRP: the routing disovery phase and the datadelivery phase. In the �rst phase, we used an HMAC to protet routing ontrolmessages from end to end, and a wathdog to supervise the attaks that may takeplae in the middle of the routes. In the seond phase, the wathdog is also used tosupervise the attaks and misbehaviors ommitted on data pakets. The reputationsystem based on the wathdog will give a rating to eah route, and then sourenodes will be able to hoose the most reliable routes to send their data pakets.By integrating reputation exhanges into routing ontrol messages, we proposedthe reative reputation exhange, whih permits to redue the reputation exhangeoverhead and to protet the reputation exhanges against attaks while still takeadvantage of seond-hand reputations. However, TRP is more suitable to ad honetworks with a long lifetime and a frequent hanging topology due to the reputationtraining phase.At last, we studied the seurity issues in OLSR. We �rst analyzed a seurity �aw thatwe have found in ADVSIG and that allows an attaker to delare an asymmetri linkas a symmetri link, and then we proposed an improved ADVSIG named ADVSIG+to ounter this seurity �aw. In addition, we found that ADVSIG generates a highomputational overhead and routing overhead, whih will ause serious performanedegradation in the ad ho routing. Therefore we proposed two lightweight solutionsfor the seurity of OLSR, whih will permit to redue the lengths of message headersand the delay that is required to perform the ryptographi alulations. The �rstapproah named HPLS uses Hash values to prove the link state of eah link infor-mation in HELLO and TC messages, and the seond solution named TCSe heksthe oherene of MPR relationships by appending an additional header to eah TCmessage. Simulations showed that our approahes outperform ADVSIG espeiallyin the networks with limited bandwidth and proessing power.7.1.1 Guidelines on the design of a new ad ho routing pro-tool seured from srathIn this thesis, we have studied existing seurity mehanisms for ad ho routingprotools, and we have also proposed several new mehanisms to seure the wathdogmehanism, the DSR reative routing protool and the OLSR proative routingprotool. Moreover, in all our propositions, we treated performane issues as wellas seurity issues.However, seuring an existing routing protool might not be the best way to seureSeurity mehanisms for ad ho routing protools



CHAPTER 7. Conlusion and future work 161MANETs. It may be better to design a new ad ho routing protool seured fromsrath.With the lessons obtained in this thesis, we believe that suh a protool shouldhave the three basi elements: seure neighbor detetion, authentiity of routinginformation, and the ountermeasures against ompromised nodes.For the three points, we have onsiderations and further propositions as follows:
• Due to mobility, the seure neighbor disovery is very useful for ad ho net-works. A reliable neighbor detetion mehanism an be the base of the MANETseure routing protools sine it an be useful for many other mehanisms suhas supervision, topology disovery, route maintenane, wormhole prevention,et... However, due to the relay attaks and the sel�sh behaviors, it is generallydi�ult to be sure of the neighborhoods without sophisti mehanism.To seure the neighbor detetion, we have some possibilities suh as GPS,OLSR seure neighbor disovery, SECTOR (.f. setion 3.4.4.1), et.. Nev-ertheless, to be independent of any additional module or entral server andto be more e�ient, we an use the OLSR seure neighbor disovery proessmodi�ed to remove the use of the MPR tehnique. Here is an example of theproess whih establishes a symmetri neighbor relationship between nodes Aand B (all the notations an be found in setion 6.2):1. A → B : {φ, φ, TA(t0)}A2. B → A : {“A : ASY M_LINK ′′, h(h(HELLOA), B), TB(t1)}B3. A → B : {“B : SY M_LINK ′′, h(h(HELLOB), A), TA(t2)}AIn addition, we ould use the promisuous mode to hek if a neighbor disov-ery message is relayed.In this sheme, sine we no more need to use MPR, we an use hash values(but not hash hains) to ompletely replae the proofs in ADVSIG. The newsheme does not depend on any o�ine or online server, and is able to avoidthe hash hain storage required by HPLS. The seurity level of this sheme isthe same as ADVSIG+. That is to say that it an prevent the link spoo�ngattaks ommitted by ompromised nodes.
• One we an be sure of neighborhood, the endairA protool (.f. setion3.4.2.8) may be used to ensure the routing authentiity while still keepinga good routing performane.Otherwise, if we want a proative solution, we may use a protool based on thedistane-vetor algorithm suh as DSDV, and its seurity mehanism ould besimilar to the oherene hek that is employed in TCSe. For example, if anode A delares that another node B is at i-hop away, then to validate the linknode B should also delare that it needs i hops to reah A. Note that sinewe supposed that neighbor relationships are already seured, we an requireSeurity mehanisms for ad ho routing protools



162 that only the symmetri links an be used in the routing, thus no inoherenean be aused by asymmetri links.To improve the e�ieny in the reative route hunting, we an think of an-other optimization with the help of a reputation system. If we an guaranteethe seurity of the RREQ messages, a destination node an wait for a timeoutbefore sending bak multiple routes in one RREP message if it reeived mul-tiple RREQs during this timeout. The RREP an itself use the most reliableroute (aording to the destination node) among all olleted routes (to besafer, the RREP may also use a limited number of routes). This mehanismhas two advantages. First, a single RREP will permit the soure node to reg-ister many routes and to hoose one of the best routes for its data delivering(as in TRP, the reputation system an help the soure node to make hoiebetween a set of routes). Thus the routing overhead is redued ompared withsending multiple RREPs. Seond, the rushing attaks (.f. setion 3.4.4.3)an also be naturally prevented by this mehanism. However, this mehanismannot be diretly applied to TRP, sine TRP does not guarantee the seu-rity of RREQs. Only if we an orretly authentiate the intermediate nodesduring the propagation of RREQs, the appliation of this mehanism beomespossible.
• If the integrity of routing information is ensured, we an fous on the seurityissues aused by ompromised nodes espeially in the data delivery phase. Forthis we may use wathdog or design a ross-layer solution.Until now, all the seurity solutions that we have disussed in this thesis areonly at the routing layer. However, ross-layer seurity mehanisms may alsoworth be onsidered. For example, to seure the data delivery, we an design aseure transport layer protool similar to TLS whih takes into onsiderationthe harateristis of MANETs to guarantee the end-to-end seurity proprietiesfor data �ux. The main advantage would be that it is independent of therouting protool in use.In addition, we also present the following onsiderations that may be useful for thefurther improvements of seure routing in MANETs:
• Trust an play a more important role in the seure routing. Take the RAPprotool as example, instead of randomly hoose a RREQ to rebroadast, anode an hoose a RREQ from a neighbor that it trusts.
• If trust an be transitive, in a proative routing protool we an let eahintermediate node hoose its next hop aording to trust and route length.After all, we believe that it is neessary to study ase by ase the senarios ofMANETs, in order to �nd out the best seurity solutions for eah typial ad hosenario/appliation.Seurity mehanisms for ad ho routing protools



CHAPTER 7. Conlusion and future work 1637.2 Future researh diretionsThe work in this dissertation make us elaborate the following short-term researhdiretions:
• The reputation system presented in hapter 5 deserves further studies. Aformal analysis is neessary to theoretially demonstrate its orretness ande�ieny. Further simulations an also be arried out to adjust the seurityparameters in TRP under eah typial network senario.
• For all the seure routing protools proposed in this thesis, we need to formallyvalidate their seurity proprieties. For example, a formal analysis will beappreiated if it an prove that no link spoo�ng attak an our in HPLSand TCSe.
• In addition to SWAN, we an further look for the solutions for the hiddennode problems that an negatively in�uene the supervision results.We also underline some long-term researh diretions that require more investiga-tions in the future:
• The attak tree presented in hapter 2 should be further enrihed every timethere is a newly found vulnerability against the MANET routing layer. Itshould also be ompleted and developed with attaks present in diverse routingprotools and seurity mehanisms. As a onsequene, the trees presented laterin setions 2.7, 5.6.4, 5.7.2 and 6.5.4 also need to be progressively updated.
• For the design of future seure routing protools, we an provide to simulators,suh as NS-2, GlomoSim [ZBG98℄, et..., the apaity of taking the omputa-tional delays generated by ryptographi operations into aount with simpleon�gurations. We an also supply simulators the possibility to easily arryout simulations under hostile environment.
• Wherever there is ontrol or ommuniation exhange, there ould be threatsand attaks (not limited to the routing layer). The synhronization meha-nisms, transport layer protools, MAC layer protools, et., an also be targetsof attaks. Therefore we an also onsider the seurity issues on the other net-work layers of MANETs.For example, the MAC layer seurity ould be an interesting room for re-ativity. The main weakness of the MANET MAC layer seen from the point ofview of seurity is that the ativities and the visions of nodes at the MAC layerare limited to their neighborhood due to the radio medium nature. Thus, theprevention of greedy behaviors is an important issue for the MAC layer seu-rity. Currently there are already a lot of propositions [KV05, RHA, CGAH04℄aiming to redue the greedy behaviors on the MAC layer of MANETs.Seurity mehanisms for ad ho routing protools
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• Finally, we need to take into onsideration the attaks that we mentionedas untreated in this thesis. Even though some attaks are di�ult to realizefrom today's point of view, more investigations should be provided to them tofae the most ritial senarios that ould take plae in the future, sine alltheoretial attak senarios tend to beome pratial attaks sooner or later.Therefore, preparing for the worst will always give us an additional safetymargin.
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