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Abstract

In this thesis, we present an axis of research where non-cooperative game theory is applied as
a framework to model and analyze selfish and malicious behaviors in wireless networks. More

specifically, the following selfish and malicious behaviors are systematically studied:

e Selfish behaviors

— MAC layer selfish behaviors in IEEE 802.11 wireless networks
— Non-cooperative power and rate control in IEEE 802.11 wireless networks

— Cooperative relaying in wireless networks with selfish users
e Malicious behaviors and defense strategies

— Intrusion detection in heterogenous networks
— Jamming attacks in wireless networks and defense strategy

— Multihop routing amid malicious attackers in wireless networks

By employing non-cooperative game theory as a line of research, for each selfish/malicious
behavior, we formulate the corresponding non-cooperative game in the specific context of that
problem. The resulting Nash equilibrium (NE) is then derived, followed by an analysis on the key
properties of the game solution, i.e., the existence, uniqueness of the NE, the convergence to the
NE and the efficiency of the system at the NE. Concerning selfish behaviors, this analysis serves
as foundations for the further design of incentive-compatible protocols and pricing mechanisms
to fill the gap between the inefficient NE and the global optimal or quasi-optimal point. In the
study of malicious behaviors, this analysis leads to the development and validation of new defense
mechanisms seeking to eliminate the unfavorable NE from the defender’s perspective if multiple
NEs exist and limit the damage caused by malicious attackers at the remaining NE.

The first part of the thesis is dedicated to selfish behaviors and defense strategies. We start
by addressing the selfish MAC layer behavior in IEEE 802.11 networks where each node can
configure its contention window value to maximize its payoff. By establishing a non-cooperative
game theoretic model and analyzing the derived solution of the game, we show that selfishness does
not always lead to network collapse. On the contrary, selfishness can help the network operate at
an equilibrium which is glomal optimal or quasi-optimal under the condition that players are long
sighted and follow the TIT-FOR-TAT (TFT) strategy. We then present a game theoretic study
on the power and rate control problem in IEEE 802.11 WLANSs where network participants choose
appropriate transmission power and data rate in a selfish and non-cooperative way to achieve
maximum throughput with minimum energy consumption. Three specific games are analyzed: the

fixed-rate power control game, the fixed-power rate control game and the joint power rate control
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game. Motivated by the fact that only the last game achieves the social optima at the NE, we
propose a joint power and rate control procedure whose convergence to the NE is demonstrated both
analytically and numerically. Finally, we end this part by addressing the cooperation incentive in
cooperative relaying. A pricing framework is proposed based on the idea of “pay for cooperation”
to encourage the relay nodes to cooperate. By formulating the cooperative relaying under the
proposed pricing framework as a Stackelberg game and deriving the resulting equilibrium of the
game, we demonstrate that in general, a Stackelberg Nash equilibrium is guaranteed to exist.
By numerical experiments, we further show via several typical scenarios that the equilibria are
reasonably efficient.

In the second part of the thesis, we extend our efforts to malicious behaviors. We set out by
providing a game-theoretic framework on the network intrusion detection problem in heterogenous
environments where network nodes possess different security assets. Under the framework, we
derive the expected behaviors of malicious attackers and the optimal strategy of the defenders.
We also provide two case studies to illustrate how our game theoretic framework can be applied
to configure the intrusion detection strategies in wireless networks. We then focus on jamming, a
easily mountable attack with detrimental effects on the victim wireless network. Motivated by the
high energy-consuming nature of jamming, we propose our defense strategy to defeat the jammer
by draining its energy as fast as possible. To gain an in-depth insight on the jamming and to eval-
uate the proposed defense strategy, we model the interaction between the jammer and the victim
network as a non-cooperative game which is proven to admit two equilibria. We demonstrated
mathematically that the propose defense strategy can eliminate the undesirable equilibrium from
the network’s point of view and increase the energy dispense of the jammer at the other equi-
librium without degrading the network performance. To incorporate the specific constraints of
wireless networks, we develop a distributed update mechanism for players to adjust their strategies
to converge to the equilibrium based on only observable channel information. Finally, we address
the challenging task of routing amid malicious attackers in multihop wireless networks with unreli-
able links. We formulate the multipath routing problem as specific optimization problems. Game
theoretic tools are employed to solve the problem and derive heuristic algorithms to compute the
optimal path set with polynomial time complexity. As another contribution, we establish the rela-
tionship between the security risk and worst-case route availability, which gives the theoretic limit

of node-disjoint multipath routing in multihop wireless networks.



Résumé

1 Introduction

1.1 Contexte et motivation

Les réseaux sans fil ont connu un succes sans précédent ces deux dernieres
décennies grace a la prolifération des dispositifs sans fil peu cotliteux et large-
ment disponibles. Avec une telle croissance explosive, le paradigme traditionnel
de réseaux fixes centralisés ne peut plus satisfaire les exigences accrues dans le
contexte des réseaux sans fil. Ces exigences posent de nouveaux défis sur le controle
et la gestion de réseaux. Par conséquent, de nombreuse nouvelles architectures et
techniques ont été proposées ou raffinées au cours des dernieres années pour rendre
I’acces de réseaux plus ouvert et flexible, 1'usage de spectre plus efficace. Parmi eux,
les réseaux locaux sans fil (IEEE 802.11 WLANSs) fournissent une fagon efficace
d’accéder a Internet a faible cout via les hotspots dans des zones publiques comme
les bibliotheques, les aéroports, les hotels, etc. Les réseaux ad hoc mobiles (MA-
NETSs) étendent la connexion sans fil aux scénarios multi-sauts par un ensemble
de noeuds mobiles sans infrastructure. La transmission coopérative au niveau des
physique (PHY) et/ou MAC (Medium Access Control) offre une opportunité aux

utilisateurs de coopérer I'un avec 'autre pour améliorer la performance du réseau



en terme de capacité du canal, de consommation d’énergie et de délai de livraison
de paquet.

Dans de tels environnements ouverts, dynamiques et distribués, comme les réseaux
sans fil, la sécurité est d’importance cruciale.

D’une part, les réseaux sans fil d’aujourd’hui deviennent de plus en plus ou-
verts, avec des participants appartenant a différentes autorités. Par conséquent,
les noeuds du réseau ont tendance a se comporter égoistement en maximisant leur
propre utilité. Dans ce contexte, les questions centrales sont : comment les comporte-
ments égoistes des noeuds influencent-ils la performance du réseau? Paralysent-ils
le réseau? Si oui, comment éviter un tel effondrement et encourager les noeuds
égoistes a coopérer 7 Malgré les nombreux travaux existants, les réponses aux ques-
tions posées sont loin d’étre résolues et certaines restent ouvertes, surtout pour les
couches PHY et MAC, sur lesquelles nos travaux se focalisent. Nous pensons qu’une
étude profonde sur ces problemes fondamentaux peut avoir un impact important
sur la conception des réseaux sans fil modernes.

D’autre part, les caractéristiques uniques des réseaux sans fil d’aujourd’hui (ar-
chitecture distribuée et dynamique, nature “broadcast” du médium, contraintes de
ressource strictes des dispositifs sans fil) les rendent extrémement attrayants et
vulnérables aux attaques malveillantes, e.g., I'attaque par brouillage (“jamming”),
la manipulation des informations de routage, 'attaque “wormhole”, etc. Dans cette
optique, nous arguons que des efforts significatifs devraient étre dirigés sur les points
suivants

— la caractérisation et I'analyse des comportements malicieux avec un modele

quantitatif bien établi incorporant les caractéristiques spécifiques des réseaux



sans fil ;

— la conception de mécanismes de défense basés sur les résultats analytiques.

1.2 Meéthodologie de la these

L’objectif de cette these est, d'une part, de caractériser et analyser les com-
portements égoistes et malveillants dans les réseaux sans fil, et, d’autre part, de
concevoir et développer les protocoles efficaces en se basant sur les résultats ob-
tenus pour lutter contre ces comportements. A cet égard, nous introduisons dans
cette these un axe de recherche ou la théorie des jeux non-coopératifs est appliquée
de maniere systématique pour modéliser les comportements égoistes et malveillants.
Notre motivation de s’attaquer aux problemes de sécurité des réseaux sans fil en
employant une approche basée sur la théorie des jeux (non-coopératifs) est triple :

— la théorie des jeux est un puissant instrument pour étudier les interactions

des agents ayant des objectifs mutuellement conflictuels, par exemple, les in-
teractions entre des noeuds égoistes et les interactions entre des attaquants
malveillants & un coté, et des défenseurs ou le réseau victime a 'autre coté;

— la théorie des jeux non-coopératifs peut modéliser les caractéristiques et les

contraintes des réseaux sans fil comme le manque de “feed-back” du réseau
et/ou le manque de coordination; en fait, dans de tels environnements, les
comportements non-coopératifs sont beaucoup plus robustes et plus adaptés
que le controle coopératif centralisé, qui est souvent tres cotiteux voire impos-
sible a implementer dans certains cas;

— la théorie des jeux peut servir d’un outil de validation pour évaluer les solu-

tions proposées.



De maniere naturelle, la these est divisée en deux parties, respectivement dédiées
aux comportements égoistes d'une part, et aux comportements malveillants d’autre
part. Dans la suite de cette sous section, sans entrer dans les détails, nous donnons
un aperc¢u de la méthodologie employée dans les deux parties.

Dans la premiere partie, on considere des scénarios non-coopératifs ou chaque
noeud égoiste choisit sa stratégie pour maximiser sa propre utilité de maniere
égoiste. Dans un tel jeu, notre tache centrale est de déduire et caractériser 1’équilibre
de Nash (NE) ou aucun joueur n’a intérét a modifier son comportement de fagon
unilatérale. Les études sur l'existence, l'unicité et l'efficacité du NE nous per-
mettent de préciser la structure intrinseque des comportements égoistes. Si le NE ne
coincide pas aux optimums sociaux ou l'utilité globale du réseau est maximisée, des
mécanismes d’incitation comme la tarification et la stratégie TIT-FOR-TAT (TFT)
sont alors proposés pour développer des algorithmes distribués orientant les noeuds
égoistes vers les optimums globaux, tout en incorporant les contraintes spécifiques
imposées par les réseaux sans fil.

Dans la deuxiéme partie, les jeux non-coopératifs de deux personnes (“two-
person non-cooperative game”) sont formulés entre les attaquants malveillant d’un
coté, cherchant a maximiser les dommages provoqués dans le réseau victime, et
les défenseurs ou le réseau victime de I'autre coté, cherchant & minimiser les dom-
mages. Les travaux avec ces modeles de théorie des jeux nous fournissent un cadre
quantitatif pour prédire des stratégies d’attaquants au NE et guider la conception
et la validation des mécanismes de défense qui a pour l'objectif d’éliminer les NEs
défavorables pour les défenseur s’il en existe plusieurs et de limiter les dommages

provoqués par les attaquants a I’équilibre restant.



En résumé, cette these aborde un theme pluridisciplinaire en reliant le do-
maine des réseaux sans fil aux systemes distribués, a la sécurité, a la modélisation
mathématique et a I’économie. Des techniques d’optimisation concave et non-concave
sont appliquées pour résoudre les problemes formulés et analyser les propriétés
structurelles des solutions et les compromis correspondants. L’analyse de systemes
dynamiques et les méthodes de calcul distribuées sont employées pour examiner
la convergence et la stabilité des mécanismes et algorithmes proposés. Les outils
économiques comme la tarification jouent un role essentiel pour développer des
mécanismes qui ont pour objectif d’inciter les noeuds égoistes a coopérer et orienter
I’équilibre du jeu dans la direction voulue. En effet, nos travaux dans cette these
peuvent étre considérés comme une application de différents outils et méthodes
spécifiques dans de différentes disciplines sous le parapluie de la théorie des jeux

non-coopératifs pour traiter un probleme pluridisciplinaire.

1.3 Contributions et plan de la these

Nos contributions dans cette these portent sur :

— la modélisation et I’analyse théorique des comportements égoistes et malicieux
en utilisant la théorie des jeux non-coopératifs ;

— la conception et la validation des protocoles et mécanismes basés sur les
résultats théoriques et les techniques des simulations afin de répondre aux
exigences posées dans Section 1.1.

Plus spécifiquement, nous prenons en compte les comportements égoistes et

malveillent suivants dans le cadre de la théorie des jeux non-coopératifs :

— les comportements égoistes



— les comportements égoistes au niveau de MAC dans les réseaux sans fil
IEEE 802.11,

— le controle de puissance et débit non-coopératif dans les réseaux IEEE
802.11,

— les relais coopératif dans les réseaux sans fil avec des noeuds égoistes ;

— les comportements malveillant

— la détection d’intrusion dans les réseaux hétérogenes,

— l'attaque par jamming dans les réseaux sans fil et la stratégie de défense,

— le routage multi-chemins parmi les attaquants malveillant pour les réseaux
sans fil.

La figure suivante illustre la structure de cette these.

Les résultats principaux de cette these sont présentés dans les chapitres 2-7. Nous
adoptons une structure modulaire pour présenter les résultats : les chapitres sont
arrangés comme des modules indépendants, chacun dédié a un theme spécifique
mentionné ci-dessus. Plus précisément, chaque chapitre a sa propre introduction
et conclusion, décrit le travail lié et 'importance des résultats dans le contexte
spécifique du chapitre. Enfin, une conclusion (Chapitre 8) retrace les points essen-
tiels de cette these, et présente plusieurs pistes de recherche prospectives dans le

prolongement de nos travaux.
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2 Comportements égoistes au niveau de MAC

dans les réseaux sans fil IEEE 802.11

Pour les réseaux sans fil ou le canal de communication est partagé par tous
les participants du réseau, le controle d’acces au médium (MAC) joue un role clé
dans la coordination de la transmission et détermine les propriétés de transmission
de données les plus fondamentales, comme 1’équité, 'optimalité et la stabilité. Au
cours des dernieres années, avec le développement explosif des infrastructures sans
fil basées sur le norme IEEE 802.11, IEEE 802.11 DCF (Distributed Coordination
Function) est devenu I'un des protocoles les plus populaires de la couche MAC pour
les réseaux sans fil. Pour garantir un usage efficace et équitable du canal sans fil
entre les participants du réseau, IEEE 802.11 DCF exige que tous les participants
respectent ses regles. Cependant, cette hypothese n’est pas toujours valide, surtout
dans les environnements ouverts d’aujourd’hui ou les utilisateurs du réseau n’appar-
tiennent pas a la méme autorité. De plus, les interfaces de réseau deviennent de plus
en plus programmables, ce qui permet a un utilisateur égoiste de facilement modi-
fier 'interface sans fil pour maximiser son propre utilité. Dans cette circonstance,
une question naturelle mais cruciale est quelle est la performance d’'IEEE 802.11
DCF si tous les participants du réseau sont égoistes. Le réseau peut-t-il survivre ou
s’effondre-t-il ?

Le chapitre 2 se focalise sur la question posée en modélisant IEEE 802.11 DCF
comme un jeu non-coopératif multi-étaps et en étudiant la performance du réseau
au NE. Nos résultats principaux sont les suivants :

— dans les réseaux sans fil uni-saut, 1’égoisme ne cause pas toujours 'effondre-



ment du réseau ; au contraire, il peut aider le réseau a opérer a un NE efficace
qui est aussi le point optimal, ce a condition que les joueurs aient une vision
a long terme et suivent la stratégie TIT-FOR-TAT (une stratégies considérée
comme une des meilleures dans les environnements non-coopératifs) ;

— nous proposons un algorithme simple pour approcher le NE efficace.

— dans le cas multi-sauts, sous la méme condition, le réseau opere a un NE
qui n’est pas nécessairement le point optimal ; mais nous montrons via des
résultats numériques que ce NE est quasi-optimal dans le sens ou l'utilité
globale est seulement légerement inférieure a celle du point optimal.

En plus, le modele établi dans le chapitre 2 est un cadre générique qui peut

étre étendu pour étudier d’autres comportements égoistes en redéfinissant ou en

adaptant les fonctions d’utilité.

3 Controle de puissance et débit non-coopératif

distribué dans les réseaux IEEE 802.11

Dans les réseaux sans fil d’aujourd’hui, la plupart des noeuds du réseau, comme
des portables et PDAs, sont alimentés par la batterie et ainsi limités dans leurs
réserves d’énergies. Dongc, il est important pour les noeuds égoistes d’adopter la
stratégie de transmission la plus efficace en terme d’énergie. Dans le chapitre 3, nous
nous intéressons aux comportements égoistes dans les réseaux sans fil IEEE 802.11
ou chaque participant du réseau configure sa puissance et débit de transmission
de fagon non-coopérative pour maximiser son propre débit tout en minimisant sa

consommation d’énergie.



Le probleme de controle de puissance et débit a été largement abordé dans les
réseaux cellulaires tant du point de vue de I'optimisation que delui de la théorie des
jeux. Cependant, dans le contexte des réseaux sans fil IEEE 802.11 ou l'acces au
médium est basé sur la contention, le probleme de controle de puissance et débit
est radicalement différent du fait des raisons suivantes :

— dans les réseaux cellulaires, la transmission d'un noeud interfere de celles des
autres, mais les réseaux sans fil IEEE 802.11 WLANs ! sont des environne-
ments sans interférence (explicite) dans le sens ou il n’y a aucune interférence
pendant une transmission réussie.

— En revanche, 'acces au médium basé sur la contention crée une caractéristique
importante que nous 'appelons [’interférence de débit qui n’existe pas dans
les réseaux cellulaires. Le débit de transmission (a la couche PHY') d’un noeud
détermine non seulement son propre débit (au niveau de MAC), mais influence
aussi les débits des autres noeuds dans le méme réseau.

Il y a donc un besoin d’un modele quantitatif pour le controle de puissance et
débit dans de tels environnements. Dans le chapitre 3, nous adressons ce besoin
en établissant un cadre quantitatif de la théorie des jeux pour ce probleme, dans
lequel nous étudions trois jeux spécifiques : le jeu de controle de puissance avec
le débit fixe (Gype), le jeu de controle de débit avec la puissance fixe (Gygrc)
et le jeu de controle de puissance et débit conjoint (Gysprc). Les deux premiers
jeux correspondent respectivement aux problemes de controle de puissance et ce
d’adaptation de débit classiques. Dans le troisieme jeu, nous traitons le cas général

ol les noeuds peuvent configurer tant leur puissance de transmission que leur débit.

1. Dans cette these, nous considérons le cas uni-saut et uni-canal.
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Nous nous intéressons dans nos études plus particulierement aux problemes sui-
vants : existe-t-il des NEs dans les trois jeux formulés ? Si oui, est-t-il unique, et les
joueurs peuvent-ils converger vers le NE 7 Le NE est-il efficace ? Si non, comment
améliorer son efficacité?

Nos contributions sont les suivantes :

— nous établissons un modele du controle de puissance et débit pour les réseaux
sans fil IEEE 802.11 en se basant sur la théorie des jeux non-coopératifs et
caractérisons l'existence, I'unicité, l'efficacité et la convergence du NE. Dans
Gnre ol le NE n’est pas optimal, nous proposons un mécanisme de tarification
pour améliorer son efficacité.

— nous développons un algorithme du controle de puissance et débit conjoint
pour approcher le NE du jeu Gy jpre, dont lefficacité est prouvée (i.e., la NE
de Gnspre est aussi le point optimal). L’algorithme proposé est distribué et
peut étre incorporé facilement dans le protocole MAC de IEEE 802.11.

En outre, nous montrons dans ce contexte que donner plus de flexibilité dans

la configuration des parametres aux joueurs non-coopératifs peut en effet guider le

systeme vers le point optimal plutot que causer 'effondrement du systeme.

4 Relais coopératifs dans les réseaux sans fil avec

des noeuds égoistes

Les relais coopératifs ont émergé au cours des dernieres années comme une
technique importante pour les réseaux sans fil avec des liens instables. Les relais

coopératifs profitent de la caractéristique de diffusion du médium sans fil et four-
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nissent la diversité supplémentaire contre le “link outages” (provoqué, par exemple,
par le “fading” dynamique ou l'effet d’ombres) en autorisant des noeuds voisins
entendant une transmission a relayer le paquet entendu a sa destination. De nom-
breuses méthodes de coopération ont été proposées dans la littérature. Parmi celle
proposées dans le cas d’uni-relayeur, les mécanismes “décode-et-envoie” (decode-
and-forward) et la coopération codée (coded cooperation) ou le relayeur ajoute les
codes correcteurs d’erreurs au paquet entendu. Les idées ci-dessus ont été étendues
et adaptées aux transmissions coopératives dans le cas de multi-relayeurs, ou le
récepteur décode les données en combinant les signaux relayés recus sur différents
sous-canaux séparés multiplexés, ou sur le méme sous-canal avec des antennes de
réception multiples utilisant des codes espace-temps.

Cependant, pratiquement touts les travaux existants traitent ce sujet de la
perspective d’optimisation, supposant simplement que les noeuds relayeurs sont
altruistes et ignorent le besoin d’incitation de coopération. Cette hypothese n’est
clairement pas valide dans les réseaux avec des noeuds égoistes, qui ne veulent pas
relayer les paquets pour d’autres tout en dépensant ses propres énergies. Dans cette
optique, il est impératif de s’attaquer au probleme suivant : comment fournir une
incitation aux noeuds relayeurs pour qu’ils participent aux relais coopératifs ?

Motivés par le constat ci-dessus, nous proposons dans le chapitre 4 un cadre
de tarification basé sur l'idée de “payer pour la coopération” a fin d’encoura-
ger la coopération des noeuds relayeurs dans les réseaux sans fil composés des
noeuds égoistes. Dans le cadre proposé, chaque flux (correspondant a une paire de
destination-source) offre un paiement pour chaque paquet arrivé a sa destination

avec succes, qui est partagé de la facon équitable parmi tous les noeuds coopératifs
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qui ont participé dans la retransmission de ce paquet. Dans nos études, 1'utilité
d’un noeud relayeur est défini comme sa part de paiement re¢u moins sa propre
dépense de la coopération (par exemple, en terme d’énergie dépensée pour la trans-
mission). Pour un flux, son utilité est la différence entre sa récompense, définie par
une fonction concave générique du taux de livraison de paquet, et le paiement payé
aux noeuds relayeurs. Nous modélisons les interactions entre les flux et les noeuds
relayeurs comme un jeu de Stackelberg, dans lequel les noeuds relayeurs sont les

2 et les flux sont

suiveurs qui réagissent en fonction de paiement mis par les flux
les leadeurs qui choisissent le paiement pour maximiser leur propre utilité tout en
anticipant les réponses des suiveurs au NE.

Dans le chapitre 4, nous présentons une étude systématique et détaillée du jeu
de Stackelberg formulé et les propriétés d’équilibres du jeu. Plus précisément, nous
montrons que le jeu de suiveurs admet deux types d’équilibres :

— I’équilibre symétrique ou tous les noeuds relayeurs jouent la méme stratégie

(c’est-a~dire cooperent avec le méme sous-ensemble de flux),
— I’équilibre de bordure ou chaque noeud relayeur est completement dédié a un
seul flux.
Nous montrons aussi que I’équilibre symétrique est unique. En suite, nous établissons
que, de la perspective des leaders, 'existence d’un équilibre de Stackelberg n’est
pas garantie si les suiveurs jouent I’équilibre de bordure. En revanche I'existence est

toujours garantie si les suiveurs jouent 1’équilibre symétrique. Nous soulignons que

ces propriétés et structures des équilibres se distinguent radicalement des autres

2. C’est-a-dire, chaque noeud relayeur choisit quel flux ou quel sous-ensemble de flux pour les
quels il coopere afin de maximiser son utilité, étant donné le paiement offert par chaque flux et
les actions de ses pairs en concurrence.
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mécanismes de tarification proposés dans la littérature. Nous présentons a la fin du
chapitre une étude numérique pour plusieurs scénarios typiques, dont les résultats de
simulations montrent que le cadre de tarification proposé permet au réseau d’opérer

sur un équilibre raisonnablement efficace.

5 Détection d’intrusion dans les réseaux hétérogenes

Les réseaux d’aujourd’hui, surtout les réseaux sans fil, deviennent de plus en
plus dynamiques, distribués et hétérogenes, ce qui augmente significativement les
risques de sécurité en rendant le controle et I’administration de réseaux beaucoup
plus complexes et sophistiqués que jamais. Par conséquent, les réseaux sont beau-
coup plus vulnérables aux différentes attaques comme l'inondation de SYN dans
TCP, SSPing et le déni de service (DoS), etc. Les années dernieres ont été témoins
d’une augmentation significative des attaques et des dommages résultants. Dans un
tel contexte, les systemes de détection d’intrusion (IDS) sont largement déployés
comme une ligne de défense complémentaire aux approches de sécurité classiques
visant a supprimer les vulnérabilités.

Dans presque tous les réseaux contemporains, les noeuds du réseau (les cibles du
point de vue des attaquants) ont normalement des niveaux de sensibilité différents
ou, autrement dit, possedent de différentes valeurs de sécurité selon leurs roles et
les données qu’ils possedent. C’est-a-dire, les réseaux sont dans beaucoup de cas
hétérogenes en terme de sécurité. Certaines cibles sont plus “attrayantes” aux at-
taquants que d’autres, par exemple, les serveurs contenant des données sensibles

et confidentielles, les noeuds de haute hiérarchie dans les réseaux militaires, - - -,
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etc. Ces cibles sont aussi mieux protégées et ainsi plus difficiles et cotteuses d’at-
taquer. Dans de tels environnements hétérogenes, deux questions naturelles mais
cruciales sont les suivantes : Quelles sont les comportements attendus d’attaquants
rationnels 7 Quelle est la stratégie optimale des défenseurs (IDSs) ?

Dans ce chapitre, nous nous intéressons aux questions posées ci-dessus en développant
un modele du probleme de détection d’intrusion dans les réseaux hétérogenes basé
sur la théorie des jeux non-coopératifs, analysant 1’équilibre du jeu et investiguant
les implications derriere les résultats analytiques. La stratégie optimale pour les
défenseurs est en suite déduite. Des directives pour la conception et le déploiement
d’IDSs sont déduites de cette stratégie optimale. Nos résultats dans ce chapitre
sont génériques. Aucun contexte spécifique ni d’attaques ni de réseaux n’est sup-
posé dans nos analyses. Cependant, le modele établi dans ce chapitre est parti-
culierement adapté aux réseaux sans fil ol les interactions entre les attaquants et
les défenseurs sont beaucoup plus complexes que dans les réseaux traditionnels fixes
et, par conséquent, la stratégie optimale pour les défenseurs représente un compro-
mis de plusieurs facteurs différents.

Nos contributions principales de ce chapitre sont les suivantes :

— en modélisant les interactions entre les attaquants et les défenseurs dans un
réseau hétérogene comme un jeu non-coopératif a “somme non nulle”, nous
déduisons les NEs dans différents contextes, ce qui permet de déduire le com-
portement attendu de la part d’attaquants rationnels et caractériser le nombre
minimum d’IDSs nécessaire pour protéger un systeme et la stratégie optimale
pour qu’'un IDS contre efficacement les attaquants ; la modélisation est validée

par des résultats de simulation ;
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— nous effectuons deux études de cas pour illustrer comment notre modele peut
étre appliqué dans les réseaux sans fil pour configurer les IDSs via des scénarios
réalistes ;

En résumé, le modele établi dans ce chapitre peut servir de méthodologie pour

guider la conception et la validation d’IDSs dans les réseaux hétérogenes.

6 Attaque par jamming dans les réseaux sans fil

et la stratégie de défense

Dans ce chapitre, nous nous intéressons a ’attaque par brouillage, aussi appelé
I’attaque par jamming, une attaque facilement montable qui a un effet néfaste sur le
réseau victime. L’attaque par jamming est une attaque malveillante dont 1'objectif
est de bloquer la communication du réseau victime en provoquant intentionnelle-
ment des interférences ou collisions avec les transmission légitimes. Souvent lancée
aux niveaux PHY et MAC, l'attaque par jamming n’exige aucun matériel spécial
et peut pratiquement paralyser n’importe quel réseau sans fil.

Les stratégies de défense contre I'attaque par jamming existants dans la littérature
consistent principalement a reculer devant I'attaquant (jammer) apres la détection
du jamming ou ré-acheminer le trafic pour contourner la zone dont les communi-
cations sont bloquées par I'attaquant. Un inconvénient de ces solutions est qu’elles
exigent la capacité du saut de fréquences ou une mobilité suffisante des noeuds afin
d’éviter d’affronter I'attaquant. Cette exigence peut étre cotiteuse ou méme irréaliste
a implémenter dans certains cas comme les réseaux sans fil IEEE 802.11 avec un

seul canal. En plus, leur efficacité peut étre significativement réduite si ’attaque est
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stratégique, par exemple, le retraite et le ré-acheminement de trafic sont beaucoup
moins efficaces si 'attaquant continue a bouger d’'une maniere imprévisible.

Motivés par ce constat, nous traitons le probleme sous un autre angle. Nous
basons nos analyses sur I'observation que bien quun paquet tres court est suffisant
pour brouiller une transmission légitime, la transmission des paquets continuelle-
ment pour bloquer la communication du réseau victime épuise rapidement 1’énergie
de 'attaquant qui est souvent alimenté par la batterie. Par conséquent, un attaquant
dont la batterie est limitée n’arrive jamais a bloquer le réseau de victime pour une
longue période. Ceci est surtout vrai dans le cas ou la configuration de I'attaquant
est restreinte a celle d’'un noeud ordinaire du réseau avec une ressource limitée en
terme d’énergie, comme un portable et PDA. Etant donné les arguments ci-dessus,
une stratégie de défense alternative contre 'attaque par jamming est de lutter ac-
tivement contre 'attaquant face a face en épuisant son énergie le plus rapidement
possible.

Suivant cette ligne de défense, nous conduisons notre analyse dans ce chapitre
comme suit. D’abord, nous formulons I'attaque par jamming comme un probléeme
d’optimisation pour l'attaquant dont le but est de bloquer la communication du
réseau victime le plus longue temps possible sous sa contrainte d’énergie. A cette
fin, 'attaquant controle la probabilité de la transmission de paquets de jamming
pour chercher un compromis entre augmenter la probabilité de blocage et limiter
la dépense d’énergie. Au coté du réseau victime, chaque noeud adapte ses proba-
bilité d’acces au canal pour maximiser sa propre utilité sous 'attaque jamming.
Nous modélisons les interactions entre 'attaquant et le réseau de victime comme

un jeu non-coopératif G. Nous montrons que G admet deux NEs et a un d’entre
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eux, l'attaquant peut paralyser le réseau avec peu de dépense d’énergie. Pour éviter
cette NE inefficace de la perspective du réseau victime, nous proposons ensuite une
stratégie de défense contre 'attaque par jamming en introduisant I’anti-jammer, un
noeud spécial dont le role est d’épuiser 1’énergie de 'attaquant. Pour accomplir son
but, I'anti-jammer configure la probabilité de la transmission des paquets d’appat
pour pousser 'attaquant a émettre des paquets de jamming. Nous formulons alors
le nouveau jeu de jamming G’ en présence de I'anti-jammer et montrons que G’
admet un NE unique. A cet équilibre, si 'anti-jammer choisit sa stratégie judicieu-
sement, 1'utilité de réseau reste le méme que celle dans GG, mais la dépense d’énergie
de la part de l'attaquant augmente significativement. La stratégie proposée peut
éliminer le NE défavorable pour le réseau (le NE inefficace dans G) et augmen-
ter la dépense d’énergie de 'attaquant au NE restant (I'unique NE dans G’) sans
dégrader la performance du réseau. Ensuite, nous examinons la dynamique de G’
en développant les mécanismes distribués avec lesquels 'anti-jammer et les noeuds
du réseau calculent leurs stratégies de transmission en se basant sur seulement sur
les informations de canal observables. Les résultats analytiques sont confirmés par
les simulations que nous effectuons, qui démontrent l'efficacité de la stratégie de

défense proposée.

7 Routage multi-chemins parmi les attaquants ma-

licieux pour les réseaux sans fil

Les réseaux sans fil actuels se caractérisent de plus en plus par la présence des

attaquants malveillant et les liens instables. Il s’avere donc important de développer
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des algorithmes de routage adaptés a ces environnements, tout en satisfaisant les
exigences suivantes : d’un coté, le chemin le plus sécurisé doit étre choisi tel que
la probabilité qu'un paquet soit compromis par les attaquants est minimisée. De
I’autre coté, étant donné l'instabilité des liens sans fil, le chemin le plus fiable doit
étre choisi tel que la probabilité qu'un paquet arrive a sa destination est maximisée.

Une approche naturelle est d’utiliser des chemins multiples pour augmenter la
robustesse et la résilience aux attaques malveillantes et la non fiabilité des liens.
Cependant, comment choisir les chemins a la fois sécurisés et fiables parmi les
candidats d’ordre exponentiel et comment distribuer le trafic parmi eux restent un
probleme difficile mais crucial.

Dans ce chapitre, nous abordons le probleme du routage multi-chemins dans les
réseaux sans fil en nous focalisant sur deux métriques : la sécurité et la fiabilité.
Nous commencons par le cas ou il y a seulement un attaquant et puis étendons nos
études au cas ou il y plusieurs attaquants.

Nous concentrons d’abord au routage multi-chemins minimisant le risque de
sécurité, c’est-a-dire, la probabilité qu'un paquet soit capturé par I'attaquant, étant
donné que 'attaquant fait tous ses efforts pour maximiser cette probabilité. Nous
modélisons ce probleme de routage multi-chemins comme un probleme de mini-
maximisation et le formulons ensuite comme un probleme de flux maximum dans
un réseaux avec perte (“lossy network”). Nous déduisons un algorithme de rou-
tage multi-chemins pour résoudre le probleme de mini-maximisation en temps po-
lynomial.

Bien que la solution obtenue consiste en I’ensemble des chemins les plus sécurisés,

ce qui est essentiel pour les applications sensibles en terme de sécurité, la fiabilité des
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chemins, définie par la probabilité qu'un paquet arrive a sa destination, est autant
importante, et ne peut absolument pas étre ignorée, surtout dans les réseaux sans
fil ou les liens sont instables. Dans cette optique, nous étudions le routage multi-
chemins maximiser la disponibilité, étant donné que ’attaquant fait tous ses efforts
pour minimiser cette probabilité. En constatant que ce probleme ne peut pas étre
résolu en temps polynomial, nous proposons un algorithme de routage heuristique
pour calculer ’ensemble de chemins de la fagon la plus optimale possible en temps
polynomial.

Ensuite, nous étendons nos analyses pour investiguer le probleme suivant : com-
ment trouver un compromis entre la sécurité du chemin et la fiabilité du chemin.
Dans cette perspective, nous déduisons un algorithme de routage pour maximiser la
fiabilité tout en limitant le risque de sécurité sous un seuil donné. De plus, en guise
de limite théorique du routage multi-chemins avec des noeuds disjonctifs (c’est-a-
dire, aucun noeud n’appartient a plus d’un chemin), nous établissons la relation
entre la disponibilité de chemin dans le pire cas a* et le risque de sécurité »* comme
suit :

a* S T*<|Pnd| o 1)’

ot [P™4| dénote le nombre maximal de chemins avec des noeuds disjonctifs dans le
réseaul.

A la fin du chapitre, nous évaluons la performance des algorithmes de routage
multi-chemins proposés par des simulations. Les résultats montrent une bonne per-

formance dans le pire cas en terme de la sécurité et la fiabilité.
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8 Protocoles de synchronisation sécurisés pour

les réseaux sans fil

L’implémentation de certains des protocoles proposés dans ma these nécessite
un protocole de synchronisation entre les nuds du réseau. Ce protocole doit étre
lui-méme sécurisé. Nous avons donc proposé a la fin de cette these (dans 'annexe)
une suite de protocoles de synchronisation “scalable” et sécurisés pour les réseaux
sans fil. Les performances des protocoles proposés ont été analysées théoriquement

et évaluées par simulation.

9 Conclusion et perspectives

Les réseaux sans fil ont connu un succes sans précédent ces deux dernieres
décennies grace a la prolifération des dispositifs sans fil peu cotteux et largement
disponibles. Avec une telle croissance explosive, les réseaux sans fil daujourdhui
deviennent de plus en plus ouverts, dynamiques et hétérogenes, ce qui pose de
nouveaux problemes de sécurité.

Dans cette these, nous introduisons un axe de recherche ou la théorie des jeux
non-coopératifs est appliquée comme un outil systématique pour modéliser les com-
portements égoistes et malveillants dans les réseaux sans fil. Nos contributions
majeures portent sur, d'une part, la modélisation des comportements égoistes et
malveillants dans les réseaux sans fil, et, d’autre part, la conception des protocoles
efficaces pour lutter contre ces comportements.

Cette these consiste en deux parties, respectivement dédiées aux comportements
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égoistes et malveillants :

— la premiere partie est consacrée aux comportements égoistes, avec le chapitre 2
adressant les comportements égoistes a la couche MAC dans les réseaux sans
fil IEEE 802.11, le chapitre 3 se focalisant sur le controle non-coopératif de
puissance et débit dans les réseaux IEEE 802.11, le chapitre 4 proposant un
cadre de tarification pour les relais coopératifs dans les réseaux sans fil avec
des noeuds égoistes ; dans ces problemes d’allocation de ressources, nous avons
étudié 'impact des comportement égoistes sur la performance du réseau ; dans
le cas ou le NE déduit est inefficace, nous avons développé et analysé des pro-
tocoles d’incitation et des mécanismes de tarification spécifiques pour orienter
le NE inefficace vers le point optimal ou quasi-optimal ;

— la deuxieme partie est dédiée aux comportements malveillants, avec le cha-
pitre 5 établissant un modele générique pour la détection d’intrusion dans
les réseaux hétérogenes, le chapitre 6 analysant ’attaque par jamming dans
les réseaux sans fil et proposant une stratégie de défense active, le chapitre 7
s’attaquant au probleme du routage multi-chemins parmi les attaquants mal-
veillants pour les réseaux sans fil ; dans ces problemes de sécurité, nous avons
appliqué la théorie des jeux pour analyser les comportements attendus des
attaquants malveillant, pour développer et valider des stratégies de défense
proposées permettant de limiter les dommages provoqués par les attaquants.

Les travaux réalisés dans cette these ouvrent la voie & de nouvelles recherches.
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9.1 Controle non-coopératif de puissance, débit et MAC
conjoint dans les réseaux sans fil

Les chapitre 2 et 3 se focalisent respectivement sur les comportements égoistes
ou les joueurs peuvent configurer leur valeurs de fenétre de contention (CW) et la
puissance et le débit de transmission. Une extension naturelle élaborant le probleme
du controle non-coopératif de puissance, débit et MAC conjoint ouvrirait une nou-
velle dimension de recherche. En particulier, il serait intéressant d’examiner si les
résultats des chapitre 2 et 3 restent valides dans ce nouveau contexte. Par ailleurs,
dans le cas ol le nouveau jeu admettrait un NE inefficace, comment concevoir les
fonctions de tarification incorporant la probabilité d’acces au médium, la puissance
et le débit de transmission afin d’augmenter 'efficacité de la NE.

Plus profondément, analyser le jeu non-coopératif dans ce contexte nous permet-
trait de développer les protocoles de controle d’acces au médium efficaces couplés
avec le controle de puissance et débit ayant les propriétés suivants :

— convergence et stabilité : le protocole doit converger vers un équilibre stable ;

— optimalité sociale et [’équité : I’équilibre doit étre le point optimal ou quasi-
optimal pour le réseau ou les utilités globales sont partagées entre les partici-
pants équitablement ;

— survivabilité : le protocole doit garantir que les joueurs obéissent aux regles
méme si ils sont égoistes et non-coopératifs ; autrement dit, le protocole lui-
méme consiste en une stratégie qu’aucun joueur n’a intéret de refuser.

A cet égard, comment la théorie des jeux non-coopératifs et nos résultats peuvent

étre appliqués a ’établissement d’'une méthodologie pour la conception de protocoles
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MAC efficaces reste un probleme ouvert.

9.2 Vers un modele de théorie des jeux hybride

Dans nos études de la premiere partie de cette these, tous les joueurs dans le
réseau sont égoistes et vise a maximiser leur propre utilités, souvent aux dépenses
des autres joueurs. Dans un contexte plus général, une question plus ouverte est
quelle est la performance du réseau si certains joueurs sont égoistes, d’autres sont
“responsables socialement” suivant différents degrés. Cette situation pourrait étre
modélisée comme un jeu hybride (coopération et non-coopération) ou les comporte-
ments des joueurs varient de la coopération totale, pour ceux qui sont entierement
altruistes, a la non-coopération pure, pour ceux qui sont égoistes et visent seule-
ment a maximiser leur propre utilité. L’analyse de tels jeux relie la théorie des jeux
coopératifs et non-coopératifs. Caractériser les NEs dans de tels jeux hybrides nous
permettrait d’étudier I'efficacité et la survivabilité des réseaux dans les environne-
ments ouverts et dynamiques. En outre, incorporer les attaquants malveillants dans
de tels jeux hybrides en les modélisant comme des joueurs “non-coopératifs” visant

a paralyser le réseau ouvre une nouvelle dimension de recherche.

9.3 Limitations de la théorie des jeux classique

Dans nos travaux, nous avons suivi la procédure suivante : premierement, nous
avons formulé le probleme comme un jeu non-coopératif et déduit les NEs en utili-
sant principalement la théorie des jeux classique ; ensuite, nous avons incorporé les
limitation de la théorie des jeux classique (par example, la rationalité parfaite) et les

contraintes spécifiques imposées par les réseaux sans fil en investiguant quels sont
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les impacts sur les stratégies des joueurs et comment développer des mécanismes
adaptés aux réseaux sans fil. Par exemple, dans le chapitre 2, la stratégie “Generous
TIT-FOR-TAT” (GTFT) est introduite comme une version tolérante de la stratégie
TET. Avec GTFT, le NE du jeu est plus robuste et plus facile a approcher. Dans
les chapitre 3 et 6, nous avons développer des mécanismes spécifiques permettant
aux joueurs de configurer leurs stratégies en utilisant seulement les informations
observables et vérifiables, sans avoir besoin de connaitre les stratégies des autres.
En plus, la version asynchronisée de ces mécanismes est étudiées car il est parfois
irréaliste de maintenir la synchronisation pour des réseaux sans fil.

Malgré les efforts consacrés a ’adaptation de la théorie des jeux dans les réseaux
sans fil et I’évaluation des impacts de ses limitations sur les résultats obtenus, nous
considerons qu’il reste un probleme crucial et ouvert consistant a étudier des jeux

“non-classiques” et plus dynamiques.

9.4 Remarques finales

La contribution principale de cette these porte sur I’étude des comportements
égoistes et malveillants dans les réseaux sans fil, ou plus généralement, sur les in-
teractions des noeuds du réseau ayant des objectifs mutuellement conflictuels. Bien
que les analyses dans cette these se focalisent sur des problemes spécifiques, de 1’al-
location de ressource sans fil non-coopérative a la détection d’intrusion dans des
réseaux hétérogenes, la méthodologie employée et les résultats obtenus sont ap-
plicables dans d’autres domaines émergents des réseaux modernes et des systemes
distribués bien au-dela de cette these. Etudier la coopération et la sécurité dans ces

domaines émergents est un développement important de cette these et représente
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une voie prometteuse pour la recherche future.
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Chapter 1

Introduction

1.1 Background and Motivation

The last two decades have witnessed an unprecedented success of wireless networks due to the
proliferation of inexpensive, widely available wireless devices. With such an explosive growth, the
traditional paradigm of centralized, fixed networks can no longer satisfy the dramatically increasing
demand for wireless services and connections, which poses imminent challenges on network man-
agement and control. As a consequence, various networking architectures and techniques have been
proposed or refined in recent years to provide more open and flexible network access, more efficient
spectrum usage and better network performance. Among them, IEEE 802.11 WLANSs provide a
cost-effective way of accessing to the Internet via hotspots in public area like libraries, airports,
hotels, etc. Mobile ad hoc networks (MANETS) extend the wireless connection to multi-hop sce-
narios by a set of mobile nodes without centralized architecture or fixed network infrastructure.
Cooperative transmission at the physical (PHY) or medium access control (MAC) layer offers an
opportunity for users to cooperate with each other to get a better performance in terms of channel
capacity, energy consumption and packet delivery delay.

In such open, dynamic and distributed environments as wireless networks, security is a primary
concern (see [BHOT7] for a detailed survey on the security issues in wireless networks).

On one hand, today’s wireless networks are becoming more and more open, with network par-
ticipants belonging to different organizations. Consequently, network nodes may tend to behave
selfishly by maximizing his own benefit. In this context, the central questions are: How the indi-
vidual selfish behaviors influence the network performance? Do they lead to network collapse? If
yes, how to avoid such collapse and encourage the selfish nodes to behave cooperatively? Albeit the
large body of works in existing literature, the answer of the posed questions is far from completion
and some remains open, especially for PHY and MAC layer selfish behaviors which is one of the
focus of this thesis. We believe that an in-depth investigation on the above fundamental problems
will provide insightful guidance for the proper design of modern wireless networks.

On the other hand, the unique characteristics of nowadays wireless networks, such as distributed
and dynamic network architecture, broadcast nature of wireless medium and stringent resource con-
straints of wireless devices, makes them extremely attractive and vulnerable to malicious attacks,
ranging from the easily mountable jamming attacks to the sophisticated manipulation of routing
information. With this recognition, we argue that significant efforts should be directed to, on

one side, characterize and analyze malicious behaviors under a well established quantitative model
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incorporating the specific features of wireless networks, and on the other side, design and refine
defense mechanisms based on the analytical results. This motivates the other facet of our thesis

work.

1.2 Thesis Methodology

The goal of this thesis is to bring forth the understanding of the selfish and malicious behaviors
in wireless networks as well as the design of efficient protocols based on the understanding to cope
with them. To this end, we introduce and present an axis of research where the non-cooperative
game theory is applied as a systematic framework to model and analyze the selfish and malicious
behaviors. The motivation of tackling the security problems in wireless networks from the (non-

cooperative) game theoretic perspective is three-fold:

e Game theory is a powerful tool to model the interactions of decision makers with mutually
conflicting objectives, e.g., the interaction among selfish nodes and that between the malicious

attackers at one side, the defender or the victim network at the other side.

e Non-cooperative game theory can model the features or constraints of wireless networks such
as lack of coordination and network feedback. In fact, in such environments, non-cooperative
behavior is much more robust and scalable than any centralized cooperative control, which

is very expensive or even impossible to implement.

e Game theory can serve as a validation tool to evaluate the proposed solutions.

Naturally, the thesis is divided into two parts, respectively dedicated to selfish and malicious
behaviors. Here, without going into analytical details, we give a overview of the methodology
employed in both parts.

In the first part, the network is considered as a site where each selfish node adjust its strategy
under the non-cooperative paradigm to maximize its own payoff. In such game theoretic studies,
the central issue is to derive and characterize the resulting equilibria, termed as Nash equilibrium
(NE) in game theory, where no one has incentive to deviate unilaterally. Studies on the existence,
uniqueness and the efficiency of NE provide internal structure of the selfish behaviors. If the NE
does not coincide with the social optima, incentive mechanisms such as pricing and the Tit-For-Tat
(TFT) strategy are then employed in the design of distributed algorithms incorporating the specific
features of wireless networks to steer the selfish nodes toward the global optima.

In the second part, two-person non-cooperative games are formulated between the malicious
attackers at one side aiming at maximizing the damage caused to the victim network, and the
defenders or the victim network at the other side aiming at minimizing the damage. Studies
conducted with this game theoretic model provide a quantitative framework to predict attackers
behaviors at the resulting NE and serves as foundations for the design and validation of new defense
mechanisms that seeks to eliminate the unfavorable NE from the defender’s perspective if multiple
NEs exist and limit the damage caused by malicious behaviors at the resulting NE.

In summary, this thesis addresses a topic at the nexus of wireless networking, distributed
system, security, mathematical modeling and economics. Concave and non-concave optimization

techniques are applied solving the formulated optimization problems and analyzing the structural
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properties of the solutions and the correspondent tradeoffs; Dynamical system analysis and dis-
tributed computation methods are employed in the investigation of the convergence and stability
of the proposed algorithms and mechanisms; Economic techniques such as pricing play an essen-
tial role in providing the selfish nodes the incentive to behave socially; In fact, our work in this
thesis can be regarded as the application of various specific tools in different disciplines under the

non-cooperative game theoretic umbrella to address a cross-disciplinary topic.

1.3 Summary of Contributions

Our contributions lie in both the non-cooperative game theoretic modeling and analysis on the
selfish and malicious behaviors and the practical protocol/mechanism design and validation to
address the challenges raised in Section 1.1 upon theoretically grounded measurement, modeling
and simulation techniques. More specifically, we provide a systematic study on the following
pressing selfish /malicious behaviors in wireless networks under the non-cooperative game theoretic

framework:

e Selfish behaviors

— MAC layer selfish behaviors in IEEE 802.11 wireless networks
— Non-cooperative power and rate control in IEEE 802.11 networks

— Cooperative transmission in wireless networks with selfish users
e Malicious behaviors

— Intrusion detection in heterogeneous networks
— Jamming attacks in wireless networks and defense strategy

— Multihop routing amid malicious attackers in wireless networks

MAC layer selfish behaviors in IEEE
802.11 wireless networks (Ch. 2)

Selfish behaviors Non-cooperative power and rate control in
{Part 1) IEEE 802.11 wireless networks (Ch. 3)

h 4

Cooperative relaying in wireless networks

> with selfish users (Ch. 4)

Introduction Conclusion
{Ch. 1) {Ch. 8)

v

Intrusion detection in heterogeneous
networks (Ch. 5)

.| Malicious behaviors Jamming attacks in wireless networks and
" (Part 2) defense strategy (Ch. 6)

h 4

Multihop routing amid malicious attackers
in wireless networks (Ch. 7)

Figure 1.1: Thesis organization
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Fig. 1.1 illustrates the organization of the thesis. The main results of this thesis are presented
in Chapters 2-7. We adopt a modularized structure to present the results such that the chapters are
arranged as independent modules, each dedicated to a specific topic outlined above. In particular,
each chapter has its own introduction and conclusion sections, describing the related work and the
importance of the results with the specific context of that chapter. For this reason, we are not
providing a detailed background, or a survey of past work here. Moreover, the thesis assumes the
knowledge of the basic notions and concepts of game theory, as detailed in the textbook [OR94] and
the tutorial [FHO6] with the emphasis on its application in wireless networks. Finally, we conclude

this section of introduction with a summary of contributions and the outline of the thesis.

MAC layer selfish behaviors in IEEE 802.11 wireless networks

The IEEE 802.11 DCF (Distributed Coordination Function), the most popular MAC layer protocol
of ad hoc networks, requires all network participants to respect the rules of the protocol. However,
network adapters are becoming more and more programmable, which makes a selfish node ex-
tremely easy to tamper the wireless interface, especially modifying the Contention Window (CW)
value, to maximize its own benefit. Under this circumstance, a natural and crucial question we pose
is that how well or how bad IEEE 802.11 DCF performs if all nodes are selfish. More specifically, in
such distributed environment as wireless networks where coordination or punishment mechanisms
are expensive or even impossible to implement, can IEEE 802.11 DCF survive or does it lead to
network collapse? Do we have to modify or even redesign the protocol? In Chapter 2, we study
these questions by modeling the selfish MAC protocol as a non-cooperative repeated game where
players follow the TIT-FOR-TAT (TFT) strategy which is regarded as the best strategy in such
environments. We show for single-hop wireless networks the game admits a unique NE maximizing
both local and global payoff. We then extend our efforts to multi-hop case by showing that the
network converges to a NE which may not be globally optimal but quasi-optimal in the sense that
the global payoff is only slightly less than the optimal case. As main results, we answer the posed
questions by showing that selfishness does not always lead to network collapse. On the contrary,
selfishness can help the network operate at a NE which is glomal optimal or quasi-optimal under

the condition that players are long-sighted and follow the TFT strategy.

Non-cooperative power and rate control in IEEE 802.11 networks

In Chapter 3, we present a game theoretic study on the power and rate control problem in IEEE
802.11 WLANS where network participants choose appropriate transmission power and data rate
in a selfish and non-cooperative way to achieve maximum throughput with minimum energy con-
sumption. In such game theoretic study, the central issues are the existence, uniqueness of the NE,
the convergence to the NE and the system performance at the NE. We conduct our study for three
specific games: the fixed-rate power control game G pc, the fixed-power rate control game G yrco
and the joint power rate control game Gy jprc. The first two games correspond to the classical
power control and rate adaptation problem, respectively. We make two main contributions. Firstly,
we establish a non-cooperative game theoretic framework for the power and rate control in IEEE
802.11 WLANS, based on which we study the existence, uniqueness and convergence of the NE
for the three games. In Gygrc where the NE is inefficient, we provide pricing scheme to improve

the efficiency. Secondly, we propose a joint power and rate control procedure to approach the NE
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of Gy jprc which is proven to be social optimal. The procedure is distributed in nature and can
be incorporated into the IEEE 802.11 MAC protocol easily. We also show that in this context,
providing more flexibility in parameter configuration to non-cooperative players in fact helps the

system operate optimally rather than lead to system collapse.

Cooperative relaying in wireless networks with selfish users

Extensive research in recent years has shown the benefits of cooperative relaying in wireless net-
works, where a transmission between two nodes is overheard and relayed by a common neighbor.
However, most existing studies on the topic tackle the problem from an optimization perspective,
assuming that the relay nodes are willing to help the source and ignoring the issue of their cooper-
ation incentive. This assumption is inadequate for networks with selfish nodes, which are generally
not willing to forward packets of other nodes. In Chapter 4, we propose a pricing framework
based on the idea of “pay for cooperation” to encourage cooperation by relay nodes. Under this
framework, a relay node is offered a payment by the source in exchange for a cooperative trans-
mission that allows the destination to successfully decode the transmitted packet. We formulate
the resulting scenario as a Stackelberg game, in which the source nodes set the payment rates they
offer for cooperation, and the relay nodes respond by choosing their cooperation strategies. We
provide a systematic analysis of the game, focusing on the fundamental structural properties of
the equilibrium. We further demonstrate by a numerical study that the resulting equilibria are

reasonably efficient in several typical scenarios.

Intrusion detection in heterogeneous networks

We then set out to extend our game theoretic analysis to malicious behaviors in wireless networks.
Today’s wireless networks are becoming more and more dynamic, distributed and heterogeneous,
which increases significantly the security risk by making the network control and management
much more challenging than ever. In such context, the intrusion detection system (IDS) is widely
deployed as a complementary line of defense to the classical security approaches aiming at removing
the vulnerabilities which may not be very effective or even fail to function in some cases. In almost
all contemporary networks, network nodes (targets from the attackers’s point of view) usually have
different sensibility levels or possess different security assets depending on their roles and the data
or information they hold, i.e., they are heterogeneous in terms of security. Some targets are more
“attractive” to attackers than others. These targets are usually also better protected and are thus
more difficult or costly to attack. In such heterogeneous environments, two natural but crucial
questions are: What are the expected behaviors of rational attackers? What is the optimal strategy
of the defenders (IDSs)? This is the topic of Chapter 5, in which we provide a game theoretic
framework on the network intrusion detection problem by analyzing the equilibria of the game
in different settings and investigating the engineering implications behind the analytical results.
Under the framework, we derive the expected behaviors of malicious attackers and the optimal
strategy of the defenders. We also provide two case studies to illustrate how our game theoretic

framework can be applied to configure the intrusion detection strategies in realistic scenarios.
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Analysis of jamming attacks and defense strategy

It is widely recognized that the broadcast nature of the shared wireless medium makes wireless
networks extremely vulnerable to various attacks. In Chapter 6, we focus on an easily mountable
malicious attack that exploit the wireless medium to cause detrimental damage to the victim net-
work, jamming, alternatively termed Denial-of-Service (DoS). Existing defense strategies against
jamming mainly consist of retreating from the jammer after detecting the jamming attacks or
rerouting traffic around the jammed area. We take a different approach. Motivated by the high
energy-consuming nature of jamming, we propose our defense strategy to defeat the jammer by
draining its energy as fast as possible. To gain an in-depth insight on the jamming and to evalu-
ate the proposed defense strategy, we model the interaction between the jammer and the victim
network as a non-cooperative game which is proven to admit two equilibria. We demonstrated
mathematically that the propose defense strategy can eliminate the undesirable equilibrium from
the network’s point of view and increase the energy dispense of the jammer at the other equilibrium
without degrading the network performance. To incorporate the specific constraints of wireless net-
works, we develop a distributed update mechanism for players to adjust their strategies to converge
to the equilibrium based on only observable channel information. Despite the limitations discussed
in Chapter 6, we believe that the proposed defense strategy provides an alternative and active line

of defense whose effectiveness is well demonstrated both analytically and numerically.

Multi-hop routing amid malicious attackers

In Chapter 7, we address the challenging task of routing amid malicious attackers in multi-hop
wireless networks with unreliable links, such as ad hoc networks. Here, the fundamental and crucial
problem is how to choose secure and reliable paths among exponentially many candidates and how
to allocate traffic among them. We formulate the multi-path routing problem as three specific
optimization problems. In the first problem, we study the multi-path routing solution minimizing
the security risk, i.e., the probability that a packet is captured by the attacker under the condition
that the attacker makes all its efforts to maximize this probability. We model such multi-path
routing problem as an minimaximization problem and formulate it as a maximum flow problem
in lossy networks based on which a routing algorithm with polynomial time complexity is derived
to solve it. While the obtained solution provides the most security routes, which is crucial for
security sensitive applications, the availability is another important issue that definitively cannot
be ignored, especially in wireless networks with instable links. To this end, in the second problem,
we investigate the multi-path routing solution maximizing the worst-case route availability, i.e., the
packet survival probability under the condition that the attacker makes all its efforts to minimize
this probability. Game theoretic tools are employed to derive an heuristic algorithm computing
the optimal path set with polynomial time complexity. In the third problem, we seek a tradeoff
between the route security and availability by deriving the routing solution maximizing the route
availability while limiting the security risk under given threshold. As another contribution, we
establish the relationship between the security risk and worst-case route availability, which gives

the theoretic limit of node-disjoint multi-path routing in multi-hop wireless networks.

We conclude the thesis in Chapter 8 by summarizing the overall results and the methods used

to obtain them, and providing possible directions for future research.
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In Appendix, we present a secure time synchronization protocol for wireless ad hoc networks
that may serve as a building block for the protocols proposed in this thesis, e.g., the synchronized
version of the power /rate control protocols to converge to the unique NE. In a broader sense, time
synchronization is a key function in wireless networks, from power management, QoS support to
realization of cryptography and authentication processes. The two key properties of the proposed
time synchronization protocols are the resilience to malicious attackers and the scalability, which

make them especially suitable in the context of the thesis.

Part of our research work presented in this thesis is published or to be published in various
journals and conferences. Specifically, our work on the MAC layer selfish behaviors in IEEE 802.11
wireless networks was presented in the 27th International Conference on Distributed Computing
Systems (ICDCS), June, 2007, Toronto [CLO7c]. Our work on the non-cooperative power and
rate control in IEEE 802.11 WLANs was presented in part in the 16th International Conference
on Computer Communications and Networks (ICCCN), August, 2007, Hawaii [CLO7b], the 15th
International Conference on Network Protocols (ICNP), October, 2007, Beijing [CL07a] with the
extended version to be published in IEEE Journal on Selected Areas in Communication (JSAC),
special issue on Game Theory in Communication Systems [CL0O8]. Our work on the intrusion de-
tection in heterogeneous networks is currently under revision of IEEE Transaction on Information
Forensics and Security. Our work on the secure time synchronization protocol for wireless ad hoc

networks was published in Computer Communication (ComCom), Elsevier [CLO7d].
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Selfishness, Friend and Foe
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As mentioned in the section of introduction, a fundamental security issue in modern wireless
networks with selfish participants is how these selfish nodes interact with each other and what is
the impact of their selfish behaviors on the network performance.

In this part, we address this challenge by provide a systematic study on the selfish behaviors
where non-cooperative game theory is employed as a basis for analysis. Delving into existing
literatures, we find a large body of work on the cooperation enforcement/stimulation for packet
forwarding in autonomous wireless networks such as MANETSs (see [BHO03], [FHB06], [SNCRO03]
and the references in them), most of which are pricing-based and reputation-based mechanisms.
However, selfish behaviors at physical and MAC layers are much less addressed except for some
specific areas such as the power control in CDMA networks, even though the answer of the posed
challenge is far from completion and some essential questions remains open. Our work in this
thesis tries to fill this gap by investigating several PHY /MAC layer selfish behaviors. Chapter 2
focuses on the MAC layer selfish behaviors in IEEE 802.11 ad hoc networks. Chapter 3 focuses on
the non-cooperative power and rate control in IEEE 802.11 networks. Chapter 4 focuses on the
cooperative relaying in wireless networks with selfish users.

As main results, we show that selfishness does not always lead to network collapse. On the
contrary, selfishness can help the network operate efficiently under certain conditions. Moreover,
in our analysis, we also incorporate the specific constraints posed by wireless networks which may
render the classic game theoretic analysis unrealistic in our context. For example, the best response
strategy and the better response strategy elaborated in the thesis can be seen a “limited memory”
interpretation [Rub98] of bounded rationality, where players only remember situations in recent
iterations. As another example, a tolerated version of the TFT strategy is applied in our context
to take into account the various factors in wireless networks that influence the observation of the

opponents’ actions.



Chapter 2

Modeling Selfish M AC Layer
Behaviors in IEEE 802.11 Wireless
Networks

2.1 Introduction

For wireless networks where the communication medium is shared by all network participants,
medium access control (MAC) plays a key role of transmission coordination and determines the
most fundamental performance of data transmission, such as fairness, social optimality and sta-
bility. In recent years, with the rapid deployment of wireless infrastructures based on the IEEE
802.11 standard [80299], IEEE 802.11 DCF (Distributed Coordination Function) has become one
of the most popular and de facto MAC layer protocols for wireless networks. To ensure an efficient
and fair usage of the wireless channel among network participants, IEEE 802.11 DCF requires all
participants to respect its rules. However, this assumption is not always valid, especially in today’s
open environments where network users do not belong to a single authority. Moreover, network
adapters are becoming more and more programmable, which makes a selfish user extremely easy
to tamper the wireless interface to maximize its own benefit. Under this circumstance, a natural
and crucial question is how well or how bad IEEE 802.11 DCF performs if all network participants
are selfish. Can IEEE 802.11 DCF survive or does it lead to network collapse?

In this chapter, we answer the question by establishing a non-cooperative game theoretic model
of IEEE 802.11 DCF and investigating the network performance at the Nash Equilibria (NE). We
show both analytically and numerically that selfishness does not always lead to network collapse.
On the contrary, it can help the network operate at an efficient NE globally optimal or quasi-
optimal under the condition that players are long-sighted and follow the TIT-FOR-TAT (TFT)
strategy which is regarded as one of the best strategies in non-cooperative environments.

The rest of this chapter is organized as follows. In Section 2.2, we briefly review the related
work. In Section 2.3, we model the selfish behavior in IEEE 802.11 DCF by extending Bianchi’s
model to selfish environments where network nodes may operate on different Contention Window
(CW) values. Based on this model, we formulate the non-cooperative multi-stage MAC game in
Section 2.4. In Section 2.5, we solve the game by showing the existence of NE and performing
NE refinement to eliminate the inefficient NEs. We then extend our work to multi-hop wireless

networks in Section 2.6. Section 2.7 provides numerical results. Section 2.8 discusses some related

12
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issues. Section 2.9 concludes the chapter.

2.2 Related Work

As a powerful tool in modeling interactions among self-interested users and predicting their choice of
strategies, game theory is widely employed to study the non-cooperative behaviors on the network
and transport layers, particularly the non-cooperative flow control and non-cooperative routing
(see [Lib] for a detailed survey on them). In contrast, much less work has been done on the
MAC layer, among which [JK02] studies the non-cooperative equilibria of Aloha networks for
heterogeneous users. [MWO03] studies the stability of multi-packet slotted Aloha with selfish users
and perfect information, [AEAJ03] reconsider the same Aloha game with partial information, where
the transmission probability is adapted according to collision feedback.

In the context of IEEE 802.11 MAC protocol, [TGO05] shows that IEEE 802.11 DCF leads
to inefficient equilibria if users configure their packet size and data rate to maximize their own
throughput. [CGAHO5] shows that the existence of small population of selfish nodes leads to
network collapse. The authors thus propose a penalizing scheme to guide the selfish nodes to a
Pareto optimal NE.

Existing work shows that without coordination among nodes, selfish behaviors degrade the
network performance or even paralyze the system. Thus punish or incentive mechanisms are needed
to encourage nodes to adopt socially optimal behaviors. However, in our work, by introducing the
TFT strategy, a natural strategy in non-cooperative environments, we show that even without any
coordination or incentive mechanisms which may be expensive or even impossible to implement
in some cases such as ad hoc networks, selfishness does not lead to network collapse. On the
contrary, selfishness can help the network operate at an equilibrium which is globally optimal or

quasi-optimal under the condition that players are long-sighted and follow the TFT strategy.

2.3 DModeling IEEE 802.11 DCF with Selfish Nodes

We consider a wireless network consisting of a set N' = {1, 2, ---, n} of selfish nodes within the
same communication range, i.e., each node can hear any other node. By selfish we mean that each
node can configure its own CW value and CW,;, = CWipnge, i-e., network nodes do not double
their CW value upon a collision. We assume that the network is saturated, i.e., each node always
has packets to send and the packets are of the same size.

In this context, let W; denote the CW value of node i, 7; denotes the transmission probability
of 7 in a random slot, p; denotes the collision probability of ¢ when it transmits a packet in a
random slot, based on the Bianchi’s Markov chain model [Bia00] of IEEE 802.11 DCF, we have:

2
=
W, +1 .
+ Vie N. (2.1)
pi=1—[[(1-7)
JEN j#i

As an application, (2.1) can be used to calculate the normalized network throughput S, defined
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as the fraction of time the channel is used to successfully transmit packets:

S = Sslot _ PsPtrE[P]
Ti0t (1_Ptr)U+PtrPsTs+Ptr(1 _PS)TC7

where Sg,¢ is the time to successfully transmit a packet, T, is the average slot length, E[P] the
average packet size, P, = 1—]] je (1 —7;) is the probability that there is at least one transmission
Dien Ti HjeN,j;éz'(l —75)

Ptr
transmits on the channel conditioned by at least one node transmits. The average length of a slot

in the considered slot time, Ps; = is the probability that exactly one node
time is obtained considering that, with probability 1 — P, the slot time is empty, with probability
P, P, it contains a successful transmission, and with probability P,-(1— Ps), it contains a collision.
In the formula, T is the average time the channel is sensed busy due to a successful transmission,
T, is the average time the channel is sensed busy by each node during a collision. ¢ is the duration
of an empty slot time. In basic IEEE 802.11 DCF access mechanism without the RT'S/CTS dialog,
assuming that the packet size is the same for all packets, let H denote the time to transmit the
packet header including the PHY and MAC header and P denote the time to transmit a packet,

neglecting the propagation delay, we have:

Ts=H+ P+ SIFS+ ACK + DIFS
T.=H+ P+ SIFS

(2.2)

2.4 Game theoretic model and problem formulation

In this section, we establish a non-cooperative game theoretic model on the selfish IEEE 802.11
MAC behavior in which all network nodes are selfish, rational and do not cooperative in managing
their communication. Each node i chooses its CW value W, to maximize its own benefit described

by a utility function defined as

7il(1 — pi)gi — eil
Tslot ’

where g; is the gain of node ¢ when successfully transmitting a packet, e; is the cost of transmitting

(2.3)

U; =

a packet, T, is the average slot length. wu;, expressed as the expected gain during a slot time
divided by the slot length, can be regarded as the expected payoff per unit time. To simplify the
problem, we assume that g; and e; are the same for all i € NV, denoted respectively as g and e.
Throughout this chapter, we assume that e < g. Next we introduce the non-cooperative IEEE
802.11 MAC game.

We model the IEEE 802.11 MAC protocol with selfish nodes as a repeated non-cooperative
game Gprac with unpredictable end time, meaning that the players cannot predict the end time
of the game. This is often the case in strategic interactions, in particular networking operations.
In game theory this can be modeled as an infinite multi-stage game with discount. The discount
factor is usually very close to 1, indicating that the players are in general long-sighted. The game
starts at time 0 and each stage lasts T'. In our context, the players of the game are all the nodes
in the network. The strategy set of the players is the CW value set W = {1,2,--- ,4+00}. The
strategy profile WX played in stage k is thus the n-tuple consisting of each player’s stage game



15 Chapter 2. Modeling Selfish MAC Layer Behaviors in IEEE 802.11 Wireless Networks

strategies', i.e.,
We= (W, w5 Whew.

We denote the correspondent transmission probability profile and collision probability profile in

stage k as 7K = (7F,--- ,7F) and p*¥ = (p¥,--- ,pk).
In Gprac, each player i chooses its CW value I/Vi’C € W for stage k at the beginning of the stage
and operates on I/Vzk for the whole stage. The decision of Wik is made based on previous actions of

other players. In the following, we give the formal definition of Gysac.

Definition 2.1. The non-cooperative IEEE 802.11 MAC game Gyrac is a 4-tuple (P,S,U,0),

where P = N is the player set, S = X;epW is the strategy space, U={U, ---, U,} is the utility
+oo

function space where U; = Zéka(Wk) is the utility function expressed as the sum of the utility
k=0

in each stage k, U (WX) = u;(WX)T is the stage utility function, § is the discounting factor which
1s close to 1 for long-sighted players.

In Gasac, players are self-interested and rational, thus they adopt the strategy that maximizes
their own payoff. In this chapter, we focus on the TFT strategy, a well known strategy in game
theory which is regarded as one of the best strategies in non-cooperative environments and is the
root of an ever growing amount of other successful strategies. The core idea of TF'T is to cooperate
for the first stage and then follow the opponent’s last move for the coming stage. Before tailoring
the TF'T strategy for our context and describing how ¢ adjusts its strategy Wik according to it, we

introduce the following lemma to get a more in-depth insight on the stage payoff Us.

Lemma 2.1. For any two players i, j, if Wi’C > Wf, then it holds that pf > pé‘?, Tik < TJ]-“ and
Us(Wk) <Us(WF).

Proof. The lemma follows straightforwardly from (2.1), (2.3) noticing that e < g. O

Now we are ready to introduce the following TFT strategy in our context:

e In each stage k, each player i measures the CW value of any other player j in the last stage?
e Set WF = minjeN{Wf_l}

The engineering implication behind the above TFT strategy is that in non-cooperative envi-
ronments each rational player is expected to take action to increase its payoff if any other player
gets more and will follow the previous action if no player get more payoff than itself. The above

introduced TFT strategy in Gjrac has the following desirable properties:

e The decision is made solely on local measurement.
e [t is simple to implement and only the measurement of the last stage needs to be stored.

e It is especially suitable for wireless networks in that the broadcast nature makes the obser-

vation feasible in promiscuous mode.

!Throughout the thesis, we use boldface letters (e.g., a) to denote vectors and matrixes. The inequality between
two vectors is defined as the inequality in all components of the vectors. We also use {a;} to denote a vector with
the ith component being a;,i € N.

*How to observe the CW values in saturated networks is addressed in [KV03].
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e [t ensures the fairness among players in that by applying it all players converge to the same
CW value, otherwise the players with greater CW values will decrease them according to
their measurement in order not to be disfavored. Thus within finite number of stages all

players will operate on the same CW value which yields the same utility and throughput.

In practice, taking into account the various factors influencing the measurement, a more tolerant
version of the TFT strategy called the Generous TFT strategy (GTFT) can be applied, as shown

in the following:

e Each player i measures the CW value of any other player in the last ry stages from stage

Lk
k — 1o to stage k — 1 and calculates W 22 Z WivjeN

T
0 r=k—rg

e If there exists player [ such that W; < W, then set Wik = minjep{W;}

e Otherwise set I/Vi’C = I/Vikf1

0 < 1 is the tolerance parameter close to 1. By increasing rg or decreasing 3, the derived

GTFT strategy becomes more tolerant.

2.5 Solving the IEEE 802.11 MAC Game Gj/4¢

2.5.1 Nash Equilibrium Analysis

Game theoretic models are often analyzed using the concept of NE, which can be seen as optimal
“agreements” between the opponents of the game. The NE concept offers a predictable, stable out-
come of a game where multiple agents with conflicting interests compete through self-optimization
and reach a point where no player wishes to deviate. However, such an equilibrium point does not
necessarily exist. First, we investigate the existence of NE in Gsac.

As discussed in last section, all players converge to the same CW value after sufficient long
time. Assume that from the stage to, the CW values of all nodes converge to W,. The transmission
probability of all nodes converges to 7, i.e., Tf =1, = 7. for all i € N when k > ty. The utility

function of ¢ can be expressed as a function of 7;:

+Ookk tOIkk Kk tOlkk 5T7’[(1—P) g
Uy=)>» &UT §*UST §*UT UM + - . :
S e >
- =to
to—1
Noticing that in our study, ¢ is close to 1 for long-sighted players, we can ignore Z ok UikT in
k=0
the utility function. After some mathematic operations calculating T, we obtain
n
T H (1—Tj)g—ne
stoT =1 ki
Ui(ti) = 15 LI . (2.4)
— n n
Hl—T]U+ZT] H (1 —7)(Ts — Te) + Hl_T] T.
j=1 =1 k=1,k#j j=1

The following lemma studies the basic structural property of Us;.
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A . . . . o
Lemma 2.2. Let T'. = {1; = 7.,Vi € N'}, it holds that U;(T.) admits a unique mazimizer 7, = T,
and 0 < 77 < 1. Moreover, U; is monotonously increasing in 1. before it is mazimized and

monotonously decreasing after that.
Proof. Please refer to Section 2.10.1 for the detailed the proof. O
Noticing the relation between W, and 7., we have the following lemma.

A . . .
Lemma 2.3. Let W, = {W; = W, Vi € N} and regard U; as a function of W, it holds that
Ui(W¢) admits a unique positive mazimizer W, = Wr. Moreover, U; is monotonously increasing
in W, before it is maximized and monotonously decreasing after that.

< 0. Noticing that OUi = OU; e
w, S & oW, Or. oW,

OTe

Proof. 1t follows from (2.1) that 3

Lemma 2.3 is proven.
O

The following theorem characterizes the NEs of G a0

Theorem 2.1. Let WO 2 {WO} where Uy(W0, -, W9) > 0 and Uy(W? — 1,--- , W9 — 1) < 0,

any strategy profile We = {W,} satisfying WO < W, < W} consists of a NE of Grac.

Proof. The proof consists of showing that no player has incentive to deviate from W,.. Please refer
to Section 2.10.2 for the detailed proof. O

Recall the assumption e < g, we have U;({W;}) > 0. It follows from Theorem 2.1 that Garac
has (W} — W2 + 1) NEs. Usually not all of them are good. Our next step is to remove those
NEs that are less less efficient to achieve a socially desirable result. This is achieved by the NE

refinement elaborated in the next subsection.

2.5.2 Nash Equilibrium Refinement

In this subsection, we perform NE refinement by imposing the following optimality criteria: fair-

ness, social optimality and Pareto optimality.

e Fuirness: It is clear that all the NEs W, ensure fairness among players due to the TFT
strategy in that each player chooses the same CW value and gets the same payoff after the

convergence.

e Social Optimality: A social optimal strategy profile maximizes the global payoff. Among the
NEs, Lemma 2.3 shows that {WW}} maximizes both individual payoff U; and the global payoff
> icp Ui = nU;. In fact it is the only NE maximizing the global payoff.

e Pareto Optimality: Tt is easy to check that {W}} is the only Pareto optimal NE. All other
NE are not Pareto optimal in that for any W, # W}, U;({W.}) < U;({W7}).

The NE refinement leads to a unique efficient NE {W/} maximizing both local and global
payoff.
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2.5.3 Approaching the Efficient Nash Equilibrium

In this section, we address the issue on how to reach the efficient NE {W*}. If the number of
the nodes n in the network is known to players, the task becomes trivial in that the CW value of
the efficient NE can be computed given n?. In many cases, the network participants do not know
the number of nodes in the network, so they cannot directly calculate W/}. In this subsection, we
provide a simple algorithm to approach to the efficient NE without the knowledge of n.

The core idea of the proposed algorithm is that one node [ starts the search and then all nodes
search for the CW value that maximizes [’s payoff under the condition that they operate on the
same CW value. According to the previous analysis, this value is W}. We would like to point out
here that the algorithm requires all players to act cooperatively. This does not contradict to the
selfish nature of players in that players are selfish in the sense that their goal is to maximize their
own payoff, thus they have incentive to act cooperatively to reach the efficient NE maximizing

both their own payoff and the global payoff.

Algorithm 1 Approaching the efficient Nash Equilibrium {W}}
1: Any node [ sends a message Start-Search containing the CW wvalue of the starting point W; =
Wy and starts the search.

2: Right-Search: [ increases W; by 1 and sends a message Ready including the new W;. Other
nodes set their CW values to W; when receiving the message Ready.

I waits a short period of time ¢ for others to change their CW values and measures its payoff
in the following t,, time. The payoff can be calculated as follows: U; = (nsg — nee)/tm, where
ng is the number of packets successfully emitted, ne is the number of packets emitted. If the
payoff is greater than the last measured payoff with the old W;, I continues the search until
the payoff decreases. [ notes the last CW value W, before decreasing.

3: Left-Search: If W,,, # Wy + 1, skip Left-search. Otherwise [ decreases W) by 1 and sends the
message Ready including the new W;. Others set their CW values to W; when receiving the
message Ready.

[ waits a short period t of time for other nodes to change their CW values and measures its
payoff in the following t,, time. If the payoff is greater than the last measured payoff, [ continues
the search until the payoff decreases. [ notes the last CW value W,,, before decreasing.

4: | broadcasts W,,, as the CW value of the efficient NE.

Remark 1: In the proposed algorithm, one may ask what is the consequence if [ broadcasts
W/ # W,, = W} while operates on W itself. Actually [ has no incentive to broadcast W,,, < W
since this will lead the players to operate on W,, according to the TFT strategy. As a result, [
gets less payoff compared with the case where it reports W} and operates on W. If | broadcasts
Wy, > W[ while operating on W, the CW values will converge to W}. The only benefit of [ is
that it may get certain amount of payoff before the convergence. However, for long-sighted players,
the payoff obtained before the convergence is negligible compared with the total payoff.

Remark 2: The analysis up to now neglects the cases where W is not an integer. In such cases,
if U;({{Wz|)?* = U ({|W}] + 1}), then Gprac has two efficient NEs {|W} |} and {|W}]| + 1}.
Algorithm 1 will find one of them. If U;({|W}|}) # Ui({|Wg] 4+ 1}), then Gprac has one efficient
NE {|WA}if U;({|{WF]}) > U;({|W;]+1}) and {|W}]| 41} otherwise. Algorithm 1 will find the

3WZ can be solved by combining the equation Q(7.) = 0 in the proof of Lemma 2.3 with (2.1).
4| WZ| denotes the largest integer not larger than W,
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unique efficient NE in this case.

2.5.4 Impact of Short-sighted (Myopic) Players

In previous sections a basic assumption is that all players are long-sighted (6 — 1). In this section
we relax this assumption to study the impact of short-sighted players on the network performance.

We first introduce the following lemma as the basis of the analysis in this subsection.

Lemma 2.4. Let W = {W} and W' denote the strategy profile in which player i deviates from
W to W', while other players stick to W, it holds that

1L W' >W = U(W') <U(W) <U;(W'), Vj e N, j #i;
2. W< W = U;(W') <U}(W) <U?(W'), Vj eN,j#i.
Proof. Please refer to Section 2.10.3 for the detailed proof. O

We consider the scenario where there is one short-sighted player s with the discount factor ds.
s operates on Wy < W/} rather than W to get more payoff.

We also assume that other nodes need m stages (m > 1) to react according to the TFT/GTFT
strategy to set their CW value to W. Thus the game G40 in this new context becomes the
following: in the first m stages s operates on W, while others on W}; in the following stages, all

players operate on Wy. Thus the payoff of s is:

m—1 )
Us = D USWEooo Wooos W)+ S US(Wyy o W)
r=0 r=m
= 1_15 [(1—52")U§(W2‘,'~,Ws,---,W:)+5TU§(WS,---,WS)].

On the other hand, if s operate on W for all stages, its payoft is:

! S c ) c
Us= (1—0dy)

We consider the following two cases:

e If s is extremely short-sighted, we have §; — 0, then according to Lemma 2.4, we have

Wy < W — US(WE, o Wy W) > US(We, -, W),

Noticing ds — 0, it follows that Us > U.. Hence by operating on Wy, s gets more payoff at

the expense of others and the sub-optimality of the network as a whole.

e If s is long-sight (65 — 1), then it will choose Wy to maximize 67 us(Ws, - -, Wy) where W

is the unique maximizer.

ou.
Generally, given dg, s can configure Wy to maximize its payoff by imposing ﬁ = 0. To con-
S

clude, a short-sighted player has negative impact on the network as it can degrade the performance

or even lead to network collapse.



Chapter 2. Modeling Selfish MAC Layer Behaviors in IEEE 802.11 Wireless Networks 20

2.5.5 Impact of Malicious Players

Unlike selfish players, the malicious players aim at collapsing the network. Hence they have no
incentive to operate on the efficient NE W. To this end, they will surely deviate from W} to fulfill
their goal.

We consider the scenario where malicious player ¢ operates on W; < W. Under this condition,
other players will decrease their CW values to W; based on the TFT strategy. As consequence,
the network performance is degraded as the global payoff decreases. If W; is sufficiently small, the

network is paralyzed.

2.5.6 RTS/CTS Case

Our analysis for basic case is also applicable in the RTS/CTS case. What differs in the RT'S/CTS

case is that collisions occur on RTS frames, thus

T! = RTS + SIFS + CTS + H + P + SIFS + ACK + DIFS
T! = RTS + DIFS

By performing the same analysis as the basic case, we derive the same results for RT'S/CTS case.

2.6 Multi-hop Case

In this section, we extend our previous work to multi-hop wireless networks. More specifically, we
consider a connected multi-hop wireless network operating under the RTS/CTS access mechanism.

We assume that network nodes know the number of neighbor nodes®.

2.6.1 Model Adaptation

We need to modify the model on selfish nodes derived in Section 2.3 to extend it to multi-hop case.
First, under the assumption that the channel states sensed by the neighbors of a node is the same

as that sensed by the node, we can rewrite the second equation in (2.1) as

pel- [ a-m), (2.5)

JEM;,jF#i

where M; denotes the neighbor set of 4.
We then modify the utility function as following to take into account the hidden-node problem

of multi-hop wireless networks:

7i[(1 — pi)ph,ui — €l
Tslot ’

U; =

where p%m is the degradation factor indicating that 1 — pﬁln% of transmitted packets experience
collisions at the receivers due to the hidden-node problem. The stage and total utility function
is derived in the same way as single-hop case. A key approximation in our model is that pﬁln is
independent of the CW values of players. We will show in next section via simulation that this
approximation is accurate when n is large enough and CW values are not too small. Note that

we cannot solve p; in multi-hop case without the knowledge of the network topology. However, as

>The neighbor information can typically be obtained via routing protocols or MAC layer beacons
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shown in the following demonstration, we can still establish the NE of the game in the multi-hop

case using the adapted model, which is our goal.

2.6.2 Formulating and Solving the Game

The non-cooperative IEEE 802.11 MAC game in the multi-hop case, denoted as G’y; 4, can be
formulated in the same way as its counterpart in the single-hop case Garac. However, it is obvious
that the solution of Gaac is no more applicable for G, . Nevertheless, as long as players in
Gy ac follow the TFT strategy, their CW values will converge to the smallest one of all players
after sufficiently long time although the converged value may not be optimal for all players. This
can be shown intuitively: consider player s operates on the smallest CW value W;. The neighbor
of s will decrease their CW values to W if they operate on higher values according to the TFT
strategy. Once their CW values are decreased, they have no incentive to increase it any more.
Then the CW values of the two-hop neighbors of s will converge to Ws. As a result, as long as the
network is not partitioned, the CW values of all players will converge to W after sufficiently long
time.

In multi-hop case, it is not possible to apply Algorithm 1 to reach an equilibrium point due
to the fact that the optimal CW value of [ may not be optimal for other players. Thus they have
no incentive to operate on this CW value or will not even participate in the search. Instead, any
player i relies solely on local information to choose its CW value W;. Under such circumstance, a
natural way is to choose the initial value of W; that maximizes its payoff assuming its neighbors
also operate on W; and to follow the TFT strategy in following stages. Taking into consideration

the approximation that p} = is independent of CW values and g > e, W; is obtained by maximizing
7i(1 — pi)ui
TSlOt . . . . .
Hence, W; is set to the CW value at the efficient NE of the single-hop game Gjs4¢ in which the
6

, which is the same utility function in the single-hop game Gj;4¢ analyzed previously.
players are ¢ and its neighbors®. The result is not surprising in that in multi-hop environments
without coordination among nodes, the best strategy for a rational player is to operate on local
optimal point based on local information. Under this circumstance, after sufficient long time, the
CW value will converge to W,,, = min W;. In the following theorem we prove that all players
1€

operating on Wy, constitutes of a NE of G/, 4.

Theorem 2.2. In G'; o, the CW wvalues of all players converge to Wy, = min;ex Wi, where W;
is i’s CW wvalue at the efficient NE of the single-hop game Garac in which the players are i and
its neighbors. It holds that W = {Wy,} is a NE of Gy 4¢-

Proof. Please refer to Section 2.10.4 for the detailed proof. O

Furthermore it can be shown that the above NE is Pareto optimal, but not necessarily globally
optimal. Nevertheless, we will show in next section via simulation that the NE is quasi-optimal in
the sense that the global payoff is only slightly outweighed by the optimal case and the fairness
of the NE is ensured in the sense that each player gets almost the same payoff as the maximum

payoff it can get.

SHere we implicitly assume that if node 4 and its neighbor nodes operate on the same CW values, they have the
same collision probability p;. This assumption is accurate if n is sufficiently large and the density of the network
does not vary too much.
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2.7 Numerical Results

In this section we present the numerical results on our game theoretic model. The network param-

eters are listed in Table 2.1.

2.7.1 Single-hop Case

We first study the efficient NE when the CW value of all players is converged. We conduct
simulation in NS-2 and compare simulation results with our analytical results. Table 2.2 and 2.3
show the main results in which W is the efficient NE according to our theoretic model, W is the
average CW values of each node that maximizes its own payoff in the simulation, Var(W7) is the
variance of W7. We can see that in both cases, the simulation results coincide with the analytical

results quite well.

Packet size 8184 bits
MAC header 272 bits
PHY header 128 bits
ACK 112 bits + PHY header
RTS 160 bits + PHY header
CTS 112 bits + PHY header
Channel bit rate 1 Mbits/s
o 50us
SFIS 28us
DIFS 128us
g 1
e 0.01
T 10s
1 0.9999
Simulation time 1000s

Table 2.1: Network parameters

n | Wr| Wg | Var(Wp)
5 79 78.4 3.41
20 | 342 | 343.4 2.92
50 | 886 | 888.7 2.72

Table 2.2: NE: basic case

n | W | W | Var(WZ)
5 23 23.7 1.57
20 50 49.2 1.79
50 | 121 | 119.4 1.71

Table 2.3: NE: RTS/CTS case

We also plot the global payoff as a function of CW values base on our model in Figure 2.1,
where the Y-axis is U/C where U denotes the global payoff and C' = a(iﬂ—ﬂé) is a constant. From
the results, especially the CTS/RTS case, we can see that operating at W also achieves the global
social optimality. Furthermore, the efficient NE is quite robust in the sense that the CW values
near W} yield almost the same global and local payoff. Consequently, a rational players should
be satisfied as long as it operates not too far from W7. This robust and tolerant feature may
significantly facilitate the design and implementation of TFT/GTFT strategy and the algorithm

to reach W/.
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Global Payoff: basic case Global Payoff: RTS/CTS case
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Figure 2.1: Global payoff versus CW value, left: basic case; right: RT'S/CTS case

2.7.2 Multi-hop Case

We simulate for 1000s a network of 100 nodes with the same transmission range of 250m moving at a
speed randomly picked from [0,5m/s] according to the random way-point model in a 1000mx 1000m
area. Fach node has information of its neighbors from which it calculates the local optimal CW
value.

We simulate the converged case by setting the converged CW value to the smallest one among
the nodes. This value, 29 in our scenario, is the NE according to our analytical model. We then
vary CW values to simulate both local and global payoff and compare the results with that at NE.
We report that operating at NE, each node gets at least 96% of the maximal local payoff it can get
by varying its CW value and the global payoff is only 3% less than the maximal global payoff. We
also observe from the simulation that both the local and global payoff in RT'S/CTS case is almost
independent with respect to CW values when n is large enough in both single-hop and multi-hop
cases. This independence justifies our key approximation in Section 2.6.1.

The above numerical results show that selfishness leads to a NE which is at least quasi-optimal
if not optimal in the sense that the both local and global payoff is only slightly outweighed by the

optimal case.

2.8 Discussion

In the section of Related Work, we mentioned that [CGAHO05] shows the existence of even a small
population of selfish nodes leads to network collapse. Their results seem contradictory to ours. In
fact their results are coherent to ours. The point is that in their work, the players are selfish and
short-sighted, thus they set their CW values to small values to maximize the short-term payoff.
In our work, we provide a more generic analysis in both single-hop and multi-hop networks: we
first assume that the players are selfish and long-sighted and show that selfishness does not lead to
network collapse; we then study the impact of the short-sighted players on the network performance
in Section 2.5.4 and obtain the same result as [CGAHO5].

In our work, we choose a generic utility function and do not take into account the packet delay
and other factors. As a result, the CW value of NE may seem too long in some cases. To derive

a more desirable NE, more factors need to be considered depending on the target application and



Chapter 2. Modeling Selfish MAC Layer Behaviors in IEEE 802.11 Wireless Networks 24

other requirements.

2.9 Conclusion

In this chapter, we focus on the posed question: how well or how bad does IEEE 802.11 DCF
perform if all nodes are selfish? We proceed our analysis under a non-cooperative game theoretic

framework. Our main results are as follows:

e In single-hop wireless networks, selfishness does not always lead to network collapse. On the
contrary, it can help network operate at an efficient NE which is also global optimal under

the condition that players are long-sighted and follow the TFT strategy.
e We provide a simple algorithm to approach the efficient NE.

e In multi-hop case, under the same condition, the network operates on a NE not necessarily
globally optimal. However, we show by numerical results that the NE is quasi-optimal in the

sense that the global payoff is only slightly less than the optimal case.

Furthermore, we believe that the game theoretic model proposed in this chapter is a general
framework that can be extended to model other selfish behaviors such as rate control by redefining

the proper utility function.

2.10 Proofs
This section completes the detailed proofs omitted from the main text.
2.10.1 Proof of Lemma 2.2

Injecting I'; into (2.4), recall the assumption e < g, we can derive U;(T';) for 7. > 0 as

Tc(l - Tc)n_lg — Tc€

Uil = G e snn(—rp (T —T) + 1= (=)L
~ Tc(l - Tc)nilg
- (I=1)ro+nr(l—7 )" W (Ts —T.)+[1 — (1 — )" T
g

(1 —=7) "+ [1 — (1 —71)"] T
Te(1 — 7 )n 1

n(Ts —T¢) +

. . . . oU;
After some straightforward mathematic manipulations, —— can be calculated as

© T,

g{(l — 7)o — [nTe + (1 — 7)"]|Te + TC}
o, _

OTe
{n(TS -T,)+

(1—71)% +[L— (1 —7)"| T, }2 )
Te(1 — 7o)t
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Let Q(2) £ (1 — 7.)"0 — [ + (1 — 7)"]T. + T, we have
Qre)=—--1D)1-7)"to-Tn+n—-1)1-7)"T. < -Ton+Te(n—1) <0

Hence, Q(7.) is monotonously decreasing in 7.. Noticing that Q(0) = ¢ > 0 and Q(1) =
oU;
OTe

Te=Tx

= 0.

—(n — 1)T, < 0, there exists a unique 0 < 77 < 1 satisfying Q(7}) = 0 and

i

Moreover, for 7. < 77, both Q(7.) and

is positive, U; is monotonously increasing in 7.; for
Te
is negative, U;(T'.) is monotonously decreasing. Hence, 7. is the
Te
unique maximizer of U;(T';).

. > 717, both Q(7,) and gUl

2.10.2 Proof of Theorem 2.1

We prove the theorem by showing that no player has incentive to deviate from W2 < W, < W,

e If any player i increases its CW value to W. > W,, it will get less payoff’ and set its CW
value back to W, according to the TF'T strategy.

e On the other hand, if i decreases its CW value to W, < W,, other players will react by
decreasing their CW values to W/ based on the TFT strategy, leading to the decrease of the
payoff for all players including 7 in the following stages due to the fact that U; is monotonously
increasing in W, before W7. Recall the assumption that the players are long-sighted, the
decrease of payoff in the following stages, as will be shown in Section 2.5.4 in a similar
scenario, outweighs the gain obtained during the stages when i operates on W/ while others

on W,.. Thus i gets less overall payoff by decreasing its CW value from W..
We then show that any strategy profile {W,} with W. < W2 or W, > W} is not a NE of Gy 4c-

e Operating on {W.} where W. < W2 leads to a negative payoff noticing that U ({W.}) <
Us({W.—1}) < 0 (Lemma 2.3), hence any player is better off setting its CW value to +oo,
indicating that {W,} cannot be a NE.

e For {W.} where W, > W}, from Lemma 2.4, any player gets more payoff by decreasing its
CW value to W}, hence {W,.} cannot be a NE.

Combining the above analysis concludes our proof.

2.10.3 Proof of Lemma 2.4

It follows from (2.1) that

WS>SW=r7/<ri=1=1]

W<W=r7/>n=1=1]

"This is formally proved in Lemma 2.4. Since the results of Lemma 2.4 are also used in Section 2.5.4, we present
the lemma there in the main text to maintain the presentation continuity and clarity.
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Noticing that under the condition e < g, Ug can be rewritten as follows:

n

T H (1 —Tj)g—Tie

U - =1
[[a-me+> % J] Q=)@ —T)+ [1-]]0-7)| T
j=1 J=1  k=1k#j j=1
_ g
i1 Tz)(T _T)+ -7, {1_H?:1(1_Tj)] Te
ml—m) " Ti 7i [ [j=1js (L = 75)
we have:
(s N g
s o, AL
e Ti 7i(1—7)n 1
UZ-S(W/) = —= (1 - 7)) 1— 4 1—(1—7)(1- T()n—l]T (2.6)
1 —1)-2 (T, — T, - : J ¢ 2.6
i +(TL ) 1/( _7_]{) ( )+ 7! g 7.1((1_7-]()1171
US(W') = - 7
) /(1 — T]’) " 1-— ’7']/- 1—-(1-7)(1- 7']’-)”_1]TC
" | T T e

W' >W =1/ <7=1 =1 = U(W) < U;(W) < U} (W
W <W=1!>n=m=1=U(W)>U;(W) > U(W

which concludes our proof.

2.10.4 Proof of Theorem 2.2

We prove the theorem by showing that any node j has no incentive to deviate from W,,. If W,
is node j’s efficient NE of local single-hop game, it is clear that j has no incentive to deviate from
Win. In other cases, j has no incentive to increase its CW value in that it will be dragged back
to Wy, according to the TFT strategy when j meets players operating on W,,; If j decrease its
CW value to W]’ < Wy, then according to the TFT strategy, other nodes also decrease their CW
values to W]’ . It follows from Lemma 2.3 that under the condition that all players choose the
same CW value, the payoff of j is monotonously increasing until it is maximized at W;. Since
VVj’v < Wy, = minen W; < W;, the payoff of j operating on VVJ’ is less than that on W,,. Hence j
has no incentive to decrease its CW value from W, to WJ' . W, is thereby a NE of G/, 40
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Chapter 3

Non-cooperative Distributed Power
and Rate Control in IEEE 802.11
WLANS

3.1 Introduction

In today’s wireless networks, most network nodes, such as laptops, PDAs and palmtops, are battery
powered and thus limited in their energy supply. Therefore, it is natural and important for selfish
nodes to adopt the most energy-efficient transmission strategy. In this chapter, we investigate such
selfish behavior in IEEE 802.11 WLANS that network participants choose their transmission power
and data rate in a non-cooperative (selfish) way to maximize their own throughput with minimum

energy consumption.

3.1.1 Background and Motivation

Such power and rate control problem have been widely investigated in cellular networks under both
optimization and game theoretic frameworks [SMGO02a], [ABDO06], [HA04], [Yat95]. The seminal
paper [SMGO02a] studies the power control in a single-cell CDMA network and introduces pricing
to improve the efficiency of the equilibrium, but even with pricing, the game is still unable to
achieve a socially optimum solution. [HA04] addresses the joint power and rate control in CDMA
networks and models the problem as two games. All nodes first find the data rate and then apply
power control to allocate the powers.

In the context of IEEE 802.11 WLANS using contention based medium access mechanism, the

power and rate control problem is by nature different in that:

e In cellular networks, the transmission of one node interferes those of others, but IEEE 802.11
WLANS! are interference-free environments where there is no interference during a successful

transmission.

e The contention based medium access control of IEEE 802.11 creates an important feature
which we refer to as data rate interference that does not exist in cellular networks, i.e., the
data rate (PHY layer) of one node not only determines its own throughput (MAC layer), but

also influences the throughput of others, as will be shown in Section 3.2.1.

In our work, we consider the single hop, single channel case.

28



29 Chapter 3. Non-cooperative Distributed Power and Rate Control in IEEE 802.11 WLANs

Therefore, there is a need for a quantitative model for the power and rate control in such
environments as IEEE 802.11 WLANS.

There exist a number of power control and rate adaptation mechanisms proposed for IEEE
802.11 WLANS to achieve high performance at lower level of energy consumption, [HVBO1],
[QCJS03]. However, most of them rely on simulation and experimental results. To our knowl-
edge, very little work has been done on modeling the power and rate control in IEEE 802.11
WLANSs although the problem in this context is by nature different from that in cellular networks.
Among them, [TGO05] shows that in a non-cooperative environment under IEEE 802.11 DCF (Dis-
tributed Coordination Function), a selfish node may achieve higher throughput by transmitting
at lower data rate at the expense of reducing overall network throughput. In [TGO05], the energy
consumption is not taken into account when maximizing the node’s throughput. [EAV05] restud-
ies the problem using both cooperative and non-cooperative approach. The emphasis is on the
cooperative control and little analysis is done on the non-cooperative control. Qur previous work
[CLO7Db| studies rate control assuming that power consumption can be approximated by a linear
function of the data rate. However, this assumption does not hold in general case. None of them
performs a profound study on the power and rate control for IEEE 802.11 WLANSs based on a
well-established model.

3.1.2 Summary of Contributions

In this chapter, motivated by the need of a quantitative model for the power and rate control
in IEEE 802.11 WLANSs and the lack of related work in the literature, we address the problem
by establishing a quantitative game theoretic framework. Our motivation of using game theoretic

approach rather than global optimization approach is two-fold:

e Game theory is a powerful tool to model selfish behaviors and their impact on the system

performance in distributed environments with self-interested players.

e Game theory can model the features or constraints of IEEE 802.11 WLANSs such as lack of

coordination and network feedback.

In fact in such environments, due to the distributed nature, selfish behavior is much more robust
and scalable than any centralized cooperative control, which is very expensive or even impossible
to implement.

We investigate three specific games in this chapter. In Gypc and Gyrc, players choose their
transmission power/rate under fixed transmission rate/power to maximize their payoff. These two
games correspond to the classical power control and rate adaptation problem, respectively. In the
third game G prc, we address the general case, joint power and rate control, where players can
adjust both data rate and transmission power. For the three games, a Nash equilibrium (NE) is
defined as a set of strategies at which no player can improve its utility by deviating unilaterally.

In our work, we are interested in the following questions. Do there exist NEs for the three
games (existence of NE)? If so, is it unique and can players converge to the NE (uniqueness and
convergence to NE)? Moreover, is the NE efficient (social optimality at NE)? If not, how to improve

the efficiency? Our work contributes to existing literature as follows:

e Game theoretic framework: We establish a game theoretic model for the power and rate
control in IEEE 802.11 WLANSs, based on which we study the existence, uniqueness and
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convergence of the NE for the three games. In Gygrc where the NE is inefficient, we provide

a pricing scheme to improve the efficiency.

e Joint power and rate control procedure: We propose a joint power and rate control procedure
to approach the NE of Gy jprc which is proven to be social optimal. The procedure is
distributed in nature and can be incorporated into the IEEE 802.11 MAC protocol easily.

3.2 Problem Formulation

3.2.1 IEEE 802.11 Medium Access Control

We consider a saturated IEEE 802.11 WLAN of n nodes, denoted as N, using IEEE 802.11 DCF
with RTS/CTS dialog as the MAC layer protocol. Recent work of Kumar et al. [KAMGO5] has
shown that (under decoupling assumptions) the IEEE 802.11 DCF can be modelled by the following

fixed point equation

f=1—(1—7)""
1+0+---4+05

T b+ b0+ -+ b OK

where 6 is the collision probability observed by a given node, 7 is the transmission attempt prob-
2"CWin +1 CWipas + 1

2 ’ 2
Applying the above model, assuming that all nodes use the same back-off parameters and the

ability, b; = min

packets are of the same size L, the expected throughput of node i can be calculated as

T(1—7)""'L (1—7)""'L

S; =
Z Lo Thnr(l— (T - Tt L3, &)+ (1- (- )T

, (3.1)

where Ty is the average virtual slot length, C; is the data rate of 7. T, is the transmission overhead
in slots (SIFS/DIFS, etc), Tt is the fixed overhead for an RTS collision. (3.1) shows clearly that
the contention based medium access control creates the data rate interference: the data rate of
node ¢ C; not only determines its own throughput .S;, but also influences the throughput of other
nodes j # ¢. In other words, node i’s throughput depends not only on its own data rate Cj;, but
also on the data rate of other network participants C;. Note that (3.1) can be extended to basic
access cases by modifying T, and T.

Furthermore, let P, denote the frame success rate (FSR), the probability of correct reception
of a frame at its destination. The effective throughput of i S} T can be expressed as S} 1= PS;.
Assuming perfect error detection and no error correction, we have P, = (1 — P,)%, where P, is the
bit error rate (BER). P, is a function of E} /Ny, the bit-energy-to-noise ratio of the received signal.

Typical P, for different modulation schemes are shown in Table 3.1. Assuming an additive white

E
Gaussian noise (AWGN) channel, in our context, the bit-energy-to-noise ratio of i <Nb> of the
0 .
received signal is derived from the SNR (Signal-to-Noise Ratio) as follows: Z
I _ gngBt - BB _ B B
Ny i C; o C o’ C

where C} is the bit rate of the modulation scheme and B; is the unspread bandwidth of the signal,
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P; is the transmission power of 4, h; is the channel gain from the sender i to the receiver and o2 is

: A hiB; P; . .
the AWGN power at the receiver. Let v; = — L2 we can express the FSR of i as a function of

o2 C;’
In our work, in order to perform a closed-form analysis on the power and rate control, we

assume that each user applies the non-coherent FSK modulation scheme where f;(v;) = f(vi) =

L
1
(1 — 56_%/ 2) . However, our analysis is applicable for other forms of f(~;).

Modulation BER (F.)
BPSK Q(\/2Ey/No)
DPSK 1eEs/No

Coherent FSK Q(v/Ep/No)

Non-coherent FSK %e*Eb/QNO

Table 3.1: BER (F.) for various modulation schemes

Generally, we observe the following features on f(;) which is easy to check.

Lemma 3.1. For the FSR function f(v;), if L is sufficiently large, it holds that

e f(0) =0, f(co) — 1. f(vi) is monotonously increasing w.r.t ;;

o f/(0F) — 0, f/(00) — 0, f'(vi) has a unique mazimizer f' and f'(~;) is monotonously

increasing w.r.t y; before reaching f’ and monotonously decreasing after that;

o For~y; € (0,+00), f"(vi) is first positive and f"(v;) = 0 at v/ = 2In(L/2) then turns negative
in (7, +00);

We now turn to the energy consumption of frame transmission. Consider a virtual slot time
Tyot, the possibility of transmitting a frame with success for i is P, = 7(1 — 7)"7!, the frame
transmission time is L/Cj; the possibility of collision is P. = 1 — (1 — 7)* — n7(1 — 7)"", the
collision duration is the RTS frame duration tpps < L/C;. Thus the expected energy consumption
per unit time for transmission of 7 is

PPy +Pigrs  PPuds  7(1—7)"lLP,

Q; ~ =
! Tslot Tslot CiTslot

3.2.2 Utility Function

In game theory, the utility function is used to describe the satisfaction level of the player as a result
of its actions. In an IEEE 802.11 WLANS, the objective of a node is to achieve maximum effective
throughput and meanwhile minimize the energy consumption. This is a typical multi-objective
optimization (MOP) problem: maxp, ¢, [Sfff, —Qi]. A standard technique for MOP as above is to

maximize a positively weighted sum of the objectives, i.e.,

max ozz-leff —a?Q; al,a?>0.
P;,Cs

In our context, a% can be interpreted as the reward of successfully transmitting one bit information,
2

a; can be interpreted as the cost of dispensing one Joule energy for the transmission. From a

1 2

monetary point of view, the unit for «;, o can be euro/bit and euro/Joule. a%Sfff — a?QZ— is
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thus the net benefit per unit time that node i enjoys by operating on (P;, C;). Different players may
have different value of ozil and oziz depending on its own evaluation. Based on the above analysis,
let ¢; = a?/a} represent the player’s individual preference between the reward and energy cost, we
define the utility function of node ¢ as:

U; = S — Qi = (1= )" L) — GRr(1 - 1) _ fi) = ki

n q2 ’

L =4y =

n—1 n—1 .
14+7(1—71) n(T, —tc) + g 1 o +1-01-7)""T. « = C;
j:

N

where ¢1 2 (1 —7)""'L, ¢o 29 +nr(1l—7)"" Y To —T.) + (1 — (1 = 7)) Tp, ks = h—BQ

In our game theoretic model, players are self-interested and rational that theyzwf)uld never
accept the negative utility. We thus define the rational feasible set or simply feasible set as the
strategy space that leads to non-negative utility. To avoid the trivial case where the rational
feasible set is empty, we assume that (U;)maz > 0. A necessary condition for (U;)mas > 0 is

f7 > k;. Moreover, if (U;)maz > 0, the following lemma is immediate:

Lemma 3.2. Vi € N, there exist 0 < 4™ < 4% gych that U;(0) = U (™) = U;(4e%) = 0,
Ui(7i) > 0 for " < ;. < 1% and Ui(vi) < 0 for 0 < 7y < A 4met < ;.

Compare the proposed utility function with the traditional utility function in the literature
expressed as the ratio between the data rate and power consumption, indicating the transmitted
bits per Joule of energy expended, we introduce the parameter (; that reflects the user’s individual
preference between the transmission reward and energy cost. Moreover, instead of regarding the
PHY rate as throughput as in cellular networks, we model the gain in the utility function by the
effective MAC layer throughput, which reflects the actual benefit of players since a node can never
attain its PHY layer rate as throughput in an IEEE 802.11 WLAN. We argue that this cross-layer

modelling is more suitable in our context.

3.2.3 Non-cooperative Power and Rate Control Game

In this chapter, we model the power and rate control in IEEE 802.11 WLAN as non-cooperative
games where players choose their transmission power and/or data rate to maximize the utility
function defined previously. We conduct an in-depth study on three specific games. In Gyxpco
and Gnypre, players choose their transmission power/rate under fixed transmission rate/power
to maximize their utility. These two games correspond to the classical power control and rate
adaptation problem, respectively. In the third game Gy jprc, we address the general case, joint
power and rate control, where players can adjust both transmission power and rate.

For non-cooperative games, the most important concept is NE, a strategy profile form which
no player has incentive to deviate. We use the concept of social optimality, formally defined in the

following in our context, to characterize the efficiency of strategy profiles.

Definition 3.1. The strategy profile s is social optimal if it mazximizes the aggregated payoff
Z alleff - a?Qi = Z ozilUi. Social optimality implies Pareto-optimality.
ieN ieN
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3.3 Non-cooperative Fixed-rate Power Control Game

We first study the non-cooperative fixed-rate power control game Gypc. This corresponds to

the power control problem where players select their transmission power to maximize their payoff

By B;
under fixed data rate. Noticing that v; = 2t .’ GnNnpc can be formally expressed as:
Gypo : max Ui(*yi,’y_i), 1eN.

,ylmin S'Yi S,yzmax

The following theorem studies the NE of Gypc.

U2Ci’yf
h; By

Theorem 3.1. Gnpc admits a unique NE {~; =~} or {P,, = }, where v is the root of

f/(,yl) — k, ZTL ( mzn’,ylmar)

Proof. Please refer to Section 3.8.1 for the detailed proof. O

It can be further shown that at the unique NE derived above, the aggregated utility Z ozl-l U;
ieEN
is also maximized. The NE is thereby Pareto-optimal and social optimal under given data rate

configuration {C;}.

3.4 Non-cooperative Fixed-power Rate Control Game

In this section, we study the non-cooperative rate control game under fixed transmission power
GnNRre- This corresponds to the rate adaptation problem where players select their data rate to

maximize their payoff under fixed power {P;}. Gyprc can be formally expressed as:

—k
GNRC max i = f(%> i , 2 ieN
mzn maz 0'2 ’7
[’YL Vi } + Z]GN h Bt

3.4.1 Best Response Strategy

In order to solve Gygrc, we introduce the best response strategy. At the NE, the action chosen
by a rational self-interested player constitutes the best response to the action currently chosen by

other players. In G yRrco, player i’s best response function b; : v_; — ~; is defined as follows:

bi= argmax U(yi,7-i).
P Sy <y

In GnRe, the best response of each player ¢ is obtained by imposing = 0, which equals to

8%
solving the following equation
hiBt g2 P; h; f(vi) = kivi
ptE2 = R 3.2
o q 2 P 7T P~k (3:2)

JEN j#i

Lemma 3.3. Vi € N, the best response function defined in (3.2) has a unique solution ¥; = b;(y—;)
in the rational feasible set and it holds that %mm <y < 7;‘2.

Proof. Please refer to Section 3.8.2 for detailed proof. O

247 is defined in Theorem 3.1
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The following corollary based on the best response function is immediate.
Corollary 3.1. If {v;} updated according to {b;(y)} converges to v = {v;}, then ~y is a NE.

Consider G yprce is played repeatedly, choosing the best response at each stage consists of a
natural and rational strategy called the best response strategy where each player updates its data
rate for the next time stage such that it maximizes its utility based on the data rate of opponents

in the current time stage. It is commonly used to study the stability of NE.

3.4.2 Nash Equilibrium Analysis

The existence of NE in Gy e follows the fact that the action set A; is a nonempty compact convex
subset of Euclidian space and Uj; is continuous and quasi-concave in 7; on A;.
The following theorem studies the uniqueness of the NE and the convergence to the NE under

the best response strategy.

Th 2. If Vi ; -
corem 3.2. I[Vi € N ki > 5@/ ™ By

<1,

1 ki — f'(7) Z 1
,y'r_nin

. .. [ B
JEN g <053f +2jen PJ'Jh]>
then it holds that

1. The game Gnro admits a unique NE.

2. Starting from any initial point, the iteration defined by best response function converges to
the unique NE.

Proof. Please refer to Section 3.8.3 for detailed proof. O

Remark: Theorem 3.2 establishes the sufficient condition for the uniqueness and convergence
of the NE in Gypro. It follows straightforwardly that under the condition, the unique NE is also
stable in that any deviated point from the NE will be dragged back to the NE under best response
strategy.

There are several interesting engineering implications in the above analysis:

e Theorem 3.2 provides a simple way to calculate the NE, i.e., to find the fixed point of the

best response function, which can be solved recursively.

e It quantifies the relation between the NE and the various parameters, based on which the

stability of the rate control scheme can be checked.

e [t provides guidelines to configure the parameters to ensure system stability: e.g., with a
larger value of L and P;, the stability and the convergence to the NE is more likely to be

guaranteed.

k;A
s ’ S, can be regarded as the price for player i
qT + Z]GN tht ﬁj

From an economic point of view,

S?f f
operating on ;. The NE is the point where the marginal effective throughput ﬁ equals to the
i
price. From the players’s point of view, operating at larger y; increases the effective throughput
at the expense of paying more in terms of energy. Hence, to search the NE is actually to seek a

compromised point between the gain (effective throughput) and the cost (energy consumption).
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3.4.3 Inefficiency of the Nash Equilibrium

The obtained NE provides a solution where no player can increase its utility any further through
individual effort. It is an outcome obtained as a result of distributed decision taking which may be
less efficient than cooperative rate configuration among players. In some cases such as G ypc, the
NE is also the social optimal point, but in many cases, the NE does not coincide with the social
optimal point. In fact, it is well known that in general the NE are inefficient. In this section, we
will show that the NE of Gy g is inefficient and in next section we will propose a pricing scheme
to improve the efficiency of the NE.

Let ¥ = {%;} denote the social optimal point of Gygrc maximizing the aggregated utility

0> natl;
Z ailUi mentioned in Section 3.2, by imposing M = 0, we obtain,
ieN i
G
h;B P;h J b

. -N.; N (2

p t 42 [} 1,_}/‘ Jje P 3.3

Lot je/\zf:,j;éz Pjhy 7 J'(vi) — ki ' (33)

Compare (3.3) with the best response function of Gygrc (3.2) and performing similar analysis, we

have the following theorem on the social optimal point.

Theorem 3.3. Regard (3.3) as the best response update scheme to mazimize the global payoff,

under the same condition as Theorem 3.2, it holds that:

1. There exists a unique fived point in the update scheme (3.3) which is also the unique mawi-

mizer of g ol U;.
ieN

2. Starting from any initial point, the iteration defined by best response function (3.3) converges
to the unique fized point.

Proof. Please refer to Section 3.8.3 for the detailed proof. 0

Theorem 3.3 provides a distributed way to converge to the social optimal point. Furthermore,
we have the following corollary on the relation between the NE of Gnyre v = (71, -+ ,7n) and the
global optimal point:

Corollary 3.2. On the NE of GNrc v = {7} and the global optimal point 5 = {7;}, it holds that

i > i, Vi e N.

Proof. Please refer to Section 3.8.4 for the detailed proof. 0
Corollary 3.2 shows that the NE is not social optimal. If all players switch from the NE to the

global optimal point, the aggregated utility increases. This is due to the fact of lack of cooperation

and the incentive to operate at social optimal point. The most important result in this subsection

is summarized by the following theorem.

Theorem 3.4. In Gygrco, the unique NE is inefficient.
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3.4.4 Improving the Efficiency of NE in Gygc

Having shown the inefficiency of the NE in Gygrc, we turn to pricing, a technique widely used in
game theory, to improve the efficiency of the NE. In our case, noticing that at the NE, players
tend to transmit at lower rate than the transmission rate at the social optimal point (v; > 4;),
we encourage the players to increase their transmission rate via pricing to approach the NE to the
social optimal point. In this new context, we develop a non-cooperative game with pricing Gyprcp
with the utility function U] defined as U] = U; + 7;(7y), where 7;(v) is the pricing function. In our

study, we propose the following non-linear pricing function
Pi%i

9 9
q2 a~ 7
- _|_ -
0t 2B

7i(7v) = —piSivi = —

where p; > 0 is the pricing factor used to encourage the players to transmit at a higher data rate

(smaller ~;). Let k. = k; + p;, the utility function of Gygrcp is

U f(vi) — ki
[ q 2 v
o T N R B

Performing the same analysis for Gyrop as in Gyrco, we have the following theorem.

. 1 ki = /(™)) 1
Th A ! : yooe
eorem 3.5. IfVi e N, k; > SIn(L)2) and P P () Z

Z Gpiny

JGN,J#l <0’2 Q1 +Z]EN Pjhj )
min

1, where (yj*'")" is the smaller one of the two non-zero roots of f'(vi) = ki, then it holds that

1. The game Gygrcp admits a unique NE.

2. Starting from any initial point, the iteration defined by best response function converges to
the unique NE.

Remark: In Gnpgep, pi should be chosen such that (U])mqez > 0 to ensure that the feasible
strategy set for a rational self-interested player is not empty. This also implicitly guarantees that

f'() = k! has two non-zero roots (y/™") and (yme*)’.

i

In the analysis of G e, we can interpret s T the price for player ¢ operating
e T ieN BT
ki

on ;. In Gypgrop, the above price increases to o As the price increases, each

q 2
o T ieN B
player i tends to decrease its 7; at the NE.

The gain of applying pricing in our context is indeed two-fold:

e [t leads the game to a more efficient NE.

e It provides a tunable parameter p; to control the stability (existence and convergence of NE)

of the system.

One crucial issue concerning the proposed pricing scheme is that the pricing factor p; should be
carefully tuned such that each user’s self interest leads to overall improvement of the system. How

to choose p; is not trivial at all and depends very much on the system parameters. In practice,
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noticing that finding the optimal pricing factor may be impractical or even impossible, we propose
the following adaptive search method to find the locally optimal value of p;. We will evaluate the

proposed method via simulation in Section 3.6.

Algorithm 2 Adaptive Search Method of p;

1. Set Ap, ¢ to some small values. Initialize p{ = 0,Vi € N.

2. At each iteration ¢, measure the effective network throughput S¢/7 ().
If Se/f(t) > SeFF(t — 1), set pit! = pl + Ap, Vi € V.
If Se/7(t) < SFF(t — 1), set pit! = pl — Ap, Vi € V.

3. Stop until |S¢//(t) — SeFf(t — 1) < eSS (¢).

3.5 Joint power and rate Control Game

In this section, we turn to the general and the most flexible case where each player can configure
both its transmission power P; and data rate C; to maximize its payoff: the non-cooperative joint

power and rate control game Gy prc. It is clear that Gy yprc is not decomposable, i.e.,

max U; # mchxmax U; and maxU; # m}gxxmax Ui;.

We thus consider the following game G’y ;pp defined as

/ : fOi) —kivi .
GNJPRC ’ ,\/nLiniI,lyz_ii(,ynLaw = q2 + Z . L ’ te N
Cmin< 0y <Cmas “ N G;

2 1=

It is obvious that G’y ppe is equivalent to Gy yprc. The following theorem studies the NE of

!
NJPRC"

Theorem 3.6. There ezists a unique efficient NE in G’y jppe, where C; = C"% vy = ~¥ Vi e N

The proof follows the same way as Theorem 3.1. It is further easy to show that the NE
of G\ pre s also social optimal and Pareto optimal. Compared with Gypc of which the NE
maximizes the global payoff at given data transmission rate configuration and G yrc of which the
unique NE is not efficient, G’y ;ppc achieves the global optimality. In our context, providing more
flexibility in parameter configuration to selfish players in fact helps the system operate optimally

rather than lead to system collapse.

3.5.1 Subgradient Update: Better Response Strategy

In this section, motivated by the fact that G’y ;ppo achieves the global optimality at its unique
NE, we perform an in-depth study on how to reach the unique efficient NE. One might propose to
trivially set C; = C7"** and ; = 7. However, in practice, it is not easy for a player to calculate ~;".
Moreover, best response strategy often leads to large fluctuations that may cause temporary system
instability. Next we propose an alternative update scheme to approach the NE: the subgradient

update scheme, consisting of

1. Setting C; = C"**
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oU; (i)
Vi lvi=vt

2. Updating ~; as ’yf“ SHEED , where ) is the step size usually sufficiently small.

At each iteration of the subgradient update scheme, each player takes a step in the direction
of the positive subgradient. The engineering implication behind is that if the marginal effective
throughput outweighs the price, player ¢ increases its «;, otherwise it decreases ;. By setting the
step size sufficiently small, the subgradient update experiences a smooth trajectory.

We now study the convergence of the subgradient scheme to the unique NE. Our analysis
follows the technique in [ABDO06]. We first define a function z;(7) : [0, 1] — R for player ¢ as

oU; (i
2i(r) = 79+ (1 = Py + A 2200

07; ’

i Yi=Tyi+(1=7)y;
t+1 . OU;(v;) _
where the unique NE ~7 is the fixed point of the mapping v/ — 7, Noticing that =

Yi o
we have
1 1
dx;(T) dx;(7) dx;i(T)
t+1 *
— 7] = |2 (1) — 2;(0)] = dr| < dr < .
v Vi | = [2i(1) — 2;(0)] /0 . T /O dr T Trg[%:ﬁ] Ir

Noticing that A is usually sufficiently small, we have

(TR | it = (10 )

+ E]GN C

Under the condition f/'(7;) < 0,7 < v; < 4Me% i € N, we have

t+1

Iyt — 2| < pi |k =7

maX,yle[,ymzn maa:] f (’Y’l)

where p; = 1+ A < 1. It follows that starting from any initial value 7? ,

hm 'yZ = ;. In the proof of Theorem 3.2 presented in Section 3.8.3, we have shown that
nﬂ
1 )
ki > ——— = fI'(7;) < 0,4 < ; <A
? 2ln(L/2) fz (71) Yi SV
1
It thus follows that if k; > m,w € N, the subgradient update scheme converges to the
n
unique NE.
U, .
One issue left is how to calculate i) . In fact, assuming after sufficient long time,
P Y=}
mazx : . oU; (71)
each player operates on C; according to the subgradient update scheme, can be
) 8% %:“ff
Us(v8) — Us(v~ 2
estimated by Z(/nyz VZE?Z ) Noticing P; = %Btci% is a linear function of v;, we have the
S — . 1
following theorem: ' '
1
Theorem 3.7. In G;yppes if ki > W,Vi € N, then the following subgradient update
2
o

scheme converges to the unique NE C; = C]"%*, P; = Ciyl:

h; By
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1. Set C; = Cmaz

Ui(P!) — Uy(PY)

[

2. At iteration t + 1, set Pf“ =P+ A ’ 1
PP,

In the above subgradient update scheme, each player updates its v; at the same time instance.
A natural and more practical generalization is the asynchronous subgradient update scheme where
only a random subset of players perform update at a given time instance. This scheme is actually
more realistic in that it is difficult for the players to synchronize their update in a practical
implementation. In our context, concerning the convergence of the asynchronous subgradient

update scheme, we have the following theorem.

Theorem 3.8. In G'y ;pprc, under the same condition as in Theorem 8.7, the asynchronous sub-

gradient update scheme converges to the unique NE.

Proof. Please refer to Section 3.8.6 for detailed proof. O

3.5.2 Game Theory Based Joint power and rate Control Procedure for IEEE
802.11 WLAN

In this section, we provide a practical procedure of the joint power and rate control based on The-
orem 3.8. From the game theoretic point of view, the proposed procedure consists of a distributed
strategy update scheme to achieve the NE which is social optimal, too. The convergence of the
procedure to the NE is proven in Section 3.5.1 under certain conditions. In the procedure, each

user updates its transmission power according to the subgradient update scheme.

Algorithm 3 Game Theory Based Joint Power and Rate Control Procedure

Sender side:
Initiation:
Set the initial power to random value Pi0
Schedule the power update at time ¢, g, - - -
At t,,

Calculate U; (P 1) as U;(P" 1) = t ; ron
m — tm—1
Update P; as P = P14\ ( ]ng—z Pn(l—l2 )

Set the flag in RTS frame informing the receiver the new iteration begins at next frame
Receiver side:
When receiving RT'S with flag set, include Ng,. in CTS, then set Ngye to 0
At the reception of each frame, if the frame is not erroneous, Ngye < Ngye + 1

The proposed joint power and rate control scheme has the following desirable properties:

e No system-dependent parameters are needed to approach the NE, such as f(7;), h;. The

proposed scheme is thus totally transparent for users.

e Only minor changes are needed to incorporate the proposed procedure into the IEEE 802.11
MAC protocol.
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e Each user only needs to temporarily buffer the number of frames sent during last iteration
Nsent, the utility of the last two iterations and the number of frames received without error

during the last iteration Ngyc.

e The update can be performed asynchronously among users. No network-wide synchronization

is required.

3.6 Numerical Results

In this section, we present numerical results for the investigated three non-cooperative games. The
following parameter setting is used in our experiments: L = 12000 bits (1500 bytes), h; = d;j4
where d;; is the distance between the source ¢ and the destination j, CWi, = 32, CWiye, = 1024,
K = 10, the slot size is 20us, the data frame transmission overhead 7T, = 52 slots, the RTS
collision overhead T, = 17 slots. We simulate a WLAN of 10 nodes randomly distributed in the
100m x 100m field. «} is set to 1 for all nodes. ¢; is randomly distributed in [0.01,0.05]Mb/Joule
if not explicitly stated. The noise is set to —174dBm/Hz.

We first plot the NE of Gypc under the fixed data rate C; = 10Mbps for all players in
Figure 3.1 with five different ¢ value settings. For setting k& (k =1,---,5), ¢; is randomly chosen
from [0.01 * &, 0.05 * k]Mb/Joule. We can see from the result that the NE is almost the same for
different ¢ values. However, the power value at the NE is significantly different among players.
This interesting fact is due to the fact that in our scenario, the NE is much more sensible to the

parameters such as h than . The following two points can be drawn:

e Power control is in deed necessary in that the player’s transmission power at NE differs
significantly from one to another and depends very much on some system parameters and

configurations such as h in our case.

e In general cases, how a player weighs the cost of energy consumption w.r.t. its gain in terms

of effective throughput does not have significant impact on the transmission power at NE.

100

power (W)

10

datarate (Mbps)

0.01 f

[
I
| ,1(
j;i
4
A

0.001 - - - - - 1
0 2 4 6 8 10 0 5 10 15 20 25 30
player index iteration
Figure 3.1: NE of Gypc Figure 3.2: Trajectory of G nyrco under the best

response strategy

We then study G ygrc under fixed transmission power P; = 100mW for all players i. Figure 3.2
and 3.3 show the trajectories of the data rate of players under best response strategy without and

with pricing (p; = 0.02). Figure 3.4 shows the trajectory under (3.3) to approach the social optimal
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point. In all cases, the data rate converges. According to our analysis, the converged data rate in
Figure 3.2 and 3.3 is the unique NE. We can check that the sufficient condition of the convergence
under the best response strategy does not hold in our scenario. However, The best response update
scheme converges, indicating that the conditions in Theorem 3.2 are only sufficient conditions for

the convergence and may be too stringent in some cases.
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Figure 3.3: Trajectory of Gygrc with pricingFigure 3.4: Approaching the social optimal
under best response update point applying Theorem 3.3

Figure 3.5 studies Gy jprc under the subgradient update scheme. C},q. is set to 50Mbps for
all players. As mentioned in the analysis, under the subgradient update scheme, the convergence
to the NE achieves in a smooth way. As price, the convergence is achieved much more slowly. Once
again, the transmission power converges although the sufficient condition does not hold. According

to the analytical model, the converged value is the unique NE of Gy pRrc.

power (w)
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iteration

Figure 3.5: Trajectory of G jprc under the subgradient update scheme

Finally, we study the efficiency of the NE of three specific games analyzed in this chapter. The
game parameters are the same as the scenarios in Figure 3.1-3.5: ¢; € [0.01,0.05]Mb/Joule, for
Gnpc, C; is set to 10Mbps; for Gyge, P; is set to 100mW; for Gy jprco, Cmaz is set to 50Mbps.
The result is shown in Table 3.2. We can see that the NE of Gy jprco shows the best system-wide
performance. For Gygc, the system is sub-optimal. We then apply the adaptive search method
proposed in Section 3.4 (Ap = 0.002, ¢ = 0.01) to choose a local optimal pricing factor pop. By
applying the pricing technique, the performance of G yprc is significantly ameliorated, although
still not optimal, as shown in the table. The numerical result confirms our analysis in Section 3.5

that providing more flexibility in parameter configuration to non-cooperative players in fact helps
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the system operate optimally rather than leads to system collapse in our context.

Game Aggregated utility Z ail U;
ieN
Gnpo 6.9 % 107
GNRe 4.3 %107
Gnrep (pi = 0.01) 4.5% 107
GNRrcP (pi = popt) 6.1 % 107
GNJPRC 2.5 % 108

Table 3.2: NE efficiency for three games

3.7 Conclusion

In this chapter we formulated the power and rate control problem in IEEE 802.11 WLANS as three
specific non-cooperative games: the fixed-rate power control game Gypc, the fixed-power rate
control game G ygrc and the joint power and rate control game Gy jpre-

We demonstrated analytically that Gypc admits a unique efficient NE under the given data
rate configuration. For Gnypgc, under certain conditions, the existence and the uniqueness of the
NE is guaranteed. The convergence to the unique NE is also ensured under best response strategy.
However, the unique NE is inefficient. We then propose a pricing scheme to improve the efficiency,
but how to choose the pricing factor is not trivial. In contrast, Gyjprc is shown to admit a
unique NE which is also the system-wide optimal point. Motivated by this analysis, we proposed
the game theory based joint power and rate control procedure, a distributed algorithm that can be
incorporated into existing IEEE 802.11 MAC protocol easily to approach the NE. Both analytical
and numerical results show that the proposed procedure can achieve system optimality. We also
show that in our context, providing more flexibility in parameter configuration to non-cooperative

players in fact helps the system operate optimally rather than lead to system collapse.

3.8 Proofs

This section completes the detailed proofs omitted from the main text.

3.8.1 Proof of Theorem 3.1

It can be verified that the strategy set A; = {7;|y™" < v; < ™%} of each player i is a nonempty
compact convex subset of Euclidian space and the utility function U; is quasi-concave in ; on A;.
Hence, by Theorem 1 in [Ros65], Gnpc is a n-person game and has a NE.

In G ypc, each player aims at maximizing its utility function U;. We begin by checking the local

3 L =0, or f'(7;) = k;. Following Lemma 3.1 and the assumption E’ > ki,
Vi
it holds that f/(v;) = k; has two roots 7Y and 7. Without loss of generality, assume 79 < 77,

maximizer by imposing

max

applying Lagrange interpolation theorem, we have 0 < 49 < 4" < 4% < 4!
holds that f'(v;) < ki when v; <42, v; > ~F and f'(v;) > k when 1Y < v; < 7. It then follows

. Furthermore, it

that 4) is the local minimizer of U; and 7} is the local maximizer. Since at the border point "
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and "%, U; = 0, v is thus the unique global maximizer: i.e.,

Ui(Visv—i) > Us(isv=i)s v € ™™ A7) v # -
Hence, {v; =/} is the unique NE of Gypc.
3.8.2 Proof of Lemma 3.3
Let g(v;) denote the right hand side (RHS) of (3.2), we have

ooy (FOa) = ki) £ ()
00 == - ke

Noticing the fact that f(v;) — kv > 0 for v; € (7", 4%%) and applying Lemma 3.1, we have,

min max) .

for v; € ()", 7]

1. if v/ < ™" then g(vy;) is monotonously increasing in ;.

2. if Y < Al < 4% then g(;) is first monotonously decreasing till 7/ and then monotonously

increasing.

max

Note that 4/ > 49 is not possible since f”(7;) < 0 at v;3, thus 7/ < v} < 4. In either

case 1 or case 2, following that

i hi Byt q2 P; h;
g =0 < P ;2 " + > thiyj
JEN j#i J min . max . . .
hithfQ—l— Z i&v i S'YJS'YJ' ,VJEN,]#Z

o? q P;jhj

lim g(7; —€) — +oo > P;
- JEN i

and g(v;) < 0 for «; > ~7, it holds that (3.2) always admits a unique solution v < ; < ~7.

3.8.3 Proof of Theorem 3.2
It follows from k; > 2ln(1L/2)’W € N that k) > 1> f(v)) = (1 — %e—%{'/z)/;’ leading to
Ui(7!') < 0. Noticing that U;(7;) > 0 for v; € [y™",49%] and it is impossible that 7/ > ~maezd,
we have 77 < 4", It then follows from Lemma 3.1 that f”(v;) < 0 for v; € [y, ymaz],

We now turn to prove the uniqueness of the NE and the convergence to the unique NE under
best response strategy. By definition, the NE has to satisfy y= b(~), where y= (71, -+ ,v,) and
b(v) = (b1(y),b2(7), -+ ,bn(7)) is the best response vector of all players. We use the following

theorem in game theory concerning the uniqueness of NE [AC]:

Lemma 3.4. If the best response function is a contraction, then the game admits a unique NE;

Starting from any initial point, the iteration under the best response converges to the unique NE.

The contraction is defined in [AC] as follows: let (X,d) be a metric space, f: X — X is a
contraction if there exists a constant k € [0,1) such that Vz,y € X, d(f(z), f(y)) < kd(x,y), where
A
d(z,y) = llo —y|| = max; |[z; — yil|.

3This can be shown by noticing that f'(~i) is monotonously decreasing w.r.t. «; at 7, which is proven in the
proof of Theorem 3.1 in Section 3.8.1.
4See the proof of Lemma 3.3 in Section 3.8.2



Chapter 3. Non-cooperative Distributed Power and Rate Control in IEEE 802.11 WLANs 44

The key point to establish the uniqueness of the NE of Gy pr¢ is to show b(y) is a contraction.
We have:

) 50 = 1)~ £ < |[ L] to = ol = || 2 e

Thus if the Jacobian

< k, then f is a contraction.

Next, we show that the best response function b(7v) is a contraction by proving ||J||ec < k,

A a,ytJrl
where J = {J;;} is the Jacobian of b(v) defined by JZ] =
J
Rewrite (3.2) at iteration ¢ (¢ > 0), we have
hiBy g Pihi y _ fOi) =k
Pi == + f)/ = 2 2 ’yz . (34)
o a je/\z/:,j;éi Fihj (i) — ki

From Lemma 3.3, we have

min

A < b < yF Vie NGE> L.
Moreover, by partially deriving both sides of (3.4) w.r.t. 7;-, j € N, Ji; can be solved as
Phi  (f'(;") = ko)?

- i
Jij = Pjh; (f(’YfH) z”YfH)f”( any
0 i=j

It follows that

P.h. / t+1 k. 2
|[/]]oc = max ]‘DZ - t+(1f( )t+1 Z)// +1
’LEN jeN,]?é’L 77 (f(ryZ ) lryl )f ( )
From (3.4), we have
h; By q2 P;h;
FOF) =k = (O — k) | P ;gtq—Jr Y. ppntut
L jengzi I
By g2 1
> (FOY = k) [ Phi | 5=+ 57"
o’ q jeNP]hj
It follows that:
1 1 f/ t+1 kz
e <max 3 R

) / P’Lhz B mzn f// t+1
JEN j#i (ﬁgf + EJeN Phy )

= 7fl(7§+1) o we have
ECUUIA
, t+1 (f//( t+1)) f///( t+1) f/( t+1)—ki)
b= () '

Let R;(y!™)

1
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t+1
7i+

Let y = 56_7, we have

et = %Ly(l —y)!

it = %Ly(l — Ly)(1 —y)=?
P = Sy - )R - (B - 1)y + 1)

If f”(;) > 0, noticing L > 1, we have

2 = f" Qi i) = k) > (F"0a)? = D (O

1 _
L=y L -1y >0

If f'(~;) <0, we have

(F" (i) = "D Y = ki) = (7 () > 0.

t+1

Hence, we always have R;(’yfﬂ) > 0. R;(y; ") is thus monotonously increasing in 'yf“. On the

)

other hand, in the beginning of the proof, we have shown that under the condition k; > m,
n

() < 0 for v; € [ymin 4maz] Noticing R;(7}) = 0, we have
k= o)

max | R;(y | < —Ri(y/"™) = s
Y E(YII ) | )

min

1 ki— f'(~!
Z )

Therefore, ||J||coc < max
(2

min

JEN j#i T U (%Z?WLZ]'EN Igjhj> f//(,}/;nm)

1 k: — (A min
Let k = mz}\)fi o i/ (%, ) , if the condition in the theorem
1€ . ’ . 5 . B ,y'r_nzn i
jeN g~ (0533 + 2 jen By ) f1O8)

is met, i.e., k < 1, then we have ||J||oc < k& < 1, the best response function b is a contraction.

Both the uniqueness and the convergence is guaranteed.

3.8.4 Proof of Theorem 3.3

Following the same way as Lemma 3.3, we can prove that at each iteration, the update function
(3.3) admits a unique solution ; € (Y™™, 4¥).
Moreover, following the same mathematical operation as that in Theorem 3.2, we can calculate

the Jacobian of (3.3) J' = {J];} as

_ DBk (f'(7th) = ki)?
L= Bili [ SRS (F(ak) — kit) + () — k‘ﬂf“} dCh

i

i # ]

0 i=3

Noticing that f(vf) — kiyf > 0 for 4, € (3", ~),¥r € N, it holds that 0 < Jj; < J; for i # j,
where {J;;} = J is the Jacobian of (3.4) derived in Section 3.8.3. It follows that ||.J||oc < ||J]|oo-
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If the condition of Theorem 3.2 holds, ||J||cc < ||J]lcc < k& < 1. (3.3) is a contraction. Theorem

3.3 is proven.

3.8.5 Proof of Corollary 3.2

We rewrite the best response function for ~; and 4; as

P hiBt g2 Lihi A= FOith) — kit e g1+
) = 1 2 (A
AU U R LG B '
41 ot a ¢ t
P h; By g2 Pihi ¢ FOT) = R+ D jen i ?fl(f(%') — ki) St A it
. 02774_ P-hdj = (A g =% =g()
S R AL fT) = ki

As in the proof of Lemma 3.3, we can show that under the condition of Theorem 3.2, both
g(~i) and g(v;) is monotonously increasing in v; and g(v;) < g(%;) if vi = ;. Moreover, in the
same way as Lemma 3.3, we can prove that 7" < 4; < ~F, Vi € N.

We now prove by contradiction that if 75- > ’%t, Vj e N,j # i, then 7;+1 > ;i
assume by contradiction that v} > it Vi € Ny j # i and 41T < 171 Tt follows that g(7/ ™) <

(2
Gy < g(%tY), thus we have

7

. Otherwise,

hiBi g2 Pih; hi By q2 Pih;
Pt Y. pp <P o 5 i
JEN j#i I JEN j#i I

g

which contradicts with the assumption that fy§ > ?jt, VieN,j#i.
Therefore, starting with the same initial value v° = 3°, at each iteration ¢, it holds that > it
Consequently, we have
=l = fim 5= vieN.
Furthermore, noticing that it is impossible that 5 = « for 4;,7; € (y™",~7), it then holds that

i > i, Vi € N.

3.8.6 Proof of Theorem 3.8

For a sequence of non-empty sets {X(k)} with
- CX(k+1)cX(k)c---cX

satisfying the following two conditions:

e Synchronous Convergence Condition: We have f(x) € X(k + 1),Vk and x € X(k).

Furthermore, if {y¥} is a sequence such that y* € X(k) for every k, then every limit point
of {y*} is a fixed point of f.

e Box Condition: For every k, there exists sets X;(k) C X; such that

X(k) = X1 (k) x Xa(k) x -+ x Xp(k)

and x(0) = {z;(0),i =1,2,--- ,n} € X(0), the Asynchronous Convergence Theorem [BT97] states
that every limit point of {x(t)} is a fixed point of f.
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Applying the above results in our context, let X (k) 2 Xienx] — 6(k),xf + d(k)] where 6(k) =
max;e [7¥ — 4#|, f denote the mapping from {+}} to {yfﬂ} in the subgradient update scheme,
X; = [ymin ymaz] i e N, we can verify that {X(k)} satisfies the box condition. Moreover, in
the analysis in Section 3.5.1, we have shown that §(k) is monotonously decreasing in k under the
condition in Theorem 3.7, thereby the synchronous convergence condition is also satisfied. Hence
following from the asynchronous convergence theorem, «; converges to v;. Noticing that U; is
independent to P_; and F; is a linear function of ~;, the subgradient update scheme defined in

Theorem 3.7 converges to the unique NE, which is also the social optimal point.



Chapter 4

A Pricing Framework for Cooperative
Relaying in Wireless Networks with
Selfish Nodes!

4.1 Introduction

Cooperative relaying has emerged in recent years as an important technique for wireless networks
with unstable links. Cooperative relaying takes advantage of the broadcast nature of the wireless
medium and provides additional diversity against link outages (caused, e.g., by dynamic fading
or shadowing effects) by allowing nodes in the vicinity of the link endpoints, which overhear
the transmitted signal, to make additional transmissions to assist in delivering the data to its
destination. The extensive research on the topic has resulted in a wide variety of proposed co-
operation methods. For a single relay, these range from simple decode-and-forward of the data
packet itself [NHHO04, LLGO6] to coded cooperation where the relay transmits additional error-
correcting code bits rather than retransmitting the original data [HNO06]. Similar ideas have been
extended to multiple-relay cooperation, where the receiver decodes the data by combining the
relayed signals received either over separate multiplexed subchannels (e.g. CDMA [SEA03] or
TDMA [LTWO04]), or over the same subchannel with multiple receiving antennas using space-time
codes [LW03, JHHNO4].

Despite the ample research literature on cooperative relaying, virtually all studies in this area
have tackled the issue from an optimization perspective, assuming that the relay nodes are will-
ing to help the source and ignoring the issue of cooperation incentive for the relay nodes. This
assumption is clearly inadequate in networks with selfish nodes, which may not be willing to relay
packets for other nodes, e.g. due to the energy cost they incur in the process. In light of the
established importance of cooperative relaying for enhancing throughput and reliability in wireless
environments with unstable links, it is imperative to attend to the question of how to provide the
necessary incentives for selfish relay nodes to take part in cooperative relaying.

Motivated by the above observation, we propose a pricing framework based on the idea of
“pay for cooperation” to encourage cooperation by relay nodes. Under this framework, each flow
(corresponding to a source-destination pair) offers a payment per successfully received packet,

which is shared equally among all cooperative nodes that participated in the relaying of that

'Part of the work in this chapter was done while visiting NICTA.
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packet. Hence, the utility of a relay node is defined as its share of received payment minus its
own cost of cooperation (e.g. due to energy spent for relaying). For a flow, the utility is defined
as a generic concave function of the packet delivery rate minus the cost paid to the relay nodes.
We model the resulting scenario as a Stackelberg game [Mye91], in which the relay nodes are the
followers that respond to payment rates set by the flows (i.e. each relay chooses which flow or mix
of flows to serve so as to maximize its utility, given the payment rates offered by the flows and
the actions of its competing peers); and the flows are the leaders that set the payment rates to
maximize their own utility in anticipation of the Nash equilibrium (NE) response of the followers.

The idea of pricing as a control mechanism, to encourage selfish network users to make decisions
resulting in a social benefit for the entire network, has a long history. Its greatest success has been
in the so-called Network Utility Maximization (NUM) framework, which originally developed from
the seminal work by Kelly et al [KMT98] and has since been widely used in the contexts of
congestion control and routing in the Internet (cf. [TWSCO07, WLLDO3] and references therein),
as well as power and rate control in wireless networks [SMGO02b, CL08]. In NUM, the network
sets shadow prices for using its resources, while the users respond to those prices by adjusting
their actions (e.g. flow rates). In many scenarios, the prices can be set in such a manner that the
resulting individual optimization by the selfish users coincides with the distributed optimization of
the network operating point. However, the NUM framework cannot be easily extended to ad hoc
wireless networks with selfish nodes, since there is no independent entity of a “network” that can
set prices for using its resources; rather, the network itself is comprised of the selfish nodes, and
the distinction between the network “resources” and “users” is blurred.

Accordingly, the research on incentives in ad hoc networks has predominantly focused on en-
couraging honest forwarding of other nodes’ packets through reputation and credit-based schemes
(cf. [JSO07] and references therein). Such schemes can be enforced in a traditional forwarding
context, where node can detect whether their neighbors are honest simply by overhearing the re-
spective transmissions. However, reputation-based methods are largely unsuitable in the context
of cooperative relaying used to provide diversity against unstable links, since it is impossible to
distinguish between a neighbor’s selfish failure to relay a packet and an “innocent” case of a bad
channel to that neighbor.

On the other hand, only a handful of recent studies have considered pricing in the context of
ad hoc networks with selfish nodes, where nodes are paid for forwarding other nodes’ packets and
in turn pay their neighbors to forward theirs, with the payment rate determined by an auction or
market-based scheme [MQ05, ZLLY07a, XY08]. These studies, as well as the one in this chapter,
can be seen as adaptations of the “smart-market” mechanism originally proposed in [MMV94]
in the context of Internet congestion management, where sources of flows bid for the amount
they are willing to pay to have them delivered, so that the limited shared network resources (e.g.
congested links in the Internet or relay nodes in ad hoc networks) are used to serve the highest
bidders. However, to the best of our knowledge, the pricing framework we study in this chapter
is the first to be applied to the cooperative relaying context, which introduces several important
original features that distinguish it from any related methods studied in the past. First, unlike
most pricing methods in existing literature that only involve one kind of selfish players, in our
framework there are two types of players (the relay nodes and the flows), each of which is not
only in competition with its peers but also with players of the other type, resembling a commodity

market with multiple providers and clients. Furthermore, in most existing studies on pricing, the
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expected utility of a player depends only on its own strategy once the prices are set, whereas in
our case the payment from a flow is shared among all relay nodes participating in the relaying
of that flow. As a result, a node’s utility depends on the strategies of its peers, which leads to a
competition scenario with more complex interactions among the players. Finally, we point out that
the sharing of payment leads to relay utility functions that are non-concave, requiring an original
study of the game equilibrium properties that cannot draw on existing well-known results.

Our contribution is twofold. First, we present a detailed study of the Stackelberg game involving
the flows and relay nodes and its equilibrium properties. Specifically, we establish that the followers’
game admits two types of Nash equilibria, including a unique symmetrical NE where all relay nodes
play the same strategy (i.e. relay the same mix of flows), and a boundary NE where each relay
node is fully dedicated to a single flow. We further establish that, from the leaders’ perspective, a
Stackelberg equilibrium does not exist if the followers play the boundary NE, yet it always exists if
the followers converge to the symmetrical NE. We emphasize that these properties are substantially
different from any other pricing method proposed in the literature. We then conduct a numerical
study that demonstrates the prices and utilities achieved in several scenarios, and show that the
equilibrium in general is reasonably efficient (i.e. has a low “price of anarchy” [Pap01]).

The rest of this chapter is structured as follows. Section 4.2 presents our system model and
pricing framework and formulates the Stackelberg cooperative relaying game. Section 4.3 analyzes
the properties of the followers’ game and the corresponding equilibria, while Section 4.4 investigates
the existence of an equilibrium in the leaders’ game. Section 4.5 demonstrates the efficiency of the
resulting equilibria with a numerical study of several scenarios. Finally, the chapter is concluded

in Section 4.6.

4.2 System Model and Pricing Framework

4.2.1 Wireless network model

We consider a set F of flows in a synchronized slotted wireless network. We use Sy and Dy to
denote the source and destination of flow f € F, respectively. Each flow transmits a continuous
stream of packets, where each packet from any flow takes an identical transmission time (a slot). A
set R of relay nodes, with |R| = R > 2, serve as potential cooperative relays that may assist packets
to reach their destinations by retransmitting them. We assume that the different flows coexist on
different “channels” in the network, which can be, e.g., CDMA or FDMA. Thus, if relay node
t € R decides to cooperate with flow f, it must tune itself to receive the packets from Sy; a node
cannot overhear multiple flows simultaneously. All nodes cooperating with flow f relay each packet
from that flow to Dy immediately after receiving the packet, i.e. simultaneously to each other. We
assume that the different relay signals do not mutually interfere; e.g., they can be multiplexed
on separate sub-channels (as in [SEA03, LTW04]) or based on space-time coding with multiple
antennas at the receiver [JHHNO4]|. Therefore, the packet is considered successfully received if it
can be decoded error-free from at least one of the relay transmissions. (We do not consider coded
cooperation in this chapter, where relay transmissions consist of error-correcting code bits rather
than the packet data itself, so that the packet can be recovered from the combination of relay
signals even if no individual one is error-free; this extension is left to future work.)

Accordingly, we consider a simple channel model in which any channel is either “good”, which

allows the transmitted packet to be decoded without error, or “bad” otherwise. We assume channels
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between different pairs of nodes are mutually independent, which is realistic in most practical
scenarios as long as nodes are spaced sufficiently far apart (i.e. by more than a wavelength of the
carrier frequency). For the sake of simplicity, the analysis in this chapter assumes channels that
are memoryless on the packet time scale (i.e. probability of being in the “good” state is fixed and
independent between subsequent packet transmissions) We denote this probability by Psfn for the
channel between Sy and any relay node, and Pj: 4 for the channel between any relay node and Dy.
Thus, we assume a symmetrical setting where channel probabilities are identical a priori among
all relays (though not necessarily among all flows). The extension of our analysis to asymmetrical

relay nodes is left for future work.

4.2.2 Pricing framework

We denote the cost (e.g. in terms of energy) for a relay node to transmit a packet from flow f
by ef. For a selfish relay node to make a cooperative transmission, it must expect to receive a
payment in return that is greater than its energy cost. Bach flow f offers a payment of C¥ per
successful packet, where C7 is decided by the flow itself (i.e. C/ is the strategy) of f). Hence, the
utility function of flow f € F is defined as the net payoff f gets per slot:

Uy £ uy(P),.) — CTPf (4.1)

suc?

where Pl =1— [Licer(1— anPg dﬁf ) is the probability that a packet of f successfully arrives at

its destination, with rlf being the probability that relay node i cooperates with f. The function

Uy (Psfuc) characterizes the application payoff (e.g. satisfaction level) of f from a delivery probability

of Psfuc. We assume u s (Pguc) is continuously differentiable, strictly increasing and weakly concave
in Pl (e wf(Ple) < 0), with uz(0) = 0.

We now turn to the utility function of the relay nodes. If a packet is successful, the payment

of Cf is shared equally among all nodes that successfully relayed it to D f.2 We denote by rlf the

probability of relay ¢ to retransmit a packet from flow f; thus, the vector r; = {rlf ,feF }, where

> f rzf < 1, is the strategy of relay node i. For brevity, we henceforth denote K/ £ PéfnPg 4+ Thus,

the expected payoff for a relay node 7 in a slot is

VAZCfoTfRile(Z)_ frf (4.2)
Z_fejf il:0l+1 o ‘

where

Playe S0 Tk TLa- w0

TCR—{i} 1€l J2¢T
|T|=l Ja#i

is the probability that there are | additional nodes beside i that successfully relay the packet of f

to its destination as well.

2We assume that the flow endpoints are honest, and indeed make the payments in equal shares to all successful
relay nodes, as detected by Dy. We do not consider further the issue of payment enforcement, which may require a
separate mechanism e.g. via a reputation-like metric where the relay nodes monitor the payment rate over time, and
refuse to cooperate with flows that deviate too much from the value to be expected from the channel characteristics.
The investigation of such payment enforcement schemes is beyond the scope of our work in this chapter.
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4.2.3 Stackelberg game formulation

We model the cooperative relaying with pricing as a Stackelberg game, in which the leaders choose
their strategy first, and the followers respond by choosing their strategies accordingly, knowing
the leaders’ strategies [Mye91]. In our setting, the game is defined as follows.

Follower’s Problem:

Each follower (relay node i) chooses its strategy rj to maximize its utility V; in response to the
given leaders’ strategies C £ {C/, f € F} and the strategies of its peers r_; £ {rj,j # i}. Thus,

each relay node ¢ solves the following problem:
r;(r_;, C) = argmax V(rj, r_;, C), (4.3)

and a vector of followers’ strategies is a Nash equilibrium (NE) if it corresponds to a fixed point
of (4.3).

Leader’s Problem:

Each leader (source-destination pair corresponding to a flow f) chooses its strategy C* to max-
imize its utility function Uy, given the strategies of its peers Cf2{Cf f +# f} and anticipating
that the followers will eventually respond with strategies that result in an NE according to (4.3).

Thus, the leader’s problem is described as
Cf" = argmax Uy (€7, ¢~ v ((CF, C7H))). (4.4)

The solution of the game is characterized by the Stackelberg-Nash equilibrium (SNE), a strategy

profile from which no player (leader or follower) has incentive to deviate unilaterally.

4.3 Equilibrium Analysis of the Followers’ Game

The goal of our subsequent analysis is to find and characterize the properties of the SNE of the
above game. To that end, we first study the followers’ game and obtain the best response strategies
and equilibrium properties for a given vector of leaders’ strategies C. Before proceeding, we point
out that there exist generic well-known properties (e.g. equilibrium existence and uniqueness) for
games with concave utility functions, which do not hold in our case since, in general, the relay
utility V; is not concave. To see this, consider the simple example of a single flow served by three
nodes over perfectly reliable links (K = 1) with C/ =1 and ¢/ = 0. Then, the utility function of

relay node 1 reduces to

-2
Vi — o [(1 ) (1= ra) + ro + 13 ToT3 rgrg] ’

2 3
. .. ri=1 7 1 ri=1 ri=1 9
which is in fact non-concave; for example, V; (r2=0.5) =15 <3 [Vl (r2=0> +W (rzzl)} = 3. As a
r3=0.5 r3=0 rg=1
result, we resort to establishing the game properties using a direct analysis, without drawing on
any prior theoretical results.
Before proceeding, we present a simple yet insightful example that demonstrates some of the

properties to be rigorously proved later.

Example 1. Consider a system with two flows offering identical payments of C' = C? = 1,

el = €2 =0, and two relay nodes with perfectly reliable links. In this system, there are three
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equilibria in the followers’ game:

e ry =12 = (3,1) (i.e. each node allocates half of its cooperation to each of the flows). To see
that this is an NE, note that, for ro fized at (2, 2) the utility function of node 1 reduces to
Vi=(r{+r?)- (% + 1), which is mazimized by any strategy with ri +1? =1 (intuitively, the
node mazximizes the received payment by increasing its cooperation effort to the mazimum,
and is indifferent between the two flows). The same logic holds for node 2 with vy fized. We
refer to this NE, where all nodes apply an identical strategy, as the symmetrical NE

e r; = (1,0), ro = (0,1) or vice versa (two equilibria that are identical up to permutation of
the nodes). Indeed, when each node cooperates with one flow, there is no incentive for any
of them to deviate by shifting some of the cooperation probability to the other flow, where the
expected payment rate is lower due to competition with the other node. We refer to such an

NE, where every node cooperates only with one flow, as a boundary NE.

It is easily confirmed that no other equilibria exist in this system.
As we prove below, this simple system is indicative of the followers’ game properties in general.
Indeed, the main result of this section is that, in any system and for any vector C, the game always

admits a unique symmetrical equilibrium, as well as at least one boundary equilibrium.

4.3.1 Symmetrical Equilibria

We focus first on symmetrical strategy profiles, where all nodes use identical strategies. To that

end, we define the function
aV;
or!

(2

(4.5)

g/ (x) £

r;.‘ =z VjER

(note the index i is dropped from the function definition since it does not depend on the choice of

any specific 7). This can be simplified as

R—
-1 L 1-(1—-K/z)E
fK§ Kfp) (1 - KIx)B 1t —of = 0f —ef. (4.
g =C :0 ( )( x)'( x) e C T e (4.6)

In particular, we note that g/ (0) = C/ K/ — e/ and ¢/ (1) = % — ef. For convenience, we also
define h'(z) £ W; thus g/ (z) = CTh/ (z) — €.

We state some monotonicity properties that will be useful in several subsequent proofs.
Lemma 4.1. The following monotonicity properties hold:
o g/(x) and W' (x) are strictly decreasing in x;

f
o f(z)= dhdggx) is strictly increasing in x;

° [h/(()])Q 18 strictly decreasing in x.

Proof. Please refer to Section 4.7.1 for the detailed proof. O

We now state the first major result of this subsection.
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Theorem 4.1. For any vector of flow prices C, there exist {p/, f € F} such that the symmetrical
strategy profile rjf = pf,Vj € R is a Nash equilibrium. Furthermore, there exist X > 0,{uf >0, f €
F}, such that:

g (p)=x—pu’ VfeF (4.7)

A pf—1] =0 (4.8)
feF

wpl =0 vieF (4.9)

Proof. First, we show that a set of {p/}, A, and {u/} satisfying conditions (4.7)-(4.9) exists. To
that end, define the function V' (x), where x = (xl, e ,xm), as follows: V(x) £ Zfe]—‘ fg;f gt (€)de.

Consider the following optimization problem:

max V' (x) s.t. Zazf <land 2/ >0,VfeF
feF

Since V(x) is obviously continuously differentiable, the above constrained optimization problem
(defined over a compact region) must have a solution, which can be denoted by {pf, f € F}. This
solution must satisfy the corresponding Kuhn-Tucker conditions, which are precisely the conditions
listed in (4.7)-(4.9).

Next, we show that the strategy profile defined by the above conditions corresponds to an NE,
i.e., {p’} is the best-response strategy for any node i if all other nodes play the same strategy.
Accordingly, consider the corresponding optimization problem from the perspective of node i, with
the strategy r; = (ril, ey Tl]:l)I
max Vi(ri,r—j) s.t. Z rzf <1 and rzf >0VfeF (4.10)

' fer

We note from (4.2) that, for a fixed r_;, the target function Vj(rj,r_;) is linear in r; (indeed,
the coefficient of each rzf is constant). This implies that the first-order Kuhn-Tucker conditions

oV,
aer

corresponding to problem (4.10) are sufficient for optimality. However, since

Fpfels
ri=pfr_;
g7 (p?) at the symmetrical strategy profile, these Kuhn-Tucker conditions coincide with those stated
by (4.7)-(4.9). Hence, {p?, f € F} is indeed the best-response strategy for any node i, and therefore

it is an NE. OJ

We now proceed to the second major result of this subsection, namely, the uniqueness of the

symmetrical equilibrium.

Theorem 4.2. For any vector of flow prices C, the symmetrical equilibrium in the corresponding

followers’ game is unique.

Proof. By definition, an equilibrium strategy profile must solve the optimization problem defined
in (4.10) for each relay node i. Since V; is continuously differentiable in rzf , it follows that the

first-order Kuhn-Tucker conditions are necessary for optimality. Thus, there must exist A; > 0 and
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{,uzf >0, f € F} such that the following conditions are satisfied:

ov;
or!

2

No—pl VfeF (4.11)

MY rf-1]=0 (4.12)

feFr
plrl =0 (4.13)

We now show by contradiction that there exists at most one symmetrical equilibrium. Sup-
pose that, to the contrary, there exist two different sets {pg,f e F} # {pg,f € F} such that
the assignments of either r; = pg,Vi e RVfeFor rlf = pg,W € R,Vf € F both satisfy condi-
tions (4.11)—(4.13). Since the equilibria are symmetrical, the Lagrange multipliers must be identical
for all relay nodes, therefore the node index may henceforth be dropped. Accordingly, we denote
the Lagrange multipliers corresponding to the two equilibria by A4, Ap, {,uf; 1, {u{: }, respectively.

Without loss of generality, assume that p;' > ,0{:1 for some f; € F. Then, by (4.13), we have
pdt =0, and by (4.11),

_ 87“fl

(2

where the last inequality is due to the monotonicity of the function ¢/ (Lemma 4.1). Therefore,
A > Aq. Conversely, by the same token, p;° < pl{? for some fo € F results in A, > Ap. Since both
cannot occur simultaneously, we conclude that p;* > p;' for some f; € F implies pg > pbf for all
f € F. However, Ay > A, > 0 implies >~ p{: =1 by (4.12), which leads to the conclusion that
> feF pf: > 1. Since this is impossible, we conclude that more than one symmetrical equilibrium

cannot exist. O

4.3.2 Boundary Equilibria

We now turn our attention to boundary strategy profiles, where all strategy components rlf are

equal to either O or 1 for all s € R, f € F. Our main result in this subsection concerns the existence

of boundary equilibria.

Theorem 4.3. For any vector of flow prices C, there exists a boundary equilibrium in the corre-

sponding followers’ game.

Proof. First, we introduce a “dummy” flow fy with Cfo = 0 and efo = 0, such that any node
with less than full allocation of cooperation (i.e. ) feF rzf < 1 will be indifferent to allocating any
part of the remaining slack to the dummy flow, since the utility from cooperation with that flow
is always 0. The purpose of introducing the dummy flow is to allow consistent notation in the
following proof. Thus, if a node’s best strategy is not to cooperate with any flow at all because all
flows offer negative expected utilities (i.e. payments that are lower than the energy cost), then the
node can instead be said to be fully cooperating with the dummy flow.

We now construct a simple algorithm that finds a boundary equilibrium, as follows. Initially,
start with the strategy rlf =0 for all i € R,f € F. Thereafter, proceed with R iterations to assign

the relay nodes to flows, where in each iteration k =1,..., R,
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e denote R/ = > rzf, f € F, to be the number of nodes assigned to flow f so far;

e find the flow f* such that setting r,{* = 1 maximizes V};

e assign rk* =1.
We elaborate on the second step in the above. From (4.2), if node k is assigned to flow f in the
iteration where Rf other nodes already allocate a strategy probability of 1 to that flow, then the
node’s utility will be

f
;1= -KHFH

ot
T el (4.14)

f fRf L (R ory PRIl _ f
Cl'K Zm JED Q=KD =l =C
=0

and the flow f* to which node k should be assigned is thus the one that maximizes (4.14) among
all flows (including the dummy flow, if necessary) in the iteration.

We now show by induction that after each iteration k, the assignments so far {rf} constitute
an equilibrium among relay nodes ¢ = 1,..., k. This is clearly true for £ = 1. Assume that it is
true for k = n, and consider iteration n+1. Let f,,+1 be the flow chosen by relay node n+1. Then,
by construction, relay node n + 1 has been allocated to the flow offering the maximum expected
payment share, and has no incentive to deviate any probability to other flows where the expected
payment is smaller. Since the relay nodes are symmetric, the same holds for any other node that is
assigned to flow fj, 11 before iteration n+1. Now, consider any node j assigned to a flow f; # fr.11.
Note that the only change from iteration n to n + 1 is that Ry  , has increased (i.e. fn11 now
offers an even lesser payment share per node than before, as (4.14) is decreasing in Ry), and the
iteration made no impact on other flows. Therefore, if j had no incentive to deviate from f; after
iteration n, then j will certainly have no incentive to deviate after iteration n + 1. Therefore, the
strategies after each iteration are in equilibrium among the nodes assigned so far, and eventually

result in a boundary equilibrium after all R nodes are assigned. ]

We point out that, unlike the symmetrical equilibrium, the boundary equilibrium is not guar-
anteed to be unique (even after allowing for permutation of the nodes). The reason for this is
that the flow f* maximizing expression (4.14) in a particular iteration need not be unique. For
example, consider again the system described in Example 1, except that now C' = 2 and C? = 1.
Applying the algorithm from the proof of Theorem 4.3, the first node is assigned to flow 1, and
thereafter, the second node becomes indifferent between the two flows (it can either cooperate with
flow 2 and receive the full payment of C? = 1, or cooperate with flow 1 and receive half of the
payment of C! = 2, with the other half going to the first node). Consequently, r; = (1,0) and
either ra = (1,0) or ra = (0, 1) are boundary equilibria (in fact, rg = (ri,r3) with any 7 +72 =1

will bring about an equilibrium, albeit not a boundary one).

4.4 Analysis of the Leaders’ Game

In this section, we study the properties of the leaders’ game and its equilibrium (corresponding to
the Stackelberg-Nash equilibrium of the overall system). Our task is complicated by the findings
of section 4.3, namely, that once the leaders’ strategies C are set, the followers’ equilibrium is not
unique. To get around this complication, we first analyze the leaders’ game under the assumption

that the followers will always respond by playing their symmetrical equilibrium (which is always
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unique), and establish the existence of an equilibrium of the leaders’ game for any R, {K f } and
{ef}, f € F. We then show that the existence property may no longer hold if the followers may
play any other equilibrium rather than the symmetrical one; in particular, we establish that the
leaders’ game never possesses an equilibrium at all if the followers always respond by playing their

boundary equilibrium.

4.4.1 Followers play symmetrical equilibrium

We focus on the followers’ symmetrical equilibrium defined in Theorem 4.1, and study its depen-
dence on the payment rate C7 of a specific flow f € F, with all other rates (C~f) fixed. To
streamline the discussion, we view the value of p/ in the equilibrium corresponding to a setting of
C/ as a function pf = F(C7) (a scalar function, since we focus only on p/ and are not interested
in the values of p for flows other than f). We shall also be interested in the value of A that satisfies
condition (4.8) in the equilibrium, and denote the respective function as A = A(C/).

We begin by exploring these functions for extreme values of C. Clearly, with C = 0, the
utility of cooperating with flow f for any relay node is non-positive, implying pf = F(Cf = 0) = 0.
Denote A\g = A(CY = 0); then, if C/ is gradually increased, the equilibrium remains unchanged as
long as g/ (0) = K/ O/ — ef < )\, since condition (4.7) can still be satisfied with some pu/ > 0. We
conclude that p(C7) = 0 and A(CF) = A for all CT < er;in = )‘OKL]?JI

On the other hand, if C7 is very large (more precisely, Cf > Cé:ax = Kmaxjv/#c cl'KI' — ef/> +
which implies that ¢/ (1) = %—ef > ¢/ (0) = CT' KT —el for any f # f), then the equilibrium
conditions will be satisfied by p/ = F(CT) =1 and A = A(CY) = ¢/ (1), with /" > 0 and therefore
plf" =0 for all f' # f. Intuitively, if C/ is so large that even a share of % of the payment from f
is larger than the payment from any other flow, then no node will deviate from cooperating fully
with f.

We now proceed to explore the behavior of F(CY) and A(C/) between these extremes, i.e. in
the range C’r{lm <ol < C’IJ;&X.

Lemma 4.2. The function A(C7) is continuous and non-decreasing in C7.

Proof. Please refer to Section 4.7.2 for the detailed proof. O

Lemma 4.3. The function F(Cf) s continuous, and, in the range o/ <0of < C{;ax, strictly

min
increasing in CF.

Proof. Again, the continuity of p/ with respect to C/ is immediate from the continuity of g/ and
conditions (4.7)-(4.9). We now prove the monotonicity. For convenience, we denote the function
g7 () corresponding to C{ and Cg by g{ (-) and g{ (+), respectively. Now, consider the following

alternatives.

o A(C{ ) = 0. By lemma 4.2, this implies A(C{ ) = 0 as well. In both equilibria (corresponding
to Cf and to CJ), since g/ (0) > 0 (by the definition of C . and the fact that both C/. < ¢/
and CY < C{ ), it follows that condition (4.7) cannot be satisfied with g(pf) < 0 (since that

would require p/ > 0 and therefore uf = 0). Hence, g/(p/) = 0 in both equilibria. It follows

that ; ;
Frerl=(=KpD)® o p1— (1K py)"
oK S ok :
RK'p{ RK/py

which, if ¢/ < ¢, implies p! < pJ

)

(see proof of lemma 4.1).

ef]
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o A(C{) = A(Cg) > 0. Thus, in both equilibria, 3 /¢ » p!" = 1; moreover, by the definition of
Ciax, the set 7/ = {f'|p" > 0} contains at least one flow f’ # f, and all flows f’ € F/\ {f}
satisty g/’ (p!') = A(C{) = A(Cg), i.e. they have identical p/ in both equilibria. It follows
that p/ must be identical in both equilibria as well. Now, since g{ (p!) < gg (p)) < A(C{ ), it
follows that the first equilibrium must have pf > 0 and therefore p/ = 0, contradicting the

definition of C7

min"

o A(C’{) < A(Cg). Thus, in the second equilibrium, 3¢z p!" =1, and once again, by the
definition of Cfax, the set F/ = {f'lp!" > 0} contains at least one flow f’ # f, and all flows
f' e F' satisfy g/ (p!") = A(Cg) > A(C{). Since the functions g/’ for all flows f’ € F'\ {f}
are unchanged between the equilibria and are strictly decreasing in the respective pf /, it
follows that p/’ in the second equilibrium must be lower than in the first for all f/ € F/\ {f}.
This immediately implies that pf =1 -3 Frif p!" must be greater in the second equilibrium
than in the first.

Lemma 4.4. The function F(Cf) is concave in CI in the range Cf;in <ol < C{;ax.
Proof. Please refer to Section 4.7.3 for the detailed proof. O

We now proceed to study the properties of the best-response function of flow f, defined as
B (C™) = argmax.y  Uyp(C/,C7H).
Consider the derivative of the flow utility function with respect to C/, assuming that the

followers respond with a symmetrical equilibrium as per the above analysis:

aPsfuC(Pf) apf f

(pf)) - Cf 3pf W - suc(p

T, (4.15)
where pf = F(Cf). Since uf(PSfuc) is concave by assumption, Pu.(pf) = 1 — (1 — KfpH)f is
concave in p/, and p/ is concave in C ¢ by lemma 4.4, it follows that % is non-increasing in C¥,

i.e. the utility function is concave in Cf.
Lemma 4.5. The best-response function of flow f is bounded by 0 < Bf(C~f) < u’(0).

Proof. We notice that Uy can be written as

f
uf(Psuc)
U = % —ct| pPf,.
Psuc

Obviously, in the best response, the utility is nonnegative (a utility of 0 can always be obtained by

f

Cf =0). Accordingly, if Cf = Bf(C~F), then 0 < Cf < max , s %. However, the assumption
f suc

about the concavity of uf(Psfuc) and uy(0) = 0 implies that % < u}(O) for any 0 < Pl. < 1,

and the lemma follows. O

From lemma 4.5, we conclude that if v/(0) < CY %

nin , then the flow can never

achieve a positive utility. The strategy C/ used in this case is immaterial, since no node will

cooperates with f under any 0 < Cf < 4/(0), and, therefore, the payment of f to the nodes is 0
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in any case. Nevertheless, to maintain the continuity of the best-response function with respect to
C—f (through A(0)), we set B/ (C~f) = «/(0).
Otherwise, if u/(0) > C!

min’?

ouf _
acT

of UY(C) (established above), a unique solution is guaranteed; furthermore, we observe that if u

the optimal C7 is obtained by solving 0. Due to the concavity

is continuously differentiable, then the best response function is continuous as well.

Finally, we state the main result of this subsection.

Theorem 4.4. If the followers always respond by playing in their (unique) symmetrical equilibrium,

then there exists an equilibrium in the leaders’ game (which is an SNE for the system as a whole).

Proof. We define the mapping B(C) = {Bf(C_f),f IS ]:} to be the collection of best-response
functions to the respective strategy vectors of other flows. Since each component of B(C) is
continuous and bounded (Lemma 4.5), the entire mapping is continuous and bounded. Therefore,

it has a fixed point, which is an equilibrium of the leaders’ game. ]

4.4.2 Followers play boundary equilibrium

In this subsection, we show that the SNE existence property established in Theorem 4.4 does not
extend in general to the case that the followers’ response may be any other than the symmetrical
equilibrium, and, in particular, if the followers are assumed to always respond in a boundary

equilibrium. In fact, a stronger property is stated in the following lemma.

Theorem 4.5. If relay nodes always respond to flow price settings by playing a boundary equilib-

rium, then at any SNE:

1. if Rf denotes the number of nodes cooperating with flow f, then either the set F' = {f’|Rf/ = 0}

is nonempty or the utility of every relay node is 0;

2. the utility values of all relay nodes are identical and equal to Hy, = max /¢ [uf/(Kf/) — efl}
(or O if Hy, is negative).

Proof. To show the first property, assume to the contrary that the set 7’ is empty (i.e. Rf > 0 for
all f € F). The utility of each node cooperating with f is given by

cf [1 . Kf)Rf}
%

H!(RT) & —el. (4.16)
Consider the flow f € F for which Hf(Rf) is the highest, and assume that H/(R/) > 0. Then,
since H/(RT) > HI'(R') > H'(R/" 4 1) for any f' € F, there exists an € > 0 by which C/ can
be reduced such that the new HY(R/) is still both positive and higher than H/'(R/" 4 1) for any
f' € F, and, therefore, no node will have incentive to deviate from cooperating with f. Therefore,
C' cannot be the best-response strategy of f.

If 7' is nonempty, consider the flow f ¢ F' with the highest Hf(R/) among all flows with
Rf > 0. We observe that, if Hf(Rf) > CIKT — el for all f/ € F', then, again, C/ is not the
best-response strategy for f since it can be reduced by some € > 0 without triggering a deviation
of any relay node. On the other hand, if there exists any flow f ¢ F' with Hf(Rf) < Hyp, then

it follows that there exists a f’ € F which can “pull” one of relay nodes currently cooperating
up (K1)
K/’

with f and obtain a positive utility, by setting C/f "= — ¢ for some sufficiently small € > 0.
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Combining the above observations, we conclude that, if Hy, > 0, then H(R/) = Hy, for any f ¢ F',

i.e. all relay nodes receive an identical utility of Hyp,. O

Corollary 4.1. In a system with two symmetrical flows (i.e. with identical us(-) and K7 for
fe{1,2}) and e =0, f € {1,2}, an SNE does not exist.

Proof. Consider the options allowed by theorem 4.5. If the utility of all nodes is 0, then, with
e/ = 0, this implies Cf = 0 for both flows. Clearly, this is not an SNE since each flow has an
incentive to increase its C/ to a small positive value so as to encourage the nodes to cooperate
with it and thereby obtain a positive utility.

On the other hand, if all nodes receive a positive utility of Hy, > 0, the first property of the
theorem implies that one of the flows (say, flow 2) does not have any nodes cooperating with it,

and therefore, the other flow (say, flow 1) is bearing the payment for all the nodes, i.e.,

1= (1= KHE]

¢ R

= ch = U,f(Kf).

The utility of flow 1 is therefore

Ui =ug (1= (1= KNR) = ¢t [1- (1 - KN =

uy (1— (1—Kf)R) — Rup(KF) < uy (R-Kf) ~R-up(Kf) <0

where the inequalities follow from the monotonicity and concavity of u; and the fact that R > 2.
It follows that the first flow cannot be in a best-response strategy. Therefore, no SNE is possible

in this system. O

Remark: The fact that R > 2 is crucial in the proof of the corollary above. If R =1, i.e. there
is only one relay node in the network, then the “followers’ equilibrium” degenerates simply to that
node cooperating with the flow f that provides the highest H/(1) = C/K/ — e/, assuming that it
is nonnegative (or not cooperating at all otherwise), resulting in PsfuC = K/ for that flow. It can

be seen that a vector C that satisfies the following conditions is then a system SNE:
e 0<Cf < uf(Kf)/Kf and CF K/ — e/ > 0 for one particular f € F;
e for all other f' # f, up (K —el' < CIKS — el
e for at least one f’ # f, Uf/(Kf/) —ef' =Cf KT —¢f.

In particular, such a vector always exists for symmetrical flows with e/ = 0 for all f € F, by setting
cl = %{ff) for all flows. In the corresponding equilibrium, the relay node will then cooperate
with one of the flows f, yet the utility of all flows is 0 and cannot be improved: flow f cannot
reduce its O/ by any amount since that will cause the node to switch to a different flow, while any
attempt to increase the offered payment by another flow will only result in a negative utility for
that flow.

4.5 Numerical Examples

In this section, we demonstrate some of the theoretical results obtained previously and gain further

insight on the behavior of the game via a numerical study. More specifically, we show two simple
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scenarios, which are nevertheless indicative of the typical interactions among the players in the
game. We use these examples in particular to comment on the issue of equilibrium efficiency, which

was not explicitly addressed in the analytical part of the chapter.

4.5.1 Competition between heterogeneous flows: Single relay

We start with a degenerate scenario consisting of two flows and single relay node (F = {1,2},R =
{1}). For the flows, we adopt a linear utility function, as follows: u f(PSfuC) =m fP!uc, f € F. In the
following, we fix m; = 1 and vary ms to study how the game results depend on the heterogeneous
flow utilities. We set PL, = P!, = 0.8 and P2, = P2, = 0.4 (which translates to K! = 0.64 and
K? = 0.16), reflecting a difference in channel qualities between the endpoint pairs of the flows and
the relay. Finally, we assume e/ = 0 for both flows. It is easily verified that the socially optimal
operating point (i.e. one that maximizes the total utility of all flows) is achieved if the relay node
cooperates entirely with the flow with the higher utility, i.e. r = (1,0) if myK' > moK?, and
r = (0,1) otherwise; therefore, the total maximum social utility is Upax = max(0.64,0.16ms).
Figure 4.1 plots the flow strategies C'!, C? in the resulting SNE as a function of msy. Clearly,
the relay node serves the more profitable flow with probability 1 at the equilibrium. Figure 4.2
illustrates the utility for the flow side (U; + Usz) and the relay side (V7), as well as the maximum
social utility U,pez. It is evident that U,,q.. = Vi + Uy + Us, i.e., the SNE always coincides with
the socially optimal operating point. In other words, the proposed pricing mechanism and the
resulting competition between the flows guides the relay node to operate efficiently without any

information on the flows’ utilities.
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Figure 4.1: Prices C!,C? at the SNE (singleFigure 4.2: Utility partition among flows and
relay case) relay

It is interesting to observe how the total system utility gets divided between the flows and the
relay node. If ms is small, flow 1 can obtain the relay service for a very cheap cost, since flow 2 is
limited in the price it can offer due to its own low utility. The full utility is thus retained by flow 1.
As my increases, flow 1 must increase its price so as to remain just slightly more attractive to the
relay than the maximum offer flow 2 is able to make. Thus, the relay node gets paid more for its
service, while the utility retained by the flow decreases. At mo = % = 4, the price war between
the flows is at its peak, and the entire system utility of 0.64 is enjoyed by the relay node. For
mg > 4, the first flow can no longer compete with the price able to be offered by flow 2; therefore,
flow 2 can secure the service of the relay node by matching (or offering just slightly above) the

maximum of flow 1, i.e. Co = 4. From that point, the utility retained by the relay node is constant,
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and all further increases in mqy are reflected in the utility of flow 2.

4.5.2 Two flows and two relay nodes

We now consider a scenario with two flows and two relay nodes, which is more representative of the
interactions among players in a multiple-flow and multiple-relay system. Apart from the second
relay, all parameters are set to the same values as before. The results (for the case where the relay
nodes play the symmetrical equilibrium) are shown in Figure 4.3 and 4.4. Figure 4.3 shows the
prices offered by the flows in the SNE. Figure 4.4 displays the equilibrium efficiency as the “Price
of Anarchy” [Pap01], defined as the ratio between the optimal social utility and the system utility

achieved at the equilibrium.
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Figure 4.3: Prices C',C? at SNE (2-relay sce-Figure 4.4: Price of Anarchy for 2-relay scenario
nario)

From the results, we observe that the price of anarchy tends to 1 when the flows are heteroge-
neous, i.e. when meo is either very small or very large. This is explained by the fact that, in those
extremes, both the equilibrium strategy and the global optimum then require the relay nodes to
cooperate fully with only one of the flows, respectively. Otherwise, for intermediate ranges of
ms, the SNE is less efficient since the symmetrical followers’ equilibria tend to assign a nonzero
cooperation probability to each of the flows, as neither flow is in a position to offer a price large
enough to attract both relays entirely to itself. Nevertheless, we observe that even the worst price
of anarchy is only slightly greater than 1. This suggests that, at least for the scenarios considered,
the proposed pricing framework can bring about a reasonably efficient equilibrium, with only a

small system utility loss due to players’ selfishness.

4.6 Conclusion

We have proposed a market-based pricing framework for wireless networks with autonomous nodes
in the context of cooperative relaying. An important difference between our model and other
similar studies that feature payment for packet forwarding is that a packet may be relayed by
several nodes simultaneously, and, therefore, the payment is shared among several nodes that have
participated in its delivery. We have shown that this variation leads to substantially different
properties of the resulting game model. In particular, we have established that the game among
the relay nodes (followers) possesses several kinds of Nash equilibria (NE), including a unique

symmetrical NE and at least one boundary NE. Furthermore, we have established that the game
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among the flows (leaders) always possesses a Stackelberg equilibrium if the followers respond in their
symmetrical NE, but an equilibrium may not exist if the followers play in a boundary NE. Finally,
we demonstrated that the resulting equilibrium is reasonably efficient from a social perspective,

particularly when the flows have very heterogeneous utilities.

4.7 Proofs

This section completes the detailed proofs omitted from the main text.

4.7.1 Proof of Lemma 4.1

For convenience, we introduce a variable change of y £ 1 — K/, and slightly abuse notation by
referring to g/ (y) and hf(y) as functions of y.
We compute the derivatives of hf (y):

dnf(y)  K!

dy R(1 —y)2 [1+ (R - Dy — RyR_l] ; (4.17)

A’/ (y) K/

d?  R(l—y)p [2—(R—1)(R—2)y®+2R(R—2)y" 1 — R(R—1)y®2].  (4.18)

Denote the expressions in brackets in (4.17) and (4.18) by A;(y) and Aa(y), respectively. Then:
e Since A1(1) =0 and i) —R(R—1)yf"2(1—y) <0for R>1and 0 <y < 1, it follows

dy
that Aj(y) is strictly positive for all 0 < y < 1. Hence, hf(y) is strictly increasing in v, i.e.

hf(z) (and therefore g/ (z) as well) is strictly decreasing in z;

e Since Ay(1) =0 and ¥2®% — _R(R—1)(R—2)yF3(1-y)2<0for R>1and 0 <y < 1,

dy
it follows that Ay(y) is strictly positive for all 0 < y < 1. Hence, th;y) is strictly increasing

f f
in y, which implies that dn df) = _gh dy(y)

is strictly increasing in x.

h'f (x)
(WS (z)]?

2
to show that hf(y)dQZng(y) -2 <%§y)> < 0. By a straightforward calculation, this is shown to be

equivalent to

dht (y)/dy

To show that is decreasing in x, or, equivalently, that TR is decreasing in y, it suffices

(R+1Dy+ (R-1y* ' —(R+ 1)y —(R-1) <0. (4.19)

Denote A3(y) to be the expression on the left-hand side of (4.19). Since A3z(1) = 0 and %y(y) =
(R+1)[1+ (R-1)y" — Ry®1] = (R+1)Ai(y) > 0 for all 0 < y < 1, the proof is complete.

4.7.2 Proof of Lemma 4.2

The continuity of A with respect to C7 is immediate from conditions (4.7)-(4.9) and the continuity
of gf. To establish the monotonicity, suppose to the contrary that A\; = A(C{ ) > A(C{ ) = A2
for some C{ < C’g . Then, A\; > A2 > 0 implies that, in the first equilibrium (i.e. corresponding
to C’{), dperF p!" = 1. Therefore, there is a non-empty set of flows F' = {f'|p/" > 0}, and all
flows f' € F' satisfy g/ (pf') = A\ (since p/" > 0 implies xf" = 0). In the second equilibrium
(corresponding to C’g ), since Ay < Ap, it follows that each g/ (p/) must be smaller than in the
first equilibrium. However, we note that for any f’ # f the function ¢/ has not changed, and

for f itself the function g/ even increased (since C’{ < C’g ). Since g/ / (p! /) are strictly decreasing
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functions (Lemma 4.1), it follows that p/ " must have strictly increased in the second equilibrium

for all f' € F', which is obviously impossible.

4.7.3 Proof of Lemma 4.4

From lemma 4.3, it follows that, for every 0 < pf < 1, there exist unique C7 = F~1(pf), A, and
{p’ A S } that define a symmetrical equilibrium together with pf. Therefore, we can view these
quantities as functions of pf, and consider their derivatives with respect to p7.

We rewrite condition (4.7) as follows:
CInf (pf)y =X+ ¢ (4.20)
and, for any flow f’ # f such that p/" > 0,

!/

cI'nl (pf")y = A+ el (4.21)

Taking the derivative of both sides in (4.20) and (4.21) with respect to p/, we obtain, respectively,

dcf dhf(pf)  dx
—h(p+0f /L = 2 4.22
dhd (p!") dpf” dA
of ML S (4.23)
or, rearranging (4.23),
/ d\
do! _ i (4.24)
dpf Cf dht'” '
dpf’

We now distinguish between two sub-regions of . If p/ + 3 Frf p!" <1, then A = 0 in some
small vicinity of p/. Thus, % = 0; also, ¢/ (pf) = CThT(p?) —ef = 0. From (4.22), we thus obtain

dc’ _ Clan! (pf)/dpf et (pf)/dp!

dp? hF (o) [hf(pf)]2 ) (4.25)

which, by lemma 4.1, is increasing in p/.
Otherwise, if pf+2f,¢f p!" =1, then dop % — —1 in the vicinity of p/. Together with (4.24),
this implies
dX ,dh" (p!")
— = - ol — 2 (4.26)
dof Z dp!’
Pl g P

which can be fed back into (4.22) to yield

dot 1 dh! (p!) dh!" (p")
! !
— + E Cl —F

apf = Twien |© dp”’

I'#f
(A +el)dhS (p7) /dp’ 1 +dhS" (p!)
O Weh? WD 2

I'#f

We observe that, since \ is increasing in pf and g/ /(pf ') is decreasing in p/ ', it follows that each
dh!’(p!"
dpf’

pf " is decreasing in pf. Therefore, , which is increasing in p/ " by lemma 4.1, is decreasing
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in p/. It follows that (4.27) is increasing in p/ in this case as well.

Combining our findings that both (4.25) and (4.27) are increasing in p/, and noticing that the

jump in % at the boundary between the two sub-regions (namely, the difference between (4.27)

at A = 0 and (4.25)) is positive, we conclude that the function Cf = F~!(pf) is convex, and,
therefore, F' (CF ) is concave in the entire range ct <0l < C’ﬁ;ax.

min
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Part II of the thesis is dedicated to the malicious behaviors in wireless networks. In this part,
we present a line of research where game theory is used as a tool for analyzing malicious behaviors
and developing, implementing, validating new defense mechanisms. The first major contribution
we make in this part is the formal quantitative analysis of security under game theoretic framework,
based on which we derive the attackers’ strategy at the NE, the optimal defending strategies and
the maximum possible damage that the attackers can cause. Armed with the analytical results, we
make our second contribution by designing effective defense strategies to fight against malicious
attackers and exploring the tradeoffs and corresponding optimization problems that the defenders
face.

Chapter 5 presents a comprehensive game theoretic model on the intrusion detection problem
in the heterogenous networks consisting of nodes with different security assets. The expected
behaviors of malicious attackers and the optimal strategy of the defenders are elaborated. Chapter
6 addresses the jamming attack in wireless networks and propose an active defense strategy by
draining the jammer’s energy. The effectiveness and the limitation of the proposed strategy is
evaluated using game theory. In Chapter 7, we address the multi-path routing in wireless multi-
hop networks. Specific optimization problems are formulated and game theory is applied to derive
their solutions and correspondent routing algorithms. The tradeoff between route security and

availability is also investigated.



Chapter 5

On Intrusion Detection in

Heterogenous Networks

5.1 Introduction

Today’s computer and communication networks especially wireless networks are becoming more
and more dynamic, distributed and heterogenous, which, combined with the complexity of underly-
ing computing and communication environments, increases significantly the security risk by making
the network control and management much more challenging than ever. Consequently, nowadays
networks are much more vulnerable to various attacks such as TCP SYN flooding, SSPing and DoS
attack, etc. The last few years have witnessed significant increase of attacks and their damages.
In such context, the intrusion detection system (IDS) is widely deployed as a complementary line
of defense to the classical security approaches aiming at removing the vulnerabilities which may
not be very effective or even fail to function in some cases.

In almost all contemporary networks, network nodes (targets from the attackers’s point of view)
usually have different sensibility levels or possess different security assets depending on their roles
and the data or information they hold. In other words, the networks are usually heterogenous in
terms of security. More specifically, some targets are more “attractive” to attackers than others.
Examples of such targets include the servers containing sensible secret information, high hierarchy
nodes in military networks, etc. These targets are usually also better protected and are thus more
difficult or costly to attack. In such heterogenous environments, two natural but crucial questions
are: What are the expected behaviors of rational attackers? What is the optimal strategy of the
defenders (IDSs)?

In this chapter, we answer the posed questions by developing a non-cooperative game the-
oretic model of the network intrusion detection problem, analyzing the resulting equilibria and
investigating the engineering implications behind the analytical results. We then derive optimal
strategy for the defender side and the guidelines for IDS design and deployment. Our study in this
chapter is generic such that no specific context of attacks and networks is assumed in the analysis.
Nevertheless, as we will show later via case study, the model established in this chapter is partic-
ularly suitable in wireless networks where the interaction between the attackers and defenders is
much more complicated than in the traditional wired environments and the best strategy for the
defenders consists of a tradeoff of various factors.

Our main contributions of this chapter can be summarized as follows:

68
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e We provide a game theoretic framework of intrusion detection in heterogenous networks

where targets have different security assets.

e Under the framework, we derive the expected behaviors of rational attackers, the minimum

monitor resource requirement of the defenders and the optimal strategy of the defenders.

e We provide two case studies to illustrate how our game theoretic framework can be applied

to configure the intrusion detection strategies in realistic scenarios for wireless networks.

This chapter proceeds as follows. Section 5.2 briefly presents related work and compares our
work with existing work. In Section 5.3, we formulate the non-cooperative intrusion detection
game. In Sections 5.4 and 5.5, we study the NE of the game in the case of single and multiple
attacker(s)/defender(s), respectively. Based on our analysis, we derive optimal defender strategy
and guidelines for IDS design and deployment. In Section 5.6, we show how our game theoretic
framework can be applied to configure the intrusion detection strategies via two case studies.
Section 5.7 discusses some variants and extensions of the game. Section 5.8 provides numerical

results of the game theoretic framework. Section 5.9 concludes the chapter.

5.2 Related Work

Intrusion detection has been an active research field for a long time. Most research efforts address
the problem of how to improve the performance of IDSs: e.g., increase coverage of attack types,
boost detection rate and keep false alarm rate low, etc [MP02], [MST98|, [LSMO00]. In [ZLO0O],
Zhang et al. proposed a distributed cooperative IDS, in which a node detecting an intrusion with
low confidence can initiate a global intrusion detection procedure through a cooperative detection
engine. The local detection engine is built on the rule-based classification algorithm. In a later
paper [HFLYO03], Yi et al. extended the previous work on local anomaly detection and conducted
a cross-feature analysis to explore the correlations between each feature and other features using
decision-tree based classification algorithm. An intrusion detection method based on the analysis is
proposed for detecting ad hoc routing anomalies. In [SSA06], Subhadrabandhu et al. took another
line of research by applying theories of hypothesis testing and approximation algorithms to develop
a statistical framework for intrusion detection in ad hoc networks.

Recently, several game theoretic approaches have been proposed to model the interaction be-
tween the attackers and IDSs. Kodialam et al. [KLO03] proposed a game theoretic framework to
model the intrusion detection game between the service provider and the intruder. The objective
of intruder is to minimize the probability of being detected by choosing a set of paths to inject
malicious packets, and the objective of the service provider is to sample a set of links to maximize
the detection probability. The equilibrium strategy of both players is to play the minmax strategy
of the game. Alpcan and Basar [AB04] model the intrusion detection as a noncooperative non-
zero-sum game with both finite and continuous-kernel versions. In their model a fictitious player
is added to the game to represent the output of the IDS sensor network. The authors showed the
existence and uniqueness of the NE and studied the dynamics of the game. Liu et al. [LCMO06]
studied the problem using Bayesian game theory in the context of ad hoc networks where both
players update their strategies based on their observation of previous results. A Bayesian hybrid
detection system is proposed based on the analytical results for the defender to strike a balance

between its energy costs and monitoring gains. Agah et al. [ADBAO04] and Alpcan and Basar
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[ABO3] reconsidered the problem in sensor networks where each player’s optimal strategy depends
only on the payoff function of the opponent. A two-player non-cooperative game is thus formulated
between the attacker and the defender (network), and the analysis on the resulting NE leads to
a defense strategy for the network. Patcha and Park [PP06] modeled the interaction between an
attacker and an individual node as a non-cooperative signaling game where the sender is either of
type Attacker or Regular. The receiver with IDS detects the attack with a probability depending
on its belief which is updated according to the “message” it has received.

Despite the substantial work on the intrusion detection in the literature, none of them addresses
the problem in heterogenous environments. Motivated by this observation, our work contributes to
the existing literature by providing a game theoretic framework of the network intrusion detection
problem in heterogenous environments consisting of targets with different security assets. By
characterizing the resulting NE, we further derive the minimum monitor resource requirement and
the optimal strategy of the defender side in such environments.

Moreover, existing game theoretic work on the intrusion detection is mainly theoretic work
based on highly abstract models. In our work, besides providing the theoretic quantitative frame-
work, we also illustrate the application of the proposed framework in real scenarios via case studies,
which is absent in existing work. Our work can thus serve as a building block to guide the design

and evaluation of the intrusion detection systems.

5.3 Network Intrusion Detection Game Model

We consider a network N = (Sp,S4,7) where Sp is the set of agents equipped with the IDS
module which we refer to as defenders throughout the chapter, S4 is the set of attackers and
7 ={1,2,--- ,N} is the set of network nodes which may be attacked by the attackers, referred
to as targets. We start with the simplest case where there are only one attacker and one de-
fender. We model the interactions between them as a non-cooperative game. The objective of
the attacker is to attack the targets without being detected. To this end, it chooses the strategy
p = {p1,p2, -+ ,pn} which is the attack probability distribution over the target set 7 where p; is

the probability of attacking target i. Z p; < P <1 represents the attacker’s resource constraint.
€T
This constraint can be relaxed if the attacker can attack multiple targets simultaneously, e.g.,

broadcasting malicious packets to attack many network nodes at the same time. This case will be
addressed in later sections. For the defender, in order to detect the attacks, it monitors the targets
with the probability distribution q = {q1,¢2,- - ,qn}, where ¢; is the probability of monitoring
target ¢. Here monitor means that the defender collects audit data and examines them for signs

of security problems. Similarly, we have Zqi < @ < 1 that represents the defender’s monitor
€T
resource constraint.

We assume that each target ¢ € 7 processes an amount of security asset denoted as W;,
representing the loss of security when the attacks on ¢ are successful, e.g., loss of reputation or
data integrity, cost of damage control, etc. The security assets of the targets depend on their
roles in the network and the data or information they hold. In practice, the security assets are
evaluated in the risk analysis/assessment phase using formal analysis or specific tools before the
IDS deployment. If the attack on target ¢ is not detected, then the attacker gets payoff W; while
the defender gets payoff —W;. Otherwise, the payoff for the attacker and defender is —W; and
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W;, respectively. Other payoff formulations are also possible. In those cases, our analysis in this
chapter can be extended by modifying the utility function of the attacker and defender.

Throughout this chapter, we assume that the security assets of different targets are independent.
We argue that this assumption holds in many scenarios such as ad hoc networks where no hierarchy
or infrastructure is available and each node operates independently of others. A limitation of
our work in this study is the static full information game formulation. However, despite these
simplification and limitation, the results and its implications are far from trivial. In fact, our
model presented here can serve as a theoretic basis for further more sophisticated game models on
the intrusion detection problem tailed to specific scenarios.

Table 5.1 illustrates the payoff matrix of the attacker-defender interaction on target ¢ in the
strategic form. In the matrix, a denotes the detection rate of the IDS module of the defender,
b denotes the false alarm rate (i.e., false positive rate), and a,b € [0,1]. The cost of attacking
and monitoring (e.g., energy cost) target i € 7 are also taken into account in our model and are
assumed proportional to the security asset of i, denoted by C,W; and C.,,W;, respectively. C;W;
denotes the loss of a false alarm. In our study, we implicitly assume that C, < 1, otherwise the

attacker has no incentive to attack, similarly C,, < 1.

Monitor Not monitor
Attack (1 — 2a)Wi — C, W;, —(1 — QG)Wi — Co W, | W; — C W5, —W;
Not attack 0, —bCW; — Cr, W; 0,0

Table 5.1: Strategic form of the game for target i

The overall payoff of the attack and defender, defined by the utility functions U, and Up, is

as follows:

Ualp,@) = Y pigi[(1 = 2a)W; — CaWi] + pi(1 — q:)(W; — CaW5)
€T
= sz 1 — 2aq; — Ca)
€T
Up(pa) = Y pigi(—(1—2a)W; — CosWi) — pi(1 — ¢:)W; — (1 — pi) @i (bCW; + Co, W)
ieT
= Z[%’Wi [pi(2a + bCy) — (bC¢ + Cp)| — piWi]
ieT

We conclude this section with the definition of the network intrusion detection game with one
attacker/defender.

Definition 5.1. The intrusion detection game with one attacker/defender G is defined as follows:
Players: Attacker, Defender
Strategy set: Attacker: Ay = {p:p € [0, P sz < P}

1EN
Defender: Ap ={q:q¢€[0,Q] qu <Q}
ieN
Payoff: Uya for attacker, Up for defender

Game rule:  The attacker/defender selects its strategy p/q € Aa/Ap to mazimize Uy /Up
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5.4 Solving the Intrusion Detection Game with one Attacker /Defender

For non-cooperative games as G, the most important solution concept is the Nash equilibrium
(NE), where no player has incentive to deviate from its current strategy. In the case of G, we have

the following definition of NE.

Definition 5.2. A strategy profile (p*,q") is said to be a NE of G if neither the attacker nor the

defender can improve its utility by unilaterally deviating its strategy from it.

5.4.1 Sensible Target Set

In G, since the attacker has limited attack resource, a natural question is whether a rational attacker
will focus on some targets or allocate its attack resource to all targets to reduce the probability of
being detected. Next we study this question before delving into the analysis of the NE. To facilitate
the analysis, we sort the targets based on their security asset W; as: W1 > Wy > --- > Wy. We

then define the sensible target set and the quasi-sensible target set as follows:

Definition 5.3. The sensible target set Is and the quasi-sensible target set Tg are defined such
that:

1Tl (1= Co) ~ 20Q

i Viels
(= COSyems 1)
Ts|- (1 —=Cy) —2 )
= Zs|- (1= Ca) =20 Vi e 1o ) (5.1)

- C)(Cers W)

J

W,
_|Zs|- (1 = Ca) = 20Q

i VieT —Ts — To
(1= Ca)(Xjers w7)

where |Ts| is the cardinality of Ts, T — 1s — Tg denotes the set of targets in the target set T but
neither in Ts nor in To.

The following lemma further characterizes 7s and 7g:

Lemma 5.1. Given a network N, both Tg and Tg are uniquely determined. Ts consists of Ny
targets with the largest security assets such that:

N(1-C,) —2aQ
(1-Ca) Ej'vzl W% 7
N(1-C,) —2aQ

2. If Wy < 1_cC )ZN T N4 is determined by the following equations:
- Co) Sili

1. IfWy > then No = N, Tg = ®.

Ng-(1=0Cy) —2aQ

(1-Ca) S04 -
Wy < Nar(1=Ca) ~20Q
A —
(1-Ca) S04 7

WNA >

Na-(1-=0Cy) —2aQ
(1-C) X

Proof. Please refer to Section 5.10.1 for detailed proof. O

To consists of the target(s) i such that W; =
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Remark: It follows straightforwardly from Lemma 5.1 that N4 > 1. Given the performance
parameter of IDS and the attack cost, 7s depends on the security assets of targets and the monitor
resource of the defender. |7g| is non-decreasing in Q. If 2aQQ > N(1 - C,), |Zs| =N or Is = T.

We investigate the following three typical scenarios to gain a more in-depth insight on 7g:
e In the degenerate case where N =1, Ny = 1.
e In the homogeneous case where W; = W;,Vi,j € 7, Ngo = N.
e In an extremely heterogeneous case where Wy o~ - ~ Wy > Wi 1 > --- > Wy, Ny = k.

To can be regarded as the border set between 75 and 7 — 75 and may be empty.

We now study the security implications of 7g in the following theorem.
Theorem 5.1. A rational attacker has no incentive to attack any targeti € T —Ts — Tg.
Proof. Please refer to Section 5.10.2 for the detailed proof. O

Remark: Theorem 5.1 is a powerful result in that it shows that focusing only on the targets
in 7s and 7g is enough to maximize the attacker’s payoff. Other targets are “self-secured” such
that they are not “attractive” enough to draw the attacker’s attention due to their security assets
and the monitor resource constraint of the defender, even these targets are not monitored by the
defender.

Noticing the utility function of the defender, if the attacker does not attack the target ¢, then
the defender has no incentive to monitor i, either. The following guideline for the defender is thus
immediate:

Guideline 1: A rational defender only needs to monitor the targets in 75 + 7o.

5.4.2 Nash Equilibrium Analysis

In this subsection, we derive the NE of the intrusion detection game G. We can easily check that
G is a two-person game defined in [Ros65] and thus admits at least one NE following Theorem 1
in [Ros65]. Moreover, let (p*, q*) denote the NE of G, it holds that

0 < (1—2ag] — Co)W; = (1 —2aq; — Co)W;
> (1 —2aq; — Co)Wy, Vi, j k€ T,pf,p; >0,pp=0. (5.3)

(5.3) can be shown noticing the attacker’s utility function Uga: if (1 — 2aq — C,)W; < 0, then
the attacker has incentive to change p} to 0; if (1 — 2aq] — Co)W; < (1 — 2aq; — Cq)Wj, then the
attacker has incentive to decrease p; and increase pj; if (1 —2aq; — Co)W; < (1 = 2aq;; — Cq) Wy,
then the attacker gets more payoff by set p; = p; and p; = 0. In the same way, noticing the
defender’s utility function Up, it holds that

0< Wi[p;-k(Qa + bCf) — (bCf + Cm)] = Wj[p;(2a + bCf) — (bCf + Cm)]
> Wilpi(2a +0Cy) — (bCy + C)] Vi, j,k € T,q;,q; > 0,9, =0. (5.4)

Note the resource constraint of the players, we consider the following cases
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Case 1: Y ,c7q;f = Q and ), p; = P. In this case, combining (5.3) and (5.4) leads to

p

Py _ Ny B bCs +Cp i e Ts
WZJ 1W WZ] 1WJ 2a + bCYy
Py e o Pa_ _ Na )%t oy
WZJ 1W WEJ 1W 2a +bCy
=0 1eT —T1s—1Tg
1 NA(1-C,) —2 )
. Lo, - Mal=C=20@) g
g =4 2a Wid 5w,
0 1eT —1Tg
Na
1 \oCr+Cp
where P4 > WNA;VVj 2af++bCf and sz = P. The necessary condition for the
solution to be a NE is
Wi[p;-k(Qa—l—bCf)—(bCf—i—Cm)]ZO,PA§P T . Np > Ny
? S
(1 — 2(1(];k — Ca)Wi Z 0 NA(l — Ca) Z QaQ
(2a 4+ bCy)P

where Np = , where |n]| denotes the largest integer not more than n.

bCr + C,
Case 2: Y ;7 q; < Q and ), p; = P. In this case, noticing Up, we have

Wilp; (2a + bCy) — (bCy + Cr)] = 0 > W;[p;(2a + bCy) — (bCy + Cp)] Vi, j €T,q; >0,q; =0

Otherwise the defender will increase ¢ to get more payoff. Combining the above equation with

(5.3) and (5.4), we can thus solve p*, q* as

bCt + Cpy
=T Wi > W,
2a+ bC; = WD+ 1= Cy [, Wapn
1——7F—) Wi>Wnp11
* bCf + Cm * 2a W; b
piqe o, Ll W wy, @ i
2a + bCf 0 Wz S WNDJrl
=0 Wi <WhnNp+1

where Z p; = P. The necessary condition for the derived solution to be a NE is

€T
. 1 2aQ) )
Z q; <1= Np < Wnp+1 Z W+1 C = Np < N4g (From (5.2) in Lemma 5.1)
Wi>WnNp 41 Wi>WnNp+1 ¢ e

Particularly, if Np =0, then ¢ =0,Vi € 7,

* 6[0713] WZZWI
Pi =0 W, < Wy

where Z pi =

€T W;=W1
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Case 3: Y ,cqqf < Q and ), p; < P. In this case, we have

. bCs+Ch
1—2aq" — C,)Wi =0 pi = A
( % ) ieT — 12“ Ebcf ieT.
Wilp; (2a + bC) = (bCy + Cr)] = 0 G ="
a

The necessary condition of » ;.7 ¢f < Q and > ,.rp; < Pis Np > N and N(1 - C,) > 2aQ.
Moreover, from Lemma 5.1, in this case, it holds that Ny = N.

The following theorem summarizes the above analysis results on the NE of G.
Theorem 5.2. The strategy profile (p*,q*) is a NE of G if and only if it holds that

1. If Np < Ng4, then

bCr + Cp,
2a + bCf = W+l 1-C, WhNp+1
1-— Wi > Wnp11
* bCr + Cny * _ 2a W, D
p; 0, ————¢ W; = WND+1 4q; v
2a + bC 0 W < Wnpt
=0 Wi < Wnp+1

where Zp;‘ =P.
€T

2. If Np > Ny and Ng(1 — C,) > 2aQ, then

"

P N. bCr + Cp,
_ A A )| %rtom i€ T
WZJ 1W WZ] 1W 2a +bCy
p; P N bCy + Cp,
e |o, A - A g | Xt Om)
WEJ 1W WZ] 1W 2a+bC’f
=0 ieT —Ts—To
1 N 2
* 5 1*Ca* A( ) (IQ iG']:g
g =4 2a WZJ 1W
0 1eT —1Ts
Na
1 ) bCr+Cnm
here P Ny — — and
where Py > | Na WNA]Z:;W]' %4+ 0Cs ZPZ

3. If Np > Ng and N4(1 —C,) < 2aQ), in this case Np = Ny = N and

*

bCf+C o 1-C,
p; = =

2atoc, "= 20 €T

Remark 1: In Case 1 of Theorem 5.2, the attacker disposes limited attack resource such that
the defender does not use up all its monitor resource or even does not monitor at all. This may
also be due to that the monitor cost is too high or the detection rate a is too low. The valuable
information that can be drawn is that in some cases where the attack intensity is low, it is a waste
of resource for the defender to monitor all the time. If the monitor cost outweighs the gain, the

defender is better off to keep silent.
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Remark 2: In Case 2, both the attacker and defender use up all their resource to attack and
monitor. In other words, the attacker’s resource P and the defender’s resource () are constrained
in the sense that at the NE, the payoff U4 /Up is monotonously increasing in P/Q, i.e., given more

resource, both players can increase their payoff, as shown in the following:

v Na-(1-Ch) —2a
UA(p,Q):P A( NA)l ¢
Zj:le
. P(2a +bC;)  Na(bCs + Cr)
UD(p ’q ) = NA 1 f - Nﬁ 1 (55)
Zj:le Zj 1 W5
PNy N2 bCy+C, UCy+Chy
TeNa 1 . 2f+bC 2f—|—b0 ZW
Zj:1Wj Z,1W a f a f

In this case, the game GG can be regarded as a resource allocation problem that each player tries to
choose the most profitable strategy under the resource constraint. The following corollary further
highlights the NE in this case.

Corollary 5.1. In Case 2 of Theorem 5.2, for Vp' # p*, Vq' # q*, let p = argmax,e 4, Ua(p,q'),
q = argmaxye 4, Up(p’,q) it holds that Up(p*,q*) > Up(P,d’) and Ua(p*,q*) > Ua(p’,q).

Proof. Please refer to Section 5.10.3 for the sketch of proof. O

Corollary 1 implicates that if the defender does not operate on the NE q*, since the attacker
chooses its strategy p that maximizes its payoff Uga, as a result, the defender gets less payoff than
operating at q*. This also holds for the attacker. Hence, the NE not only corresponds to an
equilibrium which is acceptable for both players such that they have no incentive to deviate, but
consists of the optimal choice for both players. From the defender’s point of view, operating on q
is the optimal strategy in the worst-case scenario where the attack has sufficient attack resource.

Remark 3: In Case 3, both the attacker’s resource P and the defender’s resource () are suf-
ficient to attack and defend. In this case, the sensible target set 7s = 7, i.e., all targets are
attacked /monitored. However, both the attacker and the defender do not use up the total resource
to attack/defend, but rather reach an intermediate compromise at the NE which is unique. In such
context, the situation can be regarded such that the attack and the defender are playing N atomic

intrusion detection games G (N = 1) on each of the N target. Moreover, at the NE, we have

Ua(p*,q") =0

. . bC + Cr : (5.6)
Un(p",a") = =5, 57 2 ZW

The implications behind (5.6) are:

1. Disposing more attack or monitor resource does not influence the NE and the payoff of both
players at the NE.

2. For the attacker, decreasing the attack cost will not increase its utility at the NE since the

defender will increase its monitor probability which will further drag U} to 0.

3. For the defender, protecting more valuable targets represents more risk.
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Given the security assets of the targets, improving the performance of the IDS module (increasing
a and/or decreasing b) or/and decreasing the monitor cost/false alarm cost can increase its utility
and alleviate the attack intensity at the NE.

5.4.3 Further Security Implications Behind NE

Theorem 5.2 quantifies the behavior of a rational attacker and defender at the NE from which
no player has incentive to deviate. In some cases, the attacker’s strategy at the NE p* is not
unique, but all p* yields the attacker the same payoff. In contrast, the defender’s strategy at the
NE g* is unique in all cases. From Theorem 5.2, we can see that a rational attacker will never
choose the extreme strategies such as attacking the target with the largest security asset, or evenly
distributing its attack resource. Such strategies can be easily defended by the defender and thus
cannot bring the most payoff to the attacker. Hence the attacker focuses its attack on 7g and
To with the probability distribution p*. With this information in mind, we provide the following
guidelines for the defender:

Guideline 2: The defender should choose the monitor probability distribution q* according
to Theorem 5.2. Under such context, the attacker gets the same payoff by attacking any monitored
targets and gets less payoff by attacking any non-monitored targets.

In fact, to equalize the attacker’s payoff of attacking any monitored targets turns to be the best
choice since otherwise, the attacker will attack the least protected target ¢ where (1 —C, —2aq;)W;
is maximized to gain extra payoff and the defender’s payoff decreases accordingly.

We then study the impact of the monitor resource constraint on the system to gain a more
in-depth insight on the NE. To this end, we compare the defender’s payoff at the NE of Case 2
where the monitor resource is constrained and Case 3 where defender disposes sufficient resource.

From (5.5) and (5.6), we can see that the resource constraint has a significant negative impact
on the system when P is large: for the attacker, it cannot get any profit if the defender has
enough resource to monitor (U4 = 0), on the contrary if the monitor resource is not sufficient, the
attacker’s payoff reaches O(W;); at the defender side, we can quantify the payoff loss due to the

lack of monitor resource as:

I_ P(2a+bCf) NA(bCf+Cm) PNy NA bCy + Cpy
=—Q ZNAL - ENAL ZNAL_Z 2a+bCf
N
bCf-i-C'
W;.
2a+bC’f %—H

We can see that with the increase of P, the loss turns positive and may raise to O(W;).

Following the above analysis, the necessary conditions to limit the damage caused by the
attacker are disposing sufficient monitor resource and operating on q* of Case 3 of Theorem 5.2 in
that the attacker’s payoff drops to 0 at the NE regardless of the attack resource P.

Until now, our analysis was based on the condition that there is one defender, i.e., @ < 1. In
case where N (1 — C,) > 2a, one defender is not enough to maintain the favorable NE. Obviously
more than one defender is needed. Hence, a natural question we pose is that under such context,
how much monitor resource (), or moreover, how many defenders are needed to achieve system

optimality in terms of security? How to configure them to maximize Up?
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5.5 Intrusion Detection Game with Multiple Attackers/Defenders

In this section, we extend our efforts to the intrusion detection game with multiple attack-
ers/defenders to study the posed questions. To this end, we relax the resource constraint P < 1

and @ < 1. We base our study on the following assumptions:
1. The attacker side disposes sufficient attack resource P.

2. The attackers can communicate and cooperate among themselves to launch attacks and so

do the defenders to arrange their monitoring.

3. The attack gain on the same target is not cumulative, i.e., if attackers A; and A; attack
the same target m simultaneously with success, the attack gain is U}* = (1 — C,)W,,, not
2(1 = Co) W,

Assumption 3 is a simplified scenario. In fact, the attack gain may range from (1 — Cy,)W,,
to min{2(1 — C,)W,,, Wy, } depending on the specific scenarios, noticing that target m cannot
lose more than the security asset W, it holds even in the worst case. Here in order to perform
a closed-form analysis, we focus on the simplified scenario where the gain of multiple attacks on
the same target is not cumulative. We consider it a reasonable assumption when the attackers
can communicate among them and multiplying attacks does not increase the chance of success or
decrease the attack cost. In other scenarios, the assumption does not hold. However, our analysis
in the simplified case can be adapted to investigate these cases by modifying the attackers’ utility
function to take into account the cumulative effect of the attacks on the attack gain and cost.

At the defender side, having multiple defenders monitor the same target influences the detection
and the false alarm rate, thereby may change the final payoff. We thus conduct our analysis for
the following two cases. In the first case, each target is monitored by at most one defender at any
time. In the second case, we allow one target to be monitored by several defenders simultaneously

and their results are combined to further detect possible attacks.

5.5.1 Casel

Since the attack gain is not cumulative, the attackers will never attack the same target simulta-
neously. In this subsection, we address the case where any target is monitored by at most one
defender at any time. The intuition of adopting this strategy is to use the monitor resource in
an economic way, i.e., to cover the most targets possible with the monitor resource . In such
context, our previous analysis can be applied with slight modification on the notation p; and ¢;:
now p; denotes the total attack resource from the attackers spent to attack the target ¢; similarly,
¢; denotes the total monitor resource from the defenders spent to monitor the target i. Apply
Theorem 5.2, the NE (p*,q*) can be derived as:

1. If 2a <1-C,, thenp; = 1and ¢f =1, Vi € 7. In this case, the IDS modules of the defenders
are not efficient enough to thwart attacks. The payoff of the players at the NE is

Ua(p™,a") = (1—Ca—20) > W,
1€T
Up(p*,d") = —(1—2a+Cp) Y Wi
i€T
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bCr + C 1-—
2. If 2a > 1 — C,, then p; = Qaf—:_bC;L’ q = 50 2. i € T. The correspondent payoff is:
bCr + Cp
Ua(p*,q*) =0 and Up(p*,q*) = — —W;.
27:' 2a + bCf

Here we implicitly assume that C,, < 2a in that (), > 2a leads to ¢; = 0, which is the trivial
case where the defender side do not monitor any target due to the high monitor cost.
For Case 1, it is clear that the number of defenders required to maintain the above NE is

N(l1-C
Nmin = N. For Case 2, at the NE, Zqi = u Noticing that each defender disposes at

ieT 2a
[N(l;z ca)w

above NE under the condition that the defenders can cooperate among them to arrange their

most ¢; = 1 as monitor resource, we need at least Ny = defenders to maintain the

monitoring, where [n]| denotes the smallest integer not less than n. Following the condition
2a > 1— C,, we have Ny < N and if Cp, < 1, NmmNWNé\ZL>Z'

The intuition behind the above results is that if the detection rate of the defenders is not high
enough to thwart the attacks, then each target should be monitored as much as possible to decrease
the damages caused by the attackers as much as possible. On the other hand, if the defenders are
efficient enough in terms of the detection rate, then less monitor resource is required because in
such context, the attacker side does not attack on the maximum intensity.

Can we improve the results by letting multiple defenders monitor the same target simultane-
ously and combine the monitor results to make the final decision? We answer this question by

performing the following analysis.

5.5.2 Case 2

The intuition of adopting this strategy is to combine the monitor results of multiple defenders to
achieve better performance. As price, the monitor cost is higher.

Consider the case where x defenders monitor the same target simultaneously and the attack is
said to be detected if it is detected by at least y (1 < y < z, referred to as detection threshold) out

of the x defenders. The aggregate detection rate af and false alarm rate b can be computed as:

al = Z C") ai(1 - a)®

=y

b = Zx: <f> b(1 — by~

=y

where a and b is the detection and false alarm rate of the individual defender. The following

straightforward lemma studies a and bY%.

Lemma 5.2. Vz,y € ZT,y < x and 0 < a,b < 1, it holds that:
e Both a} and by is monotonously decreasing w.r.t. y given x and w.r.t. x given y (y < x).
o Ifx>1, then al < za, b < xb.

Extending Theorem 5.2, at the NE (p*, q*), we have:
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1. If 2a <1—Cy, then pf =1,¢f =1,Vie T,

Ua(p*,a’) = (1 - Ca—2a%) > W,

€T
Up(p*, @) = —(1 - 2ai + 2,C) Y W;
€T
, by C C 1-C,
2. If 2a3 > 1 — C,, then p; = DuiCp  TiCm q¢f = ———=, i€ T. The correspondent payoff is

2a% + b5 Cr 7 2a%

Ua(p*,q") = 0 and Up(p*,q") = =) zayif+ by Cy
ieT T T

Wi.
where x; denotes the number of defenders simultaneously monitoring the target ¢ with the detection
threshold y;, p; denotes the total attack resource from attackers spent to attack the target i, g;
denotes the monitor resource of each of the x; defenders spent to monitor the target i.

The previous subsection where each target is monitored by at most one defender at any time can

be regarded as the degenerate case x; = y; = 1. For Case 1, we have N,,;, = N at ; = y; = 1. For
1-C
Case 2, if x; = 1, Ny = N; If z; > 1, it follows from Lemma 5.2 that N,,;, = Z xl(2yza)
ieT Az
N(1-0C,)
2a ’
Compare the above analysis with the results in Section 5.4.1 where each target is monitored by

one defender, if each target is monitored by multiple defenders simultaneously, more defenders are
usually needed to maintain the NE although the detection rate may be higher. Hence, to minimize
the required number of defenders, the monitor resource should be used in an economic way such
that each target is monitored by at most one defender at any time.

However, if the objective of the defender side is not to maintain the NE with minimum number
of defenders, but rather to maximize its payoff at the NE, e.g., if there is sufficient monitor resource,
then the answer may be different. In such context, the defender side needs to solve the optimization

problem maxi<y, <z, Up(P*,q*), as summarized in the following theorem:

Theorem 5.3. The optimal strategy for the defender side is to let each target be monitored by x*

defenders simultaneously with the detection threshold y*:

argmin 1—2a? +2C,, C1 < Cy

N 1<y<z, 2a%<1-C,
YY) = , bUCy + 2Ch,
argmin _—

C1 > Co
1<y<z, 2a%>1-C, 2@% + bgcf

where

Cy = min 1-2a? +2Cp, s.t. 2¢2 <1-0C,
1<y<z
biC r+xCy
Co = min ————— s.t. 2a4>1-C,
? 7 1y<e 2aY + 65Cy ’ ‘

Remark: The above optimization problem can be solved numerically. The choice of z* consists
of searching a tradeoff between the amount of observation based on which the final decision is
made and the monitor cost. The choice of y* consists of searching a tradeoff between the detection
rate and the false alarm rate: with a larger y, the false alarm rate by decreases, but the detection

rate as also decreases. A bad choice of y may lead to significant sub-optimality at the defender
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side even if it disposes sufficient monitor resource. We will show this point via numerical study in
Section 5.7.

Nz*(1 - C,
— - Z( . Ca) — | defenders are needed
23 iy Creat(l—a)™ 1

to achieve the system optimality in terms of security.

At the optimal configuration, at least N,;n = {

Based on the results in this section, we have the following guidelines for the defenders:

N(1-0C, . .
(C)—‘ defenders are needed in order to effectively

Guideline 3: In any case, at least {
a

monitor the targets.
Guideline 4: In some cases, having multiple defenders monitoring the targets simultaneously

and combining their results helps the defenders achieve optimal protection performance.

5.6 Model Application: Case Study

In this section, we provide two case studies to show how our game theoretic framework can be

applied in the IDS configuration and deployment for wireless networks.

5.6.1 Case Study 1

In [RB06], Abderrezak and Abderrahim propose a secure architecture for mobile ad hoc networks.
Their approach divides the ad hoc network into clusters and implements a decentralized certification
authority. Each cluster has a cluster head (CH). The private key of the certification authority (CA)
is distributed over CHs using threshold cryptography where every CH holds a fragment of the whole
key. Each cluster is managed by the CH in the cluster which plays the role of certifying public
keys of the cluster’s member nodes and a set of nodes called Registration Authority (RA), which
are nodes with high trust level. The role of RAs is to filter and analyze certificate requests before
forwarding them to the CH and monitor the cluster’s member nodes by rating each of its neighbor
nodes with the reputation rate which reflects the trust level of the monitored node. The cluster’s
member nodes with sufficiently high reputation rate are elected as RAs if necessary.

In the proposed security architecture, a crucial issue is to determine the monitor strategy of
the RAs. To this end, we apply our game theoretic framework. The solution procedure can be

summarized in three steps:
1. Determine the security assets of the targets
2. Compute the sensible target set 7s based on Lemma 5.1
3. Apply Theorem 5.2 to determine the monitor strategy q

In the studied scenario, we consider the reputation rate of a node as its security asset, i.e.,
W; = R; for node ¢ whose reputation rate is R;. We consider the worst-case scenario where the
attacker side disposes sufficient attack resource. In ad hoc networks, it is usually extremely easy to
launch attacks. It follows that C, < 1. To calculate the sensible target set 7g, we sort the nodes
by their security assets as: W1 > Wy > --- > Wy and apply Lemma 5.1 to compute N4 by the
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following inequalities:

N4 — 2a

Wn, ZNAi
N

4 — 2a

What1 < SN
250wy

In the last step, we apply Theorem 5.2 to compute the monitor strategy q:

1 N4 — 2a
: 2l T
4; = a Wiijle
0 1< Ny

5.6.2 Case Study 2

In [SSA06], Subhadrabandhu et al. postulate that the wireless ad hoc networks in near future will
consist of two classes of nodes: (1) inside nodes communicate using the network and at the same
time perform system tasks like relaying packets, discovering routes, securing communication, etc;
(2) outside nodes only communicate using the network. Examples of inside nodes include pre-
deployed terminals, access points and trusted users. Outside nodes are usually common users and
visitors. In such architecture, to ensure the security of the network, a subset of inside nodes are
equipped with IDS modules. Such inside nodes are called IDS capable inside nodes. Operating in
promiscuous mode, the IDS capable inside nodes monitor the outside nodes in their neighborhood
in order to isolate any malicious attackers. Due to the coverage redundancy, each outside node is
monitored by multiple IDS capable inside nodes, which may decide differently base on their own
observations. These different decisions are further combined to make the final decision. In such
context, the task for the IDS designer is to determine how many IDS capable inside nodes are
needed to monitor efficiently the outside nodes and how to configure them.

Theorem 5.3 can be applied to answer the above question. More specifically, by solving the
optimization problem lglg?%iy Up(p*,q"), we obtain z* and y*. The resulting optimal strategy is thus
to let #* IDS capable insides nodes monitor one outside node simultaneously with the detection
threshold y*. The choice of z* consists of searching a tradeoff between the amount of observation
based on which the final decision is made and the monitor cost. The choice of y* consists of
searching a tradeoff between the detection rate and the false alarm rate. Moreover, let N, be the

Noz*(1 —Cy)
2y, ()il — )

inside nodes are needed to efficiently monitor the outside nodes in the network. In other words,

(1 = C,)
25T, ()l —ay

number of outside nodes to be monitored in the network, [ ; IDS capable

each outside node should be monitored by at least [ -‘ IDS capable inside

nodes.
After dimensioning the IDS capable inside nodes, the next step is to select the IDS capable inside
nodes among all inside nodes. The goal of this step is to minimize the number of IDS capable nodes
Nox* (1 — Cy)
25 (a1 —a)r
IDS capable inside nodes. The heuristic algorithm MUNEN proposed in [SSA06] can be applied

here to select IDS inside nodes.

under the constraint that each outside nodes is monitored by at least {

It is interesting to compare our work with that in [SSA06] where the authors propose a statistical
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framework for intrusion detection for ad hoc networks. They focus on minimizing the monitor
resource consumption subject to limiting the security risk under given threshold. Our work, on the
other hand, focuses on finding the optimal strategy for the defenders to achieve system optimality
in terms of security. These two solutions actually address the intrusion detection problem from
two different angles, that in [SSA06] from an optimization angle while ours from a game theoretic

angle.

5.7 Network Intrusion Detection as a Stackelberg Game

In the previous sections, we focused on the intrusion detection game where both the attacker
and the defender side take the decision locally at the same time. However, in many cases, the
attackers may launch attacks based on the strategy of the defenders or conversely, the defenders
decide the strategy based on the attackers strategy. In this subsection, we address these cases by
modeling the interaction between the attackers and the defenders as a Stackelberg game [OR94], in
which a “leader” chooses a strategy and then a “follower”, informed of the leader’s choice, chooses
its strategy accordingly such that both sides try to maximize their payoff. We thus formulate
a noncooperative Stackelberg game for the intrusion detection G° as follows. In the following
formulation, the attacker side plays the role of leader, the counterpart case where the defender side

plays the role of leader can be formulated in the same way.

Players: Leader: attacker side; Follower: defender side
Strategy: peAsandq€ Ap
Payoft: U, for leader and Up for follower

Game rule: the leader decides p first, the follower decides q after knowing p

Follower’s Problem:
The follower is given the leader’s chosen strategy. It then chooses its strategy to maximize its

payoff. Formally, for any given p € A4, the follower solves the following optimization problem:

q(p) = argmax Up(p, q)
q€AD
Leader’s Problem:
The leader knows that the follower will choose its strategy to greedily maximize its payoff.
Therefore, the leader chooses its strategy which will maximize its payoff, given the follower will
subsequently choose its strategy to maximize its payoff. Formally, the leader solves the following

optimization problem:

p(q) = argmax Up(p,q(p))
pPEA,

The Stackelberg game is often solved by backwards induction: First solve the follower’s problem
for every possible strategy taken by the leader; The solution consists of the best response strategy
of the follower as a function of the leader’s strategy; Then the leader decides its optimal strategy
according to the follower’s best response strategy. The obtained solution is often referred to as a
Stackelberg equilibrium (SE) or Stackelberg-Nash equilibrium (SNE).

Next we study the SNE of G° for the case where the attacker side is the leader and the follower,
respectively. In the following study, we focus on the scenario where 2a > 1 — Cy, Cp,,C, < 1,

both the attacker and the defender side process sufficient attack and monitor resource P and Q)
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respectively, and each target is monitored by at most one defender at any time. However, our

study is also applicable in other cases although the result may be different.

5.7.1 Leader: Attacker Side; Follower: Defender Side

In this case, the attacker side is the leader. By performing backwards induction, we can solve the

best response of the follower as:

_0 ‘<bCf+C'

- PEs a4 b0
bCr + Cp

) 1 7] m
¢i(p)y €10.1] pi %0+ b0
., WG+ Ch

- P a1 00y

Noticing the payoff of the leader is ZpZ'Wi(l — Cy — 2a¢;(p)), we obtain the SNE (pS,q) as

€T
follows
bCs + C,
S f m
5 _ 2T m T
PP ey, 'S
g’ =0 ieT

The corresponding payoff of the leader and follower is as follows

bCy + C.
S S\ _ Mf moeq_ E :W-
UA(p 7q ) - 2a + bCf (]‘ Ca) g 2

bCr + Cyp,
UD(psaqS) = 2af+ bCf ZW

However, the above obtained SNE is a weak equilibrium in that Up(pS,q%) = Up(p®,q'),Vd' €
Ap, hence the leader is not sure whether the follower will operate on g% or not. This may have

detrimental effect on the payoff of the leader: e.g., if the follower sets ¢; = 1 for all target i instead

bCr + Cp,
of ¢; =0, then Uy = L(l — Cy — 2a) E W; < 0, as consequence, the leader get negative
2a + bCYy =
payoff. This is clearly not desirable for the leader (attacker) in that its payoff is 0 when doing
nothing.
To push the follower to choose the desired g from the leader’s perspective, the leader has
bC'r + C,
incentive to set p; = pf —€= 2t Cm —e where € is a small positive number. Under such context,
2a + bCYy
bCr + C
the follower will operate on g5. For the leader, its payoff is M(l —Cy)—€(1=0Cy) Z Wi,
2a + bC f pyers

only slightly less than its desired payoff at the SNE if ¢ is sufficiently small, which we argue is

acceptable for the leader.
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Lead (p") Follow (pF)
00+ O C'm
Lead = § —
ea Ua 20+ 00, 2 W; Ua=0

bCr + C, 1-C 1-C
L _ f m a N : - _ a :
(q ) Up = { 2a—i—bCf + % (2a+bCf)6 6:| E W, |Up < %a +5> (bCf +Cm) E Wi

o . €T €T
bCr + Cp
Follow = 1— ' f —
ollo Ua <2a+bCf 6>( C)ZEET W Ua=0
bCr + C,
F f m
(q) D <2a bCf 6)( C)iGET D 0

Table 5.2: Payoff Matrix of the lead-or-follow game

5.7.2 Leader: Defender Side; Follower: Attacker Side

The above analysis can be applied in this symmetrical case where the leader is the defender side.
The SNE (p5, %) is:

PP =0 ieT
1-C :

S .

qi:72aa 17T

To push the follower to choose the desired pS from the leader’s point of view, the leader sets
1-C,
2a

will operate on p~.

q; = qis —0 = + 6 where § is a small positive number. Under such context, the follower

-C,
2(Crm, +bC) Z Wi = 6(Cy + 0CY) Z Wi,
€T €T
only slightly less than its desired payoff at the SNE if ¢ is sufficiently small.

5.7.3 Lead or Follow

We next consider an interesting scenario where the attack/defender side decides whether to be the
leader (pick the leader’s strategy obtained previously) or the follower (pick the follower’s strategy)
without the knowledge of its opponent’s choice. In such context, does the strategy to be the
leader dominate the strategy to be the follower in that according to our analysis, the leader may
“control” the behavior of the follower to some extent, but does it hold in the scenario considered
in this subsection?

We study the following “lead or follow” intrusion detection game to answer the posed question:
the players are the attacker and the defender side; they choose either the leader strategy (denoted
by pY and qv, respectively) or the follower strategy (denoted by p¥ and q¥, respectively) to
maximize their payoff U4 and Up defined previously. Vi € 7, we have

bCr + Cyp

it On :
2a—|—bCf
1-C,

g = +90 0
2a

The payoff of the attacker and the defender side is depicted in Table 5.2. Since both ¢ and ¢
are sufficiently small, the terms containing ed are ignored in the table.

Recall that we consider the scenario where 2a > 1 — C, and C,,,C, < 1. From the point of
view of the defender side, the first line is strictly dominated by the second line, indicating that the
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defender side is always better off choosing to be the follower. Moreover, there exists a unique NE
for the lead-or-follow game which is (p%, q¥), i.e., the attacker side is the leader and the defender
sides follows.

The obtained NE of the “lead or follow” game seems to be more favorable to the attacker side
since it can control the strategy of the follower, the defender side, by being the leader and push the
follower to keep silent. However, in fact the defender side also “control” the attacker side by being
the follower: this can be shown by the fact that the leader’s strategy and payoff at the unique
NE depend uniquely on the parameters of the defender. That is to say, the follower can exert its
influence on the leader via its performance parameters, e.g., if b, Cp, < a, both p; and U, are very
small at the NE.

According to our model, an efficient defender system can not only achieve high detection rate,
but also significantly limit the attack probability and consequently limit the harm that the attacker
may do on the system. To let multiple defenders monitor one target simultaneously, as discussed

in Section 5.4, is one way to increase the efficiency of the defender system, e.g., the defender side

biCs + Cyy
M - 5> (1-2Ca) ;WZ is maximized.

One issue we would like to mention is that the above analysis is based on the condition that

sets x,y such that Up = — (

both the attacker and the defender side have sufficient attack and monitor resource. The defender
side being the follower (gf = 0) does not mean that no defender is needed to maintain the NE.
On the contrary, the NE can be viewed as an optimal “agreement” between the two players such
that before reaching the “agreement”, the players may try different strategies to choose one that
maximize their payoff. If, for example, the defender side does not have enough monitor resource,
the attacker will not choose the strategy p', instead, it may operate on p; = 1 to maximize its

payoff. Thus the sufficiency of resource is the necessary condition of the NE outcome.

5.8 Numerical Study

In this section, we perform numerical study on two typical scenarios to validate our analytical
results.

We first consider a network with high requirement on security, e.g., military networks usually
require a high level of confidentiality and need to be resistant to various attacks. In such scenario,
the security assets of targets W; (i € 7) are much higher than the related cost: i.e., Cy, Cy,, Cf <
1. We set C, = (), = 0.001 and Cy = 0.01. The defenders are usually equipped with high-
performance IDS modules with powerful processing capability. Hence a relatively large value
a = 0.9 and small value b = 0.05 are chosen in our study.

The second scenario we consider is at the other end of the spectrum where the attack/monitor
cost is important (we set C, = C),, = 0.1 and Cy = 0.3 in this case), e.g., a WLAN at the airport
where both attackers and defenders have limited battery and processing capability. The defender
in such cases are usually not so efficient. We thus set a = 0.4 and b = 0.2. In both scenarios, there

are 10 targets with normalized security assets: W; = (11 —4) % 0.1 (: = 1,2,--- ,10).

5.8.1 One Attacker, One Defender

We start with the network intrusion detection game with one attacker/defender. The attack

resource P and the monitor resource @) are both set to 1. Table 5.3 shows the NE (p*,q*)



87 Chapter 5. On Intrusion Detection in Heterogenous Networks

calculated using our analytical model. As shown in the analytical results, both the attack and
defender focus only on the targets in the sensible target set (Target 1-6 for scenario 1 and target

1-4 for scenario 2).

Scenario 1 Scenario 2
p; = 0.118, ¢f = 0.279 pi; = 0.239, ¢f = 0.394
Py =0.131, ¢ = 0.249 ps =0.245, ¢ = 0.313
p3 = 0.147, ¢5 = 0.211 p5 = 0.253, ¢5 = 0.212
pi = 0.161, ¢f = 0.169 pi = 0.262, ¢j = 0.081
ps = 0.197, ¢z = 0.096 ps=0,q5=0
pe = 0.236, g5 = 0.004 p6=0,q5=0
p;=0,¢;=0 p;=0,¢7=0
P =0,¢5=0 Pi=0,g5=0
P5=0,q5=0 P5=0,q5=0
Pio=0,4¢50=0 Pio =0, ¢1p =0
Uy =0.459, U, = —0.460 | U} = 0.585, Uj, = —0.800

Table 5.3: NE

Scenario 1 | Scenario 2
(UD)maz | —0.561 —0.965
Up —0.823 —1.265
(Up)min | —0.461 ~0.801

Table 5.4: Payoff degradation due to deviation from NE

To further evaluate our analytical results and proposed design guidelines, we investigate the
cases where the defender does not operate on the NE. We thus simulate 300 random strategies for
the defender and we calculate the correspondent payoff Up under the condition that the attacker
chooses its strategy to maximize its payoff. Table 5.4 shows the results: (Up)mas denotes the
maximum payoff of the defender with the simulated 300 random strategies, Up denotes the average
payoff of the defender, (UJ))min denotes the minimum payoff of the defender under the condition
that the defender operate on q* and the attacker choose its strategy to maximize its payoff.
Comparing the above numerical results, we can see that in the simulated scenarios, the NE consists
of the optimal choice for the defender under the condition that the attacker is intelligent to choose
its strategy maximizing its payoff. The above numerical result confirms the proposed guideline 1
and 2 in the analytical model.

In practice, the detection rate a and the false alarm rate b usually cannot be accurately measured
or estimated. To evaluate the impact of the defender’s estimation error of a and b on the utility
of players, we conduct a sensitivity analysis. More specifically, we vary the error |Aa|/a and
|Ab|/b and let the defender operate on the NE strategy based on the inaccurate estimation. At
the attacker side, it chooses its strategy to maximize U,y. Figure 5.1 plots the increase of Uy

and the degradation of Up w.r.t. U4 and Up without estimation errors as functions of the relative
|Ad]
a

error of b is negligible. In contrast, the impact of the estimation error of a on the players’ payoff

estimation error and @ in both scenarios. The results show that the impact on the estimation

varies from 5 — 11% when the error reaches 25%. We also observe that over estimating a always

leads to more increase (decrease) of U4 (Up) than under estimating it.
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Figure 5.1: Sensitivity analysis on the error of a (left) and b (right)

5.8.2 Multiple Attackers/Defenders

We then study the case of multiple attackers/defenders and investigate the optimal strategy for
the defender side. Figure 5.2 plots —Up at the NE for the studied scenarios with different z, y.
Table 5.5 shows the optimal strategy for the defender side according to the analytical model.

0.1 12
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% 2 f 777 z

1234567891

Figure 5.2: —Up as function of z, y, left: scenario 1; right: scenario 2

Scenario 1 Scenario 2
=19y =1 =2,y =1
p; = 0.00083, g7 = 0.556 | p; = 0.237, ¢; = 0.703
Uy =0, Up = —0.0046 Uy=0,Up=-122

Table 5.5: Optimal strategy for defenders

For scenario 1, the optimal strategy for the defender side is to let each target to be monitored by
at most one defender simultaneously at the probability 0.556. The minimum number of required
defenders is 6. For scenario 2, the optimal strategy for the defender side is to let each target
to be monitored by 2 defenders simultaneously at the probability 0.703. In such case, we have

a(r = 2,y = 1) = 0.64, the minimum number of required defenders is 15 according to Theorem
5.3.
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From the above results, we can see that the optimal strategy for the defender side depends
very much on the parameters such as a, b etc. The payoff Up in scenario 1 is much less sensitive
w.r.t. y especially when y < z — 2 then in scenario 2. This can be explained by the fact that
ay (b4 respectively) is less sensible w.r.t. y given x when a(b) is close to 1 or 0. As a consequence,
for scenario 2, deviating from the optimal strategy causes much more severe utility degradation
than scenario 1. Another valuable information we can draw from the result is that appropriately
configuring the defense system (e.g., setting z, y) is so important that a bad configuration not only
is a waste of resource, but causes significant security damage to the system. This result confirms
our remark of Theorem 5.3.

We then study the impact of lack of monitor resource on the network security. The following
two cases are simulated: 1). There are N,,;, defenders operating at q*; 2). There are Ny, — 1
defenders choosing random monitor strategies. 300 random strategies are simulated for this case.
In case 2, we set © = y = 1 for scenario 1 and x < 2, y = 1 for scenario 2: i.e., for scenario 1, each
target is monitored by at most 1 defender at a time; for scenario 2, each target may be monitored
by 1 or 2 defenders simultaneously with detection threshold set to 1. This is a reasonable setting
noticing the resource and the performance parameters of the scenarios. In both cases, the attacker
side chooses its strategy that maximizes its payoff and the attack resource P is set to 10. Table 5.6

shows the payoff degradation due to the lack of sufficient monitor resource.

Scenario 1 | Scenario 2
U}, —0.0045 —1.24
(U3)maz | —0.37 —2.08
U2, ~1.3 ~16.85

Table 5.6: Payoff degradation due to resource constraint

In Table 5.6, U ]13 denotes the payoff of the defender side at the NE, (Ul%)m(mj and U7% denote
the maximum and average payoff of the defender side choosing the simulated random strategies.
The results show that lack of monitor resource degrades significantly the system security. This
degradation becomes more severe if the attacker side disposes more attack resource. This can be
seen comparing the numerical results in Table 5.6 (P = 10) and Table 5.4 (P = 1). Therefore,
sufficient resource and appropriate configuration at the defender side are two necessary conditions
of efficiently protecting the network from being attacked, which confirms the guideline 3 and 4 in

the analytical model.

5.9 Conclusion

This chapter addresses the intrusion detection problem in heterogenous networks consisting of
nodes with different security assets. We formulated the interaction between the attacks and the
defenders as a non-cooperative game and performed an in-depth analysis on the NE and the engi-
neering implications behind. Based on our game theoretic analysis, we derived expected behaviors
of rational attackers. We showed that sufficient monitor resource and appropriate configuration
at the defender side are two necessary conditions of efficiently protecting the network. We then
derived the minimum monitor resource requirement and the optimal strategy of the defender side

to achieve system optimality. We also provide two case studies to show how our game theoretic
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framework can be applied to configure the intrusion detection strategies in realistic scenarios.

5.10 Proofs

This section completes the detailed proofs omitted from the main text.

5.10.1 Proof of Lemma 5.1

The proof consists of first showing that 75 is composed of n targets with largest security assets
and then proving n = N4 by showing that neither n < Ny nor n > Ny is possible. It follows
obviously that 7g is also uniquely determined.

Here we prove Case 2 of the lemma because Case 1 holds straightforwardly. It is obvious that
N4 targets with the largest security assets satisfying (5.2) consists of a sensible target set 7g in
that (5.1) holds in such case. We then need to prove that 75 is unique.

We first show that if ¢ € Ts, then Vj < i (W; > W;), it holds that j € 7g, if not, there exists

Ts|-(1—-C,) — 2
Jo < i (Wj, > W;) such that jo € T — 7s. It follows that W;, < [Zs] - a) ?Q. On the
(1 - Ca) ZkETS Wi

Ts|-(1—=C,) —2
[Zs- (1 = Ca) TQ. It follows that W; > W,

(1 - Ca) EkeTs Wi
which contradicts with W, > W;. Hence 7Ts is composed of n targets with largest security assets.

We then prove n = N4 by showing that it is impossible that n < Nj or n > Na. If n < Ny,

other hand, from Definition 5.3, we have W; >

from (5.2), we have

Ny
Ny-(1—=0C4) —2aQ 1 Na-(1-0Ch) —2aQ 2aQ)
Wy, > — WN( 7)> =Ny —
! (I_Ca)zy:ﬁm% A;Wj 1-C, 1-C,
Na
1 2a@)
- WNA(Zi)—(NA—n)>TL—
=W 1-C,

Noticing W, < W;,Vi < Ny and n < Ny (i.e. Wpp1 > Wy, ), we have

Na

1 1 1 1
W1 (D W) > W Q=) =W, O =) = W, (D W)
j=1 7 j=1 "7 j=1 7 j=n+1 7
Na
1 2a
> Wi, ( —)—(NA—n)>n—1_%
j=1 "7 ¢

(1-C,)—2
Hence W, 41 > n-( ) alQ. On the other hand, from Definition 5.3, we have W, ;1 <

(1-Ca) Z?:l w;
n-(1-Cqy) —2aQ

- This contradiction shows that it is impossible that n < N4. Similarly we can
(1 - Ca) Zj:l WJ
show that it is impossible that n > N4. Hence, n = N4 is uniquely determined, so is 7g. It follows

obviously that 7g is also uniquely determined. This concludes our proof.
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5.10.2 Proof of Theorem 5.1

The proof consists of showing that regardless of the defender’s strategy q, for any p € A 4 such that
Ji € T —Ts—1Tg, p; > 0, we can construct another strategy p’ such that p; =0, Vi € 7 —7Ts —Tg

and Uy (p,q) < Ua(p',q).
Ny-(1- a —2
1 Wy > YA CLA o
(1_Ca)2j:1Wj
(1-Co) Y34

, T —Ts — Tg = 0, the theorem holds evidently. We now prove

the case where Wy <

, in other words, 7 — Tg — Tg # 0.

Consider a vector q° = (¢?, 49, ,¢%) where
1 Ny-(1-C,) —2
q; = 2a W; Zj:Al w;
0 1€eT —Ts
Ny

It holds that ¢) > 0 and Zq? = Q. Let 9 = (q1,¢2, - ,qn) denote the monitor probability
i=1

Na
distribution of the defender, by the Pigeon Hole Principle, it holds that Z ¢ < @, thus 3m € 7g
i=1
such that ¢, < ¢2,.
We now consider any attacker strategy p = (p1,p2,--- ,pn) € A4 satisfying ZieTfTszQ D; >

0, i.e., the attacker attack at least one target outside the sensible target set with non-zero proba-

bility. We construct another attacker strategy profile p’ based on p such that

i 1 €Tsand i #m
o= Pmt Yjer- 161 P T=
0 1e€T —1s 1o

NA-(l—Ca)—ZCLQ Vi

By comparing the attacker’s payoff at p and p’, noticing that W; <
-G

€
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T —71s — Tg, we obtain:

Ua(p) Zp, (1 —2aq; — sz (1 —2aq; — Cy)

€T €T

= ZpiWi(l —2aq; — Cy) — ( Z piWi(1 — 2aq; — Co) + | pm + Z pi | Wi (1 — 2agm, — Ca))

€T 1€Ts+7g i#m €T —Ts—T¢
= Z piWi(1 — 2aq; — Z piWn (1 — 2ag, — C,)

€T -Ts—Tg ZGT Ts—Tg
< Z piWi(1l — 2aq; — Z piWin(1 = 2a¢8, — C,)

iET—Ts—TQ ZET Ts— TQ

NA (1-0C,) — QaQ

= Z oW, 1 — 2aq; — Ca) - Z Di ]\EA a) 1

€T Ts—To ieT Ta1y 2aj=1(1 = Ca) s

IN

Ny-(1-Cp)—2
Sniti- Y pid e

T TaTy  ieT-Ta-To 2aj—1(1 W

= Zpi Wi_NA-(l—Ca)—QaQ

N 1
€T -Ts—Tg ijAl(l - Ca)Wj

Hence, operating at p’ gives the attacker more payoff than operating at p. As a result, a

rational attacker has no incentive to choose p compared with p’.

5.10.3 Proof Sketch of Corollary 5.1

It follows from >, 7 ¢f = Q and q' # q* that Im € Ts such that ¢, < gj,. We can solve p as

[ €l0,P] ieTy
P —o ieT — T

where Ty consists of target ¢ such that (1 — 2aq, — C,)W; is maximized, ZiETM@ =P It
follows immediately that ¢ < ¢,Vi € Tyq. Noticing the defender’s utility function Up, we have
Up(p,q*) > Up(p,d).

Moreover, following the definition of NE, we have Up(p*,q*) > Up(p,q*). It follows that
Up(p*,q*) > Up(P,q’). Symmetrically, we can prove that Ua(p*,q*) > Ua(p’, Q).
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Chapter 6

A Defense Strategy against Jamming
Attack in Wireless Networks

6.1 Introduction

It is widely recognized that the broadcast nature of the shared wireless medium makes wireless
networks extremely vulnerable to various attacks ranging from the passive eavesdropping to the
sophisticated manipulation of routing information, among which an easily mountable one with
detrimental effects on the victim network is jamming, alternatively termed Denial-of-Service (DoS).
Jamming is a malicious attack whose objective is to disrupt the communication of the victim
network by intentionally causing interference or collision at the receiver side. Usually launched
at the PHY and MAC layers, jamming requires no special hardware and can virtually paralyze
any wireless networks. [XTZWO05] provides a taxonomy of different types of jamming in wireless
networks.

The defense strategies in existing literature mainly consist of retreating from the jammer after
detecting jamming or rerouting traffic around the jammed area. In [XWTZ04], Xu et al. propose
two strategies to evade jamming. The first strategy, channel surfing, is a form of spectral evasion
that involves legitimate wireless devices changing the channel that they are operating on. The
second strategy, spatial retreats, is a form of spatial evasion whereby legitimate devices move away
from the jammer. In [WSS03], Wood et al. present a distributed protocol to map the jammed region
so that the network can avoid routing traffic through it. The solution proposed by Cagalj et al.
[CCHOT] uses different wormholes (wired wormholes, frequency-hopping pairs, and uncoordinated
channel hopping) that lead out of the jammed region to report the alarm to the network operator.
In [WSZ07], Wood et al. investigate how to deliberately avoid jamming in IEEE 802.15.4-based
wireless networks.

Despite the different techniques used in existing solutions, they usually require frequency hop-
ping capability or sufficient node mobility to avoid confronting the jammer. Such requirements
might be too expensive to implement or even impractical in some scenarios, e.g., single-channel
WLANs. Moreover, their effectiveness may be significantly reduced if the jammer is strategic, e.g.,
mapping the jammed area becomes more difficult if the jammer keeps moving in an unpredictable
fashion.

In this chapter, we tackle the problem of defeating jamming from a different angle. Our work

is motivated by the observation that although a jamming packet of a few bits suffices to disrupt

94
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a transmitted packet, as argued in [LNO5], yet continuously transmitting the jamming packets is
energy-consuming and may quickly drain the energy of the jammer with limited battery supply.
In other words, a jammer with limited energy resource can never succeed jamming the victim
network for any extended period of time. This is especially the case where the jammer is restricted
to a configuration similar to that of ordinary network nodes with limited energy resource such
as laptops. Given the above argument, an alternative defense strategy against jamming besides
passively retreating, especially when it is impossible to move away from the jammer, is to actively
fight the jammer face-to-face by draining its energy as fast as possible.

Following the above line of defense, we proceed our analysis as follows. Firstly, we formulate
jamming as an optimization problem for the jammer whose goal is to block the communication of
the victim network as long time as possible under its energy constraint. To this end, it controls the
probability of transmitting jamming packets to strike a balance between keeping a high jamming
probability and limiting the energy consumption. On the network side, each node adapts its channel
access probability to maximize its utility under the jamming attack. We model the interaction
between the jammer and the network as a non-cooperative game G. We show that G has two
Nash equilibria (NE) and at one of them, the jammer can paralyze the network with little energy
consumption. To avoid this inefficient NE for the network, we propose our defense strategy by
introducing the anti-jammer, a special node dedicated to draining the jammer’s energy. To achieve
its goal, the anti-jammer configures the probability of transmitting bait packets to attract the
jammer to transmit. We then formulate the new jamming game G’ with the anti-jammer and
show that G’ admits a unique NE where if the anti-jammer chooses its strategy wisely, the network
utility remains the same as that in GG, but the jammer’s energy consumption increases significantly.
Next, we extend our efforts to investigate the dynamics of G’ by developing the update mechanisms
in which the anti-jammer and network nodes adjust their transmission strategies based on only
observable channel information.

Recently, applying game theory in different areas of wireless communication has attracted
considerable research attention. Concerning jamming, Mallik et al. [MSP00] model the problem of
a victim node and a jammer transmitting to a common receiver in an on-off mode as a two-person
zero-sum noncooperative dynamic game. Structures of steady-state solutions to the game are then
investigated. Sagduyu et al. [SE07] model DoS attacks as stochastic games among non-cooperative
selfish nodes that randomly transmit packets to a common receiver and malicious nodes with the
dual objectives of blocking the packet transmissions of the other selfish nodes as well as optimizing
their individual performance. The resulting equilibria are analyzed and the network performance
is compared with the cooperative equilibrium. In [LKPO7], Li et al. formulate the jamming attack
as optimization problem as well as max-min problem and derive the optimal attacking strategy for
the jammer to maximize the duration before being detected and the optimal defense strategy for
the defender to alleviate the attack damage.

Compared with existing work, the focus of our work is not only to alleviate the damage caused
by the jammer, but also to fight the jammer actively by draining its energy as quickly as possible.

The main contributions of our work can be summarized as follows:

o Game theoretic framework: We establish a game theoretic model between the victim network

and the energy-limited jammer and derive resulting equilibria.

o Active defense strategy: We propose an active defense strategy against jamming and demon-
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strate its benefits via both mathematical analysis and numerical experiment.

o Distributed strategy update mechanism: We derive distributed update mechanisms in which
the anti-jammer and network nodes adjust their strategies based on observable channel in-

formation.

The rest of this chapter is organized as follows. Section 6.2 introduces the network model
and discusses the assumptions made in our work. Section 6.3 formulates the jamming game and
derives the resulting NEs. Section 6.4 presents and analyzes our defense strategy. Section 6.5
and 6.6 focus on the distributed update mechanisms and the implementation issues. Section 6.7
presents a numerical study to evaluate the performance of the proposed defense strategy. Finally,

the chapter is concluded in Section 6.8.

6.2 Network Model and Problem Formulation

We consider a single-hop wireless network consisting of a set N = {1, 2, ---, n} (n > 1) of nodes
operating on the following generalized version of the slotted-Aloha protocol to access the shared
wireless medium: Time is divided into synchronized slots. Each node can send one packet in a
slot. If a node has a packet to send, it transmits during the next slot with probability p called
channel access probability. Since the above generalized slotted-Aloha scheme is the root of various
medium access control protocols widely used nowadays, basing our analysis on it makes our results
a generic framework easily extensible to other protocols.

In our study, we focus on the extreme case where all network nodes are continuously backlogged,
i.e., they always have packets to transmit. The transmission is successful if there is no collision
with other transmissions.

As discussed in Introduction, jamming is a DoS attack at the PHY/MAC layer whose goal is
to disable the communication of the victim network by intentionally causing collisions. To mount
such attack, the jammer senses the wireless channel and transmits a jamming packet colliding with
legitimately transmitted packets if the channel is not free. In this chapter, we focus on energy-
limited strategic jammer aiming at keeping the communication of the victim network blocked
as long time as possible under its energy budget. To this end, it configures the probability of
transmitting jamming packets to strike a balance between keeping a high jamming probability
and limiting the energy consumption. Mathematically, the jammer’s strategy is modeled by the

following optimization problem Py
Py: maxp<g<i T; st. §<58,

where 6 denotes the jammer’s strategy, i.e., the probability of transmitting jamming packets, T';
denotes the expected time during which the communication of the victim network is blocked by
the jammer, S denotes the throughput of the victim network, Sy denotes the threshold of effective
jamming from the jammer’s perspective, i.e., to block the communication of the victim network,
it has to limit S not to exceed Sj.

Let p denote the channel access probability of the network nodes, the network throughput can

be expressed as S = np(1 — p)"~1(1 — ). Py can thus be translated to the following optimization
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problem P7:

minogggl UJ = [1 — (1 — p)n]e
s.t. np(1 —p)" (1 —6) < Sp.

U can be seen as the expected energy consumption of the jammer per slot, given that the energy
of transmitting one jamming packet is normalized to 1. As mathematically characterized by P’, a
strategic jammer searches to block the victim network while minimizing its energy consumption.

At the victim network side, it reacts strategically to operate the most efficiently possible under
jamming. Specifically, the network nodes adapt their channel access probability p to maximize the
utility function Uy that reflects the difference between the throughput reward and the transmission

cost, i.e.,
Un =np(1 = p)" (1 - 0) — npc,

where the throughput reward is normalized to 1 and ¢ < 1 denotes the transmission cost. To
simplify our study, we assume that the transmission cost is the same for all packets. Moreover,
throughout this chapter, to avoid the trivial case where the jammer has no incentive to launch

jamming attack, we impose the following assumption on Sy:

Sy < np(1 —p)" L, (6.1)

)"~ — npe. Generally, for the jamming to be effective, Sy should

where p = argmaxy<,<; np(1 —p
be sufficiently small. The smaller Sy is, the more effective the jamming is (also the more aggressive
the jammer is). In this chapter, we are especially interested in the aggressive case with small Sy.

To concentrate on the essential properties of jamming and the proposed defense strategy, we
limit our study to jamming at PHY/MAC layers. The jammer does not interpret the semantics
of the packets to determine which packet to jam. Interested readers are referred to [LNO5] for
such intelligent jamming attacks in IEEE 802.11 DCF, which are out of the scope of this chapter.
Despite some simplifications made in our model, the analysis of the jamming attacks and the
derived defense strategy are far from trivial and indeed provide valuable insight on the topic, as

shown in the reminder of the chapter.

6.3 Jamming Game Analysis

We model the interactions between the jammer and the victim network as a non-cooperative

jamming game G, defined as follows

Definition 6.1. The non-cooperative jamming game G is a 3-tuple (P, A,U), where P ={J, N}
denotes the player set consisting of the jammer J and the victim network N', A = [0,1] x [0,1]
denotes the strategy space, U = {Un,Uy;} denotes the utility function set. The player J (N') selects
its strategy 6 (p) to minimize (maximize) its utility Uy (Un ).

The solution of the jamming game G is characterized by one or more Nash equilibrium (NE),

a strategy profile from which no player has incentive to deviate unilaterally. Formally, if (p*, 6*) is
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a NE of G, it holds that

Un(p*,0%) > Un(p,0%) VO<p <1
Us(p*,0%) < Us(p*,0) YO<@0 <1

Our focus in this section is to derive and analyze the resulting NE of G.

4
Theorem 6.1. Let k = 5o and A(k) 2 \/ (1 + k)2 — =k, the jamming game G admits two NEs:
c n

Ltk —A(R) o 25y
2 77 n(l+k—AMR)(1—k+ A(k)T

Proof. Please refer to Section 6.9.1 for the detailed proof. O

p1=0,07 =1 and p5 =

As an important implication of Theorem 6.1, the network is paralyzed (S = 0) at the border
NE where the jammer adopts the most aggressive strategy by setting 6* to 1 and the network
nodes keep silent.

In contrast to the common sense that the jamming attack is usually very energy consuming,
Theorem 6.1 shows that the jamming attack is very cost-effective at the border NE. This is due
to the fact that any rational node in the victim network, aware of the existence of the jammer,
will not attempt to send any packet, which brings no gain but a waste of energy. Take the IEEE
802.11 WLAN as an example, the rationality of nodes leads to doubling the value of the contention
window (CW) after each collision. In such context, the jammer makes the network node repeatedly
double the CW value until finally the transmission attempt is given up, which corresponds to the
border NE in Theorem 6.1. Consequently, the jammer can disrupt the communication of the victim

network with little energy consumption.

6.4 Proposed Jamming Defense Strategy

Motivated by the analytical results of previous section, especially the detrimental damage caused
by the jammer at the border NE, we propose our jamming defense strategy in this section. Different
form existing solutions that retreat from the jammed area or switch to other channels to avoid
being jammed, our approach tackles the problem from a new angle, which is inspired from the
following philosophy:

The best defense is an offense.

Applying the above philosophy in our context, we propose our jamming defense strategy con-
sisting of actively fighting the jammer face-to-face by draining its energy as fast as possible. The
task of fighting against the jammer is designated to a special network entity referred to as anti-
jammer. Several practical implementations are possible: e.g., the anti-jammer can be a network
node disposing a large amount of energy; or, the role of the anti-jammer can be assigned to all
network participants in a distributed way, i.e., each node serves as the anti-jammer for a certain pe-
riod of time for the interests of the whole network. With the goal of draining the jammer’s energy,
the anti-jammer transmits a bait packet indistinguishable from legitimate packets at probability ¢
at each slot to attract the jammer to emit the jamming packet.

In the sequel, we formulate the new jamming game G’ with the anti-jammer and characterize
the resulting NE. The central questions we pose in order to study the performance of the proposed

defense strategy are: 1). Does there exist NE in G'? 2). If so, is it unique and can players converge
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to the equilibrium? 3). How does the NE compare with the NEs in Theorem 6.17 Is it more

desirable for the network?

6.4.1 Jamming Game with Anti-jammer

In this subsection, we study the jamming game G’ consisting of the victim network of n nodes, a
jammer and an anti-jammer. The network model is the same as in G, the only difference is that
the anti-jammer is introduced operating on ¢ to fight against the jammer. In this new context, the
network throughput becomes S = np(1 — p)"~1(1 — ¢)(1 — ). The utility function of the network

can be written as:

Un =np(1 —p)" 11 - ¢q)(1 - 6) — npc.
The jammer’s optimization problem P’} becomes

ming<p<1 Uy =[1—(1-p)"(1—q)|0
st np(l=p)" (1= q)(1-6) < S.

The following theorem establishes the NE of G.
Theorem 6.2. If ¢ > 0, G’ admits a unique NE (p*, 6*).

1. If the following condition holds
n(l—q)(1+k—A(k)(1—k+ A(k)" ! > 28, (6.2)

« L1+k—A(k)

2 2m S, (6.3)
(1= @)1+ k — A(R)(L — k + A(R))"

b
0" =1-—

2. If the condition (6.2) does not hold,

p* =argmax (1—¢q)p(l—p)" ' —cp
p (6.4)
0* = 0

Proof. Please refer to Section 6.9.2 for the detailed proof. O

Theorem 6.2 establishes the existence and uniqueness of the NE and quantifies the relation
between different parameters (Sp, ¢ and ¢) and the resulting NE. Theorem 6.2 implies that by
properly setting ¢, the border NE in Theorem 6.1 where the jammer can paralyze the network
with little energy consumption can be eliminated in G’ and the game reaches a more desirable NE
(6.3) from the network’s perspective. In this regard, the anti-jammer plays the role of refining NE
by eliminating the undesirable equilibrium.

In the following corollary, we provide a simplified necessary condition on ¢ to ensure that the
unique NE is the non-border NE derived in (6.3).
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Corollary 6.1. G admits a unique non-border NE (p*,0*) given by (6.3) if the following sufficient

condition holds:

(1—q)k 2
— S
1+k itk 0
Proof. Please refer to Section 6.9.3 for the detailed proof. O

Corollary 6.1 provides a guideline for the anti-jammer on how to choose its strategy ¢ to avoid
the less desirable NE. In the asymptotic scenario where n > 1, noticing that k = Sy/c, after some
mathematical arrangement, the sufficient condition in Corollary 6.1 can be further simplified to
g <1—(So +c)el+ik.

6.4.2 NE Analysis: Comparison with G

After solving the NE of G, it is natural and interesting to compare the non-border NE of G’ given
in (6.3) with the non-border NE of G derived in (6.13). As can be seen from (6.13) and (6.3), the
network utility Uy is the same at the two non-border NEs. In the following theorem, we investigate
the jammer’s utility U; at the non-border NE of G and G’.

Theorem 6.3. By wisely choosing q, the anti-jammer can increase the jammer’s energy consump-

tion at the non-border NE if and only if the following condition holds:

So < np*(1 —p*)2n Y, (6.5)

1+ k — A(k)
e

Proof. Please refer to Section 6.9.4 for the detailed proof. O

where p* =

In the following corollary, we provide a simplified sufficient condition under which the result of

Theorem 6.3 holds.
2n—1
Corollary 6.2. If Sy +c¢ < (1 — ) , or when n > 1, if Sg+ ¢ < 1/€%, then the anti-jammer
n

can increase the jammer’s utility at the NE by wisely choosing q.
Proof. Please refer to Section 6.9.5 for the detailed proof. O

As a summary of previous analysis, we have demonstrated via Theorem 6.2 and 6.3 the following
benefits of the proposed defense strategy. Theorem 6.2 states that if g is properly chosen, the
jamming game admits a unique non-border NE given in (6.3). Compared with the non-border
NE in G without anti-jammer, the network gets the same payoff at the non-border NE in G’.
Theorem 6.3 further shows that under the condition (6.5), the jammer consumes more energy. In
this perspective, our solution not only can eliminate the undesirable NE (the border NE in G),
but also can increase the jammer’s energy consumption at the remaining NE. As a result, under
the condition of (6.5) which is especially true for aggressive jammer, our solution can force the
jammer to spend its energy more quickly without degrading the network performance.

Theorem 6.3 quantifies the condition under which Uf > Uf’. Next we provide a qualitative
explication on the implication behind. The goal of introducing the anti-jammer is to increase the
jammer’s energy consumption without degrading the network performance. From another angle,

the anti-jammer can be regarded as a jammer that jams the traffic of both the network and the
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jammer, the latter being our objective while the former the side effect. When the condition (6.5)
is met, i.e., Sp + c is sufficiently small, the cost of jamming the network traffic is less than the gain
of jamming the jammer. In contrast, if the condition is not met, the benefit of introducing the
anti-jammer is counter-balanced by its side effect, i.e., the anti-jammer actually helps the jammer
jam the network. In this sense, introducing the anti-jammer to counter jamming is like using a
“double-bladed sword” which brings both benefit and side effect. Therefore, the strategy of the
anti-jammer ¢ should be carefully chosen so as to strike a balance between maximizing the benefit
and limiting the side effect.

In the following subsection, we seek the optimal value of ¢ that achieves the above balance.

6.4.3 Choosing Optimal Value of ¢

In this subsection, we solve the optimal value of ¢ that maximizes the jammer’s energy consumption
at the non-border NE under the condition (6.5).

Theorem 6.4. Under the condition (6.5), the optimal strategy for the anti-jammer is ¢* = 1 —

So
np*(l _ p*)2n—1 :

Proof. Please refer to Section 6.9.6 for the detailed proof. O

6.4.4 Further Discussion and Limitation of Proposed Strategy

It is insightful to note that the interactions among the network, the jammer and the anti-jammer
can be modeled by a Stackelberg game, in which the anti-jammer is the leader, the network and the
jammer are the followers. The followers choose their strategies p and 6 to maximize and minimize
their utility function Uy and U; based on the leader’s strategy q. The leader chooses its strategy
¢ to maximize its utility function (i.e., the jammer’s energy consumption), taking into account
that the followers will subsequently choose their strategy to greedily maximize/minimize their own
payoff. Apply our analysis in this section, the Stackelberg game admits a unique equilibrium
(¢*,p*,0") under the condition (6.5).

We conclude this section by discussing the limitations of the proposed defense strategy. Firstly,
our solution aims at draining the jammer’s energy rather than coping with jamming. As a result,
although the jammer consumes more energy to mount the jamming attack, yet the communication
of the victim network is disrupted as long as the jammer does not use up its battery. Secondly, as
discussed in the beginning of Section 6.4, the role of anti-jammer can be designated to the network
node disposing a large amount of energy or to all network participants in a distributed way. In
this regard, the altruism of the anti-jammer is implicitly assumed. However, this assumption is not
always valid, especially in open environments where network participants are selfish and have no
incentive to spend their own energy for the interests of the common, including themselves. In such
cases, incentive mechanisms are needed to avoid the above common dilemma. Thirdly, as shown in
Theorem 6.2 and 6.3 as well as the numerical experiments presented later, the proposed solution is
less effective when the jammer acts more mildly by operating on large Sy. It is insightful to note
that in such cases, the attack is no more a jamming attack in the strict sense in that the jammer’s
goal is not to block the network communication as that of pure jamming with Sy sufficiently small,
but rather to limit the network throughput with a mild threshold Sj.
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6.5 Game Dynamics and Distributed Strategy Update Mecha-

nism

In the previous section, we have studied some structural properties of the NE in the jamming
game with the anti-jammer and demonstrated the benefits of the proposed defense strategy. In
this section, we extend our efforts to study the game dynamics. More specifically, we develop
distributed strategy update mechanisms for players to adjust their strategies to converge to the
equilibrium based on only observable channel information.

We start with the victim network. Noticing that the objective of the network nodes is to
maximize the global network utility under jamming, we propose a distributed update mechanism

of the channel access probability, as shown in the following:

pi(t+1) =

p@-<t>+A(<1—q)(l—@(l—nm(t))H<1—pj<t>>—<1—pi<t>>c)] . (66)

JEN j#i 0

where [a:]l; denotes max{a, min{b, z}}, A is the step size, pmaz € (0,1) is the system parameter.

(1 - Q)<1 — 9)(1 - npmam)
1- Pmax
pmaz)”_l, the update scheme (6.6) has a unique fized point, which is also the optimal point where

Theorem 6.5. Under the condition (6.5), if <e< (1= -6)(1-

the global network utility is maximized.

Proof. The proof, detailed in appendix, consists of two steps: we first show that any border point
cannot be a fixed point of (6.6); we then focus on the non-border fixed point and prove that {p}
is the only non-border fixed point of (6.6), where p is the root of

1—q)1—0)(1—p)" (1 —np)=c.

It is easy to see that {p} is also the optimal point where the global network utility is maximized.
O

Remark: (6.6) can be seen as a subgradient strategy update scheme that gradually approaches
the fixed point, which corresponds to the global optima.

We then analyze the jammer’s strategy. Noticing that the jammer’s utility is to minimize its
energy consumption while limiting the network throughput S < Sy, its best strategy at iteration
t+16(t+ 1) can be derived by

So=[1-0t+1)]1-9)> mt) [] @-pi1).

ieN JEN j#i

However, in practice, since the jammer cannot distinguish the traffic of the anti-jammer and
that of an ordinary node, it is impossible to compute 6(¢ + 1) from the above equation. We thus
consider in our study a more practical update scheme for the jammer in which it chooses the
smallest 6 such that the aggregated throughput including the anti-jammer’s traffic is no more than

@Sy, where a > 1 is a tolerant factor, i.e.,

o+ )| |0-a Y me) T a-pie)+a ] -pi®)] < as.

ieEN JEN j#i JEN
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«a = 1 corresponds to the scenario in which the jammer is not aware of the existence of the
anti-jammer or it wants to limit the network throughput regardless of the anti-jammer’s strategy

g. This update scheme can be formally expressed as:

1
aSy

- O -pe)+a [ -pit)],

iEN JeEN j#i JEN

ot +1)= |1

(6.7)

In the following theorem, we analyze the equilibrium of G’ under the update scheme (6.6) for

the network nodes and (6.7) for the jammer.

Theorem 6.6. The strategy update scheme in which the network nodes follow (6.6) and the jammer

follows (6.7) admits a unique fized point under the following condition:

aSy cg< n
q >
(1= pra)” ~ 0 41 : 65)
(TL - 1)pmax q aSO pmaz(l - pmax) (1 - pmax) q ’ ’
+ < < +
1 — pPmax 1—gq & 1 — npmax 1 —npmaz 1 —¢q

Specifically, the fixed point coincides with the non-border NE (p*,0*) derived in (6.3) if aSy =
(1=0%) [q(1 = p*)" +n(l — @)p*(1 —p*)" ]

Proof. Please refer to Section 6.9.8 for detailed proof. O

Theorem 6.6 states that G’ has a unique equilibrium under the update scheme (6.6) and (6.7).
In Section 6.7, the game dynamics of G’ (i.e., the convergence to the unique equilibrium) is further
studied via simulation under the above update scheme.

We conclude this section by analyzing the anti-jammer’s strategy ¢, which should be carefully
tuned in order to achieve a balance between maximizing the benefit and limiting the side effect,
as discussed in the end of Section 6.4.2. Noticing that calculating the optimal value of ¢ requires
the knowledge of o which is not available to the anti-jammer, we propose the following adaptive
recursive search method to find the locally optimal value of q. We will evaluate the proposed

method via simulation in Section 6.7.

1. Set Ag,e to some small values, T a sufficient long time for convergence. Initialize ¢(0) = 0.
Set n = 0.

2. Set n = n + 1, wait time T for the players to converge, then estimate the jammer’s utility
Us(n).!

(a) If Us(n) > Ujs(n—1), set g(n+1) = q(n) + Aq.
(b) If Us(n) < Uj(n—1), set g(n+1) = q(n) — Ag.

3. Stop until |[Uj(n) —Us(n —1)| < eUs(n).

"How to estimate U is addressed in Section 6.6.
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6.6 Implementation Issue

Previously, we have investigated the dynamics of G’ and the distributed strategy update scheme
for players to converge to the unique operating point. However, for the network nodes and anti-
jammer, since they usually do not have access to the access probability of others, they cannot
directly implement the discussed update scheme. In this section, we address this implementation

issue, more specifically, how to estimate (1 —¢)(1—0) H(l —pj) for node i to compute p;(t) based
JEN j#i
on (6.6) and how to estimate U for the anti-jammer to update g.

Our solution is based on the Idle Sense approach (see [HRGDO5] for a detailed description)
allowing a player to estimate the channel condition by observing the average number of consecutive
idle slots between two transmission attempts. As a desirable property, our solution is based on
only observable information and does not generate any additional message.

We start with the network nodes. Let Pige = (1 —¢q)(1 — 0) H (1 — pj) be the probability of

JEN
an idle slot and n;g. be the number of average consecutive idle slots between two transmission
P,
attempts, it holds that n;q. = 1%. It follows that
— Lidle
1

(1—q)(1-196) H(1 —p;) = Nidle

SN gt Nigle +1 1 —p;’

Since node i knows its own strategy p;(t) and can observe n;ge(t), it can compute p(t + 1) based
on (6.6).
We then turn to the anti-jammer who needs to estimate U; = [1 — (1 — p)"(1 — ¢q)]f, where

p and 6 is the converged value of p;(t),Vi € N and 6(t). To this end, it estimates the network

Ny
Ni°

Ny, the measuring period. It then can establish the equation

throughput as S = where Ny is the number of successful transmission on the channel within

n— NS
n(l=q)(1=0)p(1l—p" ' = 2. (6.9)
t
On the other hand, apply the Idle Sense approach, we have
Nidle
1—q)(1—60)(1—p)" = Pigpe = —dle 6.10
(1-¢)(1-0)(1-p) de = - (6.10)

which is observable to the anti-jammer. By (6.9) and (6.10), the anti-jammer can solve p and 6 to
further estimate Uj.
At the end of this section, we take (1 — ¢)(1 — O)H(l — p;) as an example to investigate the
JEN j#i
accuracy of the estimation of our solution. Based on the central limit theory, given m samples of

1 ? 2
lim P <z|=—— e " 2dr,
m—00 ( - ) \ 2 /—Z

where o is the variance of n;q.
Hence, (1 — ¢)(1 — H)H(l — pj) can be precisely estimated if sufficient samples on n;g. is
JEN j#i
collected. However, this requires long periods of observation and may lead to slower convergence

Ndle, W€ have

s — Lidle
Nidle — T—Pyy,

o/vm

rate. Therefore, there is a tradeoff between the accuracy of the observation and the delay of
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convergence. Based on the experiments we conduct, m = 10 ~ 25 achieves fairly good estimation

with a reasonable convergence delay.

6.7 Numerical Results

In previous study, we establish a game theoretic model on jamming with the proposed defense
strategy and perform mathematical analysis on the existence, uniqueness of the NE and the game
dynamics. In this section, we conduct numerical study to gain some more in-depth insight on the
NE and the performance of the proposed defense strategy, which cannot be derived directly from

analytical results.

6.7.1 NE Analysis of G and G’

We start with the numerical analysis of the NE of the jamming game formulated previously, both
with and without anti-jammer. We simulate a single-hop wireless network of 10 nodes. The
transmission cost c is set to 0.01. Figure 6.1 plots the non-border NE of G derived in Theorem 6.1
as a function of Sy. Figure 6.2 plots the optimal strategy of the anti-jammer ¢* and the NE of
G’ as a function of Sy when the anti-jammer operates on ¢*. As shown in the results for both
cases, when the jammer becomes more aggressive, i.e., Sy becomes smaller, it tends to increase
the jamming probability at the NE. Consequently, the victim network reacts by decreasing their
transmission probability at the NE. The optimal strategy of the anti-jammer also becomes more
aggressive. Moreover, it can be checked that when ¢ — 0T, the condition (6.2) equals to Sy < 0.14.
This is confirmed by the numerical results in Figure 6.2 that ¢* > 0 when approximately Sy < 0.14.
As ¢* tends to 0, the NE of G’ coincides with the non-border NE of G, as shown in Figure 6.1 and
6.2.
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Figure 6.1: Non-border NE of G Figure 6.2: NE of G’ under ¢*

6.7.2 Performance Evaluation of Proposed Defense Strategy

We then evaluate the performance of the proposed defense strategy by comparing the jammer’s
utility U; at the non-border NE of G and the unique NE of G’, as plotted in Figure 6.3. It is
insightful to notice that the jammer’s energy consumption at the non-border NE of G first increases
sharply w.r.t. Sy and then decreases mildly when Sy is large. In fact, with the increase of Sy, p*
increases and 0* decreases. Noticing that Uy is increasing in p* and 6*, the results in Figure 6.3

indicates that U; is much more sensible to p* than to 6* with small Sy and less sensible to p* with
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large Sp. This observation shows that the more aggressive jamming is also more cost-effective in
terms of energy. In this sense, the border NE in G can be regarded as an extreme scenario where
the jammer can paralyze the network with little energy consumption, as discussed in Section 6.3.

In contrast, when the proposed defense strategy is implemented, U is monotonously decreasing
in Sy at the NE, as shown in Figure 6.3. As observed from Figure 6.2, the anti-jammer acts more
aggressively when the jammer is more aggressive, i.e., Sy is small. Noticing that U is increasing
in ¢, the interesting observation in Figure 6.3 indicates that the influence of ¢ on U; outweighs the
that of p on U; when Sy is small, thus U; increases when Sy decreases in G’. From Figure 6.3,
we can also see that the jammer consumes more energy at the NE of G’ regardless the value of
So, which clearly demonstrates the benefits of the proposed defense strategy, especially with the

aggressive jammer.
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Figure 6.3: Comparison of Uy in G and G’ Figure 6.4: Uj in G’ as a function of
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We also study the impact of the anti-jammer’s strategy on the jammer’s utility at the NE
by plotting Uy at the NE of G’ as a function of ¢ with different value of Sy. As illustrated in
Figure 6.4, Uy is almost the same if g is slightly smaller than the optimal strategy ¢*, but chutes
sharply after g reaches ¢*, especially under the aggressive jammer with small Sg. An important
guideline that can be drawn from the results is that a conservative strategy at the anti-jammer

yields better performance than a too aggressive one.

6.7.3 Game Dynamics

Finally, we study the dynamics of G’ by investigating the strategy update mechanisms proposed
in Section 6.5. Figure 6.5 and 6.6 plot the trajectory of the players’ strategies under the update
mechanism (6.6) for the network nodes and (6.7) for the jammer. The step size ) is set to 0.1. Sy
is set to 0.05. pmaz is set to 0.1. The anti-jammer’s strategy is set to the optimal value ¢* = 0.44,
as can be observed in Figure 6.2. « is set to 1.87. With this parameter setting, it can be checked
from Theorem 6.6 that the unique fixed point of the strategy update scheme (6.6), (6.7) is the NE
where p* = 0.084 and 6* = 0.76, as can be estimated from Figure 6.2. As shown in Figure 6.5
and 6.6, if the network nodes follow (6.6) and the jammer follows (6.7), the game converges to the
unique NE.

We conclude this section by evaluating the performance of the adaptive recursive research
method for the anti-jammer to adjust its strategy ¢q. For the parameters: Sy = 0.05, Ag = 0.005,
e = 0.01. Figure 6.7 plots the converged value of the network throughput S, the jammer’s utility
U; and the anti-jammer’s strategy ¢ as functions of a. As illustrated in Figure 6.7, if the jammer

operates on large «, the network throughput exceeds the threshold Sy. Thus in order to effectively
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disrupt the network traffic, the jammer has to act aggressively by choosing a small . As shown
in Figure 6.7, this leads to aggressive strategy of the anti-jammer and the increase of the energy

consumption for the jammer, where the goal of our proposed defense strategy is achieved.
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Figure 6.7: Performance evaluation of the adaptive recursive research

6.8 Conclusion

We investigated jamming in wireless networks under a game theoretic framework. Based on the
analysis of the jamming game, we propose a defense strategy consisting of actively fighting the
jammer face-to-face by draining its energy. We demonstrated that the proposed defense strategy
can eliminate the undesirable equilibrium and increase the energy consumption of the jammer
at the remaining equilibrium without degrading the network performance. Despite the limitations
discussed in Section 6.4.4, we believe that the proposed defense strategy provides an alternative and
active line of defense whose effectiveness is well demonstrated both analytically and numerically

in the chapter.

6.9 Proofs

This section completes the detailed proofs omitted from the main text.
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6.9.1 Proof of Theorem 6.1

We proceed by distinguishing two cases of NE:

Case 1: the NE is on the border of the strategy space. In this case, it is easy to check that only
p* =0, 6" = 1 satisfies the NE definition.

Case 2: the NE is the non-border point of the strateqy space: 0 < p*,6* < 1. In this case, for

the network, the global maximum of its utility function is achieved at inner point where A 0,
or
(1—p")" 21 —np")(1—0) =c. (6.11)
On the other hand, at the NE it holds that
S =np*(1—p")" 11 -6%) = S,. (6.12)

Otherwise, if S > Sp, the jammer has incentive to unilaterally decrease 6*, which contradicts with
the definition of NE.
Combining (6.11) and (6.12), we can solve p* and 6* as

14k Ak)

4
1+k—y/(1+k)?2—-—k 5
" . (6.13)

2S5y
n(l+k— A(k))(1—k+ A(k))»1

P

I\DH—‘

0 =1-—

The following two lemmas guarantee that the derived solution (p*,6*) in (6.13) is a NE. Lemma

6.1 proves that it is an inner point of the strategy space. Lemma 6.2 shows that Uy (p*,0*) > 0.

k 1 k
Lemma 6.1. It holds that ————— < p* <min{ —, — % and 0 < 0* < 1.
n(l+k) n’ n

1k

< p* < min
) n’

Proof. To prove n(llitk' } we rewrite p* in (6.13) as

n

4k
7

1+k+,/(1+k)2—2k

*

p:

1
2

On the other hand, we have:

4
\VA+E)Z2——-k<1l+Ek
n
4
\/(1+ k)2 —h—¢1— +41—>k>1—k
n

k k
It follows that m < p* < min {n -

We next prove 0 < 6* < 1. It is obvious that 8" < 1. Suppose, by contradiction, that 8* < 0,
it follows from (6.1) and (6.11) that

So
1-—06*

np*(1 —p*)" ' > np(1 —p)"~ ! > Sy >



109 Chapter 6. A Defense Strategy against Jamming Attack in Wireless Networks

which contradicts with (6.12). O
Lemma 6.2. It holds that Uy(p*,0*) > 0.

Proof. Noticing (6.12), we have

Un(p*,0%) =np*(1 —p*)" 11 — 6*) —np*c= np*S—O* —np'c = np*c < k* - 1> )
np np
It follows from Lemma 6.1 that Un(p*,0") > 0. O

Combining the above analysis in Case 1 and Case 2, we conclude our proof of Theorem 6.1.

6.9.2 Proof of Theorem 6.2

We distinguish two cases: 1). the NE is the inner point of the strategy space and 2). the NE is at
the border.

: . A cC A S
We start by examine the inner NE. Let ¢/ = b= 0

W, Sy = H, the non-border NE (p*, 6*)
can be derived following exactly the same way as case 2 in the proof of Theorem 6.1. The condition
of the derived solution to be the non-border NE is 0 < p*,0* < 1, which is satisfied if and only if
(6.2) holds. It can be further shown that in this case, there is no border NE.

On the other hand, if (6.2) does not hold, G’ does not have non-border NE. In this case, by

checking the border of the strategy space, we can show that the only NE is p* = argmax (1 —
P

q)p(1 — p)”_1 —c¢p and 6% = 0.

6.9.3 Proof of Corollary 6.1

Following Lemma 6.1, we have

* *\1N— (1_Q)k k et
(1 =q)np™(1 —p%) 1>1+k:<1_n(1+k:)> :

1—q)k oo\t
Hence, if (1 +qk); <1 — n+ k:)> > Sp, it holds that (1 — ¢)np*(1 — p*)"~ ! > Sp. From

Theorem 6.2, G’ admits a unique non-border NE (6.3).

6.9.4 Proof of Theorem 6.3

Let U? and U?’ denote the jammer’s utility at the non-border NE of G and G’, we have

So
Uy = 1—1—p*"[1—]
R e
’ SO
U = 1-(1-p"(1—gq [1— ],
J [ ( ) ( )] np*(l _p*)n—l(l _ q)
1 —A
where p* = +k2(k) After some straightforward mathematic manipulations, we get

, S
G _ *\ 1 0
Ui =ti = @=p)" [1_ np*(l—p*)Q”‘l(l—Q)}‘
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So
np*(l _ p*)Qn—l’
of the anti-jammer actually can increase the jammer’s energy consumption at the non-border NE.
On the contrary, if Syp > np*(1 — p*)?*~1, then it follows that

Under the condition (6.5),if0 < ¢ < 1— we have Ufl > UJG7 i.e., the existence

So So <0

1— <1-— <
np*(1 —p*)=1(1 - q) np*(1 — p*)?n—1

ie., U3 < U}. In this case, regardless of the value of ¢, the anti-jammer cannot increase the

jammer’s energy consumption.

6.9.5 Proof of Corollary 6.2

Recall Lemma 6.1, we have:

1 2n—1 1 k 1 2n—1
So+6<<1—) = S ;: <<1—>

n n
2n—1

= S <np*(1—-p")

From Theorem 6.2, this indicates that by choosing proper ¢, the anti-jammer can increase
the jammer’s utility at the non-border NE. When n > 1, the above sufficient condition becomes
So+e<1 / e2.

6.9.6 Proof of Theorem 6.4

From (6.3), at the non-border NE, we have

So
np*(1 —p*)n=t(1—q) |

v§ = [1- -y -q) [1 -

Gl
By imposing —Z— = 0, the optimal value of ¢ can be solved as

dq

. So
g =1- \/np*(1 mT (6.14)

A necessary condition that ¢* given by (6.14) is the optimal value is that G’ has a unique
non-border NE and 0 < ¢* < 1. From Theorem 6.2, this can be translated to check whether the

condition (6.2) holds or not. We proceed our analysis as follows

n(l—g)(1+k—AK)1—k+ Ak)" > 2",
— np*(1—p")" (1 —¢*) > Sy From (6.14)
nSop*
(1—=p)
— np"(1-p")

— > Sy Noticing p* < 1

2n=1 5 Sy From (6.5)

The above shows that (6.2) holds, ¢* is the optimal strategy to drain the jammer’s energy,

which concludes our proof.
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6.9.7 Proof of Theorem 6.5

Step 1: We show that any border point cannot be a fized point of (6.6). Assume, by contradiction,
that at the fixed point p, p; = 0 or D; = Pmaz-

o If p; = 0, then it follows from (6.6) that

1-aq)1-0) J[a-5)—-c<o,

JEN j#i
which, noticing that p; < ppaq, contradicts with ¢ < (1 —¢)(1 — 0)(1 — Prmaz)™

o If p; = Paz, We have

(1-¢)(1=0)(1 — npmaz) H (1 _pNJ) — (1 = pmaz)c > 0,
JEN j#i
(1-9)(1 =) — npmaz)

which obviously contradicts with ¢ > .
- Pmax

Combining the above analysis shows that any border point cannot be a fixed point of (6.6).
Step 2: We show that (6.6) admits a non-border fized point which maximizes the network utility.
By imposing p;(t) = p;(t + 1) = p;, Vi € N, we obtain n equations

(1-@(1-0)[1—(’3__2@] Il a-5)=c VieN
b jEN

which can be further transformed into

—g)(1— 5 1 (=Vni| _ .\,
(1-q)(1-0) jl;[v(l pj) [l—ﬁi (1_@)2] Vie N. (6.15)

Hence, Vi1, i € N, we have

1 (mn—Dpy, 1 (n— 1)ps,

1_ﬁi1 (1_171'1)2 B 1_51'2 (1_]31'2)2‘

1 -1
2 — (n )m, we have
1—2z (1—2x)?

1 ) (n—1)(1+x)

g'(@) = (1—2)? (1-x)

It holds that ¢'(z) < 0,Vz € (0,1) and ¢'(z) = 0 at 0. It follows immediately from (6.15) that
Di; = Di,- Therefore, at the non-border fixed point, we have p; = p, Vi € N, where p is the root of

(1)1 =) —p)" (1 —np) =c.

We now show that the above equation admits a unique solution in (0, ppqz). To this end, let
A .
Q) =1 -p) 2(1 —np)(1 — ¢)(1 — ) — c. We have

Q) =|—nn-11-p)"?+{n-1)n-2)(1- p)"_3] (1=q)(1-0).
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2
It can be checked that Q(p) is monotonously decreasing in p in <0, > and monotonously increasing
n
2
in (, 1). Noticing that Q(0) =1 —¢ > 0, Q(1) = —c < 0 and following the condition in the
n

theorem,

Q(pmax) = (1 - Q)(l - 9)(1 - pmax)n72(1 - npma:c) —c<0.

We can show that Q(p) = 0 admits a unique solution p € (0, ppaz). It is further easy to notice
that the network utility n(1 — ¢)(1 — 0)p(1 — p)™ — npc is maximized at p.

6.9.8 Proof of Theorem 6.6

Step 1: We show that any border point cannot be a fixed point of (6.6) and (6.7). Assume, by
contradiction, that (p, 5) is a border fixed point. It follows straightforwardly from the condition
(6.8) that 0 < 6 < 1. Hence there exists i such that p; = 0 or P; = Pmas-

e If p; = 0, then it follows from (6.6) that

(1-90-0) [[a-p) <e

JEN j#i
Injecting (6.7) into the above inequality leads to

OZSO

< ¢

Pj q
ZjEN 1-p; + I—q

~ . _ n—1 S|
which, noticing that p; < pmaqe, contradicts with ( . JPmaz L4 0

— Pmax 1- q c

o If p; = prmas, we have

(1—=q)(1 = 0)(1 - npmax) H (1 _p~J) — (1 = pmaz)c > 0.
JEN j#i

Injecting (6.7) into the above inequality leads to

aSy > (]— - pmax)2
5 1=
YN o5 T 1og (1= npmaz)

)

S 1-— 1-— 2
which contradicts with @20 < Prmaz( Pmaz) + ( Pmaz) g .
c 1 — npmaz 1—npmaez 1 —4¢q

Combining the above analysis shows that any border point cannot be a fixed point.
Step 2: We show that (6.6) and (6.7) admits a unique non-border fized point. At the non-border
fixed point, combining (6.6) and (6.7), we obtain n equations:
S, 1—p;)?
Oép~'0 p :(1 pzlc VieN.
dien 15 + 1og "
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(1 - p2)?
1—np;
following the same analysis as that in Step 2 of the proof of Theorem 6.5, we have p; = p Vi € N/,

Noticing that under the condition (6.8), 1 —np; > 0, is monotonously increasing in p;,

where p is the root of

oSy B (1—@20

which can be further arranged as
aSy - 1-— ﬁ q ~ q
— = —|(n———)p+—]|.
c 1—np 1—gq 1—gq

1—p - ~
Let f(p) = T 5],5 {(n - 13(}) D+ 13(1], f(p) is monotonously increasing in p when ¢ <

. Moreover, noticing (6.8), we have

n+1
q aSy
f(()) = 1—a < —
—q c
f(pmax) = npmax(l _pma:v) + (1 _pma;v)2 q < aSy
1 — npmaz 1—nPmaez 1 —¢q c

Therefore, (6.16) has a unique solution p. Noticing that at the non border fixed point, ]
is uniquely determined by p, it holds that the update scheme (6.6) and (6.7) admits a unique
non-border fixed point.

Specifically, if 8* < 0,4, and aSy = (1 — 0*) [q(l —p)"+n(l —q)p*(1 — p*)”_l], it is easy to
see that (p*,0*) satisfies (6.6) and (6.7), thereby is the unique fixed point.



Chapter 7

On Multipath Routing in Multihop
Wireless Networks: Security,
Availability and Limit

7.1 Introduction

It is widely recognized that the intrinsic nature of wireless networks, such as the broadcast nature of
the wireless channel and the limited resources of network nodes, makes them extremely attractive
and vulnerable to attackers. Routing amid malicious attackers in such environments is a challenging
task. On one hand, the most secure route(s) should be chosen such that the probability of a packet
encountering any attackers is as low as possible. On the other hand, given the instability of
wireless links, the most reliable route(s) should be selected such that the packet arrival probability
at destination is as high as possible.

A natural approach is to use multiple paths to increase the fault tolerance and the resilience
to attackers. However, how to choose the secure and reliable paths among exponentially many

candidates and how to allocate traffic among them remains a difficult but crucial problem.

7.1.1 Chapter Overview

In this chapter, we address the above fundamental routing problem by focusing on two metrics:
route security and availability. We start with the single-attacker case and extend our work to the
multiple-attacker case in Section 7.7.

We first study the multipath routing solution minimizing the security risk, i.e., the probability
that a packet is captured by the attacker under the condition that the attacker makes all its efforts
to maximize this probability. We model such multipath routing problem as an minimaximization
problem and formulate it as the maximum flow problem in lossy networks based on which a routing
algorithm with polynomial time complexity is derived to solve it.

While the obtained solution provides the most security routes, which is crucial for security
sensitive applications, the availability (the probability of a packet arriving at its destination) is
another important issue that definitively cannot be ignored, especially in wireless networks with
instable links. To this end, we investigate the multipath routing solution maximizing the worst-

case route availability under the condition that the attacker makes all its efforts to minimize this

114
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probability. Noticing that solving this problem requires exponential time complexity, we propose
an heuristic algorithm computing the optimal path set with polynomial time complexity.

Next, we extend our efforts to study a natural problem: how to achieve a tradeoff between the
route security and availability. In this perspective, we derive the routing solution maximizing the
route availability while limiting the security risk under given threshold. Furthermore, as a theoretic
limit of node-disjoint multipath routing, we establish the relationship between the worst-case route

availability a* and the security risk r* :
a* < ([P - 1),

where |P™?| is the maximum number of node-disjoint paths in the network.
By simulation, we evaluate the performance of the proposed multipath routing protocols. The
results shows that our solutions show the best worst-case security and availability among the

simulated multipath routing protocols.

7.1.2 Background and Motivation

Multipath routing, as mentioned above, is a promising way to improve route reliability and security.
Past work on multipath routing in wireless networks mainly consists of evaluating the possible paths
via reputation metrics based on security or reliability and distributing traffic among the routes with
highest reputation ratings.

In [PHS02], Papadimitratos et al. proposed an algorithm, called Disjoint Path-set Selection
Protocol (DPSP), to find the maximum number of paths between a source and destination with
the highest reliability. DPSP tries to find maximum number of node-disjoint paths based on the
reliability metric to improve the reliability of communication by increasing the number of used
paths.

In [LLF04], Lou et al. proposed another solution for calculating the maximum number of the
most secure paths called Security Protocol for REliable dAta Delivery (SPREAD). Their solution
relies on previous knowledge of security level of each node and calculates the link costs according
to them. It also exploits secret sharing to spread data over multiple paths and proposes a security
optimized share allocation method.

In [PHO6], Papadimitratos et al. proposed and analyzed a routing protocol named Secure
Message Transmission Protocol (SMT) which improves security and reliability of data transmission
through diversity coding of data into multiple symbols and transmitting each symbol over one path
by uniform loading. SMT employs a rating mechanism to select the most reliable paths based on
end-to-end feedback.

Our work in this chapter differs with existing work in that we base our work on the worst-
case scenarios and provide multipath routing solutions with guaranteed security and availability
properties. Our motivation is two-fold: first, in most of the proposed solutions, each path is rated
according to its past performance and the paths with high rate are selected to carry traffic. In
such reputation-based mechanism, the computation of the reputation rates is not trivial at all;
furthermore, this mechanism may fail to provide good paths when facing strategic attackers. For
example, assume that three paths are available and each time the two paths with highest rates
are selected. A strategic attacker can itself do the same rating estimation and attack the two

paths with highest rate. The problem is that the rating mechanism implicitly assumes there exists
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correlation between the history and future performance. With this correlation, one can predict
the attacker’s action to some extent. Unfortunately, a strategic attacker will certainly not take
predictable actions. Instead, in some cases it can even take the advantage of the rating mechanism
to cause more severe damage to the networks. Motivated by the above observation, we believe
that it is crucial to study multipath routing solutions with guaranteed worst-case security and
availability properties, which is the focus of our work.

In terms of the underlying methodology, our work is also related to the min-max optimization
and routing games [BSS02], [HB01], [LMRO05], [BHO'02]. In fact, our work can be seen as the
application of this tools in hostile wireless networks with unreliable/lossy links absent in classical

context which pose significant difficulties in solving the problem, as shown in later sections.

7.2 System Model and Assumptions

In our work, we model a multihop wireless network as a directed graph G = (V, ) with n nodes
and m edges. Due to the instability of the wireless medium, each edge e operates with probability
re and fails with probability 1 — r.. The failures of the edges are assumed to be statistically
independent. We consider a data session between a single source S and destination 7. S routes
its packets along path P; € P (let P be the set of paths between S and T') with probability g;.
We assume that there is an attacker M attacking the node v € V with probability p, to cause
the most damage to the communication between S and T. The attacker’s objective can be to
maximize the probability of capturing the packet or to minimize the packet arrival probability at
T. Multiple-attacker case is discussed in Section 7.7. If node v is attacked, all the traffic passing
by it is captured by M during the attack period. We assume that S and T are not attacked by M
during the communication.

In this chapter, we assume that each node knows the link reliability {r.}. [WMPO05] and
[ZLLYO7b] address the issue of how to estimate and collect this information. We also assume
that each node has the knowledge of network topology. This information can be acquired from
any secure link-state routing protocol, e.g. [PHO03]. These assumptions allow us to concentrate
on the essential properties of the multipath routing problem and the resulting solutions. Note
that in many cases, the dynamic characteristic of wireless networks makes link reliability and
network topology change frequently, which requires that the update of the multipath set should
be performed periodically or triggered by the change.

7.3 Multipath Routing with Minimum Security Risk

In this section, we study the multipath routing solution minimizing the security risk. We quantify
the security risk by the maximum probability that a packet is captured by the attacker. We start
with the case of single attacker M. In such routing problem, the objective of S is to calculate

q = {¢;} to minimize the maximum damage caused by M. Mathematically, the multipath routing
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problem can be formulated as the following minimaximization problem MPj:

r* = ming maxp Z Z q(P)T(P,v)e(P,v) | pu

veY |veP,PeP
Subject to va <1, pp, >0, YveV
veY

» q(P)=1,q(P)>0, VPeP
PeP

where 7(P,v) = H Te, p(P,v) = H (1 —pp). a = b denotes that packets encounter node/edge
ecPe>v beP,b>v

a before node/edge b when routed along P. r = Z ZQ(P)T(P, v)p(P,v) |py is the expected
vEV | vEP,PEP

probability that the packet is captured by M. Let 7’ = Z Z q(P)T(P,v)| py. If M attacks
veV |veP,PeP
at most one node per path, then r = 7/. In general case, it always holds that r < r’. Noticing that

MP; is a non-linear optimization problem, we focus on solving MP;’:

(r')* = min max 1’
a P

which is a linear optimization problem. Later in Section 7.3.2 we will show that r* = (r')*.

Consider the inner maximization problem of MP/ for fixed q:
maxp  » | >, 7(Pw)a(P)|p
veV |veP,PEP
Subject to va <1, p, >0, YveVy

vey

Associating a dual variable y, we obtain the following dual optimization problem:

min vy

Subject to y > Z T(P,v)q(P), YveV
veP,PecP

Substituting this minimization problem in MP) leads to the following linear optimization
problem LPY:

min y
Subject to Z T(P,v)q(P) <y, YveV
veP,PcP
Y aP)=1, q(P)>0, VPeP
PeP

The size of LP) grows with the number of possible paths between S and T' and can be exponen-
tially large. For this reason we reformulate LP] as the maximum flow problem in lossy networks

which can be solved in a polynomial number of steps.
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In LP, we can interpret ¢(P) as a flow on P and y as the capacity of node v. Thus the

constraint T(P,v < y restricts the flow on node wv. e constraint = 1 states
int » 7(P,v)q(P) <y icts the fl de v. Th int » q(P) =1

veEP,PEP PeP
that one unit of flow is sent from S to T. Assume that the capacity of each node v in the network is

1. LP) equals to determine the smallest scaling factor y on the network nodes such that one unit
of flow can be sent from S to 7. In this way LP) can be mapped to the mazimum flow problem.

Here we would like to emphasize that the maximum flow problem in our context differs from
the classical maximum flow problem due to the packet loss factor 7(P,v). Indeed our problem can
be seen as the maximum flow problem in lossy networks [Way]. Each link has unlimited capacity
400, but has a reliable factor r.. If r. = 1,Ve € V, our problem degenerates to the standard

maximum flow problem with node capacity constraint.

7.3.1 Solving the Multipath Routing Problem
We first give the stretch of the solution:

e Perform node splitting to transform the maximum flow problem with node capacity constraint

into the maximum flow problem with link capacity constraint.

e Calculate the maximum flow f* in the transformed network after the node splitting procedure.
Decompose the maximum flow into sub-flow on paths P;, Ps, ---, P, from S to T with flow

fi on P; respectively.

e S should route its packets along path P; with probability ¢; = f;/f* to minimize the security

risk. The minimum security risk r* is 1/f*.

e Perform the inverse procedure of node splitting. Map the paths and flows in transformed

graph into the correspondent paths and flows in the original graph.

In the following, we detail the core part of the solution.

Node Splitting

The objective of node splitting is to transform the maximum flow problem with node capacity
constraint into the standard maximum flow problem with link capacity constraint. The key idea
is to replace a node with capacity ¢ with two virtual nodes with a link of capacity ¢ between them.

The detailed transformation procedure is as follows:

e Split each node v € V of capacity ¢, into two virtual nodes v; and vo. Add a link (vy,vs)

with the same capacity ¢, and the reliable factor 1.

e For each link (v,v") € & of reliability p, replace (v,v’) by a link (ve,v’) with the same
reliability p and the capacity +o0o. For each link (v”,v) € £ of reliability p, replace (v”,v) by
a link (v,v;) with the same reliability p and the capacity +oo.

P Fa ' F1 . Cy . Pa

Figure 7.1: Node splitting
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Figure 7.1 illustrates the node splitting procedure. After the procedure, node v; receives all
the input flows of node v; the output flows of node v are sent by the node vy; the added virtual
link (v1,v2) carries the flow from input to the output which is restricted by its capacity ¢,. Let
G’ denote the resulting network after applying the node splitting process on the original network
G. It is clear that each flow in G is one-to-one mapped into a flow with the same quantity in G’.

Hence it holds that f* is the maximum flow in G if and only if f* is the maximum flow in G’.

Finding Maximum Flow

Our discussion in this subsection relies on the maximum flow problem in lossy networks. Given
a lossy network, the maximum flow problem is to determine the maximum flow that can be sent
from a source node S to a sink node 7" subject to the capacity constraints (i.e., each link has flow
bounded by the link capacity) [Way].

Such maximum flow problem in lossy networks is a generalized case of the classical maximum
flow problem. To solve this generalized problem, we run the most-improving augmenting path
algorithm described in [Way], which generalizes the maximum capacity augmenting path algorithm
for the traditional maximum flow problem [RKAO93].

Algorithm 4 Max-flow: Most-Improving Augmenting Path

1: Input: transformed network G’

2: Output: maximum flow f*

3: repeat

4:  f « CancelCycles(G’)

5 ffe= TS

6: Find a most-improving augmenting path P in G’
7 Augment flow along P and update f*

8 until f* is maximum

In Algorithm 4, the augmenting path has a value, defined as the maximum amount of flow that
can reach the sink, while respecting the capacity limits, by sending excess from the first node of
the path to the sink. A most-improving augmenting path is an augmenting path with the highest
value. The algorithm repeatedly sends flow along most-improving augmenting paths. Since these
may not be highest gain augmenting paths, this may creates residual flow-generating cycles. After
each augmentation, the algorithm cancels all residual flow-generating cycles in CancelCycles(),
so that computing the next most-improving path can be done efficiently. Intuitively, canceling
flow-generating cycles can be interpreted as rerouting flow from its current paths to highest-gain
paths.

An efficient algorithm for computing a most-improving augmenting path based on Dijkstra’s
shortest path algorithm is proposed in [RKAQO93] with time complexity O(m + nlogn) when im-
plemented using Fibonacci heaps. We refer readers to [Way] for detailed algorithm and [Shi04] for

a completed survey on the generalized maximum flow problem in lossy networks.

7.3.2 A Game theoretic Interpretation

In this subsection, to gain a more in-depth insight of the internal structure of the obtained multipath
routing solution, we study the multipath routing problem from a game theoretic perspective by

modelling it as a non-cooperative game between S and M, denoted as GG1. The objective of S is
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to determine g to minimize its utility function Us = r, which is the security risk. The objective of
M, on the other hand, is to determine p to maximize its utility function U, = 7.

(31 is a classical two person zero-sum game with finite strategy set. Following Proposition 33.1
of [OR94], a Nash equilibrium (mixed strategy) is guaranteed to exist. Based on the result on the
two person zero-sum game (Proposition 22.2 of [OR94]), we have the following theorem on the NE

(Nash equilibrium) of the multipath routing game Gj.

Theorem 7.1. At the NE of Gy (p*,q"), it holds that
Us(p*,q") = Us(p*, 4) = mingmazpr = mazpmingr

Theorem 7.1 shows that the solution of MP; is the most secure routing strategy minimizing the
security risk. The minimized security risk from S’s point is, on the other hand, the upper bound
of the payoff that M can get. Hence, at the NE, the two players reach a compromise through
self-optimization such that neither has incentive to deviate.

We now investigate the attacker’s strategy at the NE. We consider the maximum flow f* on
the lossy network G’ which is obtained from G applying the node splitting. Let f* be the flow of
f* on the edge e. It follows from [MV65] that there exists a cut C separating S and 7" such that

Z = Z C.. In our case, C consists of a subset of virtual links added in the node splitting

ecS ecS
process with capacity 1. This can be shown by the fact that the capacity of all other links is +oo.

These virtual links correspond to a set of nodes in the original network, denoted as V€. As a dual
part of the maximum flow problem, at the NE, M attacks every node v € V¢ with probability
1/|V¢| where |VC¢| denotes the cardinality of V¢. At the NE, the probability that a packet passes
the node v € V¢ is 1 /f*, thus the probability of the packet being captured can be computed as

1 1 1
— x — x V==
e

r* =

which confirms the previous analytical results. Furthermore, it follows that at such NE, M attacks
at most one node per path. This leads to r* = (+/)*, which justifies our operation of solving MP}
instead of MP;.

7.3.3 Complexity Analysis

In the solution of the previous multipath routing problem, the complexity of the node splitting and
the inverse procedure is O(n). We now investigate the complexity of Algorithm 4 in the following
theorem.

Theorem 7.2. Let ¢g be the smallest positive number describing all possible values in Algorithm

4, Algorithm 4 terminates within at most {logm1 / J +1 iterations, where |n| denotes the largest
m— 60

integer not larger than n.

Proof. The key idea of the proof is to notice that the maximum flow in lossy networks can be
decomposed into at most m augmenting paths. Algorithm 4 selects the path that generates the
maximum amount of excess at the sink. Thus, each iteration captures at least a 1/m fraction of

the remaining flow. Please refer to Section 7.10.1 for the detail of the proof. O
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1
Note that in Algorithm 4, the time complexity of the CancelCycles subroutine is O <mn2log)

€0
and that of finding the most-augmenting path is O(m + nlogn). Generally, ¢ is sufficiently small.
1 *
The total time complexity of the algorithm is thus O <mn2loglogf .
€ €0

In reality, it is often more practical for S to find the quasi-optimal solution of MPy, i.e., the

flow }"v* = (1 —€) f* where € is sufficiently small. In such cases, the time complexity of finding }v* is

1
O (anZoglogf applying the proof of Theorem 7.2. As a result, the proposed solution offers
€

€
the flexibility for the source node to balance between the time complexity of the algorithm and the

optimality of the result by tuning the parameter e.

7.3.4 Discussion

The multipath routing problem investigated in this section is related to the work of inspection
point deployment in [WW95] and intrusion detection via sampling in [KLO03] which root from the
drug interdiction problem. Our work differs from theirs in that: firstly, in [WW95] and [KLO03],
the strategy of the police and the service provider is to inspect and sample the edges, while in
our problem, the attack is on the nodes, which is more efficient from the attacker’s point of view.
Secondly, in [WW95], [KL03|, the network is lossless, while we work on the lossy network, which
is more adapted for wireless networks where packet loss and link instability is one of the major
concerns. Thirdly, since finding the maximum flow in lossy networks is by nature much more
complex to solve than in classical lossless networks, we choose a solution providing the flexibility
for the source node to balance between the time complexity of the algorithm and the optimality

of the result by tuning the parameter .
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Figure 7.2: Limitation

One limitation of the obtained multipath routing solution is that it minimizes the security risk
by choosing appropriate multipaths without taking into account the availability of the selected path
set. Figure 7.2 (the number beside the edge is the reliability of the link) provides an illustrative
example. Based on the proposed solution, S should select the path SAT and SBDT, but it is
clear that the path SC DT is more efficient than SBDT. The problem is that in previous solution,
in some cases, the security is obtained at the price of route availability. This limitation may pose
problem for the applications where the availability of the paths is as important as the security or
even more, such as ad hoc networks for emergency rescue. In such scenarios, it is more important
for S to find the paths with which the packet arriving probability at 7' (route availability) is
maximized at the presence of M. This motivates us to investigate the multipath routing solution
maximizing the route availability. In Section 7.6, we extend our work to derive the multipath

routing solution to achieve a tradeoff between route security and availability.
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7.4 Multipath Routing with Maximum Availability

In this section, we study the multipath routing solution to maximize the availability at the presence

of the attacker M. In such context, S solves the following maximinimization problem MPj:

a* = maxqming Z q(P)T(P,T) H(l — pv)

PeP vEP
Subject to va <1, p, =0, YveV
veY
> q(P)=1,¢(P)>0, VPP
PeP

where a = Z q(P)r(P,T) H (1 — p,) is the expected route availability, i.e., the packet survival

PeP veEP
probability at T. The engineering implication behind MP3 is that S maximizes the worst-case

route availability under the condition that M arranges its attack to minimize it.

7.4.1 Solving the Maximinimization Problem MP,

The maximinimization problems such as MPq are usually hard to solve directly. In our study,
in order to make the problem more tractable, we apply game theory by modelling the multipath
routing problem MPy as a game G by following the similar way as in Section 7.3.2. What differs
here is that the objective of S is to maximize its utility function defined as Us; = a and that the
objective of M is to minimize U, = a. Following the same argument, the following theorem is

immediate.

Theorem 7.3. Gy admits at least one NE (p*,q*), at which it holds that

Us(p*,q") = Uy(p*,q") = maxmina = minmaxa
a p P dq

Under the game theoretic formulation, solving MP4 consists of solving the multipath routing
game G2, more specifically, finding the NE of G.

Before delving into the solution, we prove the following useful theorems on the choice of strategy
at the NE for the players S and M:

Theorem 7.4. There exists a NE where the source node S chooses only node-disjoint paths between
S and T.

Proof. The proof consists of showing that if there exists a NE where S routes its traffic on the
paths with common nodes, we can always construct a NE where the source node S chooses only

node-disjoint paths. Please refer to Section 7.10.2 for the detailed proof. O
In the following, we focus ourself on finding the NE with node-disjoint paths.

Theorem 7.5. At the NE with only node-disjoint paths, the attacker M attacks at most one node
per path.

Proof. If at such NE, M attacks node Vi,---,V,, on the same path P with probability p1,--- , pn,
then the payoff M gets on the path P is

Up=1(P,T)(1—p1)-- (1 —py)
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If M uses the same resource to attack only one node on P, say Vi, then the payoff it gets on
Pis
Up=71(P,T)(1—p; —-—pn) <Up

which implies that the strategy of attacking more than one node on the same path cannot be a
NE. O

Now we are ready to solve the NE. We cite the following well known lemma [OR94] to conduct

further analysis:

Lemma 7.1. Every action in the support of any player’s mized strateqy NE yields that player the
same payoff.

Let P* denote the multipath set chosen by S at the NE, ¢; the probability that S chooses
path P; € P* to route its traffic at the NE, p; the probability that M attacks P; at the NE,

7. =7(P,T) = H re. Apply Lemma 7.1, we have
ech;

i -p)=70-0) o p
iy 47y

4T = 4jTj

P -1
The route availability a = Z ¢;7(1 — p;). Noticing Zpi = 1, we have a = Z‘|1,
Pep* P,eP* PeP* 1,
where |P*| is the number of paths in P*. Noticing that a is the route availability that S wants
P —1
1
ZP»;EP* e
maximized. The maximized value is the solution of MP,. The strategy of S and M at the NE

to maximize, solving the NE consists of finding the multipath set P* such that is

can be solved as follows:
1
e S’s strategy: route the packet along path P; with probability ¢; = ————
i opePr 7

[P -1
-

e A’s strategy: attack path P; with probability p; =1 —
T ij cp* E

[P —1
=T
PeP* ;
on a subset of routes to minimize a. Interestingly, S also has incentive to only route its packets

It follows from p; < 1,VP; € P* that ; > This implicates that M only focuses

on these paths even though other paths are attack-free due to the fact that the attack-free paths
are very poor in terms of performance. In summary, S should solve the following optimization
problem MP5, to find the NE:

a* = maxp \7’*‘7—1
= " T
ZPZ'EP* o

P —1

Subject to T > il
ZPJ‘EP* E

VP, € P* (Cl)

7.4.2 Heuristic Path Set Computation Algorithm

Although solving MPY, is more tractable than solving MPg, yet it requires searching all possible
node-disjoint paths between S and T', which leads to exponential time complexity. In the following,

we propose an heuristic algorithm computing P* with polynomial time complexity.
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The goal of the heuristic algorithm is to find the optimal multipath set P* such that a =
|P*| —1

ZPZ'EP* ’T'l
define 7; as the reliability of path P;, then choosing more reliable paths leads to higher global

is maximized. We first introduce the two intuitions of the algorithm. Firstly, if we

route availability. Secondly, if we include more paths in P*, then |P*| increases. However, the
denominator of a also increases, especially when 7; is small. Thus, the key point of our heuristic
path set computation algorithm is to find as many node-disjoint paths as possible while at the
same time as reliable as possible under the condition that the paths in the multipath set satisfy
the constraint C] such that the global route availability a is maximized.

In order to change the path reliability from a multiplicative to an additive form, each edge
e € & is assigned a weight w, = —log p.. Then the conventional shortest path algorithm such as

Dijkstra algorithm can be applied to find the most reliable path.

Algorithm 5 Heuristic Path Set Computation Algorithm
1: Input: network G

P -1

S rem 1

3: Find the most reliable path P; by Dijkstra algorithm, select Pi; Set P*(1) = {P1}, k = 1,

a=0.

4: for each path P; € P*(k) do

: Inverse the direction of each edge on P;, and make its length negative of the original link
cost.

6:  Split each node v on P; (except S and T') into two nodes v; and ve; Add an edge (vg,v1)
of cost 0. Replace each edge (v',v) € € by the edge (v',v1) without changing its reliability,
replace each edge (v,v") € € by the edge (ve,v”) without changing its reliability.

7: end for

8: Run the Dijkstra algorithm, find the most reliable path P’ with reliability 7/ in the transformed

graph.

2: Output: multipath set P* maximizing a =

P*(k
T [P*(+)] T, halt by returning P*.
7+ ey T
10: Transform back to the original graph; erase any interlacing edges; group the remaining edges
to form the new path set P*(k + 1).

9 If 7 <

*(k -1 *(k =1
11: If a < W—”l, then P* = P*(k + 1), a = M
Do PPt (k1) 7 2P (k1) 7

12: If no more path can be found in the transformed graph, halt by returning P*, else k = k + 1
and go to 2.

The heuristic path set computation algorithm, shown as above, is based on the K-node-disjoint
shortest path algorithm [Bha97]. The basic idea of the K-node-disjoint shortest path algorithm is
to add a path in each iteration using graph transformation and link interlacing removal such that
the total cost is minimized. We refer readers to [Bha97] for a detailed description of the algorithm.

Algorithm 5 is a greedy approach finding the most reliable path at each iteration. The iteration
continues as long as: 1) there exist paths in the transformed graph, implying there exist node-
disjoint paths in the original graph; 2) the constraint C; is satisfied. At the end of the algorithm,
the multipath set P* maximizing a is returned. Once P* is found, S routes its traffic along P; with
probability ¢

One point concerning the correctness of the heuristic algorithm is that if the most reliable path
found in the transformed graph satisfies the constraint C; (in the transformed graph), then after

erasing the interlacing edges, all the paths in the newly formed multipath set P*(k + 1) satisfy Cf.
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This can be shown by recursively applying the following lemma.

Lemma 7.2. If P5 is the most reliable path in the transformed graph that satisfies the constraint
C (in the transformed graph), then after erasing an interlacing edge with another path Py € P*,
the resulting path P| and Py satisfy C1.

Proof. Please refer to Section 7.10.3 for the detailed proof. O

We conclude this subsection by addressing the complexity of Algorithm 5. The worst-case
complexity of the heuristic algorithm is O(n?®) in that there are at most ds node-disjoint paths
between S and 7', where ds is the number of outgoing edges from S. Since ds < n — 1, the
algorithm iterates n — 1 times in the worst-case (S can reach all nodes in the graph in one hop). In
each iteration we run a minimum weight node-disjoint paths algorithm whose complexity is O(n?).

The result is an overall worst-case complexity of O(n?).

7.5 Achieving Security/Availability Tradeoff

In Section 7.3 and Section 7.4, we focus on the multipath routing solution minimizing the security
risk and maximizing the route availability. In fact, security and availability are two important
aspects, of which neither should be ignored. Unfortunately, these two aspects sometimes lead
to divergent routing solutions. Hence a natural next step is to investigate the multipath routing
solution for multihop wireless networks that achieves a good tradeoff between the route security and
availability. We formulated the routing problem in such context as the following maximinimization
problem MPg.

maxq ming Z Z q(P)T(P,T) H(l — Do)

PePveP veP

Subject to S~ | 3" a(P)r(P,0)p(P) | pu < 1o
veY | veP,PEP

vagl,pUZO, Yv ey

veY

Y aP)=1, q(P)>0, VPeP
PeP

In MPg3, S wants to maximize the route availability in the presence of attacker M, while
limiting the security risk at most rg. Directly solving MP3 needs an algorithm of exponential
time complexity. In this section, we propose an heuristic solution based on Algorithm 5 to solve

MP3. As discussed in Section 7.4, maximizing the worst-case route availability equals to solve
P* -1
max Ll under the constraint C. The routing strategy for S is to route the packets along

P ZPiEP* 77

1
path P; with probability ¢ = ——1 - In such context, it is easy to compute the security
Ts ZP]‘ cp* E

i

. € . . 1. . .

risk as 7 = max ———— where r,; is the reliability of the first edge of P;, since maxp, ming r =
Pi€P* 7Y pep = '

ming maxp, 7, the first constraint of M[P3 on the security risk can be transformed into

T_i
7> et VP e P (Co)
7o ZPJ‘EP* T
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Our heuristic solution is extended form Algorithm 5. The key idea is to include enough number
of reliable paths in P* to limit the security risk. The intuition behind is that distributing the traffic
among more paths helps limit the security risk. With this in mind, we modify Algorithm 5 such
that the iteration stops until the constraints C; and C5 are both satisfied or there is no more
node-disjoint path available. In the latter case, the heuristic algorithm fails to find the multipath
routing solution to MPg. This failure may due to the fact that the constraint on the security
risk is too stringent such that no possible multipath set can meet the constraint, or alternatively,
the heuristic algorithm itself cannot find the solution though it does exist. In such cases, possible
solutions include secret sharing and information dispersion in which the key idea is to divide the
packet to N parts and the recovery of the packet is possible only with at least 1" parts. These
techniques can further decrease the security risk and improve the performance. We refer readers
to [YPO1], [PHO6] since they are out of the scope of our work.

7.6 theoretic Limit of node-disjoint Multipath Routing

In this section, we establish the relationship between the worst-case route availability a* and
security risk 7* in node-disjoint multipath routing. The relationship gives one important limit of
the node-disjoint multipath routing with the presence of an attacker in the sense that we cannot
find better routing solutions with node-disjoint paths whose security and availability can go beyond
the limit.

Let P be the node-disjoint multipath set selected by S to route traffic, we have shown in

Section 7.4 that 4
at = |7)n | -1

- 1
ZP@EPnd o

—— - We have qu =1= qu, where ¢ is the
Tk ZPJ epnd P Ppepnd Pyepnd

probability of routing packets along Pj. From the Pigeon Hole Principle, there exists at least one
path P, € P such that g, > ¢, It follows that

1
On the other hand, let g =

. . Tem

7" = minmax = maxmin > ¢rep = ——=——7
a p P q Tmzpjepndﬁ

where rer is the reliability of the first edge on P,.

As a result, we get

a*

=

(1P =1) 2 < 1P =1 < [P s — 1
Tem

where |P"%|,,q is the maximum number of node-disjoint path between S and T

As a limit of node-disjoint multipath routing, the above relationship shows the intrinsic con-
straint of minimizing r and maximizing a at the same time. More specifically, if we want to
limit the security risk as low as 7, it is impossible to achieve a > (|P"| ez — 1)r; if we want to
guarantee the route availability as high as a, then we should expect the security risk of at least
7/(|P™|maz — 1). Moreover, given the requirement on the route security and availability, one can
check if it is realizable or too stringent by using the above formula before searching for the routing

solution.
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7.7 Multipath Routing with Multiple Attackers

In this section, we extend our efforts to investigate the case where there are n (n > 1) attackers in

the network.

7.7.1 Minimizing Security Risk

There are various formulations of the multipath routing problem under n attackers to minimize the
security risk, among which we are interested in two typical formulations. In the first formulation,
let ; be the probability that a packet is captured by attacker i, S wants to minimize »_ r;. This
case can be regarded as the case where S plays the multipath routing game G; with each of
the attackers. Hence, the solution of MP; can be applied here. The only difference is that the
resulting minimum security risk is nr*. However, this does not influence routing strategy of .S, in
other words, no matter how many attackers are there, the routing strategy of M[Py provides the
most secure routing strategy minimizing the security risk in this case.

In the second formulation, the security risk is defined as the probability that a packet is captured
by at least one attacker. In this context, the attackers will arrange their attacks such that no more
than one attacker will attack the same node simultaneously, i.e., they try to coverage the most
nodes possible to maximize the probability of capturing the packet. Similar as in Section 7.3.2, we
can show that the attackers attack at most one node per path to maximize the security risk. For

S, to minimize the security risk is to solve the following optimization problem MPy4:

ming maxp Z Z q(P)7(P,v)| po

veV |veP,PeP
Subject to va <n 0<p, <1, Yoey
veY

> q(P)=1, q(P)>0, VPeP
PepP

where p, is the probability that a node v is attacked by any of the n attackers.

MP, is a linear optimization problem and can be solved by classical linear programming
techniques. However, due to additional constraints p, < 1, MP4 cannot be transformed into
maximum flow problem in lossy networks as MP; that can be solved in polynomial time. As a
result, solving MP4 may require an algorithm with exponential time complexity.

In the following, we give the upper bound of the security risk under n attackers. To this end,
we relax the constraint p, < 1 and perform variable transformation by letting p, = p,/n. MPy4

after the transformation becomes MP/:

ming maxp nz Z q(P)T(P,v)| p,

veY |veP,PeP

Subject to pru <1, 0<p, <1, WweV
veY
> q(P)=1, q(P)>0, VPP
PepP

MP/, is identical to MP’ except for a constant coefficient n. It follows immediately that its
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solution is n/f* where 1/f* is the maximum flow in MP. Let 7’ be the security risk under n
attackers, following the fact that MP/ is obtained by relaxing the constraint p, < 1 in MPy, it
holds that " < n/f*. In summary, by increasing the number of attackers from 1 to n, the security

risk increases at most n times.

7.7.2 Maximizing Route Availability

We consider the multipath routing game between S and the attacker side consisting of n attackers.
S tries to maximize the route availability and the attacker side tries to minimize it. It can be shown
that at the NE of the game, no more than one attacker attacks the same node at the same time.
This is because attacking the same node at the same time gives the attacker side the same payoff
as the case where only one attacker attacks the node, which gives the attacker side less payoff than
the case where the attacker side arranges the attack to cover the most number of nodes possible.
With this in mind, by conducting the similar analysis as in Section 7.4.1, the optimization problem

S should solve in multiple-attacker case is MP5

max ‘,P*| —n
P* - 1
ZPiEP* 7%
[P —n

Subject to T > VP, € P* (Cs)

1
ZP]‘ cp* E

where P* consists of node-disjoint paths. The extension of Algorithm 5 to solve MPj is straight-
forward.
We now investigate the case where S also wants to limit the security risk as low as ro at the

same time, as in Section 7.5. Recall that Tei denotes the reliability of the first edge of P;, we
T T Tel

Lje. —L < —2 «= j < j. The security risk in multiple-attacker case is

T3 T3 Tj

sort the path by

n r1
& 7> which is achieved when the n attackers attack the n most profitable paths. To
i=1 Ti ZPJ- cP E

n Tl

————1 < ro should be added to MPs5. Algorithm
=1 T ZPj €EP 7;
5 can be extended in a similar way as in Section 7.5 solve it. In the multiple-attacker case, if

limit the security risk, the constraint

\P"d|max < n, the communication between S and T is paralyzed by the attackers.

7.8 Performance Evaluation

In this section, we evaluate the performance of proposed multipath routing solutions through
simulation using NS 2. Table 7.1 shows the simulation setting. The link reliability of each link is

generated from a normal distribution ¢(0.7,0.2) trunked in [0, 1] interval.

7.8.1 Single-Attacker Case

We start with single-attacker case. Two scenarios are simulated: the attacker launches its attack to
maximize the packet capture probability (scenario 1) or minimize the packet survival probability
at the destination (scenario 2). In both scenarios, we assume that the attacker knows the routing

strategy of S.
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Simulation time 1000s
Number of nodes 100, randomly distributed
Network dimension 1000m x 1000m
Transmission range 200m
Node speed 4m/s, Random waypoint model
Data traffic CBR 4pkt/s 64bytes per pkt

Table 7.1: Simulation Parameters

We compare our solutions with SMT [PH06] and DPSP [PHS02]. To focus on the multipath
routing solution itself and perform a fair comparison, we do not implement the message dispersion
in SMT. Since SMT and DPSP do not specify how to balance traffic among the paths, we let .S
chose randomly in the multipath set when having a packet to send.

Let MinSR denote the multipath routing algorithm minimizing the security risk, MaxAV denote
the heuristic multipath routing algorithm maximizing the route availability, MaxAV-SR denote the
heuristic multipath routing algorithm maximizing the route availability while limiting the security
risk under certain threshold (the threshold is set to 16% in out simulation). In MinSR, to balance
the complexity of the algorithm and the solution optimality, we set € = 0.05. Table 7.2 shows the

simulation results.

Scenario 1 Scenario 2

T DPs r DPs
MinSR 15.2% | 54.2% | 13.1% | 50.3%
MaxAV 19.1% | 62.2% | 16.8% | 59.0%
MaxAV-SR | 15.8% | 58.2% | 15.3% | 54.4%
SMT 32.3% | 48.5% | 39.8% | 36.5%
DPSP 24.1% | 49.7% | 22.8% | 45.3%

Table 7.2: Simulation Results: Single-Attacker Case

The simulation results show that SMT performs poorly in both scenarios. This is due to the fact
that in our simulation, different from the scenarios simulated in the literatures [PH06], [KRMKOG6],
we simulate the worst-case scenarios where the attacker launches its attack in the unpredictable
way which is not correlated with the history rating. In such context, the attacker can actually
take the advantage of the path rating mechanism to cause more severe damage. DSDP performs
almost the same in two scenarios in that it selects the most reliable multipath set without taking
into consideration of attackers. The resilience to attacks of DPSP is purely due to its multipath
nature.

For our solution MinSR, it achieves the minimum security risk in scenario 2, which confirms
the analytical result in that the upper bound of the security risk r* is achieved in scenario 1.
However, the route availability in MinSR is less than that in MaxAV. This is due to the limitation
of MinSR discussed in Section 7.3.4. From the simulation, we can see that the sub-optimality
of MinSR in terms of availability can be rather important compared to MaxAV, which achieves
the best route availability among all the simulated multipath routing solutions. MaxAV-SR, on
the other hand, achieves a tradeoff between the route security and availability, which is shown by
the simulation results that its performance in terms of route security and availability lies between

MinSR and MaxAV. Furthermore, we observe the fact that the number of maximum node-disjoint



Chapter 7.  On Multipath Routing in Multihop Wireless Networks: Security, Availability and Limit 130

paths in our simulation is around 6. From this observation, we can verify the relation between the
route security and availability using the formula derived in Section 7.6 on the theoretic limit of

node-disjoint multipath routing.

7.8.2 Multiple-Attacker Case

We then evaluate the performance of MaxAV and MaxAV-SR (the security risk threshold r¢ is
set to 0.55) in cooperative multiple-attacker case where the attacker side arranges their attacks
on a subset of paths so as to minimize the security risk in scenario 1 and to maximize the route
availability in scenario 2. Figure 7.3 and 7.4 plot a and r as a function of the number of attackers.
SMT is not plotted here since the route availability of SMT drops below 20% even with 2 attackers.
MinSR is not simulated here in that according to our analysis in Section 7.7.1, the first formulation
is simply the aggregated case of the single-attacker case, in the second formulation, no polynomial

routing algorithm exists minimizing the security risk.

1 1

Number of Attackers Number of Attackers

Figure 7.3: Multiple-attacker case: scenario 1 Figure 7.4: Multiple-attacker case: scenario 2

The results show that the performance degrades significantly with the increase of the number of
attackers. The communication is almost paralyzed with 5 attackers. At the presence of 6 attackers,
MaxAV-SR cannot find routing solution whose security risk is not more than 0.55. Once again,
our results seem very different from those obtained from the literatures. This is because we focus
on the worst-case scenarios throughout this chapter. Unlike the traditional simulation where a
percentage of nodes is assumed to be compromised, we implement much more powerful attackers
with perfect knowledge of the network and the routing strategies. These attackers are able to
launch the most severe attacks which are not predictable nor correlated in time or space. In such
context, our results reflect the lower bound of performance of the simulated routing solutions. We
argue that maximizing this lower bound, as discussed in our work, is of great importance since the
attackers cannot be underestimated in any case. Meanwhile, we can see from the results that our
solutions perform substantially better than DPSP in terms of both route security and availability.

In summary, the simulations show that the proposed multipath routing solutions achieve the
design objective of providing the best performance in terms of security and/or route availability

in the worst-case scenarios.

7.9 Conclusion

In this chapter, we address the fundamental problem of how to choose secure and reliable paths in

multihop wireless networks. We formulate the multipath routing problem as optimization problems
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and propose algorithms with polynomial complexity to solve them. Three multipath routing solu-
tions are proposed: MinSR minimizes the security risk, MaxAV maximizes the route availability
and MaxAV-SR achieves a tradeoff between them by maximizing the route availability while limit-
ing the security risk under given threshold. We also establish the relationship between the security
risk and route availability, which gives the theoretic limit of node-disjoint multipath routing.

The analytical and simulation results in the chapter lead us to the following conclusion:

e Solutions based on path rating which work well in the presence of time or location corre-
lated attacks may fail to provide secure and reliable paths facing strategic attackers with

unpredictable attack patterns.

e Two issues are crucial in multipath routing. Firstly, both the security and availability should
be taken into account when choosing the optimal paths, as in [LLF04] and our work. Sec-
ondly, the traffic should be balanced among paths such that they are equally “attractive” to

attackers.

e Among the proposed multipath solutions, MaxAV-SR achieves good security/availability
tradeoff by choosing sufficient number of mutually disjoint paths with high reliability and

balancing the traffic in the optimal way.

7.10 Proofs

This section completes the detailed proofs omitted from the main text.

7.10.1 Proof of Theorem 7.2

By Corollary 2.3.4 of [Way], the maximum flow in lossy networks can be decomposed into at most
m augmenting paths. Algorithm 4 selects the path that generates the maximum amount of excess
at the sink. Thus, each iteration captures at least a 1/m fraction of the remaining flow. Let fj be

the flow after iteration k, we have:

o> L
m
o> h4—(F-f)
m
1
fe = foor+—0f" = fr-1)
m
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Injecting fr_1, -, fo, f1 into fr, we have
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Algorithm 4 terminates if f*— |1 — [ —— ff<eo, ie, k> log%—.
m m=L €0

7.10.2 Proof of Theorem 7.4

We have shown that there exists at least one NE in G5. We now show that if the NE consists of
overlapped paths with common nodes, we can construct another NE with node-disjoint paths.
We first give some definitions. For two paths sharing nodes A, B with (A, B) # (S,T), let Q1
and @2 be the node sequence of the two paths between A and B. Q1,2 can be empty, but they
cannot both be empty. Let I(Q) denote the number of nodes in the sequence @, we call the node
sequence AQ1BQ2A a cycle and define the diameter of the cycle AQ1BQ2A as min{l(Q1),1(Q2)}.

Figure 7.5: Two paths forms a cycle

Assume that at the NE, there exists paths with common nodes. We now study the cycle
containing S with the common nodes S and V' with the smallest diameter. Suppose this cycle is
formed by path P; and P, with the node sequence L; € P, and Ly € P, between S and V, as
shown in Figure 7.10.2. Without loss of generality, we assume [(L1) < [(Ly). It follows that at
the NE, any node V,, € L1 does not belong to the multipath set chosen by the source except P,

otherwise we find a cycle with smaller diameter, which contradicts our assumption. It then holds



133 Chapter 7.  On Multipath Routing in Multihop Wireless Networks: Security, Availability and Limit

that at the NE, the attacker has no incentive to attack any nodes on L; because if it attacks any
node on L; with probability p, it gets less payoff if it use the same resource attacking V. From the
definition of NE, routing the packets on L gives S the same payoff as routing them on Lo. Hence,
we can switch all the traffic from L; to Ls without changing the payoff of S. Moreover, since the
attacker does not attack any node on L; at the NE, this operation does not change the payoff of
the attacker, either. Therefore, it is easy to verify that the multipath set after the above operation
is also a NE of G5. However, the number of cycles decreases by one. As a result, by recursively
repeating the above process, we can transfer any NE to a NE where the number of cycles is 0.

Such NE consists of only node-disjoint paths between S and 7.

7.10.3 Proof of Lemma 7.2

The lemma holds evidently if P> does not intercross P;. In the following we prove the case where

P; intercrosses with P;. As illustrated in Figure 7.10.3, P; is composed of L%, e, L%, P; is composed

Figure 7.6: Py, P> shares the edge e

of L, e, L3 before erasing the interlacing edge e. Here Lg (7,7 = 1,2) denotes a sequence of edges.

Since P» satisfies the constraint C7, we have

1 *
Aligs 1P
7”@ 7‘17"57'%
where I' = Z — and r H re (i,7 = 1,2). At this moment, P» has not been added into
PP+ (k). PP, e€L]

P*(k) yet, so the numerator of the above inequality and that in step 7 in Algorithm 5 is |P*(k)|,
not |P*(k)| — 1. Note the cost of e is —log(r.) in P; and log(r.) in P, in the transformed graph.
Since the Dijkstra algorithm is applied on the graph with link cost w, = —logr., we have:

rire > rd and rer? > r2. Hence, we have:
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|P*(k)|
i+ L5 +T

T2 TaT1

/

In the same way, we can show 79 = rars > . Noticing that P], Pj consists of

rird and rir? respectively, it follows that both P{ and Pj satisfy Cy, which concludes our proof.



135 Chapter 7.  On Multipath Routing in Multihop Wireless Networks: Security, Availability and Limit




Chapter 8

Conclusion

8.1 Thesis Summary

This thesis has presented a systematic study on selfish and malicious behaviors in wireless networks

under the non-cooperative game theoretic framework in different context.

e Part I is dedicated to selfish behaviors, with Chapter 2 addressing the selfish MAC layer
behaviors in IEEE 802.11 wireless networks, Chapter 3 focusing on the selfish power/rate
control in the same context, and Chapter 4 proposing a pricing framework for cooperative
relaying to stimulate cooperation among selfish players in non-cooperative wireless networks.
In these wireless resource management problems, we studied the impact of selfishness on
the system performance and in case where the resulting NE is inefficient, we developed
and analyzed specific incentive-compatible protocols and pricing mechanisms to fill the gap

between inefficient NE and the global optimal or quasi-optimal point.

e Part II tackles the malicious behaviors in wireless networks, with Chapter 5 establishing
a generic game theoretic framework on the intrusion detection in heterogeneous networks,
Chapter 6 analyzing the jamming attacks in wireless networks and proposing an active defense
strategy, Chapter 7 addressing the problem of choosing secure and reliable paths in multihop
wireless networks. In such security problems, we applied game theory as a basis for analyzing
malicious attackers’ behaviors, developing and validating new defense strategies to limit the

damage caused by attackers.

By employing non-cooperative game theory as a line of research, in each chapter, we formulated
the corresponding non-cooperative game in the specific context of that chapter. The resulting
NE(s) is then derived, followed by an analysis on the key properties of the game solution, i.e., the
existence, uniqueness of the NE, the convergence to the NE and the efficiency of the system at
the NE. In Part I, this analysis served as foundations for the further design methodologies that
approach the NE to the social optima in case where the NE is shown inefficient. In Part II, this
insight leads to the development and validation of new defense mechanisms seeking to eliminate
the unfavorable NE from the defender’s perspective if multiple NEs exist and limit the damage
caused by malicious attackers at the remaining NE.

In the following, we proceed this conclusion chapter by discussing some key open issues and
outlining some potential directions for further research. Different from the open problems and

possible extensions addressed distributedly in each chapter, which is usually limited to the specific
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context of that chapter, we now take a higher-level view on the extension and generalization our

work in this thesis.

8.2 Open Issues and Directions for Future Research

8.2.1 Non-cooperative Joint MAC/Power/Rate Control

Chapter 2 and 3 focused on the selfish behaviors where players could configure their contention
window and transmission power/rate, respectively. As a natural extension, considering the non-
cooperative joint MAC/power/rate control in IEEE 802.11 networks opens a new dimension to the
problem. In particular, it is interesting to examine whether the results in Chapter 2 and 3 hold in
this new context, and if the game leads to an inefficient NE, how to design pricing functions that
incorporate the MAC protocol parameters (access probabilities), the transmission power and data
rate to increase the efficiency is also worth exploring.

More profoundly, analyzing this new non-cooperative game can provide valuable insight on the
fundamental problem of how to design efficient MAC protocols coupled with power/rate control
for non-cooperative random access wireless networks. We believe that an efficient MAC protocol

should satisfy the following properties:

o Convergence and stability: the protocol should converge to a stable equilibrium.

e Social optimality and fairness: the converged equilibrium should be network-wide optimal

or at least quasi-optimal and each participant should get a fair share of payoff at this point.

e Survivability: the protocol should guide the individual nodes to operate on the designed
equilibrium point even if they are purely self-interested and non-cooperative. In other words,

it consists of a strategy that no selfish node has incentive to deviate.

How the non-cooperative theory and our results can be applied in developing new methodologies
of designing efficient MAC protocols remains an open research problem.

The analysis in Chapter 2 and 3 is based on the saturated traffic model in which all players are
back logged. Although this simplified scenario reflects the extreme case where the impact of the
selfishness on the network performance is maximized and the saturation assumption is reasonable
for a generic study of the corresponding non-cooperative games, we do believe that a thorough
investigation of the same game under more realistic traffic models such as voice, TCP file transfers
and video is of great practical importance. By introducing more sophisticated queue models and
adapting utility functions (e.g., imposing the delay as a hard constraint for delay sensitive traffic
such as VolP), practical MAC protocols and power/rate control schemes can be developed to

accommodate diverse applications with different Quality-of-Service (QoS) requirements.

8.2.2 Towards a Hybrid Game Theoretic Model

In Part I, we conduct our analysis under a non-cooperative paradigm where all participants in a
wireless network are selfish by aiming at maximizing their own payoff regardless of others. In a
more general context, a more challenging question is how the network performs if some players
are selfish, others are “socially responsible” to different extent. This situation can be modeled as

a hybrid (cooperative and non-cooperative) game where the players’ behaviors range from total
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cooperation, for those that are entirely altruistic and willing to cooperate for an overall optimum,
to pure non-cooperation, for those that are selfish and seek only to maximize its own payoff even
at the price of the sub-optimality of the whole network. Studying such hybrid game involves both
non-cooperative and cooperative game theory. The characterization of the resulting equilibria and
the investigation of the structural properties of the game can provide more insight on the efficiency

and survivability of wireless networks in open, dynamic environments.

e At the first level, a mapping can be established between the degree of altruism/selfish for
each player and its optimal strategy. This may further help us understand and evaluate the

worthwhileness of cooperation as well as the impact of selfishness in a general context.

e At second level, it could suggest new incentive mechanisms to guide the network to a socially
efficient point, e.g., to form a favorable coalition where each player benefits a share of profit

corresponding to its contribution.

Furthermore, incorporating malicious players into the hybrid game by modeling them as “non-

cooperative” players with the goal of paralyzing the network will add a new flavor to the problem.

8.2.3 Limitations of Classical Game Theory

As this thesis uses game theory, mostly classical game theory, as a line of research, we believe that
it is pertinent in this conclusion section to address the limitations of classical game theory when
applied in the engineering fields such as wireless networking in our case and how these limitations
influence our modeling.

A central assumption in classical game theory is the perfect rationality, alternatively termed
intelligence, under which players act as supercomputers with infinite computational capacity and
can always find their best strategy, no matter how complex the game is. This utopian assumption
clearly does not hold in practical games, where players are people or computer agents with limited
computation capacities and where computing the best strategy is extremely costly in terms of
time and resource. To bridge the gap between the “perfect rational man” paradigm and the more
realistic scenario, the concept of bounded rationality is introduced.! An effective way to bound
rationality is to put constraints or add costs to the information that is used to make the rational
decision, typically in terms of acquisition, memory and communicating.

In our context, two learning mechanisms, best response update and subgradient update (better
response update), are investigated in detail in different problems to study the game dynamics
and the convergence to the equilibrium points. These two update mechanisms can be regarded
as “limited memory” modeling of bounded rationality, where players only remember situations in
the previous iteration. They are also among the simplest learning mechanisms for the players in
a game theoretic environment, and consequently lead to simple network protocols converging to
designed equilibrium points. Another example of bounded rationality can be found in Chapter 7,
where computing the NE strategy (multipath set) is sometimes NP hard. In such cases, it is more
reasonable to assume that the players can content themselves by choosing their strategy based on
the heuristic algorithms, though the strategy may not be optimal in the absolute sense.

In our work of applying non-cooperative game theory in wireless networking problems, we

usually follow the following procedure. First, we formulate the problem to be tackled as a non-

"More detail on this subject can be found in the textbook [Rub98].
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cooperative game where each player have knowledge of the actions of other players based on which
his decision is made and study the corresponding tradeoffs at the NE. This assumption is clearly not
always valid in wireless networks. Hence, we then investigate how the characteristics of wireless
networks influence or affect the decision making process of players and the resulting equilibria.

Some typical ways of analysis are as follows:

e In Chapter 2, the GTFT strategy is introduced as a more robust version of the TF'T strategy
in the wireless environments where accurate observation is impossible due to the error-prone
nature of the radio channel. With this more tolerant strategy, the game is actually more

likely to reach a stable equilibrium where the payoff is acceptably optimal for any player.

e In Chapter 3 and 6, specific mechanisms are designed for players to update their strategy
based on only observable information without the knowledge of the actions of other players.
The asynchronous version of the strategy update scheme is also investigated as it is sometime

impractical for players in wireless networks to remain synchronized with each other.

e In Chapter 5, the detection rate a and the false alarm rate b are two crucial parameters that
cannot be exactly estimated in practice. To address this, we conducted a sensitivity analysis
study the impact of inaccurate information of the parameters on the players’ payoff at the
NE.

Despite the efforts in this thesis and elsewhere devoted to adapting the game theory in the
wireless networking field and accessing the impact of its limitations on the final results, we argue
that it remains an open and challenging task to study games with incomplete and imperfect

information in the field of wireless networking with its unique characteristics and constraints.

8.3 Concluding Remark

The key contribution of this thesis is to investigate the selfish and malicious behaviors in wireless
networks, or more generally, to study the interactions among network participants or entities with
conflicting objectives. Although the analysis is conducted for several specific problems ranging from
non-cooperative resource allocation to network intrusion detection, we believe that the methodology
employed in this thesis and its results can have much wider applications in emerging fields of
modern networks and distributed systems beyond the scope of this thesis. Studying cooperation
and security issues arising there is an important development of this thesis, as well as a promising

avenue for further research.



Appendix A

Toward Secure and Scalable Time
Synchronization in MANET

A.1 Introduction

Ad hoc networks are autonomous collections of mobile nodes communicating with each other over
wireless links and cooperating in a distributed manner in order to provide the necessary network
functionality in the absence of a fixed infrastructure. In such environments, time synchronization
is crucial. It is a key function to perform power management and to support the medium access
control protocol in the Frequency Hoping Spread Spectrum version of the physical layer [80299].
It also plays an important role in the support of QoS in ad hoc networks, particularly for real-time
applications. Furthermore, a common view of local clock time is a basic requirement in some ad
hoc routing protocols and cryptography and authentication schemes for detecting out-of-date or
duplicated messages.

The high dynamic nature of ad hoc networks, the nondeterminism of the wireless channel and
the lack of reference nodes make time synchronization a challenging task in ad hoc networks in that
traditional time synchronization techniques for wired networks (e.g., [NTP]) are no more applicable
to ad hoc environment due to their centralized nature and the heavy traffic and computation
overhead they involve. A good synchronization mechanism for ad hoc networks should be robust
to mobility and topology changes, efficient in terms of traffic and processing cost, scalable and
secure.

Here we pay a special emphasis on the security aspect because recently many mechanisms have
been proposed to address the time synchronization problem in ad hoc networks [EGE02], [GKS03],
but most of them do not take into account security, although security is a major challenge in ad
hoc networks. As a result, they are very vulnerable to various attacks ranging from modifying
and replaying a time synchronization message to sending forged time values to desynchronize the
network or disturb the receiver’s clock. [KMRO5] shows through simulations that the attacks
against IEEE 802.11 Timing Synchronization Function (TSF) can cause significant damage to a
large number of nodes. Such insecure time synchronization protocols may further cause serious
problems on the applications and protocols based on synchronized time. Nodes may fail to be
activated because of the incorrect time estimation, which may cause serious problems such as
failing to respond to important events and packet loss. Out-of-date and replayed messages cannot

be detected in ad hoc routing protocols or some cryptography and authentication schemes, which
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may lead to many new opportunities for DoS (Deny-of-Service) and replay attacks.

Given the insecurity of existing time synchronization protocols in ad hoc networks and their
detrimental effect on the applications, we propose a novel suite of time synchronization mecha-
nisms for ad hoc networks taking into consideration security, scalability and other challenges. The
proposed mechanisms are based on symmetric cryptography, avoiding the costly digital signature
schemes which may be undesirable for resource constrained environments such as ad hoc networks.

We start by performing an in-depth analysis on the core problems of existing synchronization
mechanisms for ad hoc networks based on which we propose our secure single-hop time synchroniza-
tion procedure (SSTSP). We show by simulation and analytical studies that SSTSP significantly
outperforms existing approaches in terms of scalability, accuracy and security. We then extend
our efforts to the secure time synchronization for multi-hop ad hoc networks. We propose the
multi-hop secure time synchronization procedure (MSTSP), an extended and adapted version of
SSTSP for multi-hop ad hoc networks, and evaluate its performance via simulation. The results
show that the performance of MSTSP is significantly superior to TSF and is among the best of
currently proposed solutions in terms of accuracy and scalability. Besides, MSTSP can maintain

the network synchronized even under malicious attacks.

A.2 Related Work

Time synchronization is the process to ensure that physically distributed processors have a common
notion of time. There are two commonly known approaches for time synchronization [RK04],
centralized and distributed. The centralized approach is also known as master-slave synchronization
where there is one or more accurate clocks (the master(s)) to which all other nodes listen and adjust
their local clocks accordingly. The time synchronization mechanism proposed in [GKS03] for ad hoc
networks belongs to this catalog. The distributed approach is also known as mutual synchronization
where there is no master clock, but instead all clocks cooperate to achieve synchronization in a
distributed manner. IEEE 802.11 TSF in ad hoc mode belongs to this catalog.

For mobile ad hoc networks we argue that the distributed approach is more suitable due to
its robustness, flexibility and adaptability. This motivates us to focus our efforts on the secure
distributed time synchronization mechanism for ad hoc networks. IEEE 802.11 TSF is specified by
IEEE 802.11 standards as an efficient distributed synchronization mechanism for single-hop ad hoc
networks. Other distributed synchronization approaches [SCS04], [RK04] mainly base themselves
on IEEE 802.11 TSF and improve it to achieve better performance or extend it to multi-hop ad

hoc networks.

A.2.1 IEEE 802.11 TSF In Ad Hoc Mode

IEEE 802.11 standards specify the ad-hoc-mode Timing Synchronization Function (TSF) for IEEE
802.11 ad hoc networks (IBSS) [80299] in which time synchronization is achieved by periodical time
information exchange through beacons containing timestamps and other parameters. Each node
maintains a local clock counting in increments of microseconds. All nodes in the IBSS compete
for beacon transmission every Beacon Period (BP). At the beginning of each BP, there is a beacon
generation window consisting of w + 1 slots each of length aSlotTime, where w is a parameter
defined by system. Each node calculates a random delay uniformly distributed in [0, w]xaSlotT'ime

and schedules to transmit a beacon when the delay timer expires. If a beacon is received before
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the random delay timer has expired, the node cancels the pending beacon transmission. Upon
receiving a beacon, the node sets its local clock to the timestamp of the beacon if the value of the
timestamp is later than its local clock.

In spite of its distributed nature and its efficiency in terms of communication cost, IEEE 802.11

TSF has the following problems when applied to large scale or multi-hop ad hoc networks:

e Fastest node asynchronization: As identified in [LZ03], the clock of the fastest node may drift
away, because it may not get a chance to transmit its beacon. Since the fastest node does not
synchronize itself to other nodes, its clock will keep drifting away from others. The problem

becomes more severe when the number of nodes of the network increases.

e Beacon collision: As the number of nodes in the network increases, the synchronization
beacon transmission contentions uprise accordingly. As a result, in a large network, due to
repeated collisions, synchronization beacons can hardly be successfully transmitted and some

nodes may fail to synchronize with others.

e Time partitioning: As identified in [SV04], this problem occurs when TSF is applied to
multi-hop ad hoc networks, where nodes fall into clusters which may be desynchronized
during a long period of time. When the number of nodes increases, the problem has a
more negative impact on the synchronization accuracy. Giving faster nodes higher chance in

beacon transmission will also increases the impact of the time partitioning problem.

A.2.2 Scalable Time Synchronization for Ad Hoc Networks

ATSP was proposed in [LZ03] to solve the fastest node asynchronization problem in IEEE 802.11
TSF. The basic idea is to let the fastest node compete for beacon transmission every BP and let
other nodes compete only every I, BPs. The parameter I,,,4, should be carefully chosen to reach
a tradeoff between scalability and stability. As an improved version of ATSP, the authors propose
TATSP in which the nodes are dynamically classified into three tiers according to the clock speed.
The nodes in tier 1 compete for beacon transmission in every BP and the nodes in tier 2 compete
once in a while and the nodes in tier 3 rarely compete. SATSF is another synchronization protocol
proposed in [ZL05] compatible with IEEE 802.11 TSF. In SATSF, node ¢ competes for beacon
transmission every FFT(i) BPs. FFT(i) is adjusted at the end of each BP in the way that fast
nodes will gradually decrease their F'F'T value, thus competing more frequently than slow nodes.

ASP is proposed in [SCS04] to synchronize multi-hop ad hoc networks. The basic idea is to
synchronize the whole network by fulfilling two tasks: to increase the successful transmission prob-
ability for faster nodes and to spread the faster time information throughout the whole network.
The first task is achieved by increasing the beacon transmission priority of a node who has faster
time and by cutting down the priorities of the others. When some slower nodes get enough in-
formation to accomplish synchronization by themselves, their beacon transmission priorities are
increased to carry out the second task.

[RK04] proposes a mechanism which differs from the idea of giving faster nodes higher priorities.
In the mechanism all nodes participate equally in the synchronization of the network. The authors

define a controlled clock, which is an adjusted clock of the real clock, and a parameter s =

trolled clock
controried clocx. Each node participate the contention with probability p every T_DELAY BPs

real clock
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if no beacons are received within last T_DFELAY beacons. When receiving a beacon, the node

updates s and p to synchronize to the sender of the beacon.

A.2.3 Secure and Fault Tolerant Time Synchronization

In spite of the numerous time synchronization protocols proposed for ad hoc networks, most of
them have not been built with security in mind. To our knowledge, there exist very few proposi-
tions on the secure time synchronization protocols in the literature among which [SZC05] mainly
focus on a specific type of attack called delay attack. The authors propose two approaches to
detect and accommodate the delay attack. One approach uses the generalized extreme studentized
deviate (GESD) algorithm to detect multiple outliers (malicious time offset). The other uses a
threshold based on a time transformation technique to filter out the outliers. [GvHS05] proposes
several protocols for sensor networks to secure pairwise time synchronization over single hop and
multiple hops. The authors further extend their efforts to secure group time synchronization. They
propose the lightweight secure group synchronization protocol to counter external attacks and the
secure group synchronization protocol to counter both external and internal attacks but at the
price of the heavy traffic overhead and the lack of scalability. [SNWO06] proposes a fault-tolerant
cluster synchronization protocol for sensor networks in which the hash chain scheme is applied to
achieve local broadcast authentication. All sensors should be initially synchronized to bootstrap
the protocol.

Our proposed time synchronization mechanisms differ from existing schemes in the following

ways

e We take into account the scalability issue in our time synchronization protocols. Our syn-
chronization mechanisms do not operate on synchronization message flooding or exchanging

between each pair of nodes which may pose scalability problem.

e Our synchronization protocols are totally distributed and do not rely on any synchronization
sources or hierarchy. This feature makes our approach robust to topology changes and

network dynamics in ad hoc environments.

A.3 System Model

A.3.1 Clock Model

Fach mobile node is equipped with a clock, a time measurement device normally composed of a
hardware oscillator and an accumulator. Mathematically, the measured time 7'(¢) is a function of

real time t:

t
70) = [ pr)ir+ i)
where p is the nominal frequency of the oscillator, T'(¢y) is the initial clock offset.

In an ideally synchronized network, for each node i it holds that p;(7) = 1 and T'(t9) = to for
all time long. However, since all hardware clocks are imperfect, the above equations in the ideal
case do not hold. As a result, different clocks may drift away from each other. In our work, we use
the bounded-drift model in which the difference between p;(7) and 1 is bounded by Appaz ~ 107,
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meaning that the clock drifts away for several seconds in 10 days (10° seconds). Therefore, the
synchronization process is indispensable and should be executed periodically. We also assume that
during a period of time that is not very long, p;(7) does not vary with time. Thus the clock can

be regarded as linear with respect to real time during that period of time.

A.3.2 Time Synchronization Model

Although time synchronization is essential to many applications in ad hoc networks, the require-
ment ranges from extreme strict synchronization to loose coordination. Therefore, there are ac-
tually many different types of synchronization mechanisms based on different criteria such as the
scope and the lifetime of the synchronization [RBMO05]. Our mechanism falls into the catalogue of

network-wide, server-less, proactive synchronization, as explained as following:

e Network-wide: The proposed synchronization mechanisms provide network-wide synchro-
nization where all nodes within the network achieve approximately the same clock reading.
The other end of the spectrum is the synchronization among only a subset of nodes in the
network. A typical example is pair-wise synchronization that aims to provide synchronization

between a pair of neighbor nodes.

e Server-less: Our proposed synchronization mechanisms are fully distributed without any
server or external time sources as in NTP [NTP]. Each node is synchronized with every
other node with a time which might be different from the real time. Our approach can meet

the need of most applications in ad hoc networks that requires synchronized clock.

e Proactive: The proposed approaches proactive such that the network is maintained syn-
chronized by the repeated execution of the synchronization procedure. In contrast to the
proactive synchronization is the on-demand synchronization in which the synchronization

procedure is triggered by demand or certain events.

A.3.3 Attacker Model

Possible attacks to time synchronization protocols

Synchronization message forgery
Synchronization message alteration
Synchronization message replay
Synchronization message relay (delay)
DoS attack

Table A.1: Synchronization attacks

Attackers may disrupt the operation of the time synchronization protocols by exhibiting ma-
licious behavior: e.g., replay, forge, corrupt synchronization messages to influence the time view
of benign nodes, as shown in Table A.1. The attacks to the synchronization protocols can be
classified as external attacks and internal attacks based on the information the attackers have.
External attacks are launched by external attackers who do not have the cryptographic credentials
(e.g. public/private key pairs, authenticated hash chains) that are necessary to participate in the
synchronization procedure. Internal attacks are launched by internal attackers who have compro-

mised legitimate nodes, and therefore have access to the cryptographic credentials of those nodes.
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Obviously internal attacks are far more difficult to detect and sometimes cannot be countered by

pure cryptographic primitives.

A.4 Single-hop Secure Time Synchronization Procedure

A.4.1 Design Philosophy

Although TSF provides an efficient distributed synchronization mechanism in terms of traffic over-
head, it suffers from the scalability problem due to its beacon contention scheme. Besides, it is
vulnerable to various malicious attacks. In this section we address the above two problems which
are vital to build a scalable and secure synchronization protocol.

First we argue that the root of the scalability problem in TSF lies in the fact that the increase
in the number of nodes in the network decreases the synchronization beacon emission opportunity
of the fastest node or a subset of the fastest nodes. Some protocols improving TSF increase the
successful emission probability of the fastest nodes by attributing them priority with respect to
other nodes in the network. These mechanisms are significantly more scalable than TSF, but since
they follow the same contention mechanism as TSF, the scalability problem is not totally solved.
Furthermore, they usually depend on the observation of the beacons to find and locate the fast
nodes, which may increase the latency of synchronization.

SSTSP, however, addresses the scalability problem from another angle. In SSTSP, all nodes
content to emit the synchronization beacon at the beginning following the contention mechanism
of TSF. The winner becomes the reference node and emits a beacon in the beginning of every BP
without random delay. Other nodes synchronize their local clocks to the reference node until the
reference node leaves the network, when another round of contention begins. To synchronize to
the reference node, a node adjusts its clock parameters to gradually catch up with the pace of the
reference clock in order to avoid backward and uncontinuous leaps in time. All nodes have the
equal chance to become the reference node, but the contention takes place only when the formal
reference node leaves and once the reference node is established, other nodes disable their beacon
emission and synchronize their local clocks to the reference node each BP. The proposed mecha-
nism maintains the distributed nature of the synchronization process while removes the scalability
problem from its root. By making the full use of every received synchronization beacon and adopt-
ing a fine adjustment mechanism, we achieve significantly better synchronization accuracy than
TSF and avoid all the backward or other uncontinuous leaps in local adjusted clock. Furthermore,
by carefully choosing parameters, our mechanism is robust to the change of the reference node and
the loss of synchronization beacons.

Furthermore, our approach can detect malicious synchronization attacks and prevent networks
from being desynchronized by malicious nodes using erroneous time values. To this end, we use
uTESLA [PST102], a lightweight technique base on one-way hash chain, to protect synchronization
beacons against external attackers. We would like to mention that traditional security mechanisms
based on asymmetric cryptographic operations cannot be applied in our context in that it usually
takes up to hundreds of milliseconds depending on the CPU capacity of the nodes, which may
increase significantly the synchronization error. Furthermore, due to its nature, nodes in ad hoc
networks may be resource constrained. It is sometimes expensive or even prohibited for such nodes
to perform heavy asymmetric cryptographic operations. In contrast, hash functions are three to

four orders of magnitude faster than asymmetric operations and can be performed in an on-the-fly
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way such that it causes almost no additional delay.
Moreover, in our approach, we propose the “clock drift check” to counter the internal attacks
and other attacks such as delay attacks and replay. This mechanism is based on the fact that the

difference between any two clocks cannot drift unboundedly within a certain period of time.
Notations

s;: Hash chain seed of node ¢

n: Hash chain length

To: Start time of the Hash chain

h(s;): The j*" element of node i’s Hash chain

BP: Beacon period, typical value is 0.1s

t;: Local unadjusted time of node 4

¢i(t): Local adjusted time of node ¢ at local time ¢. Our goal is to synchronize ¢;(t)

tg : Local unadjusted time of node i when receiving the beacon in the j* BP

tf; of Local adjusted time of the reference node when emitting the beacon in the j* BP

k:f-, bf Coefficient and offset parameter to be adjusted when receiving the beacon in the ;"
BP

pi: Nominal frequency of node i’s clock, can be regarded as constant during a short period of
time.

pi: Nominal frequency of node i’s adjusted clock, p; = p; * k‘ZJ in the j** BP

tp: Transmission and propagation delay

T™: Local expected emission time of the synchronization beacon in the m!* BP, T™ = Tj +
m BP if m > 1

ts{, ef Adjusted timestamp value obtained from the beacon emitted by the reference node in
the jt* BP. tsf,ef = tief + tp. tsief is estimated at the receiver side.

(t)*, (tief)*, (tsfnef)*: Expected values of ¢/, tfnef’ tsfnef.
€: Maximum error when estimating ..y by ts,.r, normally € < 5us
o: Maximum synchronization error in SSTSP

0: Threshold in the “clock drift check”

A.4.2 Assumptions and Requirements

We assume that each pair of nodes shares a pair-wise key which is used to bootstrap the synchro-
nization when a node enters the network. Once the new arriver acquires the initial synchronization,
the pair-wise keys are no more needed for the following phase.

To use one-way hash chains, we need some mechanism for a node to distribute an authenticated
element h"(s;) in its hash chain. A traditional approach is to let each node use its public key sign
the hash chain element. Alternatively, a node can securely distribute an authenticated hash chain
element using pair-wise keys [HPJ02] or non-cryptographic approaches [SA02].

We also assume that the synchronization beacons are timestamped below MAC layer. Thus,
we remove the most significant non-deterministic factor of the end-to-end delay of the beacons,

medium access waiting time.
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A.4.3 Synchronization Procedure
Node initiation

Each node i picks a random seed s; and generates its hash chain based on s;: h(s;), h?(s;), ...,
h™(s;). The last element h"(s;) is authenticated and published within the network. The start
time of the hash chain Tj is also published (e.g. T can be configured and published by the first
node arriving in the network or be integrated into the synchronization beacons). Suppose the
beacons are expected to be emitted at time Ty + j« BP (j = 1,2, ...,n). Each element of the hash
chain "~ (s;) is used as the key to secure the synchronization beacon sent by node i in the time
interval [Ty + j * BP — BP/2, Ty + j * BP + BP/2] if node i is the reference node. Node i, in its
synchronization beacon sent in the above time interval, discloses the element A" 771 (s;) (5 > 1),

allowing other nodes to authenticate previously received beacons sent by itself in last time interval
[To+ (j—1)«BP - BP/2, To+ (j — 1)« BP + BP/2].

Eeacon i Beacon j Beacon j+
. time
To || | | | |
| f [ [ [ [
Interval 1 Interval §  Interval j+1
1) e hvi-ligd)

Figure A.1: Hash chain scheme

Our single-hop secure time synchronization procedure (SSTSP) consists of two phases: the

bootstrapping phase and the synchronization phase.

Bootstrapping phase

When joining the network, the node first enters the bootstrapping phase during the first BP to
acquire the initial synchronization with the rest of the network. This initial synchronization further
enables the application of one-way hash chains to secure the time synchronization procedure in the
synchronization phase that follows the bootstrapping phase.

We adopt the following simple pair-wise synchronization protocol [GvHSO05] in this phase:
L. i(tf) — J(c5): 1, J, Ni, SynInit

2. j(c) = j(t): ¢, cf, Niy SynAck, MACk, {j(t7): ¢}, cj, Ni, SynAck}

3. Ud=(t; —t7) — (c¢f — ¢}) < B(Linit + Tack), i sets t; = t; + (c] —t]) — (¢} — ¢f)

In the above protocol, ¢ is the new arriver that synchronizes to its neighbor j. i sends a SynInit
message at local time #7. j receives the message at its local adjusted time ¢} and send back a
SynAck message at ¢; containing the correspondent timestamps protected by the attached MAC.
i then computes the end-to-end delay d and compares d with 3(Tipni + Tack) to check if any packet
is delayed or replayed by attacks, where 3 is a coefficient sightly greater than 1, Tj,;; and Ty
is the transmission time of the SynInit and SynAck including packet header and preamble. In
normal cases, we have d ~ T, + Tk since the propagation time is negligible and the calculation
of keyed MAC can be processed in the on-the-fly as the packet is being transmitted. If the SynInit

or SynAck packet is replayed or delayed by an attacker, then since the attacker cannot receive and
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emit at the same time, we have d > 2(Tjnit + Tack). Next i computes the offset between its local
clock and j’s clock and uses the offset to adjust its clock.

1 thus synchronizes itself with a trusted neighbor j or repeats the above protocol with several
neighbors if it does not have any trusted neighbors and further eliminates biased offsets and uses
the averaged of the rest unbiased offset to adjust its local clock. In the bootstrapping phase, ¢;(t;)
is set to t;. At the end of the bootstrapping phase, ¢ is synchronized with the network and then

enters the following synchronization phase.

Synchronization phase

In this phase, each node competes to be the reference node if it has not heard the synchronization
beacon in the last [ BPs. A larger value of [ makes the mechanism more robust since the failure
to receive a beacon may be due to collision or temporary wireless channel instability other than
the leave of the reference node. As price, a larger [ increases the synchronization error when the
reference node changes. In case of collision, the contention may last several BPs. The contention
mechanism is the same as in IEEE 802.11 TSF. The winner becomes the reference node and
emits a beacon in the beginning of every BP without random delay. Other nodes synchronize
their local clocks to the reference node until the reference node leaves the network, when another
round of contention begins. A node joining the network does not participate in the contention
until it is synchronized with the network. We use yTESLA scheme to protect the beacons. The
synchronization beacon sent by the reference node ref in time interval j is:

< B, §, i (B, 5), W (spep) >

where B is the original unsecured synchronization beacon, h’:;cj (B, j) denotes the HMAC output

using A" (s,cr) as the key applied to (B, j), " T1(s,cf) is the disclosed key corresponding to
the last interval (interval (j — 1)).
Each node ¢ temporarily stores the recently received beacons. Upon receiving a new beacon

from the reference node ref, node i performs the following checks:

e Node ¢ checks whether interval j corresponds to the current time interval.

e If the above check passes, node i further checks the validity of the disclosed key h" /¥ (s, ) in
the beacon by verifying whether h7 =1 (h"~71(s,.s)) equals to the published element h™ (s, ).
In case of success, i checks the authenticity and the integrity of the beacon received in last
interval using disclosed key h" =7 +1(s,., #)- Node i can store previously authenticated disclosed
key h" I +2(s,., ) to reduce processing overhead. In this case only one hash operation is needed

instead of j — 1.

e If the above two checks pass, i performs the “clock drift check” whether |tsf; of — Ci )] < 6,
where the threshold d is the bound of the clock drift between ci(tg ) and tsf; of- In case where i
has not received beacons during last [ BPs because the reference node changes, § = (I+2)o.!

If 7 has just entered the synchronization phase, § = o + 4Apq BP.? In other cases, § = 0.

!See Lemma A.2 for the proof that after the reference node changes, the synchronization error after the change
is (14-2) times as much as the synchronization error before the change.

2Tt is easy to show that the maximum clock drift during one BP is bounded by 2A ez BP. When entering the
synchronization phase, the difference between the clock of ¢ and the reference node increases in the beginning 2B Ps
before i can adjust its clock using authenticated beacons.
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If the check fails, the beacon may be replayed or delayed or the timestamp is forged by an

internal attacker.

If all the above tests pass, node 7 then adjusts its local clock using the authenticated beacon
(j — 1) and (j — 2). Note that beacon j cannot be used for clock adjustment until its integrity
is verified. In SSTSP each node i has two clocks: an original clock and an adjusted clock. The
original clock is the hardware clock of the node, e.g. a 64-bit counter with the resolution of 1us
in the IEEE 802.11 standard. The adjusted clock takes t;, the time of the original clock as input

and adjusts its value ¢;(¢;) according to the following relation:
cilt) =k st;+0 j=1,2-- (A1)

Our objective is to synchronize the adjusted clocks of all the nodes in the network by repeatedly
adjusting k:f and bg (k:f =1, bg = 0 if j < 2) at each node when receiving the beacon in the ;%
BP from the reference node. Compared with IEEE 802.11 TSF, SSTSP has the following desirable

features:

e SSTSP achieves better accuracy than IEEE 802.11 TSF via a more sophisticated adjustment

scheme in which both the offset and the coefficient parameters are adjusted.

e There is no backwards or other uncontinuous leaps in local clock. This feature is important

in some applications. IEEE 802.11 TSF only guarantees that no backwards leaps exist.

The following equations illustrate the clock adjustment of SSTSP:

klj.;l * tg + bgfl = k:f * t{ + bg (A.2)
(™)) = K () b = (] ) (A.3)
tg_l — tg_Q _ (tZer)* - tg_l (A 4)
tslop—tslp (sl ) —tsl) '
(i) = 1t (A.5)

(A.3) follows the argument that the adjusted clock ¢;(¢;) is continuous at tg . (A.4) indicates
that the adjusted clock of node i is expected to converge to the reference clock at the expected
receiving time of the beacon (j+m). Before the convergence, the synchronization error is expected
to decrease monotonously. m (m > 1) is the parameter of aggressiveness. A larger value of m
increases the synchronization latency since the local clock converges slower to the reference node,
while it avoids the synchronization error to be increased significantly when the reference node
changes. (A.5) establishes the relation of the local clock and the adjusted clock of the reference
node based on the linearity of the clocks. As discussed in Section A.3.1, the original clock is
regarded as a linear function of real time within a short period of time. The adjusted clock is
regarded as linear as long as no adjustment occurs during that period of time. (A.5) follows that

the expected emission time of the (j +m) beacon is T7+™. By solving the equations (A.3)-(A.5)
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containing 4 variables k7, b/, (tsié}m )* and (£™)*, we get:

(T7+m — (l-cg_l * tg + bg_l)) * (tsj_l — tsj_2)

K= -1 _ -2 tm _ 41 j-1 W;f gifl )
(& =ty )= (T —ts, ) + (6 —65) = (tsp.p — tS0p)
A o 7 L
Vo= kst ppl - (T — (K] t] + b))+ (ts) o —ts)op) * 1
I = ) b s : — —el o —
’ ’ L (6 =t ) % (Titm —ts) ) + (6] —t]) + (ts] o —ts)op)

By repeatedly updating kf and bg using received beacons from the reference node, the local
adjusted clock of each node i gradually catches up with the pace of the reference clock and the

network is hence synchronized.

A.4.4 Effectiveness of SSTSP

In this section, we provide analytical analysis on the effectiveness of SSTSP by studying the
synchronization error bound of SSTSP. Lemma A.1 shows that regardless of the initial value, the
adjusted clock of 4, ¢;, converges to the adjusted timestamp of the reference node ts,.r, where

tSpef = tref + tp-
Lemma A.1. For any node i, its local adjusted clock, c;, converges to tsyef.

Proof. Please refer to Section A.8.1 for the detailed proof. O

Apply lemma A.1 and |ts,er — tref| < €, it is easy to prove that the maximum synchronization
error is bounded by 2¢, typically 10us.

Lemma A.2 studies the difference between ¢; and ts,.; when the reference node changes.

Lemma A.2. For any node i, let D; and Dj be the difference between c; and ts,cy (ref is the
old reference node) before and after the reference node changes, then D;r <(+2)*D;.

Proof. Please refer to Section A.8.2 for the detailed proof. 0

It is further easy to prove that the synchronization error after the change of the reference node

m—1—3
is bounded by | —— | % syn_err 4+ 2¢ where syn_err is the synchronization error before the

reference node changes. Combining Lemma A.1 and Lemma A.2, we have the following theorem

on the synchronization error of SSTSP:

—-1-3
m‘-Qe—l—Qe.
m

Theorem A.1. The synchronization error of SSTSP o can be bounded by ‘
From the above theorem, we can see that by carefully configuring the parameters, the synchro-

nization of SSTSP can be controlled under 10us.

A.4.5 Traffic and Storage Overhead

In terms of traffic overhead, the number of synchronization beacons emitted in SSTSP is the same
as in TSF, while the size of each beacon increases from 56 bytes (24 bytes of preamble and 32
bytes of data) in T'SF to 92 bytes (assume 128-bit hash values are used) in SSTSP due to the hash
values and the interval index included to secure the beacons.

Besides, each node is required to store its own hash chain. It can either create the hash chain

all at once and store all the elements or only store the last element and compute the new element
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on demand. [7] proposes a hybrid storage efficient mechanism to reduce storage with a small
recomputation penalty: a one-way hash chain with n elements only requires loga(n) storage and
loga2(n) computation to access an element. Each node is also required to buffer temporarily the
synchronization beacons received during last 2 BPs. In most cases 300 — 500 bytes of memory can
meet the requirement. We argue that the storage requirement as well as the increase in the beacon

size is reasonable considering the gain in performance and security that SSTSP achieves.

A.4.6 Security Analysis

Synchronization beacon forgery and alteration: Attackers may attack the synchronization
protocols by forging or modifying synchronization beacons. SSTSP uses the pTESLA scheme to
ensure the integrity and authenticity of the synchronization beacons. This prevents the external
attackers from modifying or forging the synchronization beacons or impersonating the reference
node. A more serious case is when an internal attacker becomes the reference node. In this case,
the guard time check serves as a defense line to decrease the effectiveness of the attacks such that
the attacker can only forge timestamps whose difference with the receiver’s local time is within the
guard time, otherwise the beacons containing incorrect timestamps are rejected. We argue that
the impact of this attack is limited in that all nodes are synchronized to a virtual clock that may
be slightly different to the real clock of the reference node. However, the internal attacker cannot

desynchronize the network.

Synchronization beacon replay and relay: Attackers may replay the out-of-date synchro-
nization beacons to deliberately magnify the offset of the time declared in the replayed message and
actual time. As a more delicate version of replay attacks, an attacker may firstly jam the channel
between the reference node and the victim node A, then delay the synchronization beacons from the
reference node and relay it to A later to make A incorrectly estimate the time of the reference node
(This attack is referred to as pulse-delay attack in [GvHS05]). The “clock drift check” can thwart
these attacks. The argument is that in most cases (I < 4), if the beacon is replayed or relayed,
since the attacker cannot receive and emit at the same time, we have |tsf; of — ci(tg )| > Theacon > 0,
where Thecon is the transmission time of a beacon including the header and preamble (note that
transmitting only the short preamble requires 96us in IEEE 802.11b, even in IEEE 802.11g ERP-
OFDM, we have Theqeon = 50.7us > 0). Even in extreme cases where [ > 4, we can add a number
of bits as padding in the beacons (the padding is also included as the HMAC input) to counter the
replay or relay attacks such that after padding, we have Tyeqcon > 6.

Deny of Service: Besides the efforts to violate the proper behavior of the synchronization
procedure, attackers can disturb the transmission of synchronization beacons at the beginning of
each BP or simply generate a massive amount of messages to jam the wireless channel, impeding the
traffic including the transmission of time synchronization beacons. Jamming attacks are beyond

the scope of our discussion. Actually under jamming attacks all communications in the network
are disabled.

A.4.7 Performance Analysis

In this section, we analyze the influence of the following factors on the synchronization protocols.
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e Medium access delay: the waiting time at MAC layer before accessing the channel. This
delay is non-deterministic in nature ranging from a few microseconds to a few minutes. In
SSTSP, timestamping the beacons below MAC layer removes this delay, the most significant

factor in the synchronization process.

e Beacon transmission delay: time taken in transmitting the beacon bit-by-bit at the radio
of the sender node. This delay is hundreds of microseconds and deterministic in nature
depending on the beacon size and the radio speed. [SV04] shows that the beacon transmission
delay only adds a few nanoseconds to the synchronization error. Its influence can be annulled

by taking into account the delay when adjusting the local clock.

e Beacon propagation delay: time over the wireless link between the sender and receiver node.

This delay is typically less than 1us.

A.4.8 Simulation Study

We further evaluate the performance of SSTSP by simulation. We set the relative clock frequency
with respect to real time uniformly distributed in the range of [1 — 0.01%, 1 + 0.01%], which is the
worst clock accuracy allowed by the 802.11 standards. We run the simulation for 1000s for OFDM
system with bit-rate of 54Mbps: w = 30, BP = 0.1s, [ = 1, the number of nodes N = 100 — 500
and the beacon length is 4 slot time. We also set the packet error rate to be 0.01%. We let 5% of
the stations leave at BP k% 200s ( k£ > 1 ). They return after 50s. In order to simulate the impact

of changing the reference node, we let the reference node leave at 300s, 500s and 800s.
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Figure A.2: Maximum clock difference: IEEEFigure A.3: Maximum clock difference: IEEE
802.11 TSF, 100 nodes 802.11 TSF, 300 nodes

IEEE 802.11 TSF: Figure A.2 and Figure A.3 show the maximum clock drift of IEEE 802.11
TSF in the network of 100 and 300 nodes. We can see the scalability problem due to the fastest

node asynchronization and the beacon collision problem discussed in Section A.2.

SSTSP: Figure A.4 and Figure A.5 show the maximum clock drift of SSTSP in the network of
500 nodes with m=4 and m=1. We can see that SSTSP significantly outperforms IEEE 802.11
TSF by achieving a very precise synchronization with the maximum clock difference below 15us

after the protocol stabilizes, which is among the best results of currently proposed solutions (see
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SSTSP, N=500, m=4 —+— SSTSP, N=500, m=1 —+—
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Figure A.4: Maximum clock difference: SSTSP,Figure A.5: Maximum clock difference: SSTSP,
500 nodes, m = 4 500 nodes, m =1

[ZLO05], [SCS04] for their detailed results). Comparing the two figures, we can see that a larger
m achieves better performance when the reference node changes. Table A.2 studies the maximum
clock difference of different m. We suggest to choose m = 2 or 3 to reach a better tradeoff between

synchronization accuracy and synchronization latency.

Maximum clock difference

12us
Tus
6Ls
6Ls
6us

o wo|—3

Table A.2: Maximum clock difference Vs m

Performance under attacks: We also simulate IEEE 802.11 TSF and SSTSP in a hostile
environment where an attacker attacks the synchronization protocols during 400s to 600s. The
attacker attacks by deliberately sending the synchronization beacons at each BP without delay
with an erroneous time value slower than its local clock. We carefully configure the erroneous
time values such that they can pass the guard time check in SSTSP. Figure A.6 and Figure A.7
show the synchronization error of IEEE 802.11 TSF and SSTSP under the above attack. The
synchronization error of IEEE 802.11 TSF uprises to 20000us during the attack. The attacker
always wins the contentions thus disabling the fast nodes from emitting beacons. Other protocols
improving IEEE 802.11 TSF are also vulnerable to the attack because they depend on the fast
nodes to spread the timing information. However, in SSTSP the attacker cannot desynchronize

the network even though it manages to become the reference.

A.5 Multi-hop Secure Time Synchronization Procedure

In the rest of the chapter we consider a more challenging task, secure and scalable time synchroniza-
tion in multi-hop ad hoc networks. Compared with many existing synchronization protocols that
form a synchronization tree in the network, our secure multi-hop time synchronization procedure

(MSTSP) is fully distributed and server-less. The synchronization is done only locally, without
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a global synchronization leader. This feature makes MSTSP robust to topology change and link

failure, which happen frequently in multi-hop mobile ad hoc networks.

A.5.1 Overview

In MSTSP, we extend SSTSP, our secure synchronization mechanism for single-hop networks pre-
sented in Section A.4, to multi-hop networks by fulfilling the following two tasks:

First, we divide the multi-hop network into single-hop clusters by running SSTSP. The clusters
are thus automatically formed and are overlapped by nature. A random delay is added before
each synchronization beacon emission to avoid the collision with the beacon emission of neighbor
clusters. The intra-cluster synchronization is achieved by SSTSP and each node in the overlapping
area randomly chooses the cluster reference node as its reference node and synchronizes to it before
it moves out of the transmission range.

We then synchronize all cluster reference nodes to achieve network-wide synchronization. We
base our design on the topology redundancy, an intrinsic nature of ad hoc networks that can
provide certain level of tolerance to potential attacks. More specifically, we make use of nodes in
the overlapping area that belong to more than one clusters (we refer to them as bridge nodes)
to relay timestamps among the cluster reference nodes. After collecting the timestamps of the
neighbor cluster reference nodes, each cluster reference node synchronizes itself to the fastest
neighbor cluster reference node. We take the advantage of the redundancy of ad hoc networks to
secure the inter-cluster or network-wide synchronization. In MSTSP, the time partitioning problem
is avoided by the periodical exchange of time information among neighbor clusters. As a result,
the network synchronizes to the fastest cluster reference node.

We give a simple motivating example to illustrate the time synchronization between 2 neighbor
cluster reference nodes in MSTSP. Consider Figure A.5.1 where node r; and 79 are two neighbor
cluster reference nodes with 3 bridge nodes A, B and C in the overlapping area. Assume 7
needs to synchronize to ry because its clock is slower than that of r5. Suppose A receives the
synchronization beacons from 71, ro at original time ¢, {5 containing timestamps 77, T». 71 can
estimate the time difference between its adjusted clock and that of r9 using the original time of A
as reference: At1g = (Ty —ta) — (11 — t1).

Two points worth further explanation: (1) the adjusted clock of A cannot be used as reference
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Figure A.8: Inter-cluster synchronization

because it may be adjusted between ¢; and ty. (2) actually Atjo is measured in local original clock

of A, the real time difference measured in the adjusted clock of 71 is At}, = k{&Atlg. We have
PA

|At,,— Atyo] = |(K1 2L —1)At15]. Given that kI ~ 1, 2L ~ 1 and Aty is in order of 101 — 102y, we
can ignore the diﬂ'er/éflce between At}, and Atjs and use Atyy as the estimation of time difference
since At}, cannot be calculated without the knowledge of p4 and p;.

To ensure the integrity of the time values t1, ta, 71, T2, A puts them in the t_ex (time exchange)
message: < SBi,t1,S5Bo,ts, hz_j(t,ex), hz_jH(SA) >, where SBi, SBy are received synchroniza-
tion beacons from rq, 7o containing 77, Tb, hz_j (t_ex) is the HMAC outputs applied to the message
with the Hash chain element of A corresponding to current time interval as key, hz_j +1(8 A) is the
disclosed key for last time interval.

It is possible that A is compromised and thus may forge t; and ts. To counter this attack,
ry estimates Aty via different bridge nodes A, B, C. ry then eliminates the biased values and
sets At1s to the mean of the rest unbiased values. As a result, if only one of the three nodes
is compromised, its impact on the synchronization can be removed. To avoid the collision of
t_ex message transmission, each bridge node should desynchronize its t_ex emission (e.g., at time
To + n* BP + BP/2 + d, where d is randomly chosen in [0, dnqez]). To make MSTSP adaptive to
ad hoc networks of different density, each bridge node emits t_ex messages with a pre-configured
probability Ps.

A.5.2 MSTSP

Based on the above analysis, we add the following mechanisms to extend SSTSP to multi-hop

networks and build our multi-hop secure time synchronization procedure (MSTSP).

e The reference nodes wait a random delay in the range [0, w] x aSlotTime before emitting the
synchronization beacon at each BP to avoid the collision with the reference nodes in neighbor
clusters. If a synchronization beacon is heard during the waiting time, the node stop the

pending beacon transmission and synchronizes itself to the sender of the beacon.

e We define a parameter P; for the bridge nodes as the probability of transmitting the t_ex
message in each BP. P; depends on the density of the network and a larger value of P;
increases the robustness of MSTSP to internal attacks at the price of higher traffic overhead.
Each bridge node b picks a random number rand from [0, 1] in each BP and compares rand
with Ps. If rand < Ps, it transmits t_ex containing all the synchronization beacons received

from the cluster reference nodes during the last BP as well as the timestamps of the local
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original time when it receives them.
t_ex :< SB1,t1,SBo, to, ...,SBn,tn,hg_j(t,e:c),hz_jﬂ(sb) >

Where SB; is the synchronization beacon emitted by the cluster reference node 4, ¢; is the
local original time when receiving SB; containing timestamp 75, h;}_j (t_ex) is the HMAC
applied to the whole message with the Hash chain element of b corresponding to current
time interval as key, hz_j +1(3b) is the disclosed key used in last interval. The transmission is
scheduled at Ty +n* BP + BP/2+ d to asynchronize the transmission of other bridge nodes,

where d is randomly chosen in [0, dynaz]-

If a bridge node detects that the difference between any two reference nodes ¢ and j is
beyond certain threshold by checking |(T; —t;) — (Tj — t;)| > 28Apmaez BP (5 is the tolerant
coefficient slightly greater than 1), it notifies other nodes by flooding an signed alert with
received beacons as proof. If multiple bridge nodes detect the abnormal difference, the

synchronization process is re-initiated.

e Each cluster reference node A collects the synchronization beacons of the neighbor cluster
reference nodes via bridge nodes and synchronizes itself to the fastest neighbor reference node

by performing the following operations:

1. For the bridge nodes that send t_ex message in both current BP and last BP, A uses
the disclosed keys in t_ex messages received in current BP to verify the authenticity
and integrity of the t_ex messages received in last BP. Moreover, since the received
t_ex messages contain the beacons of neighbor cluster reference nodes, A can use the
disclosed keys in the beacons contained in t_ex messages received in current BP to verify
the beacons contained in t_ex messages received in last BP. Note that A cannot directly
get the disclosed keys of its neighbor cluster reference nodes since A cannot hear them.
However, A can obtain them via bridge nodes in that the synchronization beacons are
included in the t_ex messages. By doing so, A thus collect a number of verified t_ex

message containing verified beacons sent by neighbor cluster reference nodes.

2. A then uses the timestamps in these verified messages to synchronize its local adjusted
clock to the adjusted clock of the fastest cluster reference node as illustrated in the
example. To this end, A collects all the timestamps in the verified t_ex messages con-
taining verified synchronization beacons among which 77, t;, T4y, t;:‘ are respectively the
timestamp in the beacon of the cluster reference r, the original time when the bridge
node b receives the beacon from r, the timestamp in the beacon of A, the original time
when b receives the beacon from A. A then computes Aty = (T, —t}) — (T4 — t{') which
indicates the approximate time difference between A and r in last BP estimated via b.
By collecting the time difference At? from different bridge nodes b and eliminating the
outliers, A thus obtains the estimated time difference with r, At, by averaging them. A
then picks At* = maz(At,), the largest value from the time differences with all neighbor
cluster reference node r and adds At* to its original clock t4 and adjusted clock c4 if
At* > 0.

In the following lemma, we show that in the stablized case, SSTSP is applicable in MSTSP to

achieve intra-cluster synchronization.
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Lemma A.3. SSTSP is applicable in MSTSP to achieve intra-cluster synchronization in the sta-

blized case.

Proof. Please refer to Section A.8.3 for the detailed proof. O

Based on lemma A.3, we have the following result on the effectiveness of MSTSP

Theorem A.2. In stablized cases, the time synchronization error of MSTSP can be bounded by
2NBPAp,, .. +2¢, where N is the upper bound of the synchronization route (in number of hops)

mentioned in Lemma A.3, Apy,q, = maz(p; — p;) ~ 1076,

Proof. Please refer to Section A.8.4 for the detailed proof. O

A.5.3 Security Analysis

In section A.4.6, we have performed the security analysis of SSTSP, showing that SSTSP is power-
ful enough to prevent single-hop networks or clusters from being desynchronized by both malicious
external and internal attackers. In this section we focus on the attack resistance of inter-cluster
synchronization in MSTSP to internal attacks. As attack examples, an internal attacker may forge
t_ex messages with incorrect receiving time values of the synchronization beacons from correspon-
dent cluster reference nodes to desynchronize them. Two attackers may collaborate to wormwhole
a cluster reference synchronization beacon to another cluster reference node far away. As another
example, when becoming cluster reference node, an internal attacker may refuse to synchronize to
its neighbor cluster reference node even the latter is fastest. MSTSP provides two defense lines to

ensure the inter-cluster synchronization against these malicious attacks:

e MSTSP takes the advantage of the topology redundancy of ad hoc networks to provide
multiple synchronization paths via different bridge nodes to thwart the attacks to inter-

cluster synchronization.

e The compromised or desynchronized cluster reference nodes can be detected by the bridge
nodes by emitting alert messages when they detect that the clock difference is beyond the

threshold. The synchronization procedure is then re-initiated.

In our approach, a collision of Hash chain elements may cause a security flaw that two or more
nodes share their keys to secure their synchronization beacons. If one of them are malicious, it
can impersonate others without being detected. Hereby we perform an analysis on the collision
probability P.: let A be the number of Hash chain elements in the element space, for m-bit Hash
chains, A = 2™; let N be the number of nodes in the network; let n be the length of the hash
chains; let M be the total number of Hash chain elements, M = N % n. We thus have

C’%*M!_l Al
AM (A— M)IAM

A A () 0) ()

M— 1M (M —1)2\ M2
< 1—(1— 1 ) ~1—<1—A>~A(M<<A)

P. = 1— Prob (no collision) =1 —

Using 128-bit Hash chains in an ad hoc network of 1000 nodes using Hash chain containing 106

elements, we have P, < 10728, which can be regarded as negligible.
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A.5.4 Performance Evaluation

We evaluate MSTSP by NS-2. The clock parameters and the SSTSP parameters are the same as
those in Section A.4.8. The number of mobile nodes is 200 unless specifically stated. Each of them
is randomly located in a 1000m x 1000m field with a transmission range of 250m. All nodes move
according to the random way-point model with maximum speed 5m/s with the pause time 50s.
P; is set to 0.6 unless specifically stated. We measure 3 metrics to evaluate the performance of

MSTSP: maximum synchronization error, traffic overhead and synchronization latency.

Maximum synchronization error: IEEE 802.11 TSF is not scalable for multi-hop ad hoc
networks. In the network of 200 nodes, the maximum synchronization error is already nearly
600us (Figure A.9). In contrast, MSTSP shows much better performance. As shown in Figure
A.10 and Table 3, the maximum synchronization error of MSTSP is about 61lus in the same
scenario. We further vary the network size and simulate MSTSP in these configurations. The
result is shown in Table 3. The average synchronization error of MSTSP is 30us-50us. ASP is
reported to achieve 100us-200us in terms of synchronization error. The average synchronization
error of the mechanism proposed in [RK04] ranges from 50us to 200us depending on the network
size and other parameters. To our knowledge, the accuracy of MSTSP is among the best of

currently proposed solutions.
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Number of nodes | Maximum synchronization error | Average synchronization error
100 LY 3lus
200 61us 3618
500 83 s 49us

Table A.3: Synchronization error: MSTSP

Traffic overhead: Traffic overhead is a crucial issue for time synchronization protocols in re-
source constrained environments. Some traditional synchronization mechanisms require each node
to diffuse its local time values each synchronization period, resulting o(n?) traffic overhead. IEEE
802.11 TSF is very efficient in traffic cost, but its synchronization error in multi-hop ad hoc net-

works may uprise unboundedly. Figure A.11 shows the traffic overhead (number of synchronization
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beacons plus t_ex messages transmitted each BP) of MSTSP as P, ranges from 0 to 1. When Py = 0,
no synchronization beacon is relayed in t_ex messages, the traffic overhead equals to that of IEEE
802.11 TSF. When P, = 1, all the bridge nodes relay the synchronization beacons in their t_ex
messages. MSTSP is significantly more efficient than traditional approaches. Compared with IEEE
802.11 TSF (Ps = 0), MSTSP generates 2-5 times more overhead when Py ranges from 0.3-0.7.
We argue that the overhead of MSTSP is acceptable considering the improvement of performance

in terms of synchronization precision and synchronization latency.
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Figure A.11: Traffic overhead, MSTSP, 200 nodes Figure A.12: Maximum synchronization error,
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Synchronization latency: In order to simulate the synchronization latency of MSTSP, we at-
tribute an initial clock offset between [-200us, 200us] to each node and measure the time between
the beginning of the simulation and the time when the maximum synchronization error decreases
under 100us. The result shows that with 100, 200 and 500 nodes in the network, the synchro-
nization latency is under 10us. Besides, once the network is synchronized, MSTSP shows good

stability without abrupt peaks in the maximum synchronization error as in IEEE 802.11 TSF.

Performance under attacks: Finally we study the performance of MSTSP in a hostile environ-
ment where 10% of nodes are compromised and forge the receiving time values in the t_ex messages
they emit when becoming bridge nodes. Figure A.12 shows the maximum synchronization error
of the rest 90% nodes with P; = 0.6. We can see that with a proper Py value, MSTSP can main-
tain the network synchronized even in hostile environments under malicious attacks. However, as
discussed earlier in the chapter, such attacks may cause detrimental effect on the performance of

IEEE 802.11 TSF and other insecure synchronization protocols.

A.6 Discussion

It is interesting that our approach uses uTESLA to secure the synchronization process while
uTESLA itself requires a loose synchronization. It is not contradictory in that the bootstrapping
phase allow the new arriver to acquire initial synchronization and enables the application of one-
way hash chains to secure the time synchronization procedure in the synchronization phase. Once
the hash chain scheme is established and the synchronization is secured, we can continue to use the

hash chain scheme based on the synchronized time to further maintain the time synchronization.
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In this chapter, we focus on detecting malicious attacks and preventing the network from
being desynchronized by malicious nodes using erroneous time values. However, we do not provide
recovery mechanisms when an attack is detected. We do not address how to eliminate the attackers
either. We leave them for our future work.

In our approach, the key chain may be used up quickly. In this case, nodes need to re-issue
new hash chains for yTESLA. To achieve this, nodes can broadcast the authenticated last element
of the new hash chain to be used when the current chain is to be used up within a few time
intervals. Better mechanisms include using 2-dimensional hash chain or interleaved hash chain to
achieve seamless hash chain renewal. [Jak02] addresses the hash chain renewal issue by proposing

the infinite hash chain scheme.

A.7 Conclusion

In this chapter, we address the security and the scalability problems of time synchronization
protocols in ad hoc networks. For single-hop ad hoc networks, we propose SSTSP, a scalable
and secure time synchronization procedure that significantly improves the performance of IEEE
802.11 TSF. We base SSTSP on one-way Hash chain, a lightweight mechanism to ensure the
authenticity and the integrity of the synchronization beacons. The “clock drift check” is proposed
to counter replay/delay attacks. We then extend our efforts to the multi-hop case. We propose
MSTSP, a secure and scalable time synchronization mechanism based on SSTSP for multi-hop
ad hoc networks. In MSTSP, the multi-hop network is automatically divided into single-hop
clusters. The secure intra-cluster synchronization is achieved by SSTSP and the secure inter-cluster
synchronization is achieved by exchanging synchronization beacons among cluster reference nodes
via bridge nodes. The proposed synchronization mechanisms are fully distributed without a global
synchronization leader. We further perform analytical studies and simulations on the proposed
approaches. The results show that SSTSP can synchronize single-hop networks with the maximum
synchronization error under 20us and MSTSP 55us-85us for multi-hop networks, which are, to the
best of our knowledge, among the best results of currently proposed solutions for single-hop and
multi-hop ad hoc networks. Meanwhile, our approaches can maintain the network synchronized

even in hostile environments.

A.8 Proofs

This section completes the detailed proofs omitted from the main text.

A.8.1 Proof of Lemma A.1

Let D} be the difference between ¢;(¢}') and s, ¢ when receiving the n'" beacon, i.e.,
(2

D} = ¢(t) — tSyef

Let (n + q) * BP + dy14 be the time when the reference node emits the (n + ¢) beacon (¢ > 1),

where d,, 44 is the time elapsed between the scheduled emission time of the beacon and its actual
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emission time. The timestamp in the beacon is adjusted at node 7 by adding ¢, to tsfe';q:

tsf;}q =(n+q)* BP+dpiq+1tp

By (A.4) we have:

K (875 0 = (8™ = (n+m) « BP +t, (A.6)

Apply (A.1) at ¢} and t?“ we get:

G(tl) = kst +b' = tsfef + D} =n*xBP +d, +t,+ Dy (A7)
(i) = kst 4 bf =t + DI = (n+ 1)« BP +dpy1 +t,+ DT (A8)

By the linearity of the clock we have:

* 1
(e - @ty -t (A.9)
() — tsh, (tsg:fm)* — ts;:;l

Combining (A.6)—(A.9), we get:

DT wenrd, <\ BB

7

D?+1_(m_1)*BP_dﬂ+1<{m*BdP—d m=1

where d = max(d;), (j > 1). Recursively we get:

Dn

)

+ d _
D™ <{ Gmpp=a)? m=1

Given any synchronization error threshold A and D7, after [log( 4 5] BPs (if m = 1) or
m*xBP—d i
A

[log (m-1)+BP £yw) BPs (if m > 1), the difference between the local adjusted clock of node i and the
(m*BP—d)

clock of the reference node will drop below the threshold. The adjusted clock thus converges to

tSpef-

A.8.2 Proof of Lemma A.2

It takes (I+3) BPs before node i can re-adjust its local clock to the new reference clock: during the
first (I + 1) BPs, the new reference node is elected via contention; during the following two BPs,
each node validates the timestamp sent by the new reference node in previous BP and gets enough
validated timestamps to adjust its local clock. Let t:,‘ef = n x BP + d,, be the time when the
last beacon is emitted by the old reference node. The beacon is received by ¢ at local unadjusted
time ¢}'. The difference between ¢;(t}') and ts,, is D; . Let t:}:}”s =(n+14+3)«BP +dyi13
be the local time of the old reference node when the new reference node emits its beacon in the
(I 4 3)!* BP with which node i begins to adjust its local clock to the new reference clock. The

t?+l+3) and tsf;}HS is D;f. Between tsy.; and tsﬁz}l”, the synchronization

difference between ¢;(
error cannot be controlled since no adjustment is done during this period. After tsf:;c“rg all the

nodes synchronize to the new reference node, and the synchronization error decreases. We prove

3d,, is defined the same as in lemma A.1.
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in the following that D;" < (I 4 2)* D; .
By (A.4) we get:

K (80 0 = (87 = (n+m) « BP + t, (A.10)

Apply (A.1) at ¢} and t?+l+3 we get:
ci(ty) = ki« + b =ts;.; + Dy =n*BP +dn, +t,+D; (A1)
ci(tiT8) = ks P b = 1575+ DY = (n+143) « BP + dpyis +tp + D (A12)

By the linearity of the clock we have:

l
(tzmrm)* _ t? _ (t?+m)* _ t?+ +3 (A.13)
(tsyag™)" —tsiey (tsyay™ ) —tsyay

Combining (A.10)—(A.13), we get

Dif  (m—1-3)BP —dnyiy3

2

D mBP — d,

(2

Note that dy, dp+1+3 << BP, we have

D m—1—3
A 1
o= o)

We can see from the proof that the optimal value of m in terms of the performance when the
reference node changes is [ + 3 in that the adjusted clock of each node is expected to converge to
the same time when a new round of synchronization begins. Even in the worst case where m = 1,
Dj" can be bounded by (I +2) * D; .

A.8.3 Proof of Lemma A.3

In the stablized case, each cluster reference node A synchronizes via a synchronization route com-

posed of a suite of cluster reference nodes to the fastest cluster reference node ry,:
Au 1,72y ..y Tn—1,Tn

On this route, r;—1 adjusts its clock once each BP according to the timestamps in the beacons
emitted by 7;. Since the local adjusted clock of r,, can be regarded as linear in that no adjustment
is performed at the fastest cluster reference node in MSTSP, the adjusted clock of r,_; can be
regarded as linear because 7,-1 adjusts its clock c¢,—1 by adding approximately the same time
difference (p), — p!,_;) * BP in each BP.

Recursively we can prove that the local adjusted time of A, ¢4, can be regarded as linear. This
makes (A.5) hold and justifies that SSTSP can be applied in the multi-hop case for intra-cluster
time synchronization.

In reality, the mobility of the nodes and the dynamic nature of clusters increase the synchro-

nization error of intra-cluster in a multi-hop network.
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A.8.4 Proof of Theorem A.2

We consider node ¢ who synchronizes via a synchronization route R to the fastest cluster reference
node ry,:
1,72, s Tn—1,Tn IS’HSN—Fl

In an m-hop ad hoc network, we have N ~ O(m). We now study the synchronization error
between two reference nodes in neighbor clusters 7;, rj41. According to MSTSP, in the k" BP, Tj
receives the synchronization beacon of r;; via bridge nodes containing the disclosed hash element
with which it checks the integrity and authenticity of the beacon sent by 7,41 in the (k — 1)!* BP
and adjusts its clock accordingly, thus the difference of the adjusted clock of 7; and r;y1 can be
bounded by 2BPAp) . ..

lcj(t) = cjr1(t)] < 2BPApyq,

Recursively we get
e1(t) = ca()] < 2nBPAp,,

Since 7, is the fastest reference nodes, we have
0<ci(t) —cn(t) < 2nBPAp,, ..
Apply Lemma A.1, we have
lei(t) —c1(t)] < e

It follows that
2MBPApl, — € < ¢i(t) — ca(t) < 2nBPAp,,.. + ¢

which holds for each node in the network. For any two nodes A and B, applying the above

inequality leads to
lea(t) — cg(t)] < 2NBPAp,, .. + 2¢
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