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Abstract

Concurrent Constraint Programming (CCP) [Saraswat 1993] is a formalism for concurrency
in which agents (processes) interact with one another by telling (adding) and asking (read-
ing) information represented as constraints in a shared medium (the store). Temporal Con-
current Constraint Programming (tcc) extends CCP by allowing agents to be constrained
by time conditions. This dissertation studies temporal CCP as a model of concurrency for
mobile, timed reactive systems. The study is conducted by developing a process calculus
called utcc, Universal Temporal CCP. The thesis is that utcc is a model for concurrency
where behavioral and declarative reasoning techniques coexist coherently, thus allowing for
the specification and verification of mobile reactive systems in emergent application areas.

The utcc calculus generalizes tcc [Saraswat 1994], a temporal CCP model of reactive
synchronous programming, with the ability to express mobility. Here mobility is under-
stood as communication of private names as typically done for mobile systems and security
protocols. The utcc calculus introduces parametric ask operations called abstractions that
behave as persistent parametric asks during a time-interval but may disappear afterwards.
The applicability of the calculus is shown in several domains of Computer Science. Namely,
decidability of Pnueli’s First-order Temporal Logic, closure-operator semantic character-
ization of security protocols, semantics of a Service-Oriented Computing language, and
modeling of Dynamic Multimedia-Interaction systems.

The utcc calculus is endowed with an operational semantics and then with a symbolic
semantics to deal with problematic operational aspects involving infinitely many substitu-
tions and divergent internal computations. The novelty of the symbolic semantics is to use
temporal constraints to represent finitely infinitely-many substitutions.

In the tradition of CCP-based languages, utcc is a declarative model for concurrency.
It is shown that utcc processes can be seen, at the same time, as computing agents and as
logic formulae in the Pnueli’s First-order Linear-time Temporal Logic (FLTL) [Manna 1991].
More precisely, the outputs of a process correspond to the formulae entailed by its FLTL
representation.

The above-mentioned FLTL characterization is here used to prove an insightful decid-
ability result for Monadic FLTL. To do this, it is proven that in contrast to tcc, utcc is
Turing-powerful by encoding Minsky machines [Minsky 1967]. The encoding uses a simple
decidable constraint system involving only monadic predicates and no equality nor function
symbols. The importance of using such a constraint system is that it allows for using the
underlying theory of utcc to prove the undecidability of the validity problem for monadic
FLTL without function symbols nor equality. In fact, it is shown that this fragment of FLTL
is incomplete (its set of tautologies is not recursively enumerable). This result refutes a de-
cidability conjecture for FLTL from a previous work. It also justifies the restriction imposed
in previous decidability results on the quantification of flexible-variables. This dissertation
then fills a gap on the decidability study of monadic FLTL.

Similarly to tcc, utcc processes can be semantically characterized as partial closure
operators. Because of the additional technical difficulties posed by utcc, the codomain of
the closure operators is more involved than that for tcc. Namely, processes are mapped
into sequences of future-free temporal formulae rather than sequences of basic constraints
as in tcc. This representation is shown to be fully abstract with respect to the input-output
behavior of processes for a meaningful fragment of the calculus. This shows that mobility
can be captured as closure operators over an underlying constraint system.

As a compelling application of the semantic study of utcc, this dissertation gives a
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closure operator semantics to a language for security protocols. This language arises as a
specialization of utcc with a particular cryptographic constraint systems. This brings new
semantic insights into the modeling and verification of security protocols.

The utcc calculus is also used in this dissertation to give an alternative interpretation
of the m-based language defined by Honda, Vasconcelos and Kubo (HVK) for structuring
communications [Honda 1998]. The encoding of HVK into utcc is straightforwardly extended
to explicitly model information on session duration, allows for declarative preconditions
within session establishment constructs, and features a construct for session abortion. Then,
a richer language for the analysis of sessions is defined where time can be explicitly modeled.
Additionally, relying on the above-mentioned interpretation of utcc processes as FLTL
formulae, reachability analysis of sessions can be characterized as FLTL entailment.

It is also illustrated that the utcc calculus allows for the modeling of dynamic multi-
media interaction systems. The notion of constraints as partial information neatly defines
temporal relations between interactive agents or events. Furthermore, mobility in utcc
allows for the specification of more flexible and expressive systems in this setting, thus
broadening the interaction mechanisms available in previous models.

Finally, this dissertation proposes a general semantic framework for the data flow anal-
ysis of utcc and tcc programs by abstract interpretation techniques [Cousot 1979]. The
concrete and abstract semantics are compositional reducing the complexity of data flow
analyses. Furthermore, the abstract semantics is parametric with respect to the abstract
domain and allows for reusing the most popular abstract domains previously defined for
logic programming. Particularly, a groundness analysis is developed and used in the verifi-
cation of a simple reactive systems. The abstract semantics allows also to efficiently exhibit
a secrecy flaw in a security protocol modeled in utcc.

Keywords: Concurrent Constraint Based Calculi, Denotational Semantics, Symbolic
Semantics, Security Protocols, First-Order Linear-Time Temporal Logic.



CHAPTER 1

Introduction

Nowadays concurrent and mobile systems are ubiquitous in several domains and appli-
cations. They pervade different areas in science (e.g. biological and chemical systems),
engineering (e.g., security protocols and mobile and service oriented computing) and even
the arts (e.g. tools for multimedia interaction).

In general, concurrent systems exhibit complex forms of interaction, not only among
their internal components, but also with the surrounding environment. When mobility is
also considered, an additional burden one has to deal with is the fact that the internal
configuration and communication structure of the system evolve while interacting.

A legitimate challenge is then to provide computational models allowing to understand
the nature and the behavior of such complex systems as the observation of the evolution
and interaction of their components.

As an answer to this challenge, process calculi such as CCS [Milner 1989, the 7-calculus
[Milner 1999, Sangiorgi 2001] and CSP [Hoare 1985] among several others have arisen as
mathematical formalisms to model and reason about concurrent systems. They treat con-
current processes much like the A-calculus treats computable functions. They then provide
a language in which the structure of terms represents the structure of processes together
with an operational semantics to represent computational steps.

Arguably, the m-calculus [Milner 1999, Milner 1992b, Sangiorgi 2001] is one of the most
notable and simple computational models to describe concurrent and mobile systems. In
this model, mobility is understood as generation and communication of private names or
links. Roughly speaking, processes in the w-calculus interact by creating, and synchronously
sending and receiving communications names (or links). Thus, one can see that the pro-
cesses evolve changing their communication structure during computation.

As an alternative to models for concurrency based on the m-calculus, Concurrent Con-
straint Programming (CCP) [Saraswat 1993] has emerged as a model for concurrency that
combines the traditional operational view of process calculi with a declarative one based
upon logic. This combination allows CCP to benefit from the large body of reasoning
techniques of both process calculi and logic. In fact, CCP has successfully been used in
the modelling and verification of several concurrent scenarios: E.g., timed, reactive and
stochastic systems. See e.g., [Saraswat 1993, Saraswat 1994, Nielsen 2002a, Buscemi 2007,
Gupta 1996a, Hildebrandt 2009, Rueda 2004, Olarte 2008a, Bortolussi 2008].

Agents in CCP interact with each other by telling and asking information represented
as constraints (e.g, x > 42) in a global store. The type of constraints (i.e. basic constructs)
is not fixed but parametric in an underlying constraint system defining the vocabulary of
assertions the processes can use [Saraswat 1993] .

The basic constructs in CCP are the process tell(c) adding the constraint ¢ to the store,
thus making it available to the other processes; and the positive ask when ¢ do P querying
if the current store is strong enough to entail the guard c; if so, it behaves like P. Otherwise
it remains blocked until more information is added to entail the constraint c. This way, ask
processes define a synchronization mechanism based on entailment of constraints.

Apart from the above mentioned operations, and similarly to most process calculi, CCP
languages feature constructs for information hiding and parallel composition: The process
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(localz) P declares a private variable = for P. The process P || @ stands for the parallel
execution of P and () possibly communicating through the shared store.

Interaction of CCP processes is then asynchronous as communication takes place through
the shared store of partial information. Similar to other formalisms, by defining local (or
private) variables, CCP processes specify boundaries in the interface they offer to inter-
act with each other. Once these interfaces are established, there are few mechanisms to
modify them. This is not the case e.g., in the m-calculus where processes can change their
communication patterns by exchanging their private names.

In this dissertation, we aim at developing a theory for a CCP-based model where pro-
cesses may change their interaction mechanisms by communicating their local names, i.e.,
they can exhibit mobile behavior in the sense of the w-calculus.

The novelty of the model we propose relies on two design criteria that distinguish CCP-
based calculi from other formalisms:

(1) Logic correspondence, which provides CCP with a unique declarative view of processes:
processes can be seen, at the same time, as computing agents and logic formulae. This
allows for example for rechability analysis using deduction in logic [Saraswat 1994,
de Boer 1997, Nielsen 2002a].

(2) Determinism, which is the source of CCP’s elegant and simple semantic character-
izations. For example, semantics based on closure operators [Scott 1982], i.e. ex-
tensive, monotonic and idempotent functions, as in [Saraswat 1993, Saraswat 1991,
Saraswat 1994].

This thesis then strives for finding a concurrency model for the specification of mobile
reactive system where logic and behavioral approaches coexist coherently. Doing that, we
bring new reasoning techniques for the modeling and verification of systems in emergent
application areas as we describe below.

Before describing our approach, let us discuss previous studies of mobility in the context
of CCP. Basic CCP is able to specify mobile behavior using logical variables to represent
channels and unification to bind messages to channels [Saraswat 1993|. In this approach,
if two messages are sent through the same channel, they must be equal. In other case an
inconsistency arises. In [Laneve 1992] this problem is solved by using Atomic CCP where
tell(c) adds ¢ to the current store d if ¢ A d is not inconsistent. Here a protocol is required
since messages must compete for a position in a list representing the messages previously
sent. Atomic tells then introduce non-determinism to the calculus since executing or not
tell(c) depends on the current store.

The approach in [Buscemi 2007, Buscemi 2008] combines the CCP model with the name-
passing discipline of the 7-F calculus [Wischik 2005] leading to the cc-pi calculus. In this
setting, CCP processes are allowed to send and receive communication channels by means
of the constructs inherited from 7-F. Nevertheless, the cc-pi calculus is not deterministic
and does not feature a declarative view of processes as formulae in logic.

Mobility can be also modelled in CCP by adding linear parametric ask processes as
done in Linear CCP [Fages 2001, Saraswat 1992]. A parametric ask A(z) can be viewed
as a process when ¢ do P with a variable x declared as a formal parameter. Intuitively,
A(z) may evolve into Ply/z], i.e. P with x replaced by y, if c[y/x] is entailed by the
store. Mobility is exhibited when y is a private variable (link) from some other process.
This extension, however, is non-deterministic: If both c[y/x] and c[z/x] are entailed by the
store, A(z) may evolve to either Ply/z] or P[z/x].
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The above kind of non-determinism can be avoided by extending CCP only with persis-
tent parametric asks following the semantics of the persistent 7-calculus in [Palamidessi 2006].
The idea is that if both c[y/z] and ¢[z/z] are entailed by the store, a persistent A(z) evolves
into A(x) || Ply/x] || P[z/x]. Forcing every ask to be persistent, however, makes the exten-
sion not suitable for modelling typical scenarios where a process stops after performing its
query (e.g., web-services requests).

Our approach is to extend CCP with temporary parametric ask operations. Intuitively,
these operations behave as persistent parametric asks during a time-interval but may dis-
appear afterwards. We do this by generalizing the timed CCP model in [Saraswat 1994].
We call this extension Universal Timed CCP (utcc).

In utcc, like in tcc, time is conceptually divided into time intervals (or time units).
In a particular time interval, a CCP process P gets an input ¢ from the environment,
it executes with this input as the initial store, and when it reaches its resting point, it
outputs the resulting store d to the environment. The resting point determines a residual
process Q which is then executed in the next time interval. The resulting store d is not
automatically transferred to the next time interval. This view of reactive computation
is particularly appropriate for programming reactive systems in the sense of Synchronous
Languages [Berry 1992], i.e., systems that react continuously with the environment at a
rate controlled by the environment such as controllers or signal-processing systems.

The fundamental move in utcc is to replace the tcc ask operation when ¢ do P with
a temporary parametric ask of the form (abs &;c¢) P. This process can be viewed as a
lambda abstraction of the process P on the variables & under the constraint (or with the
guard) c. Intuitively, Q@ = (abs &;c) P executes P[t/Z] in the current time interval for all
the sequences of terms € s.t C[F/ 7] is entailed by the current store. Furthermore, Q) evolves
into skip (representing inaction) after the end of the time unit, i.e. abstractions are not
persistent when passing from one time unit to the next one.

We shall show that the new construct in utcc has a pleasant duality with the local
operator: From a programming language perspective, Z in (localZ;c¢) P can be viewed as
the local variables of P while Z in (abs &;c) P can be viewed as the formal parameters of
P. From a logical perspective, these processes correspond, respectively, to the ezistential
and the universal formulae 3Z(c A Fp) and VZ(c = Fp) where Fp corresponds to P.

In this dissertation we shall also show that the interplay of the local and the abstraction
operator in utcc allows for communication of private names, i.e., mobility as is understood
in the w-calculus. This way, we provide a model for concurrency to specify mobile reactive
systems that complies with the criteria (1) and (2) above. More precisely, we shall show
a strong correspondence between utcc processes and formulae in first-order linear-time
temporal logic [Manna 1991]. Furthermore, utcc being deterministic, allows for an elegant
semantic characterization of processes as closure operators. We shall show that this allows
us to capture compositionally the behavior of processes.

We shall also show that the utcc calculus has interesting applications in meaningful con-
current scenarios in several domains of Computer Science. Namely, decidability of Pnueli’s
First-order Temporal Logic [Manna 1991], closure-operator semantic characterization of se-
curity protocols, semantics of a Service-Oriented Computing languages, and modeling of
Dynamic Multimedia-Interaction systems. We elaborate more on these results next.
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1.1 Contributions and Organization

In what follows we describe the structure of this dissertation and its contributions. Each
chapter concludes with a summary of its content and a discussion about related work.
Frequently used notational conventions and terminology are summarized in the Index.

Chapter 2 [Background]. In this chapter we introduce the basic concepts and
terminology used throughout this dissertation. We briefly describe the Concurrent
Constraint Programming model and the ideas from process calculi, reactive systems
and temporal logics that motivated the development of utcc.

Chapter 3 [Operational Semantics]. In the same lines of tcc [Saraswat 1994,
Nielsen 2002a], we give utcc an operational semantics defined by an internal and an
observable transition relation. The first one describes the evolution of processes during
a time unit. The second one describes how, given an input from the environment,
a process reacts outputting the final store obtained from a finite number of internal
reductions. This way, we define the input-output behavior of processes. Finally, we
show that utcc allows for mobility and it is deterministic.

Chapter 4 [Symbolic Semantics]. Due to the abstraction operator in utcc, some
processes may exhibit infinitely many internal reductions when considering the op-
erational semantics of Chapter 3. We solve this problem by endowing utcc with a
novel symbolic semantics that uses temporal constraints to represent finitely a pos-
sible infinite number of substitutions. This way, we can observe the behavior of
processes exhibiting infinitely many internal reductions. For instance, those arising
in the verification of security protocols where the model of the attacker may gen-
erate an unbound number of messages (constraints). To our knowledge, this is the
first symbolic semantics in concurrency theory using temporal constraints as finite
representations of substitutions.

Chapter 5 [Logic Characterization]. In addition to the usual behavioral tech-
niques from process calculi, CCP enjoys a declarative view of processes based upon
logic. This makes CCP a language suitable for both the specification and implemen-
tation of programs. In this chapter, we show that the utcc calculus is a declarative
model for concurrency. We do this by exhibiting a strong correspondence of utcc and
First-Order Linear-Time Temporal Logic (FLTL) [Manna 1991]. This way, processes
can be seen, at the same time, as computing agents and FLTL formulae. The logic
characterization we propose allows for using well-established techniques from FLTL
for reachability analysis of utcc processes. For instance, we can show if there is a way
to reach a state in a security protocol where an intruder knows a secret, i.e., there is
a secrecy breach.

Chapter 6 [Expressiveness and Decidability of FLTL]. The computational ez-
pressiveness of tcc languages have been thoroughly studied in the literature allowing
for a better understanding of tcc and its relation with other formalisms. In particu-
lar, [Saraswat 1994] and [Valencia 2005] shows that tcc processes can be represented
as finite-state Biichi automata [Buchi 1962] and thus cannot encode Turing-powerful
formalisms. In this chapter we show the full computational expressiveness of utcc
and its compositional correspondence to functional programming: we provide an en-
coding of Minsky machines and the A-calculus into well-terminated utcc processes,
i.e. processes that do not exhibit infinite internal computations. Although both for-
malisms are Turing-equivalent these encodings serve two different purposes. On the
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one hand, the encoding of Minsky machines uses a very simple constraint system: the
monadic fragment without equality nor function symbols of first-order logic. On the
other hand, the encoding of the A-calculus uses instead a polyadic constraint system
but it is compositional unlike that of Minsky machines. This encoding is a significant
application showing how utcc is able to mimic one of the most notable and simple
computational models achieving Turing completeness.

As an application of this expressiveness study, we use the FLTL characterization in
Chapter 5 and the encoding of Minsky machines to prove an insightful (un)decidability
result for Monadic FLTL. We prove the monadic fragment of FLTL without equality
nor function symbols to be strongly incomplete, and then, undecidable its validity
problem. This result clarifies previous decidability results and conjectures in the
literature. This dissertation then fills a gap on the decidability study of monadic
FLTL.

Chapter 7 [Denotational Semantics]. By building on the semantics of tcc in
[Saraswat 1994, Nielsen 2002a], we show that the input-output behavior of utcc pro-
cesses can be characterized as a closure operator. Because of additional technical
difficulties posed by utcc, the codomain of the closure operators is more involved
than that for tcc. Namely, we shall use sequences of future-free temporal formulae
(constraints) rather than sequences of basic constraints as in tcc. Next, we give
a compositional denotational account of this closure-operator characterization. We
show that the denotational model is fully abstract with respect to the symbolic input-
output behavior of processes for a significant fragment of the calculus. This in par-
ticular shows that mobility in utcc can be elegantly represented as closure operators
over some underlying constraint system.

Chapter 8 [Closure Operators for Security]. As a compelling application of the
denotational account of utcc, we shall bring new semantic insights into the modeling
of security protocols. We identify a process language for security protocols that can
be represented as closure operators. This language arises as a parameterization of
utcc with a particular cryptographic constraint systems. We shall argue that the
interpretation of the behavior of protocols as closure operators is a natural one. For
instance, a spy can only produce new information (extensiveness); the more infor-
mation she gets, the more she will infer (monotonicity); and she infers as much as
possible for the information she gets (idempotence). To our knowledge no closure
operator denotational account has previously been given in the context of calculi for
security protocols.

Chapter 9 [Other Applications]. The utcc calculus was not specifically designed
for the modeling and verification of security protocols but to model in general mo-
bile reactive systems. In this chapter we show that utcc has much to offer in the
specification and verification of systems in two emergent application areas.

— Service Oriented Computing. We give an alternative interpretation of the n-
based language defined by Honda, Vasconcelos and Kubo (HVK) for structuring
communications [Honda 1998]. The encoding of HVK into utcc is straightfor-
wardly extended to provide a richer language for the analysis of sessions where
time can be explicitly modeled. Relying on the FLTL characterization of utcc,
we show that it is possible to perform reachability analysis of sessions.

— Multimedia Interaction Systems. As second application domain, we shall
illustrate that the utcc calculus allows for the modeling of dynamic multime-
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dia interaction systems. The notion of constraints as partial information neatly
defines temporal relations between interactive agents or events. Furthermore,
mobility in utcc allows for the specification of more flexible and expressive sys-
tems in this setting, thus broadening the interaction mechanisms available in
previous models.

Chapter 10 [Static Analysis]. In this chapter we propose a semantic framework
for the static analysis of utcc and tcc programs based on abstract interpretation
techniques [Cousot 1977]. The abstract semantics proposed is compositional, thus
allowing us to reduce the complexity of data flow analyses. Furthermore, it effectively
approximates the behavior of utcc programs. The proposed framework is parametric
with respect to the abstract domain and then, different analyses can be performed
by instantiating it. We illustrate how it is possible to reuse abstract domains previ-
ously defined for logic programming to perform, e.g., a groundness analysis of a tcc
program. Furthermore, we make also use of the abstract semantics to automatically
exhibit a secrecy flaw in a security protocol.

Chapter 11 [Concluding Remarks]. This chapter presents an overview of this
dissertation and gives some directions for future work.

1.2 Publications from this Dissertation

Most of the material of this dissertation has been previously reported in the following works.

e Proceedings of conferences.

— C. Olarte and F. Valencia. The Ezxpressivity of Universal Timed CCP: Unde-
cidability of Monadic FLTL and Closure Operators for Security. In Proc of
PPDP’08: 8-19. ACM Press. 2008 [Olarte 2008b].

The main contributions of this paper are included in Chapters 5, 6, 7 and 8.

— Carlos Olarte and Frank D. Valencia. Universal Concurrent Constraint Pro-
graming: Symbolic Semantics and Applications to Security. In Proc. of SAC
2008. ACM Press, 2008.

The main contributions of this paper are included in Chapters 3, 4 and 5.

— M. Falaschi, C. Olarte and C. Palamidessi. A Framework for Abstract Interpre-
tation of Timed Concurrent Constraint Programs. In Proc of PPDP09. ACM
Press. 2009 (To appear) [Falaschi 2009].

The main contributions of this paper are included in Chapter 10.

— M. Falaschi, C. Olarte, C. Palamidessi and F. Valencia. Declarative Diagnosis
of Temporal Concurrent Constraint Programs. In Proc. of ICLP 2007: 271-285.
Springer. 2007 [Falaschi 2007].

The main contributions of this paper are included in Chapter 10.

— Carlos Olarte and Camilo Rueda. A declarative language for dynamic multi-
media interaction systems. In Proc of. MCM’09 (to appear). Springer, 2009
[Olarte 2009b].

The main contributions of this paper are included in Chapter 9.
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ming: Semantics, Logic and Application. Vol. 20 n. 3/4, December 2007 of the
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2008 of the Association for Logic Programming (ALP) Newsletter [Olarte 2008a].






CHAPTER 2

Preliminaries

In this chapter we introduce the basic concepts and terminology used throughout this dis-
sertation. We briefly describe the Concurrent Constraint Programming model and the ideas
from process calculi, reactive systems and temporal logics that motivated the development
of utcc. We do not intent to give an in-depth review of these concepts but rather to con-
textualize the development of utcc in this thesis. We encourage the reader to follow the
references to have a complete description of each topic addressed in this chapter.

2.1 Process Calculi

Process calculi such as CCS [Milner 1989] , CSP [Hoare 1985], the process algebra ACP
[Bergstra 1985, Baeten 1990] and the w-calculus [Milner 1999, Sangiorgi 2001| are among
the most influential formal methods for reasoning about concurrent systems. A common
feature of these calculi is that they treat processes much like the A-calculus treats com-
putable functions. For example, a typical process term is the parallel composition P || @,
which is built from the terms P and @ with the constructor || and represents the process
that results from the parallel execution of the processes P and ). An operational semantics
may dictate that if P can reduce to (or evolve into) P’, written P — P’, then we can also
have the reduction P | @ — P’ | Q.

Process calculi in the literature mainly agree in their emphasis upon algebra. The
distinctions among them arise from issues such as the process constructions considered (i.e.,
the language of processes), the methods used for giving meaning to process terms (i.e. the
semantics), and the methods to reason about process behavior (e.g., process equivalences
or process logics). Some other issues addressed in the theory of these calculi are their
expressive power, and analysis of their behavioral equivalences.

The utcc process calculus aims at modeling mobile reactive systems, i.e., systems that
interact continuously with the environment and may change their communication structure.
In this dissertation mobility is understood as generation and communication of private
links or channels much like in the 7-calculus [Milner 1999, Sangiorgi 2001], one of the main
representative formalisms for mobility in concurrency theory. Mobility is fundamental, e.g.,
to specify security protocols where nonces (i.e, randomly-generated unguessable items) are
transmitted. In the next section we give a brief introduction of the m-calculus. This will
help us to better understand the notion of mobility we address in this dissertation and also
the applications we describe in Chapters 8 and 9.

2.2 The m-calculus

The m-calculus [Milner 1999, Milner 1992b, Sangiorgi 2001] is a process calculus aiming at
describing mobile systems whose configuration may change during the computation. Similar
to the A-calculus, the m-calculus is minimal in that it does not contain primitives such as
numbers, booleans, data structures, variables, functions, or even the usual flow control
statements.
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Mobility in the m-calculus. As we said before, mobility in the 7-calculus is understood
as generation and communication of private names or links. Links between processes can be
created and communicated, thus changing the communication structure of the system. This
also allows us to consider the location of an agent in an interactive system to be determined
by the links it possesses, i.e. which other agents it possesses as neighbors.

2.2.1 Names and Actions

Names are the most primitive entities in the m-calculus. The simplicity of the calculus
relays on the dual role that they can play as communication channels and variables.

We presuppose a countable set of (ports, links or channels) names, ranged over by
x,y,.... For each name x, we assume a co-name T thought of as complementary, so that
x =1z. We shall use [,/, ... to range over names and co-names.

Definition 2.2.1 (w-calculus syntax). Process in the w-calculus are built from names by
the following syntax:

o = Ty | z(y)

where I is a finite set of indexes.

We shall recall briefly some notions as well as the intuitive behavior of the constructs
above. See [Milner 1999, Milner 1992b, Sangiorgi 2001] for further details.

The construct Y «;.P; represents a process able to perform one -but only one- of its

i€l

a;’s actions and then behave as the corresponding P; . When |I| = 0 we shall simply
write 0 (i.e. the inactive process). The actions prefixing the Pi’s can be of two forms: An
output Ty and an input x(y). In both cases x is called the subject and y the object. The
action Ty represents the capability of sending the name y on channel z. The action z(y)
represents the capability of receiving the name, say z, on channel x and replacing y with z
in its corresponding continuation. Furthermore, in z(y).P the input action binds the name
y in P. The other name binder is the restriction (vz)P that declares a name x private to
P, hence bound in P. Given a process @), we define in the standard way its bound names
bn(Q) as the set of variables with a bound occurrence in @, and its free names fn(Q) as
the set of variables with a non-bound occurrence in Q.

Finally, the process P | @ denotes parallel composition ; P and @ running in parallel.

2.2.2 Operational Semantics

The above intuition about process behavior in the m-calculus is made precise by the rules in
Table 2.1. The reduction relation — is the least binary relation on processes satisfying the
rules in Table 2.1. These rules are easily seen to realize the above intuition. We shall use
—* to denote the reflexive and transitive closure of —. A reduction P — @ basically
says that P can evolve, after some communication between its subprocesses, into ). The
reductions are quotiented by the structural congruence relation = which postulates some
basic process equivalences.

Definition 2.2.2 (7-calculus Structural Congruence). Let = be the smallest congruence
over processes satisfying the following axioms:

1. P=Q if P and Q differ only by a change of bound names («a-conversion).
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REACT ) P+ (@)@ + N) — Pl/i] | Q
P— P P— P
PARETO —P 10 ™5 ar) — aP

P=P —Q =0Q
P—Q

STRUCT

Table 2.1: Reductions Rules for the m-calculus.

2.P|0=P,P|Q=Q|P,P[Q|IR)=(P|Q)|R.
3. If x ¢ fn(P) then (va)(P | Q) =P | (va)Q.
4 ()0 =0, (va)(vy)P = (vy)(v) P.

2.2.3 An Example of Mobility

Let us extend the syntax in Definition 2.2.1 with the match process [ = y].P. This process
behaves as P if x and y are the same name, otherwise it does nothing.
Consider now the following processes:

P = al(y)cay
Q = (vz2)(crz.c2(2').[z = 7].R)

Intuitively, if a link y is sent on channel ¢;, P forwards it on channel ¢;. Now, @ sends its
private link z on ¢; and if it gets it back on ¢y it executes the process R.
Using the rules in Table 2.1 we can verify the following

PlQ .

This means that the parallel composition of P and @) leads to a configuration where the
process R is executed. We shall come back to this example in Section 3.6 where we show
that the utcc calculus is able to mimic the mobile behavior of the processes above, where
the private name z of @ is sent to P.

2.3 Concurrent Constraint Programming

Concurrent Constraint Programming (CCP) [Saraswat 1993, Saraswat 1991] has emerged
as a simple but powerful paradigm for concurrency tied to logic. CCP extends and sub-
sumes both concurrent logic programming [Shapiro 1989] and constraint logic programming
[Jaffar 1987]. A fundamental feature in CCP is the specification of concurrent systems by
means of constraints. A constraint (e.g. x + y > 10) represents partial information about
certain variables. During the computation, the current state of the system is specified by a
set of constraints called the store. Processes can change the state of the system by telling
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information to the store (i.e., adding constraints), and synchronize by asking information
to the store (i.e., determining whether a given constraint can be inferred from the store).

Like done in process calculi, the language of processes in the CCP model is given by
a small number of primitive operators or combinators. A typical CCP process language
features the following operators:

e A tell operator adding a constraint to the store.
e An ask operator querying if a constraint can be deduced from the store.
e Parallel Composition combining processes concurrently.

e A hiding operator (also called restriction or locality) introducing local variables and
thus restricting the interface a process can use to interact with others.

2.3.1 Reactive Systems and Timed CCP

Reactive systems [Berry 1992] are those that react continuously with their environment at a
rate controlled by the environment. For example, a controller or a signal-processing system,
receive a stimulus (input) from the environment. It computes an output and then, waits
for the next interaction with the environment.

Languages such as Esterel [Berry 1992], Lustre [Halbwachs 1991], Lucid Synchrone
[Caspi 1999] and Signal [Benveniste 1991] among others have been proposed in the literature
for programming reactive systems. Those languages are based on the hypothesis of Perfect
Synchrony: Program combinators are determinate primitives that respond instantaneously
to input signals.

The timed CCP calculus (tcc) [Saraswat 1994] extends CCP for reactive systems. The
fundamental move in the tcc model is then to extend the standard CCP with delay and
time-out operations. The delay operation forces the execution of a process to be postponed
to the next time interval. The time-out operation waits during the current time interval
for a given piece of information to be present and if it is not, triggers a process in the next
time interval.

Time in tcc is conceptually divided into time intervals (or time units). In a particular
time interval, a CCP process P gets as input a constraint ¢ from the environment, it executes
with this input as the initial store, and when it reaches its resting point, it outputs the
resulting store d to the environment. The resting point determines also a residual process
(@ which is then executed in the next time unit. The resulting store d is not automatically
transferred to the next time unit. This way, computations during a time unit proceed
monotonically but outputs of two different time units are not supposed to be related to
each other.

We postpone the presentation of the syntax and the operational semantics of CCP and
tcc to Chapter 3 where we introduce the utcc calculus.

2.4 First-Order Linear-Time Temporal Logic

Temporal logics were introduced into computer science by Pnueli [Pnueli 1977] and there-
after proven to be a good basis for specification as well as for (automatic and machine-
assisted) reasoning about concurrent systems.

In this dissertation, we shall show that utcc is a declarative model for concurrency. More
precisely, we shall show that utcc processes can be seen, at the same time, as computing
agents and formulae in First-Order Linear-Time Temporal Logic (FLTL) [Manna 1991].
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Furthermore, the symbolic semantics that we develop in Chapter 4 makes use of temporal
formulae to give a finite representation of a possible infinite number of substitutions in the
operational semantics.

For those reasons, in this section we recall the syntax and semantics of FLTL. We refer
the reader to [Manna 1991] for further details.

Recall that a signature X is a set of constant, function and predicate symbols. A first-
order language L is built from the symbols in 3, a denumerable set of variables z,y, .. .,
and the logic symbols =, A, V, =, < 3V, true and false.

Definition 2.4.1 (FLTL Syntax). Given a first-order language L, the FLTL formulae we
use are given by the syntax:

F,G,...:=c|FANG|-F|3zF| oF |oF |OF.
where ¢ is a predicate symbol in L.

The modalities ©F,oF and LF state, respectively, that F' holds previously, next and
always. We shall use VaxF' for —3xz—F, and CF as an abbreviation of =[J=F. Intuitively,
<O F means that F' eventually has to hold.

We say that F is a state formula if F' does not have occurrences of temporal modalities.

2.4.1 Semantics of FLTL.

As done in Model Theory, the non-logical symbols of £ (predicate, function and constant
symbols) are given meaning in an underlying £-structure, or £-model, M (L) = (Z,D). This
means, they are interpreted via 7 as relations over a domain D of the corresponding arity.

States and Interpretations A state s is a mapping assigning to each variable x in £
a value s[z] in D. This interpretation is extended to L-expressions in the usual way, for
example, s[f(x)] = Z(f)(s[z]). We write s =gy c if and only if ¢ is true with respect to
s in M(L).

The state s is said to be an z-variant of s" iff s'[y] = s[y] for each y # x. This is, s and
s’ are the same except possibly for the value of the variable z.

We shall use o,0’,... to range over infinite sequences of states. We say that o is an
a-variant of o’ iff for each ¢ > 0, 0(4) (the i-th state in o) is an z-variant of o’(4) .

Flexible and Rigid Variables. The set of variables is partitioned into rigid and flexible.
For the rigid variables, each state ¢ must satisfy the rigidity condition: If x is rigid then
for all s,¢" in o s[z] = §'[z]. If = is a flexible variable then different states in o may assign
different values to x.

Definition 2.4.2 (FLTL Semantics). We say that o satisfies F' in an L-structure M(L),
written 0 =y Fy if and only if (0,0) =y F where:

0,1) e false

0,4) Eame € iff o(i) 'ZM(E) c

0,1) Fame F iff (o,4) Frmnee) F

0,10) Ermey FANG iff (0,1) Eamey Foand (0,1) FEpee G

0,1) Epmeey OF iff >0 and (0,i—1) Fpmey F

0,1) Famce) oF iff (0,i+1) Fme F

0,1) Epmeey OF iff for all j >14,(0,J) Fme F

0,1) Epmeey J¢F iff forsome z-variant o’ of o, (0, i) E ey F
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We say that F is valid in M(L) if and only if for all o, 0 E=pey F. F is said to be valid
if F is valid for every model M(L).
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Syntax and Operational Semantics

This chapter introduces the syntax of the utcc calculus as well as its operational semantics.
In the same lines of tcc [Saraswat 1994, Nielsen 2002a], the operational semantics of utcc
is given by an internal and an observable transition relation. The first one describes the
evolution of processes during a time unit. The second one describes how given an input from
the environment, a process reacts outputting the final store obtained from a finite number
of internal reductions. This defines the input-output behavior of a process. We shall also
discuss some technical problems the abstraction construct of utcc poses in the operational
semantics. Namely, we show that there exist processes that exhibit infinitely many internal
reductions thus never producing an output. We shall deal with these termination problems
in the next chapter where we present a symbolic semantics for utcc.

3.1 Constraint Systems

Concurrent Constraint programming (CCP) based calculi are parametric in a constraint
system [Saraswat 1993] that specifies the basic constraints agents can tell or ask during
execution. In this section we recall the definition of these systems.

A constraint represents a piece of (partial) information upon which processes may
act. A constraint system then provides a signature from which constraints can be built.
Furthermore, the constraint system provides an entailment relation () specifying inter-
dependencies between constraints. Intuitively, ¢ = d means that the information d can be
deduced from the information represented by c. For example, > 60 = = > 42.

Formally, we can set up the notion of constraint system by using First-Order Logic
as in [Smolka 1994, Nielsen 2002a]. Let us suppose that ¥ is a signature (i.e., a set of
constant, function and predicate symbols) and that A is a consistent first-order theory over
Y (i.e., a set of sentences over ¥ having at least one model). Constraints can be thought
of as first-order formulae over ¥. Consequently, the entailment relation =a is defined as
follows: ¢ =a d if the implication ¢ = d is valid in A. This gives us a simple and general
formalization of the notion of constraint system as a pair (X, A).

Definition 3.1.1 (Constraint System). A constraint system is as a pair (X, A) where ¥ is
a signature of constant, function and predicate symbols, and A is a first-order theory over
Y (i.e., a set of first-order sentences over ¥ having at least one model).

Given a constraint system (2, A), let £ be its underlying first-order language with vari-
ables z, v, ..., and logic symbols =, A, V, =, < 3,V, true and false. Constraints, denoted
by a,b,c,d, ... are first-order formulae over L.

We say that ¢ entails d in A, written ¢ =a d, iff (¢ = d) € A (i.e., iff ¢ = d is true in
all models of A). We shall omit "A" in =a when A = (. Furthermore, we say that ¢ is
equivalent to d, written ¢ = d, iff ¢ =a d and d =4 c.

Henceforth we shall use the following notation.

Notation 3.1.1 (Constraints and Equivalence). Henceforth, C denotes the set of con-
straints modulo = in the underlying constraint system. So, we write ¢ = d iff ¢ and d are
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in the same (=) class. Furthermore, whenever we write expressions such as ¢ = (x = y) we
mean that ¢ is (equivalent to) the constraint x = y.

Substitutions and Terms. Along this dissertation we shall use the following conventions
for substitutions and terms.

Convention 3.1.1 (Terms and Substitutions). Let 7 be the set of terms induced by the
signature ¥ of the constraint system with typical elements t,t',... We use t for a sequence of
terms ty, ..., t, with length |ﬂ =n. If |ﬂ =0 then t, the empty sequence of terms, is written
as €. Given t = ty.by...ty, and ©# = t'.t)...t, , we shall use t:1 to denote the sequence of
terms ty.to....ty ] th... 10 .

We shall use = to denote syntactic term equivalence (e.g. x = x and x # y). We write
T #1 to denote \/1gi§|:ﬂ x; #t;. If|T] =0, T £ is defined as false.

We use c[t/Z], where |t] = |Z| and x;’s are pairwise distinct, to denote ¢ in which the
free occurrences of x; have been replaced with t;. The substitution [f/f] will be similarly
applied to other syntactic entities.

We say that t is admissible for &, notation adm(Z,t), if |Z| = |t| and for all i,j €
{1, ., |2}, @ # t;. If |Z] = |f] = 0 then trivially adm(Z,t). Similarly, we say that the
substitution [t/Z] is admissible iff adm(Z,t).

Basic Constraints and Processes. As traditionally done in CCP-based languages
[Saraswat 1993, Smolka 1994, Fages 1998], processes will only be allowed to tell or ask
basic constraints defined as follows.

Definition 3.1.2 (Basic Constraints). Let p(-) be a predicate symbol of arity |t]. We say
that ¢ is a basic constraint iff ¢ can be generated from the following syntax:

c = p@d) | enc

3.2 Timed CCP (tcc)

In the CCP model, the information in the store evolves monotonically, i.e., once a constraint
is added it cannot be removed. This condition has been relaxed by considering temporal
extensions of CCP such as tcc [Saraswat 1994]. In tcc, time is conceptually divided into
time intervals (or time units). In a particular time interval, a CCP process P gets an
input ¢ from the environment, it executes with this input as the initial store, and when it
reaches its resting point, it outputs the resulting store d to the environment. The resting
point determines a residual process ) which is then executed in the next time interval. The
resulting store d is not automatically transferred to the next time interval.

This view of reactive computation is particularly appropriate for programming reac-
tive systems in the sense of Synchronous Languages [Berry 1992], i.e., systems that react
continuously with the environment at a rate controlled by the environment.

Following the notation in [Nielsen 2002a], the syntax of tcc is as follows.

Definition 3.2.1 (Syntax of tcc). Processes P,Q,... in tcc are built from basic con-
straints in the underlying constraint system by the following syntax:

P,Q := skip | tell(c) | whencdo P | P | Q |
(local ¥ ¢) P | next P | unless ¢ next P | | P

with the variables in T being pairwise distinct.
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The process skip does nothing thus representing inaction. The process tell(c) adds ¢
to the store in the current time interval, thus making it available to the other processes.
The process when ¢ do P asks if ¢ can be deduced from the store. If so, it behaves as
P. In other case, it remains blocked until the store contains at least as much information
as ¢. The process P || @ denotes P and @ running concurrently during the current
time interval possibly “communicating” via the common store. Given a finite set of indexes
I = {i1,i9,...,1,}, we shall use [] P; to denote the parallel composition P;, || Py, || -.- || Pi,,-

il

Hiding on a set of variables & is enforced by the process (local Z; ¢) P. It behaves like P,
except that all the information on the variables & produced by P can only be seen by P and
the information on the global variables in & produced by other processes cannot be seen by
P. The local information on & produced by P corresponds to the constraint ¢ representing
a local store. When ¢ = true, we shall simply write (local Z) P instead of (local Z; true) P.

The process (local ; ¢) P binds the variables Z in P. We use bv(P) and fv(P), to denote
respectively the set of bound variables and free variables in P.

Timed Constructs. The unit-delay next P executes P in the next time interval. The
negative ask unless ¢ next P is also a unit-delay but P is executed in the next time unit
if and only if ¢ is not entailed by the final store at the current time interval. This can
be viewed as a (weak) time-out: It waits one time unit for a piece of information ¢ to be
present and if it is not, it triggers activity in the next time interval. The process P must be
guarded by a next process to avoid paradoxes such as a program that requires a constraint
to be present at an instant only if it is not present at that instant (see [Saraswat 1994]).

Finally, the replication ! P means P || next P || next?P..., i.e. unboundedly many
copies of P but one at a time.

Remark 3.2.1. Notice that in general @@ = unless ¢ next P does not behave the same as
Q' = when —c do next P. This can be explained from the fact that d [=a ¢ does not imply
d =a —c. Let for example A be the azioms of Peano arithmetic and assume d = “x > 07
and ¢ = “x = 42”. We have both, © > 0 ra © # 42 and © > 0 a @ = 42. Then, the
process P is executed in @ but it is precluded from execution in Q'.

3.3 Abstractions and Universal Timed CCP

In [Saraswat 1994, Valencia 2005], tcc processes were shown to be finite-state. This sug-
gests they cannot be used to describe infinite-state behaviors like those arising from mo-
bile systems such as Security Protocols which is one of the application domains in this
dissertation. Here mobility is understood in the sense of the m-calculus [Milner 1992b,
Sangiorgi 2001], i.e., communication of (private) variables or names.

Let us take for example a predicate (constraint) of the form out(:) and let P =
when out(z) do R. We notice that under input out(42), P does not execute R since
out(42) does not entail out(z) (i.e. out(42) }~ out(x)). The issue here is that x is a
free-variable and hence does not act as a formal parameter (or place holder) for every term
t such that out(t) is entailed by the store.

To model mobile behavior, utcc replaces the tcc ask operation when ¢ do P with a
more general parametric ask construction, namely (abs Z; ¢) P. This process can be viewed
as a A-abstraction of the process P on the variables & under the constraint (or with the
guard) c. Intuitively, Q = (abs #;c) P performs P[t/Z] (i.e. P with the free occurrences of
# replaced with £) in the current time interval for all the terms t s.t c[t/Z] is entailed by the
current store. For example, P = (abs z;out(x)) R under input out(42) executes R[42/z].
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This way, from a programming language perspective, while we can see the variables
Z in (local Z;c) P as the local variables of P, we can see & in (abs Z;c¢) P as the formal
parameters of the process P.

Definition 3.3.1 (utcc Processes). The utcc processes result from replacing when ¢ do P
by (abs T;c) P in the syntax of Definition 3.2.1. The variables in & are assumed to be
pairwise distinct.

The process @) = (abs Z;c¢) P binds the variables Z in P and c¢. The sets of free and
bound variables, fv(-) and bv(-) respectively, are extended accordingly. Furthermore @
evolves into skip at the end of the time unit, i.e., abstractions are not persistent when
passing from one time unit to the next one.

Notation 3.3.1. Recall that £ denotes the empty vector of variables. We shall write
when ¢ do P instead of the the empty abstraction (abs ¢;c) P.

3.3.1 Recursion in utcc

In some of the applications of this dissertation we shall use parametric process definitions

of the form
def

py) =P

where ¥/ is a set of pairwise distinct variables, p is the recursive definition name and P
can recursively call p(-).

As in the m-calculus [Milner 1992¢], we do not want, when unfolding recursive calls
of p, the free variables of P to get captured in the lexical-scope of a bound-variable in
P. In other words, we want static scoping rather than dynamic scoping. Then, following
[Nielsen 2002a, Milner 1992¢| we assume that fv(P) C 4.

Intuitively, a call of a recursive definition of the form p(#) must execute the process
P substituting ¢ (the formal parameters) in P by t (the actual parameters). This clearly
resembles the idea of an abstraction in utcc. The following encoding of recursion reflects
this intuition.

Definition 3.3.2 (Recursive Definitions in utcc). Assume a recursive definition of the

form p(y) ©f P, We add to the constraint system under consideration an uninterpreted
predicate cally(-) of arity |§]. The process definition and calls can be encoded as follows:

e For the process definitions: "p(ij) = P7 =!(abs i call, (%)) P

—

where P is the process obtained by replacing in P any call p(Z) by tell(call,(Z)).
o Analogously, the call p(Z) in all its other occurrences is replaced by tell(call,(Z)).

From now on, we shall freely use parametric recursive definitions taking into account
that they can be straightforwardly encoded as abstractions.

Remark 3.3.1. Assume a recursive definition of the form p(x) P . Ina programming
language with recursion, if several calls of p(x) are executed using the same actual parameter
t, each call will spawn the execution of P[t/x]. Note that this is not the case in the encoding
above. The issue here is that the abstraction modeling the recursive definition reduces to
(abs z;cally(z) A x # t) P. Therefore, a second call of p(t) (adding cally(t) to the current
store) does not spawn P[t/xz] again. This can be also explained from the fact that adding
twice the constraint cally(t) to the store has the same effect that adding it only once.

From this, notice also that a recursive definition of the form p(x) et p(z) does not cause
divergent computations in the encoding above.
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3.4 Structural Operational Semantics

The structural operational semantics (SOS) [Plotkin 1981] of utcc considers transitions
between process-store configurations (P,c) with stores represented as constraints and pro-
cesses quotiented by the structural congruence = in Definition 3.4.1. We shall use ~v,7/,. ..
to range over configurations.

Definition 3.4.1 (Structural Congruence). Let = be the smallest congruence satisfying:
1. P = Q if they differ only by a renaming of bound variables (alpha-conversion).

P | skip=P

PlQ=Q| P

Pl@IR=®F[Q)IR

P || (local%;¢c) Q = (local Z;¢) (P || Q) if & & fu(P) (Scope Extrusion)

S

(local T;c) (localyf;d) P = (local ;4 ;e Ad) P if NG =0 and § & fv(c).
We extend = by decreeing that (P, c) = (Q,d) iff P =Q and c = d.

Notice that we have used the same symbol for logical equivalence (Section 3.1) and for
structural congruence of processes. The meaning of = shall be then understood according
to its operands.

Internal and Observable Transitions. The SOS transitions are given by the relations
— and = in Table 3.1. The internal transition (P,d) — (P’ ,d’) should be read as “P
with store d reduces, in one internal step, to P’ with store d’ 7. The observable transition
P =22 R should be read as “P on input ¢, reduces in one time unit to R and outputs d’.
The observable transitions are obtained from finite sequences of internal transitions.

Let us describe the internal reduction rules in Table 3.1.

e The rule Rrgrr, says that the process tell(c) adds ¢ to the current store d, via con-
junction, and evolves into skip.

e The rule Rpag is the standard interleaving rule for parallel composition: If P may
evolve into P’, this reduction also takes place when running in parallel with other
process Q.

e Let Q = (localZ;c) P in Rule R,oc. The global store is d and the local store is c.
We distinguish between the external (corresponding to @) and the internal point of
view (corresponding to P). From the internal point of view, the information about
Z, possibly appearing in the “global” store d, cannot be observed. Thus, before re-
ducing P we first hide the information about Z that Q may have in d by existentially
quantifying & in d. Similarly, from the external point of view, the observable infor-
mation about & that the reduction of internal agent P may produce (i.e., ¢/) cannot
be observed. Thus we hide it by existentially quantifying Z in ¢’ before adding it to
the global store. Additionally, we make ¢’ the new private store of the evolution of
the internal process.

e Since the process P = unless ¢ next () executes ) in the next time unit only if the
final store at the current time unit does not entail ¢, in the rule Rynr, P evolves into
skip if the current store d entails c.
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RIBLL i) @) — (skip, d A c)

(P,c) — (P',d)
PlQ,e) — (P Q.d)

(P,c A (32d)) — (P',¢ A (33d))
local #;¢) P,d) — ((localZ;c’) P',d A 3Zc)

Rpar <

Rroc {

d|=AC

Rune (unless ¢ next P,d) — (skip, d)

Rrep (IP,dy — (P | next!P,d)

Ran dEaclt/d] [

/] is admissible.
((abs @ ¢) P,d) — (P[t/4] || (abs & c AT # 1) P,d)

Y1 — 72

; - ifyn=qiand 2 =7
Y1 V2

RsTr

(Pc) —" (Q,d) #~

P 2% pQ)

Rogs

Table 3.1: Internal and observable reductions. = and F' are given in Definitions 3.4.1 and
3.4.2 respectively. # and admissibility of [/Z] are defined in Convention 3.1.1.

e Rule Rgrgp dictates that the process ! P produces a copy of P at the current time
unit, and then persists in the next time unit.

e Rule Rapg describes the behavior of P = (abs Z;¢) Q. Recall that adm(Z,t) means
that none of the variables in # is syntactically equal to an element in ¢ and then, the
substitution [t/#] is admissible. If the current store entails c[f/Z], then the process
P[t/#] is executed. Additionally, the abstraction persists in the current time interval
to allow other potential replacements of & in P. Notice that ¢ is augmented with

T # 1 to avoid executing P[t/Z] again.

e Rule Rgrg says that structurally congruent configurations have the same reductions.

Observable Transition and Future Function. The seemingly missing rules for the
processes next P and unless ¢ next P (when ¢ cannot be entailed from the current store)
are given by the rule Ropg. This rule says that an observable transition from P labeled
with (¢, d) is obtained from a terminating sequence of internal transitions from (P, ¢) to
(@, d). The process R to be executed in the next time interval is equivalent to F'(Q) (the
“future” of @)). The process F(Q) is obtained by removing from @ abstractions and any
local information that has been stored in (), and by “unfolding” the sub-terms within next
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and unless expressions. More precisely:
Definition 3.4.2. Let F be a partial function defined as:

skip if P = skip
skip if P = (abs Z;¢) Q
F(P) || F(PR) ifP=P| P

F(P) = (local ¥) F(Q) if P = (local#;c) Q
Q if P =nextQ
Q if P = unless ¢ next )

Remark 3.4.1. Notice that F' can be defined as a partial function since whenever we need
to apply F to a P, the processes of the form tell(c) and ! Q must be occur within a next
or unless expression.

For the sake of presentation, in the sequel we assume the following convention.
Convention 3.4.1 (Local Information). Given an observable transition P L), Q, we
assume that for all process of the form (localZ;c) R in P, ¢ = true. Then, we simply
write (local©) R. Note that this is not a loss of generality since for any c, the process
(local @ ¢) R can be written as (localZ) (R || tell(c)).

To conclude this section, we define the size of a process. We shall use this measure in
some of the proofs in this dissertation.

Definition 3.4.3 (Size of a process). Given a utcc process P, we define the size of P as

0 if P = skip

1 if P =tell(c)

14+ M(P") if P = (abs &;c) P’
wp) - M@+M@E®)y P-Q|R

1+ M(P") if P = (local@;c) P’

1+ M(P') if P = next P’

1+ M(P') if P = unless c next P’

1+ M(P') if P=IP

3.5 Properties of the Internal Transitions

In this section we study some simple but fundamental properties of the internal reduction
relation that we shall use in the forthcoming results.
The first property states that the store can only be augmented.

Lemma 3.5.1 (Internal Extensiveness). If (P,c) — (Q,d) then d = c.
Proof. The proof proceeds by a simple induction on the inference of (P,¢) — (Q,d). O

Augmenting the store may increase the potentiality of internal reductions, that is, the
number of possible internal transitions. The following lemma states that any configuration
(@, e) obtained from (P,d) can also be obtained from (P,c), where ¢ entails d and ¢ is
weaker than e.

Lemma 3.5.2 (Internal Potentiality). Ife Ea ¢ |Ea d and (P,d) — (Q, €) then (P,c) —
(Qe)
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Proof. Assume that e |=a ¢ =a d. We proceed by induction on the inference of (P, d) —
(@, e). We consider only the case for the rule Rags. The other cases are easy. If the rule
Raps was used in the derivation (P, d) — (Q, e), it must be the case that P = (abs &;¢’) P’
and there exists a term £ such that d =a ¢[t/Z]. Hence, if ¢ |=a d then ¢ [=a ¢/[t/Z] and
we conclude (P, c) — (Q, e). O

Finally we state a lemma which resembles a fixed point property.
Lemma 3.5.3 (Internal Restartability). Whenever (P,c) — (Q,d), (P,d) — (Q,d).

Proof. Assume that (P,¢) — (Q,d). Then from Lemma 3.5.1 d =a ¢. The result follows
from Lemma 3.5.2. O

3.6 Mobility in utcc

Mobility in utcc is obtained from the interplay between the abstractions and the lo-
cal operators. Recall that here mobility is understood in the sense of the w-calculus
[Milner 1992b, Sangiorgi 2001], i.e, communication of (private) variables or names. Let
us illustrate this by modeling in utcc the example presented in Section 2.2.3.

Example 3.6.1 (Scope Extrusion). Let X be a signature with the unary predicates outy, outs, ...

and a constant 0. Let A = () and P,Q be processes defined as follows

P = (abs y;outi(y)) tell(outa(y))
Q (local z) (tell(outy(z)) || when outs(z) do next tell(outs(0)))

Intuitively, if a link y is sent on channel outy, P forwards it on outs. Now, @ sends
its private link z on outy and if it gets it back on outs it outputs 0 on outs .

Let v = (P || Q,true). Using the rules in the Table 3.1 we can verify that v evolves
into a configuration including the process next tell(outy(0)):

v —* {(localz) (tell(out;(z)) || when outy(z) do next tell(out,(0)) || P)

, true) — by structural congruence (scope extrusion) and rule RsTr
—* {(local z; outy(2)) (skip || when outs(z) do next tell(outs(0)) || P)
; 3z(outy(2)))

—* ((local z; outy(z)) (when outs(z) do next tell(outs(0)) || P’
| tell(outa(2))) , 3.(outi(z))) — by Rule Raps
—* {(local z; out(z) A outa(z)) (next tell(out2(0)) || P)
, d.(outy(2) A outs(z))) /—

where P’ = (abs y; outq(y) Ay # z) tell(outa(y)). Let d = 3, (outi(z) Aouta(z)). We then

ue,d
conclude P || Q (orne d), tell(outs(0)) as expected. O
Observation 3.6.1 (Scope Extrusion). Notice that in the derivation above, the Equation
(5) in the structural congruence (Definition 3.4.1) is used in the first step to extrude the
scope of the local variable z defined by the process Q. This way, the abstraction in P is able
to substitute z for y under the same local environment.

The reader may have noticed that in the previous example the number of communication
channels is determined by the number of predicates of the form out; in the underlying
constraint system. Furthermore, they can only be seen as public channels since any process
can send a datum on them. The next example uses binary predicates to provide for local
channels as in the w-calculus.
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Example 3.6.2 (Private Channels). Let ¥ be a signature with a binary predicate out and
the constant symbols a,0. Let A be as in the Example 3.6.1 and P and Q be defined as:

P (local z) (tell(out(a, 2)) || (abs y;out(z,y)) tell(out(y,0)))
Q = (abs z;out(a,z)) (localz’) (tell(out(z, z’)) || when out(z’,0) do R)

Here the constant a can be seen as the name of a public channel that P and Q) share to
communicate each other their local names (or private channels) z and z' respectively. Once
Q receives the local name z from P, it sends z' on channel z. Then, P receives the channel
2" from Q and outputs on it the constant 0 triggering the execution of R in Q. To see this,
let us show the internal reductions derived from the configuration v = (P || Q, true):

v —* {(local ,>z) (tell(out(a, 2)) || (abs y;out(z,y)) (tell(out(y,0))) | Q)
, true
—* ((local z; out(a, 2)) ((abs y; out(z,y)) (tell(out(y,0))) || @)
, 3z(out(a, 2)))
—* ((local z, z'; out(a, 2)) ((abs y; out(z,y)) (tell(out(y,0)))
| Q" || tell(out(z, 2"))
|| when out(z’,0) do R)
, 3z(out(a, 2)))
—* ((local z, z'; out(a, z) A out(z,2")) (P’ || tell(out(z’,0)) || Q' |
when out(z’,0) do R)
, 32,2 (out(a, z) A out(z, 2)))
—* ((local z, z'; out(a, z) A out(z,z") Aout(z',0)) (P’ || Q" || R) , d) /—

where
Q' = (abs z;out(a,z) Ax # z) (local2’) (tell(out(x, z')) || when out(z’,0) do R)
P’ = (abs y;out(z,y) Ay # 2’) tell(out(y,0))
d = 3, (out(a,z)Aout(x,z) Aout(z’,0))

As expected, the processes P and @ running in parallel reduce to a process where R is
executed. O

In Chapter 8, for the applications to security, we shall use the communication pattern
in Example 3.6.1. This communication pattern is akin to the version of the spi-calculus
[Abadi 1997] in [Fiore 2001] where only a global (public) channel is considered. The intu-
ition is that all the messages are sent through an untrusted network under the control of the
spy. The advantage is that we do not require binary predicates as in Example 3.6.2. Fur-
thermore, as was pointed out in [Hildebrandt 2009], the use of binary predicates to model
communication channels allows agents to guess channel names by universal quantification
(see related work in Section 3.9).

Unary predicates as communication channels are also used in this dissertation in Chapter
6 to encode Minsky machines into utcc. In this case, having a simple constraint system
with only unary predicates is central to apply this encoding to prove the undecidability of
the monadic fragment of first-order linear-time temporal logic (see Chapter 6).

3.7 Input-Output Behavior

In this section we define the notion of observable behavior in utcc. Furthermore, we show
that utcc processes are deterministic, i.e., the outputs of a process are the same up to
logical equivalence.
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Reactive Observations. Consider the following sequence of observable transitions

P:P1 (c1,¢1) P2 (c2,c5) P3 (c3,¢3)

This sequence can be seen as the interaction of the system P with the environment. At
the time unit ¢, the environment provides as input the constraint ¢; and P responds with
the final store ¢,. Let o = ¢y.c2.c5... and o = ¢}.ch.c4... be sequences of constraints. As
observers, we can see that on input «, the process P responds with o’. We then regard
(o, @) as a reactive observation of P. We shall call the set of reactive observations of P
the input-output behavior of P.

When the sequence of inputs « is the sequence true.true.true..., we say that P
outputs o/ without the influence of any environment. Then, we say that o' is the default
output of P.

Before stating formally the above notions of behavior, we require the following notation
on sequences of constraints.

Notation 3.7.1. We shall denote with C¥ the set of infinite sequences of constraints with
typical elements o, o/, 3,5,.... Given ¢ € C, ¢¥ represents the sequence of constraints
ccc..... The i-th element in o is denoted by «(i). We shall write o > o' whenever

at) Ea o/ (i) fori>0.

Definition 3.7.1 (Input-Output Relation and Equivalences). Let P be a utcc process.

. . (a,0”)
Given o = ¢y.ca... and o = cy.ch..., we write P ——= whenever

P _ P] (clvcl) P2 (02702) P3 (03703)

The set io(P) = {(o,&/) | P %} denotes the input-output behavior of P. If io(P) =
i0(Q) we say that P and Q are input-output equivalent and we write P ~* Q.

We say that o' is the default output of P, denoted by o(P), if (true“,a’) € io(P). This
means, P outputs o/ without the influence of any (external) environment. Furthermore, if
there exists i > 0 s.t. /(i) Ea ¢, we say that P eventually outputs ¢ and we write P |}°.
Finally, if o(P) = 0(Q) we say that P and Q are output equivalent and we write P ~° Q.

Based on the rules of internal and observable transitions, we can make the following
observation over the elements of the input-output relation.

Observation 3.7.1. Let P be a process and o, o’ be sequences of constraints such that
(o, ) € i0(P). Similar to tecc [Saraswat 1994], computations in utce during a time unit
progress via the monotonic accumulation of constraints (see Lemma 3.5.1). Then, for all
i >0, a'(i) Ea a(i). Recall also that the final store at the end of the time unit is not
automatically transferred to the next one. Therefore, it may be the case that o' (i) Ea
o/ (i —1). Finally, constraints in « are provided by the environment as input to the system
and then, they are not supposed to be related to each other.

Determinism. Now we prove that utcc processes are deterministic, i.e., the outputs of
a process are equivalent regardless the execution order of the parallel components.

We first need to state an important property of internal transitions, namely that of
confluence.

Lemma 3.7.1 (Confluence). Suppose that vo — v1, Yo — Y2 and v1 Z Y2. Then, there
exists y3 such that v1 — 73 and v3 — 3.
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Proof. Given a configuration v = (P, ¢) we define the size of v as the size of P, M(P) (see
Definition 3.4.3). Suppose that vg = (P,co) — Y1, 70 — 72 and 71 # 2. The proof
proceeds by induction on the size of 9. From the assumption 7; Z 72, it must be the
case that P is not a process of the form tell(c), ! P’ or unless ¢ next P’ since from those
processes there is a unique possible transition modulo structural congruence.

For the case P = Q || R, we have to consider three cases. Assume that v, = (Q’ || R,¢1)
and v2 = (Q” || R,c2). We know by induction that if v = (Q,co) — 1 = (Q', 1) and
Y — ¥4 = (Q",ca) then there exists 75 = (Q", ¢3) such that vj — ~4 and 75 — ~5.
We conclude by noticing that v — ~v3 = (Q" || R,c3) and 72 — 73 by rule Rpar.
The case when R has two possible transitions is similar to the previous one. Now assume
that v1 = (@’ || R,co Ac1) and v2 = (Q || R',co A c2). Then, by Lemma 3.5.1 we have
Y3 = <Q/ || R/,CO Acy A CQ>.

Finally, let 7o = (P, ¢p) with P = (abs &;¢) Q. One can verify that ;3 = (P1,¢o) where
P, takes the form (abs #;cAZ # 1) Q || Q[tl/x] and V2 = (Ps, cp) where P; takes the form
(abs Z;c AT # t3) Q || Q[tg/.l?] for some terms ¢; and t5. From the assumption v # 7, it
must be the case that £; # t5. Let y3 = (Ps, co) where Py = (abs T; ¢ AT # AT tg) Qll
Q[t1/7] || Q[t2/7]. Clearly v, — 3 and v2 — 3 as wanted. O

As a corollary of the previous lemma we obtain a fundamental property of utcc, i.e.,
determinism.

Theorem 3.7.1 (Determinism). Let a, 3 and 3’ be sequences of constraints. If both («, 3),
(a, B") € i0(P) then for alli >0, B(i) = B'(i).

Proof. Assume that P 9 Q, P % Q' and let v1 = (P, a), v2 = (P,a). f 1 /—
then trivially v2 =, ¢ = ¢/ and Q = Q’. Now assume that v, —* 7} = (¢, P;) /— and
vo —* 75 = (¢, P») /—. By repeated applications of Lemma 3.7.1 we conclude v = ~4
and then, ¢ = ¢’ and P, = P,. We therefore have Q = Q'. O]

3.8 Infinite Internal Behavior

In tcc, processes are supposed to respond “instantaneously” to the environment when an
input is provided. This is akin to the Perfect Synchrony Hypothesis in reactive systems
[Berry 1992]: program combinators are determinate primitives that respond instantaneously
to input signals. For this reason, a tcc process must reach its resting point (where no further
evolution is possible) in a finite number of internal transitions.

The abstraction operator in utcc may induce an infinite sequence of internal transitions
within a time interval thus never producing an observable transition. The sources of infinite
behavior may include:

e Abstraction Loops: Take for example
R = (abs z;out(x)) (local 2) tell(out,(z)))

Each time R gets a link on outq, it generates a new link z on out; thus causing infinite
internal behaviors. A similar problem involves several abstractions producing mutual
recursive behaviors. This kind of looping problems can be avoided by requiring for
each (abs z;c¢) P that P must be a next expression. This restriction, however, may
also disallow behaviors which will not cause infinite internal computations as those in
Example 3.6.1 and 3.6.2.



36 Chapter 3. Syntax and Operational Semantics

e Infinitely Many Substitutions: Another source of infinite internal behaviors in-
volves the constraint system under consideration. Let R = (abs x;¢) P. If the current
store d entails c[t/z] for infinitely many ¢’s, then R will have to produce Pt/z] for
each such t’s. This kind of infinite internal behaviors can be avoided by allowing
only guards ¢ so that for any d the set {¢ | d =a c[t/x]} modulo logic equivalence is
finite. This seems inconvenient for the modelling of cryptographic knowledge as typ-
ically is done in process calculi: The presence of some messages entails the presence
of arbitrary compositions among them (see Chapter 8).

We then define the fragment of well-terminated processes as such processes that do not
exhibit infinite internal behavior. Formally:

Definition 3.8.1 (Well-termination). The process P is said to be well-terminated if and
only if for every a such that «(i) # false for each i, there exists o such as (a, ') € io(P).

The set of well-terminated processes constitute a meaningful fragment of utcc. We
shall show that they are enough, for instance, to encode Turing-powerful formalisms (see
Chapter 6), to give a declarative account to a language for structured communication (see
Chapter 9) and to model multimedia interaction systems (see Chapter 9).

In the next chapter we consider an alternative symbolic operational semantics which
deals with the above-mentioned internal termination problems. This semantics will allow
us to describe the behavior of non well-terminated processes such as those arising from the
verification of security protocols that we illustrate in Chapter 8.

3.9 Summary and Related Work

This chapter introduced the syntax and the operational semantics of utcc. We defined the
input-output behavior of a process as well as its default output behavior. We illustrated
how the interplay between abstractions and local processes allows for a name passing dis-
cipline in utcc. We also proved that the calculus is deterministic. Finally, we pointed out
that there exist processes that exhibit infinitely many internal reductions and then, they
do not produce any output. We shall deal with this problem in the next chapter.

The material of this chapter was originally published as [Olarte 2008c].

Related Work. In the CCP model, it is also possible to specify mobile behavior us-
ing logical variables to represent channels and unification to bind messages to channels
[Saraswat 1993]. Recall that a logical variable can be bound to a value only once. There-
fore, if two messages are sent through the same channel, they must be equal to avoid an
inconsistent store. This problem is solved in [Laneve 1992] by considering atomic tells
where the constraint ¢ in tell(c) is added to the store d if the conjunction c¢Ad is consistent.
Channels are represented as “imperative style” variables by binding them to streams record-
ing the current and the previous values. Therefore, a protocol is required since messages
must compete for a position in such a stream. Notice that unlike CCP, Atomic CCP is
non-deterministic. Take for example, tell(c).P || tell(—c). The execution of P depends on
whether tell(—c) is scheduled for execution first or not. Furthermore, to the best of our
knowledge, no logic characterizations have been given to this calculus.

In our approach, communication of messages is represented by predicates (i.e. con-
straints) of the form out(x), where out stands for a public (global) channel as in Example
3.6.1. Channel names can be explicitly modeled by using binary predicates of the form
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out(z,y) where y is the datum sent through the channel x as in Example 3.6.2. Therefore,
it is possible to send different messages through the same channel.

In [Hildebrandt 2009], the authors show that modeling communication channels using
binary predicates in utcc allows agents to guess channel names by using abstractions. For
example, the process (abs x, y; out(z,y)) P is able to capture all possible messages in transit
due to the quantification of the channel name x. Then, a type system for constraints used as
patterns in abstractions is proposed. Roughly speaking, the type system rules out processes
where the variable representing the channel name is bound by an abstraction operator.

As it was pointed out in [Fages 2001], asks in CCP are not parametric in the sense
that free-variables in the guard are not supposed to be universally quantified. For in-
stance, the configuration (when c¢(z) do P, ¢(0)) does not have any internal transition
since ¢(0) fa c(x). For certain constraint systems, it is possible to have the same ef-
fect of the universal quantification by using the interplay of asks and tells with the lo-
cal operator. For example, assuming the Herbrand constraint system [Saraswat 1993|, let
@ = when V, .(z = [y|z]) do P be a process that splits the list = into [y|z] and then
executes P. We can define ' = when 3, ,(z = [y|z]) do (localy, z) (tell(z = [y|#]) || P)
where tell(x = [y|z]) unifies y and z to be respectively the head and the tail of the list x
as expected. Nevertheless, this programming technique cannot be generalized to arbitrary
constraint systems.

In Linear CCP [Fages 2001], the universal quantification in ask processes is explicit.
Then a parametric ask A(z) can be viewed as a process when ¢ do P with a variable
x declared as a formal parameter much like the abstraction process defined here. Unlike
standard CCP, asks in Linear CCP are not persistent. Then, A(z) may evolve to either
Ply/z] or P[z/x] if both c[y/x] and ¢[z/z]| are entailed. Thus non-determinism arises.
This kind of non-determinism can be avoided by using persistent parametric asks (with
replication “!"). Forcing every ask to be persistent, however, makes the extension not
suitable for modelling typical scenarios where a process stops after performing its query.

The abstraction operator in utcc can be then seen as a temporary persistent extension
of the parametric ask in Linear CCP. Recall that Q = (abs &;c) P executes P[t/i] in the
current time interval for all the sequences of terms f s.t c[f/&] is entailed by the current
store but @ evolves into skip after the end of the time unit.

Another difference between utcc and Linear CCP is the logic characterization these
languages enjoy. In utcc, processes can be related to formulae in first-order linear-time
temporal logic (see Chapter 5) while processes in Linear CCP correspond to formulae in
Girard’s Linear logic [Girard 1987]. Moreover, no closure operator semantics in the lines of
standard CCP has been given to Linear CCP (we shall give a closure operator semantics
to utcc in Chapter 7).

In [Buscemi 2007], the cc-pi calculus is proposed. This language results from the com-
bination of the CCP model with a name-passing calculi. More precisely, cc-pi extends CCP
by adding synchronous communication and by providing a treatment of names in terms of
restriction and structural axioms closer to nominal calculi than to variables with existential
quantification.

The cc-pi name passing discipline is reminiscent to that in the pi-F calculus [Wischik 2005]
whose synchronization mechanism is global and, instead of binding formal names to actual
names, it yields explicit fusions, i.e., simple constraints expressing name equalities. For
example, the process Z(y).P (sending y on x) synchronizes with x(z).Q and evolves into
P || Q|| y = z. This approach differs from ours since mobility in cc-pi is achieved by means
of the constructs inherited from pi-F.

The mT-calculus [Diaz 1998] is an extension of the w-calculus with constraint agents that
can perform tell and ask actions. Similarly as in cc-pi, the mobility of 7 comes from the
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operands inherited from the mw-calculus. Furthermore, no logic characterization has been
given to wt.

The language LMNtal [Ueda 2006] uses logical variables to specify mobile behavior as
basic CCP does. Since LMNtal was designed as a unifying model of concurrency, it is non-
deterministic. Furthermore, to our knowledge no correspondence between this languages
and logic has been given.

All in all, the novelty of utcc is to allow for mobile behavior in the CCP model but
preserving the appealing features of the initial language. Namely, (1) determinism, leading
to rather simple and elegant denotational semantics based on solution of equations, and (2)
declarative view of processes as formulae in logic.



CHAPTER 4

Symbolic Semantics

In the previous chapter we gave utcc an operational semantics and we showed how the ab-
straction operator may pose some technical problems. Namely, utcc processes may generate
infinitely many substitutions thus causing divergent (i.e., infinite) internal computations.
Since the observable relation in utcc is obtained from a finite number of internal reductions,
it is not then possible to observe the behavior of non well-terminated processes.

In this chapter we address this problem by endowing utcc with a novel symbolic se-
mantics that uses temporal constraints to represent finitely a possible infinite number sub-
stitutions. We shall show that without appealing to any syntactic restrictions like those in
Section 3.8, this semantics guarantees that every sequence of internal transitions is finite.
Furthermore, for the fragment of well-terminated processes, we prove that the outputs of
both semantics correspond to each other.

To our knowledge, this is the first symbolic semantics in concurrency theory using tem-
poral constraints as finite representations of substitutions.

4.1 Symbolic Intuitions
Before defining the symbolic semantics let us give some intuitions of its basic principles.

(A) Substitutions as Constraints. Take R = (abs z;c¢) P. The operational semantics
in Table 3.1 performs P[t/x] for every ¢ s.t c[t/z] is entailed by the store d. Instead, the
symbolic semantics we propose here dictates that R should produce e = (d A Va(c =
d')) where, similarly, d’ should be produced according to the symbolic semantics by
P. Let ¢ be an arbitrary term s.t d |=a c[t/z]. The idea is that if ¢’ is operationally
produced by P[t/z] then e’ should be entailed by d’[t/z]. Since d = c[t/x] then
e Ea d'[t/x] Ea €. Therefore e entails the constraint that any arbitrary P[t/z]
produces.

(B) Timed Dependencies in Substitutions. The symbolic semantics represents
as temporal constraints dependencies between substitutions from one time interval
to another. For instance, suppose that for the process R above, P = next tell(e).
Operationally, once we move to the next time unit, the constraints produced are of
the form e[t/x] for those terms ¢’s such that the final store d in the previous time unit
entails c[t/x]. The symbolic semantics captures this behavior as ¢/ = (0d)AVz((Oc) =
e) where © is the “previous” modality of first-order linear-time temporal logic (FLTL)
[Manna 1991|. Intuitively, ©¢’ means that ¢’ holds in the previous time interval. This
way, the information of the previous time units is transferred to the current one as
past information to deal with next-guarded constructs in the body of abstractions.

In the sequel we formalize the idea of temporal formulae as constraints and we define
the internal and observable reductions for the symbolic semantics. We then prove the
correspondence of this semantics with respect to the operational semantics.
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4.1.1 Future-Free Temporal Formulae as Constraints

As explained above, the symbolic semantics of utcc requires the past modality of FLTL to
represent timed dependencies in substitutions. Let us then define the following fragment of
the FLTL described in Section 2.4.

Definition 4.1.1 (Future-Free Formulae). A temporal formula is said to be future-free iff
it does mot contain occurrences of the modalities O and o.

We shall use FF to denote the set of future-free formulae with typical elements e,e’.
Sequences of future-free formulae are ranged by w,w’,v,v', u,u’, . ...

From now on, given a constraint system with underlying first-order languages £, we
shall assume that constraints are built from £ and the past modality ©. More precisely,

Definition 4.1.2 (FLTL Theories). Given a constraint system (A, %) with first-order lan-
guage L, the FLTL theory induced by A, T(A) is the set of FLTL sentences that are valid
in all the L-structures (or L-models) of A. We write F |=pa) G iff (F = G) € T(A). We
omit “(A)” in [=p(ay when A = .

We shall assume that processes and configurations are extended to include future-free
formulae rather than just constraints. So, for example a process-store configuration of the
form ((abs y; ©c¢) P, ©d) may appear in the transitions of the symbolic semantics. We also
assume that no process, other than the ones generated from the symbolic internal and
observable transitions, can contain temporal modalities.

4.2 Symbolic Reductions

The internal and observable symbolic transitions — 4, =, are defined as in Table 3.1 for
the operational semantics with [=a replaced with 1) (entailment of temporal formulae)
and with the rules Rags and Rpgg replaced with Raps_syy and Rops_sym as in Table
4.1 respectively.

The rule Raps—sym represents with the temporal constraint V(e = €’) the substitu-
tions that its operational counterpart Rags would induce, as intuitively explained in Section
4.1 (A). Notice that in the reduction of P the variables Z in e are hidden, via existential
quantification, to avoid clashes with those in P.

The future function Fy in Rops_syMm is similar to its operational counterpart F' in
Definition 3.4.2. However, F records the final global and local stores as well as abstraction
guards as past information. As explained in Section 4.1 (B), this past information is needed
in the next time unit when next guarded processes occur in the body of an abstraction.

Definition 4.2.1. Let Fs be a partial function defined by Fs(P,e) = tell(©e) || F.i(P)
where:

skip if P = skip
(abs #;0e) FL(Q)  if P = (abs &;e) Q
pipy_ | FAP)IFUP) i P=Pi| P
s (local 7;0¢) FI(Q)  if P = (localZ) (Q | tell(©(e)))
Q if P = nextQ
Q if P = unless c next ()

Let us introduce some notation about (sequences of) temporal formulae that we shall
use in the sequel.
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(P,3%e) — 4 (Q, e A ITe)
((abs #;€’) Pye) — 5 ((abs &;€’) Q,e AVE(e! = €))

RaBs—sym

(Pre) —5 (@ €) #=s

P L F(Q.e)

Ros—sym

Table 4.1:  Symbolic Rules for Internal and Observable Transitions. The function Fj is
given in Definition 4.2.1.

Notation 4.2.1. Lete and €' be future-free formulae. We write e = e’ whenever e =p(a) €'
Ife=¢€ and e’ = e we writee =¢'. If e = €' and e # €’ then we write e = ¢'. We extend
=, > and = to sequences of future-free formulae: w = v (resp. w = v) iff for all i > 0,
w(i) = v(i) (resp. w(i) =v(i)). We shall write w > v if w = v and there exists i > 0 s.t.

w(i) = v(i).
IfP =P (e1.e1) s P (c2,¢2) s ..., we write P s if w = er.eq.. and W =
(w,v) V)

ey.eh.... We shall write P ~%° Q whenever for any sequence w, P ===, iff Q (w:v>s.
Finally, similar to the operational semantics, we shall say that P eventually outputs c,

notation P ¢, if P (truet )

(w,w")

s and there exists i > 0 s.t. w(i) Fra) c.

4.2.1 The Abstracted-Unless Free Fragment

It is worth noticing that the symbolic semantics fails to give a representation of unless
processes in the scope of an abstraction. Basically, the problem is to represent nega-
tion of entailment as a logical formula. Let us explain this with an example. Take
P = (abs z;true) @ and let @ = unless e nexttell(e’). Assume that the final store
in the first time unit when running P is d. Operationally, tell(¢’)[t/z] is executed in the
second time unit for those ¢’s such that d [Ea e[t/z]. Following Section 4.1, one may try to
capture this in the symbolic semantics with the temporal constraint ©d A Va(©(—e) = €')
as if we had @ = Q' = when —e do next tell(¢’). Nevertheless, this wrongly assumes that
Q@ and @’ behave the same (see Remark 3.2.1).

Taking the previous observation into account, we define the abstracted-unless free frag-
ment of utcc processes.

Definition 4.2.2 (Abstracted-unless free Processes). We say that P is abstracted-unless
free if there is no processes of the form umnless ¢ nextQ in P under the scope of an
abstraction.

The following proposition introduces an obvious fact on this fragment.

Proposition 4.2.1 (Abstracted-unless freeness Invariance). Let P be an abstracted-unless

(e,d)

free process. If P s Q then Q is also abstracted-unless free.

Proof. Given an abstracted-unless free process P, one can easily show that if (P,e) —
(P’ e’y then P’ is also abstracted-unless free. One concludes by noticing that for any P
abstracted-unless free and future-free formula e, F;(P, e) is also abstracted-unless free. [
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Abstract-unless free processes represent a meaningful and practical fragment of utcc. For
example, this fragment allows us to model Security Protocols as we shall show in Chapter 8.
Then, we can use the symbolic semantics to observe the behavior of the processes modeling
those protocols which in general are non well-terminated.

4.2.2 Past-Monotonic Sequences

As explained above, the future function in Definition 4.2.1 transfers the final store of a time

unit to the next one as a past formula. Therefore, for any process P, if P % then w’

is a past-monotonic sequence in the following sense.

Definition 4.2.3 (Past-Monotonic Sequences, PM). We say that an infinite sequence of
future-free formulae w is past-monotonic iff for all i > 1, w(i) Fpa) Ow(i —1). The set
of infinite sequences of past-monotonic formulae is denoted by PM .

Given a sequence of future free formulae, we can add to it the corresponding past
information to obtain a past-monotonic sequence as follows.

Notation 4.2.2. Given a sequence ej.es..., we shall use €1.€s... to denote the past-monotonic
sequence
61.(62 A\ @el).(eg, N ©Oeg A @261)...

Notice that if v is a past-monotonic sequence then v = 7.

4.3 Properties of the Symbolic Semantics

In this section we state some properties of the symbolic semantics. Among them, we
shall prove that similar to the operational semantics, the symbolic semantics is confluent.
Furthermore, for all process and input, every sequence of symbolic internal transitions is
finite. This means that the symbolic semantics solves the infinite internal behavior problem
of the operational semantics when considering non well-terminated processes. Moreover, a
remarkable property of the symbolic semantics is that the symbolic output of a process is
in some sense “insensitive” to the input. More precisely, we shall show that the contribution
of a process to the output is the same regardless the input.

Determinism. We start by showing that, similar to the operational semantics, the sym-
bolic internal transitions are confluent.

Lemma 4.3.1 (Confluence —Symbolic Semantics—). Suppose that yo —s 1, Y0 —s V2
and y1 #Z v2. Then, there exists v3 such that v1 — 5 7y3 and v — 5 V3.

Proof. Similarly to the proof of Lemma 3.7.1, we define the size of 7y as M (P) (see Definition
3.4.3). We only consider the case for the abstraction operator. The other cases are the same
as in Lemma 3.7.1. Thus let v = (Py,co) with Py = (abs &;¢) Q. One can verify that
v = (P, c1) where P; takes the form (abs #;¢) Q1 and v2 = (P, ca) where Py takes the
form (abs Z;¢) Q2. From the assumption vy, Z 79, it must be the case that Q1 Z Q2. Then,
by induction there exists v4 such that v = (@, 3z(co)) —s (Q1,3z(co) Act) =1 . 76 —s
(Q2,3z(co) Nch) = ~4 and ~], 74 commute to v5 = (Q%, c5). By the rule Raps—gym we have
that 1 and 2 commute to v3 = (Ps, c3) where P3 = (abs &;¢) Q% and ¢3 = ¢ AVz(c = )
as wanted. O

As a corollary of the previous lemma we have that the symbolic outputs of a process
are equivalent up to logical equivalence.
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Theorem 4.3.1 (Determinism). Let w be a sequence of constraints, w' and v be sequences
of past-monotonic formulae and P be an abstracted-unless free process. If P (w,v)

P %s , then for all i > 0, v(i) = v'(3).

s and

Proof. Similar to the proof of Determinism in the operational semantics (Theorem 3.7.1).
O

Finite Number of Symbolic Internal Reductions. One of the most important prop-
erties of the symbolic semantics is that it solves the problem of infinitely many internal
reductions described in Section 3.8. More precisely,

Lemma 4.3.2 (Finiteness of the Symbolic Internal Reductions). Given a configuration
Yo = (P, e), there exist configurations 1, ..., v, with n < w s.t.

Yo T s V1 T s V2 T s - T s Un 7L>s

Proof. Observe that next-guarded processes do not exhibit any internal transition. Then,
define M'(P) as M(P) in Definition 3.4.3 but let M'(next P;) = 0. By induction on the
size of P, one can show that if (P,e) — (P’ e’} then there exists P” = P’ such that
M'(P) > M'(P"). Therefore, the number of symbolic internal reductions of P is bound by
M'(P). O

From the previous lemma we straightforwardly deduce the following corollary.

Corollary 4.3.1 (Finite Symbolic Internal Transitions). Given an abstracted-unless free

process P, for any sequence of future free formulae w there exists w' such that P %5

Non-blocking Symbolic Abstractions. In addition to the fact that the symbolic se-
mantics does not exhibit infinite internal behavior, there is another fundamental difference
between both semantics. The rule for the abstraction in the symbolic semantics does not
depend on the current store, i.e., an abstraction in the symbolic semantics does not block
until the entailment of its guard. Take for example P = (abs z;c) tell(d) and assume the
configuration v; = (P, ¢’) where there is no ¢ such that ¢’ =a c[t/z]. Operationally, there
is no an internal reduction, i.e., v; /—. Nevertheless, in the symbolic semantics we have a
derivation of the form
y1 — s (skip, ¢ AVz(c=d)) /=5

Later on we shall show that the final store ¢’ in the operational semantics and d' =
¢ AV (c = d) in the symbolic one are related. Roughly speaking, ¢’ and d’ entail the same
basic constraints (see Definition 3.1.2).

4.3.1 Normal Form of Processes

The following definition introduces a normal form of processes useful for proving some of
the results in this dissertation.

Definition 4.3.1 (Normal Forms). We say that the utcc process P is in normal form if
it takes the form

[1 tell(c;) || TI (abs gj;¢;) P; || ]I mext P ||
= keK

P = (local 7; =
( ocalx; C) H unless C] neXtB H H |Pm
€L meM
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where each P;, Py, P, and Py, are themselves in normal form. We assume the variables
in & and y; do not appear bound elsewhere, i.e., T, the §'s and the bound names of the Py’s,
P’s and P,,’s are pairwise distinct. Furthermore, no variable appears both free and bound
in the process P.

The proposition below states that for all process P there exists P’ structurally congruent
to P in normal form.

Proposition 4.3.1. Given a process P, there exists P’ in the normal form of Definition
4.8.1 such that P = P’.

Proof. The proof proceeds trivially by induction on the structure of P. O

The following observation points out that for a configuration v = (P, e) such that there
is no symbolic internal transitions from -y, the process P takes a simpler normal form.

Observation 4.3.1. Let P be a process in normal form and v = (P,e). If v /—5 then P
must take the form

P= (localZ;c) | [](abs Zj;¢;) P; || J] next Py || [] unless ¢; next P,
j€J keK leL

and for alll € L, c A Ige r(ay a1 Furthermore, for all j € J, (Pj,c A 3ze) #—.

The previous observation follows from the fact that if a constraint ¢; can be entailed
from e, then there is a symbolic transition from 7 where the process unless ¢; next P,
evolves into skip. Similarly, if a process P; may evolve, then there exists a transition from
Yy using the rule RABS—SYM~

4.3.2 Symbolic Output Invariance

In this section we prove that the symbolic output of a process in a time unit is independent
of the input, i.e., the contribution of a process to the final output is the same regardless
the input from the environment. This can intuitively be explained from the fact that only
the symbolic rule for P = unless ¢ next ) depends on the current store and P can only
add information to the store in the next time unit.

Firstly, we prove that the symbolic output of a process P is independent from the context
running in parallel with P.

Lemma 4.3.3 (Parallel Composition Invariance). Let P and Q be abstracted-unless free

. 2,d 2, .
utcce processes and ¢ be a constraint. If P %S P and Q %S Q’', then there exist

P’ and Q" st P Q %5 P Q"
Proof. Assume the following derivations of P = P; and Q = Q1 with ¢ =d; = e

<P1,d1> —s <P25d2> —>z <Pnydn> 7@3
<Ql>€1> —s <Q2,€2> —>; <Qm7€m> 7L>s

By Proposition 4.3.1 and Observation 4.3.1 we must have that

P,= (localZcq) [ ][ (abs Zj;¢;) P || ]I next Py | ]] unless ¢; next P,
VISDA keEK, leLy

Qm = (localZ;c)) [ [] (abs Zj;¢;)Q; || 1] nextQy || ] unless ¢; next Q;
JET2 kEK €Ly
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where 1) for all j € Ji, (P}, d, A 3z(c1)) /—s; 2) for all j € Jy (Qj,em A Jz(c))) #—s
and 3) for all I € Ly, I € Lo, ¢ A 3zdy, Fr(a)y c and ¢ A Fzen FEra) crr-
We can show that there exists a derivation of the form

(P Qu,c) —% (Pl Q1,dn) —%
<Pn || vadn /\em> —>:
<PT/L ” Q;mdn /\em> Vand

where the derivations in (P,,d, A e,) —* (P}, d, A ey) can only use the rules Rgrr
and Ryny, (i.e., some of the unless processes in P, evolved into skip). Similarly for the
evolution from @Q,, into Q/,. Therefore, there exists L} C Ly and L, C L s.t.

P, = (localZ;ci) | [] (abs &j;¢;) Pj || [I next P, | ] unless ¢; next P,
jed1 keK, =

Ql, = (local®;cy) [ I] (abs Z;¢;)Q; || [] nextQ | ] unless ¢; next Ql>

jE€J2 keKso leL),
Since d = d,, and e = e,;, we conclude P || Q %5 Fy(P.,d) || Fs(Q.,,e). O

The previous proof can be straightforwardly adapted to show that the contribution of
a process to the final output is the same regardless the input from the environment.

Lemma 4.3.4 (Input Invariance). Let P,Q be abstracted-unless free processes such that

P %S Q || tell(o(e A d)). For all future-free formula €' there exists Q' s.t.

P tell(o(e A d))

Furthermore, Q = Q' if for all basic constraint c, €' Nd F=ray ¢ iff e Ad Epay c.

Proof. Directly from the proof of Lemma 4.3.3. Notice that the processes Q and Q' may
differ only in that some unless processes in P evolve into skip under input e and not under
input e’ or vice versa. If both e Ad and €’ Ad entail the same basic constraints, then trivially

Q=qQ. O

4.3.3 The Monotonic Fragment

Note that, unlike the other constructs in utcc, the unless operator exhibits non-monotonic

input-output behavior in the following sense: Given w’ = w and P = unless ¢ next Q,

if P %S nd P %s, then it may be the case that v % v. For example take

Q = tell(d), w = true” and w’ = c.true“. In this case, v = true.d.true“, v/ = true¥,
w' = w but v’ % v.
We then define the monotonic fragment of utcc processes as follows.

Definition 4.3.2 (Monotonic Processes). We say that P is a monotonic process iff P does
not have occurrences of processes of the form unless ¢ next Q.

The following proposition introduces an obvious fact on this fragment.
d
Proposition 4.3.2 (Monotonic Invariance). Let P be a monotonic process. If P %é
Q then Q is also monotonic.

Proof. Immediate. O
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For the monotonic fragment of utcc, Lemma 4.3.4 can be strengthen in two ways. On
the one hand, the Lemma 4.3.5 states that the process ) to be executed in the next time
unit is the same regardless the input of the process P. On the other hand, Lemma 4.3.6
generalizes this result to infinite sequences of observable transitions.

Lemma 4.3.5 (Monotonic Input Invariance). Let P,Q be monotonic processes and d be a

constraint such that P Mn Q || tell(e(d Ae)). For all future-free formula d',

P L g | tell(o(d Ae)

Proof. Directly from the proof of Lemma 4.3.4 and using the fact that P does not have
occurrences of unless processes. O

Lemma 4.3.6 (Monotonic Input Insensitiveness). Let P be a monotonic process and u, v, w
be past-monotonic sequences. If P (&‘Mls then P %S,

Proof. Immediate by repeated applications of the Lemma 4.3.5. O

For the monotonic fragment it is also possible to relate the behavior of the process P and
the behavior of P[f/Z]. This is central to prove the semantic correspondence of the symbolic
and the operational semantics when considering the case of the abstraction operator. Before
doing this, we need the Lemma 4.3.7 that shows that P[t/i] and (local Z) (P ||! tell(Z = £))
behave the same much like in logic F[/Z] = 3z(F A D% = ).

Recall that the substitution [£/] is said to be admissible if the variables in # do not
appear in t, i.e., adm(Z,t) (see Convention 3.1.1). Recall also that ~*°
equivalence in Definition 3.7.1.

is the input-output

Lemma 4.3.7. Let P be a utcc process and & be a sequence of pairwise distinct variables.
Let t € TV and [t/F] be an admissible substitution. We have the following

1. P[t/#] ~* (local Z) (P ||!tell(Z = t))
2. P[t/#] ~ (local %) (P ||! tell(Z = ))
Proof. We only prove (1). The proof of (2) is analogous but considering instead the symbolic

reduction relation.

(esc’)

(=) We shall prove that for any ¢, if P[t/Z] P'[t/Z] then (local Z) (P ||! tell(Z =

t)) o), (local &) (P’ ||'tell(Z = t)). The conclusion follows from repeated appli-
cations of the following reasoning.

Assume by alpha conversion that & ¢ fv(c). Notice that & does not occur free nei-
ther in P[t/Z] nor in (local Z) (P ||! tell(Z = t)). One can show that if (P[t/], ¢) —*

(P'[t/%], ) /— then it must be the case that (P || tell(Z = t),c) —* (P',¢/ AT = 1) /—.

Since Z ¢ fv(c), one can verify that
((local Z) (P ||!tell(Z = 1)), c¢) —* ((localz; ¢ AZ = 1) (P’ || next !tell(Z = 1)), ") /—

= t) = ¢[t/Z]. From ¥ ¢ fu(c) U fo(P[t/Z]) and the fact that
(P[t/Z],c) —* (P'[t/],c) we derive that & ¢ fv(¢') and then, ¢ = ¢/. By noticing
that F(Q[E/Z]) = F(Q)[[/7] we conclude P[F/#] =225 F(P'[{/]) and

(local Z) (P |l tell(7 = 7)) =225 (local 7) (F(P') || tell(7 = ))
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(<) The only if part can be obtained analogously by reversing the proof of the “if” case.
O
Now we are ready to relate the behavior of the processes P and Pl[t/Z].

Lemma 4.3.8. Let P be a monotonic process and w,w’ be past-monotonic sequences such
(w,w")

that Z ¢ fo(w). If P ===, and [t/Z] is an admissible substitution, then P[t/Z] (o E/2]) s

Proof. Assume that [£/7] is an admissible substitution. Let w = ej.ez.e3..., w' = €}.€h.¢5...

and assume that P %s, i.e., there is a derivation of the form

(62 76/2)

(es,€3)
sPZ sP3 2 ERCE

(611611)

P=P

Let v = (¥ = #)* = dy.dy.d3... (see Notation 4.2.2). By Lemma 4.3.6 there exist P}, P}, P, ...

such that

(61/\d1,6/1/\d1) (62/\d2,6/2/\d2) (63/\!13,6/3/\d3)

P =P . P Py i)

Let Q =!tell(# = ). Since v = (¥ = {)«, one can verify that

(e2,e5Ad2) (es,e5/Nd3)

(e1,e1Ady)
Pl Q ===, Py || Q| tell(&(dy)) s Pl Q| tell(0(d2)) == 5 ...

Let w” = ¢/, el.e¥... such that e/ = e/ A d;. Since w” is past-monotonic we have
1»%2-%3 1 )

el = en@=1)

ef = ehbAN@T=DANOE@F=1)

e = e AN@=t) A EF=1
1<j<n—1

Since & ¢ fv(w), we must have a derivation of the form

(e1,3z¢f)

(local®) (P] | Q) ===, (localZ;oe}) (P, | Q)
(@232%)  (local # 0¢}) (P} || Q)

From the fact that 3z(F A OF = t) = F[t/i] for any formula F, 3zef = ¢[t/Z]. By
definition of the symbolic future function, e; Fpa) O(e;_;) for i > 1 and then

e = FplelnT=t N OI(@F=1)
1<5<i—1 4
= FEANT=TAO(e,  ANE=1)ANO (e, g ANE=1)A... NO" e AT =1))
= (efAO(e_y) A AT HE))[E/F] = €t/ 7]

By Lemma 4.3.7, P[f/Z] ~% (localZ) (P ||! tell(Z = )) and we conclude P[f/7] 22

4.4 Relating the SOS and the Symbolic Semantics

This section is devoted to proving the correspondence between the operational and the
symbolic semantics. Recall that while the operational semantics outputs basic constraints,
the symbolic semantics outputs future-free formulae. Then, we shall show that the basic
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constraints entailed from the operational and the symbolic outputs of a process are the
same.

We shall proceed as follows. We first show how the local variables & in a process of the
form (local Z; ¢) @ can be replaced by “fresh variables”. That is, variables that do not appear
elsewhere in a process or the store. We do this in a similar way as existential quantifiers
are eliminated in first-order formulae by Skolemization. Then, relaying in a previous result
in CCP, we show that the output of P and that of the resulting process P’ without local
binders are the same when existentially quantifying on the fresh variables. Next, we give
a simple characterization of the operational and the symbolic outputs of a process without
local operators. Finally, appealing to this characterization and the lemmata in the previous
section we establish the semantic correspondence in Theorem 4.4.1.

4.4.1 Elimination of local processes

In [Mendler 1995] and [Nielsen 2002b] it was shown that the semantics of the local operator
can be redefined by making use of fresh variables in each transition. As in [Mendler 1995],
we use the notion of fresh variable meaning that it does not occur elsewhere in a process or
the store. This change in the semantics will allow us to get rid of the local operators, thus
simplifying the proof of the correspondence between de SOS and the Symbolic semantics.

Assume that the set of variables V is partitioned into two infinite sets F and V — F.
We shall assume that the fresh variables are taken from F and that no input from the
environment or process, other than the ones generated when reducing a local process, can
contain variables in F. Following [Mendler 1995], one can redefine the rule for the local
operator as follow:

/ (Ply/z],d A cly/%]) — (P',d’) i is fresh
Lo¢ ((local Z; ¢) P,d) — (P',d')

The fresh variables introduced by Rf o are not to be visible from the outside. Therefore,
we hide the variables in F by existential quantification. More precisely, we can replace the
rule for the observable transitions Rogg by the rule

’ <P,C> —" (Qad>7L>
OBS 3.q
P % P(Q)
In the sequel we provide a map from a process P to a process P’ without occurrences
of local operators such that P and P’ are (symbolic) input-output equivalents. The idea is

to replace P = (local &; ¢) Q with P’ = (tell(c) || Q)[+’/Z] guarantecing that the variables
x' € FI7I are fresh in the sense above.

Mapping local variables into fresh variables. Recall that in the process of Skolem-
ization in first-order logic, existentially quantified variables are replaced by functions de-
pending on the variables bound by universal quantifiers preceding the existential quantifier.
Similarly, in the process (local Z; ¢) @ we shall syntactically substitute the variables Z by a
term of the form fz(-). This term denotes a function that takes as argument the variables
bound in ¢ and @ by abs operators and return a vector Z’ of fresh variables.

Let us illustrate this situation with an example. Assume the following process

P = (abs z;c¢) (local y) tell(out(z, y))

For each term ¢ such that the current store entails c[t/z], the process P must have a
new fresh variable 3’ and then execute tell(out(¢,y’)). Let f, : 7 — F be a function from
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terms in the constraint system to fresh variables. We get rid of the local process in P by
syntactically replacing y by the term f,(z) (rather than the application of f, to ), notation
{fy(x)/y}. We then obtain P’ = (abs z;c) tell(out(z, fy(x))). As expected, if the current
store entails c[t/x], the process tell(out(t, f(¢))) is executed. Decreeing f, to be injective,
we guarantee that f,(t) # f, (') for two different terms ¢ and ¢'.

Remind that #;¢ denotes the concatenation of the vector Z and ¢ (Convention 3.1.1).
The following definition formalizes this idea.

Definition 4.4.1. Let P be a utcc process in the normal form of Definition 4.3.1 without
replications and FL[-]z : Proc x P(V) — Proc be defined as:

skip if P = skip
tell(c) if P =tell(c)
FL[Q:]z || FL[Q2]z if P=@Q1]Q2

FL[P]z = (abs #;c) FL[Q]zy if P = (abs ;¢)Q
(tell(c) || FL[QI2){f3(2)/5} o P = (localy;c)Q
next FL[Q]z if P=nextQ
unless ¢ next FL[Q] z if P =unless ¢ next(

where fz(Z) : TV — FIWI. The function fz() is assumed to be injective. Furthermore,
gwen two such functions fz and fz, we assume ran(fz) Nran(fz) = 0.

Let us point out some details about the previous definition.

1. In FL[P]z we require P to be in normal form. Then, the variables 7 in a process of the
form (localy;c) @ or (abs ;¢) @ do not occur quantified elsewhere (see Definition
4.3.1). This prevents us from replacing two different local variables by the same
function. This also explains why it is not necessary the side condition £ N4 = ) in
the rule for the abstraction operator in FL[-J.

2. The function FL[P]z is not defined for P =!@Q. The reason is that it would be

necessary to expand P into the infinite parallel composition @ || next Q || next Q) ||

. to obtain a set of different fresh variables in each time unit. Take for example

R = tell(c(y)) || next tell(c(y)) and P = (localy) R where ¢(y) denotes a constraint

¢ such that y € fv(c). The intuitive behavior of ! P is then to create a different local

variable y in each time unit and then execute R with this new local variable. Assume
we were to define

FL[! Pz =! FL[P]»

Under this definition, we obtain FL[! P]z =! R{f,/y} where a unique fresh variable
(fy) is created. Therefore, in the second time unit we observe only c(fy) instead of
c(y1) A c(yz) for two different fresh variables y,y2 as expected.

3. Finally, as intended, the process @ = FL[P]z does not contain occurrences of local
operators.

The following lemma states the correspondence between the behavior of the processes
P and FL[P].

Lemma 4.4.1. Let FL[-] be as in Definition 4.4.1 and P be a process in the normal form
of Definition 4.3.1 without replications.
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(a1,b1) (az,b2) (ai,bi)

1. P=P ..P; ——= if and only if

Py

(a1,b1) (a2,b3) (ai,b})

..P

(3

FL[P]y = P|

where bj = 3F(b}) for 0 < j <i.

Py

(are1) o), Py 22 i and only if

2. P=P s Pa

(03,6/3)

Py L)

(a21e,2)

FLIP]y = P 29 pr

where e; = 3x(€}) fori > 0.

Proof. Let P’ = (local; ¢) Q be a subterm of the process P. By construction of FL[P]g, we
can show that in FL[P']z = P” = (tell(c) || FL[Q]z){f#(Z)/¥}, the variables in the range
of fj do not appear elsewhere. The lemma then follows from the semantic correspondence
of the standard local operator of CCP and the one defined by using fresh variables in
[Mendler 1995, Nielsen 2002b].

O

4.4.2 Local-Free Fragment

In this section we describe a simpler normal form of processes without occurrences of local
and replicated constructs. Then, we show that the output of this kind of processes can be
easily characterized in both the operational and the symbolic semantics. This shall ease
the proof of the forthcoming results.

The Local-Free Fragment. We say that a process P is in local-free normal form if P
does not have occurrences of local operators and for all process of the form (abs ;c¢) @ in
P, Q is either tell(c) or next Q’. More precisely,

Definition 4.4.2 (Local-Free Normal Form). We say that a process P is in Local-Free
Normal Form if P takes the form

P = tell(c) || [](abs gj;c;)tell(d;) | [] (abs ¥j;c;) next P; ||
jET JeJ
[] next P || J] unless ¢; next P,
keK leL

where each P;,Pk and P; are in local-free normal form.

The following lemma states that for all process without replication, an input-output
equivalent process in local-free normal form can be found. In this lemma, we shall use
the standard notion of process context: a process context is a process expression with a
single hole, represented by &[], such that placing a process in the hole yields a well-formed
process.

Lemma 4.4.2. Let P be an abstracted-unless free process without local nor replicated
processes. Then, there exists P’ in local-free normal form such that for all context ],
E[P] ~% E[P'] and E[P] ~° E[P].

Proof. Let P be an abstracted-unless free process in the normal form of Definition 4.3.1
without local nor replicated processes:

p= Iltell(c;) || I (abs gj;c;) Pj || I] next P || ][] unless ¢; next P
T der jeJ keK leL
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We shall show that we can obtain P’ in the desired normal form. Let £[-] be an arbitrary
context.

It is easy to see that E[[] tell(c;)] ~% E[tell(c)] and E[]] tell(c;)] ~i E[tell(c)] where

i€l iel

c¢= /\ ¢. Notice that in the case I = (), we have ¢ = true.

iel

Now we have to show that a process of the form P’ = (abs Z;¢) @ can be decomposed
such that @ is either tell(c) or next Q'. If Q is of the form tell(c) or next Q" we are done.
If this is not the case, we have to consider two cases: Q = @1 || Q2 and @ = (abs 7;d) Q'

We proceed separately for the case of the operational and the symbolic semantics.

~%° Let Q = Q1 || Q2. We can verify that E[P'] ~% &[(abs T;c) Q1 || (abs T;c) Q2] by
noticing that if the current store entails c[f/], then both Q:[t;/#] and Qs[t1/Z] are
eventually executed.

Now assume Q = (abs 7:d)Q’'. Note that Q'[t1/Z,t5/7] is executed only if the
current store entails both c[t; /7] and d[t;,t3/Z,7]. Then, we can show that £[P’] ~
E[(abs Z;¥; c A d) Q'] assuming, by alpha conversion, that § ¢ fv(c).

~ For the case Q = Q1 || Q2, we use the fact that Vz(c = (c1Aca)) = Vz(c = ¢1)AVz(c =
c2) to show E[P'] ~% &[(abs T;¢) Q1 || (abs T;c) Q2.
Now assume @) = (abs ¥;d) Q'. By alpha conversion we assume ¢ ¢ fv(c). We can
use the fact that Vz(c = (Vy(d = e))) = VaVg(c Ad = e) (if § € fo(c)) to show that
E[P'] ~y E(abs &5 g c N d) Q).
O

Notice that in Definition 4.4.2 and then in Lemma 4.4.2 we do not consider replicated
processes. This is due to two reasons. Firstly, our mechanism to remove local operators
cannot handle replicated processes (Lemma 4.4.1). Secondly, in the general case, it is not
possible to find the local-free normal form for replicated processes. To see this, take for
example the local-free processes R = (abs y;d)!Q and P = (abs z;¢)! R. One can de-
compose P as (abs z;¢) R || (abs z;c¢)next! R and find the normal form for (abs z;c) R.
Nevertheless, (abs z;c)next!R is not in normal form (since R is not in normal form).
Then, we have to unfold next!R into next (R || next!R) where next!R is not, once
again, in normal form.

Outputs in Normal Form Now we can characterize the (symbolic) outputs of a process
in Local-Free normal form.

Lemma 4.4.3 (Output in Normal Form). Let P be an abstracted-unless free process without
replicated nor local processes in local-free normal form:
P = tell(c) || [] (abs gj;c;)tell(d;) | [] (abs §j;c;) next P ||
jeJ jler
II next Py || [] unless ¢; next P,
kEK leL

If P HCRIN Q, then for all j € J and j' € J' there exists T; C pip, T1Vil, T Crin W and

L' C L such that
b = cA A < N >
JjeJ \teT;

Q = I 1 (R TPl IT P

i eJt/eT’ leL’
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Proof. The proof is immediate from the rules in Table 3.1. The sets 7; and Tj’ rep-
resents the set of terms making valid the guards ¢; and ¢} in (abs yj;c;) tell(d;) and

(abs yz; cj) next P respectively. Notice that we can assume 7; and 7} to be finite sets

. e b .
since we have an observable transition P % Q. Finally, L’ corresponds to the subset

of unless processes whose guard ¢; cannot be entailed from b. O

Similarly, we characterize the symbolic output of processes in Local-Free Normal Form.

Lemma 4.4.4 (Symbolic Output in Normal Form). Let P be an abstracted-unless free
process without replicated nor local processes in local-free normal form

P= tell(c) || [] (abs gj;c;)tell(d;) | [] (abs ¥};c;) next P; ||
j€J jes
I] next Py || [ unless ¢; next P,
keK leL

If P %8 Q, then there exists L' C L such that

e = cn N\ (Vg (¢ =dj))
jeJ
Q = tell(©e) || IT (abs g;'s0c)) P} || TI Pull I P
e k€K lerL’
Proof. The proof is immediate from the rules in Table 4.1. O

Recall that a process of the form (abs 7; ¢) next P does not exhibit any internal symbolic
reduction since next P does not evolve during the current time unit. Nevertheless, in the op-
erational semantics, the process above evolves into a set of processes of the form next P[t/].
This explains the difference between the residual process Q@ = .];[Jt HT (P]' [t/ yZ]) in

Jl /6 j/
Lemma 4.4.3 and Q' = ‘/];[J(abs y}';@c;-)P]f in Lemma 4.4.4. The following lemma re-
J
lates @ and @)’ by showing that the symbolic outputs of both processes entail the same
basic constraints.

Lemma 4.4.5. Let S, R be abstracted-unless free processes of the form

S = tell(o(e)) || HJ(abs Uj:0¢;) Qj || P
JE

R= ] II (Qlt/5)) || P

JEJ tET;

such that for allj € J, T; = {t | e |=r ¢;[t/25]} Cpin T151. Assume that P,Q; are processes

without occurrences of past formulae and let a be a sequence of constraints. If S %S

and R %s, then for all basic constraint d and i > 0, w(i) Fr d iff w'(i) Er d.

Proof. For the sake of clarity and without loss of generality, we shall assume J to be a

singleton. The following arguments straightforwardly extend to the general case |J| > 1.
Let a = aj.az.a3..., T' = {t | e Er c[t/§]} pin T and

S =tell(O(e)) || (abs 7;0(c)) Q || P
k=TI Qt/y | P

teT’
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By alpha conversion we can assume § ¢ fv(a) U fo(P). Assume the following derivation
of S and R

S=5 (a1,d1Agy) .S, (az2,d2Ng2) . S (a31d3/\9‘§) o
R=R, (a1,dy Agg) Ry (amdé/\gg’) R (as»dé/\gé) L

where dy,da, ds... and d, dj, dj... correspond to the constraints output by the processes
tell(O(e)) || (abs 7; O(c)) Q and [ Q[t/#] respectively; and g1.g2.gs... and g} .gh.g4... cor-
respond to the output of P in S ;17(; R, respectively.

Recall that the symbolic future function F transfers the final store e to the next time
unit as O(e). Given that ¢ ¢ fv(a) U fu(P), by the rule Rags—_sym and the definition of Fy,
there exists f1, fo, ... such that

(a1,f1) (a3, f3)

Q = Ql s Q2 Q s ..
and for i >0, d; = 0" © (e) AVz(O" 1 O (¢c) = fi) = O (e) ANV53(O'(c) = fi).
Since S, R are abstracted-unless free, then ) is monotonic. By Lemma 4.3.8 we can
show that there exists @, @5, Q%... such that

(a2, f2)
S

a17 (asz,dy)

(a3,dj)

5Q/3 ' ERCE

5Q2

[T ewqn =

ieT

where d; = A filt/7].
teT’

Given that P and @) do not have occurrences of past formulae, we must have that for
i > 0, all the past-formulae in f; and g; are guarded by at most ¢ — 1 past operators. By
hypothesis 7/ = {t | e =7 c[t/§]} Cfin T'9 and then, we can show that for all basic
constraint d,

O e) AYg(O'(c) = fi) Er d iff N\ Filt/i] rd
teT’

Hence d; |=r diff d; =r d. By Lemma 4.3.4 we deduce g; = g;. We then conclude
di/\gi):Tdiﬁ‘dg/\gg):Td. O

Summing up the previous results, we have characterized the (symbolic) output of pro-
cesses without local nor replicated processes. We have proven that the seemingly different
residual processes resulting from both semantics exhibit the same symbolic outputs. The
final step is then to show that the basic constraints entailed from both the symbolic and
the operational outputs are the same. The following lemma proves that fact to conclude
then with the correspondence theorem.

Lemma 4.4.6. Let P be a abstracted-unless free process without local nor replicated pro-

cesses and a be a basic constraint. If P % Q and P (a:e>s R then for all basic

constraint ¢, b =1 ciff e |Er ¢. Furthermore, for all sequence of constraints «, if Q :)>s

and R %S, then fori >0 w(i) =r ¢ iff W' (i) F=r c.

Proof. By Lemma 4.4.2, there exist S in the following normal form

S= tell(c;) || [] (abs yj;c;)tell(d;) || [] (abs y;c}) next P
jeJ j'ed’
I T] next Py || ]| unless ¢; next P,
keK l€L
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such that S ~% P and S ~% P. By hypothesis, P % @ and P %S R. Since

S ~% Pand S ~% P, by Lemmas 4.4.3 and 4.4.4, we have

b = AN </\ dj[f/zfg‘})

JjeJ \teT;
Q = II II (P/l) Il I Pell T A
J'eJteT) keK leL’
e = ¢A ./\J (Vy, (c; = d;))
J€
R = tell(©e) | [ (abs gi'soc) Pi | 11 Pull I1 P
j'es kEK leL”

where for all j € J, the set 7; C i, 719l corresponds to the set of terms {f | b |= ¢;[t/v;]}.
One can prove that b =7 ¢ iff e =7 ¢ for all basic constraint ¢. Hence L' = L.
Since each P, and P, do not have occurrences of past formulae, by Lemma 4.4.5 we

(o, w) (ow’)

conclude that for all sequence of basic constraints «, if ) =——=; and R ——=, then
w(i) Erciff w' (i) Ercfori>0. O

Notice that in the two previous lemmata we used the notation [=r instead of F=p(a).
Recall that we write =1 when A = (). The following observation justifies this fact.

Observation 4.4.1 (Entailment and the Empty Theory). When a set of axioms A is
assumed, it is possible that the formula representing the symbolic output of a process may
entail more basic constraints than the constraint output by the operational semantics. This
is due to the fact that once a theory A is considered, a particular interpretation of the
predicates is assumed. Then, one may have that F [Ea ¢ by appealing to the axioms in A
and not only to the classical inference rules in logic.

Let for example A be the axioms in Peano arithmetic and let

P =when z > y do tell(d) || when z < y do tell(d)

(true,true) true,e)

Operationally, we know that P and symbolically P (:>5 where

e=x>y=dAN(z<y=4d)

Using A, we know that ~(x > y) =z <y and ~(z < y) = x > y. Therefore, e =n d.
It is worth noticing that if A = (), from —(x > y) is not possible to entail v < y and then
e = d as above.

Notice also that processes are only allowed to add basic constraints (see Definition 3.1.2).
Then, a process cannot add a constraint of the form —c.

This phenomenon was also studied in [de Boer 1997] where the authors enriched the logic
of the constraint system to allow for a correspondence between the programming constructs
in CCP and logical expressions as e above. O

Taking into account the previous observation, in the following results we assume only

constraint systems where the theory A is empty.

4.4.3 Semantic Correspondence.

Now we are ready to state the main result of this section: The semantic correspondence
between the operational and the symbolic semantics.
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Theorem 4.4.1 (Semantic Correspondence). Let P be an abstracted-unless free process.
Suppose that P = P, @1ty P, (a2,b2) B % and P = P| . s P (2:c2) s
P (ai,e:) . Then for every basic constraint ¢ and j € {1,...,i}, dj =ciff e; =r c.

K2

Proof. Since we are considering the execution of P until the i-th time unit, we can unfold

the processes of the form ! Q into Q || next @ || ... || next*~'Q. By Lemma 4.4.1 we can
find P’ such that P’ ~% P and P’ ~% P without local processes. The proof follows directly
by repeated applications of Lemma 4.4.6. O

4.5 Summary and Related Work

In this chapter we introduced a symbolic semantics for the utcc calculus aiming at solving
the infinite-branching problem of the operational semantics when considering non well-
terminated processes. This semantics, for all process, is able to produce an output regardless
the input from the environment. The key idea is to represent finitely with temporal formulae
the infinitely many constraints output by the operational semantics. This way, the behavior
of non well-terminated process can be observed. We proved that for the case of well-
terminated processes, the output of both semantics entail the same basic constraints.

An application of this semantics is given in Chapter 8 where we model security protocols
as utcc processes. These processes are non well-terminated since the model of the attacker
may generate an unbound number of messages (constraints). This then shows the relevance
of the symbolic characterization of utcc processes.

Furthermore, in Chapter 7, we shall define the symbolic input-output relation of a
process and we shall show that this relation is a closure operator [Scott 1982, i.e., an idem-
potent, extensive and monotonic function when P is a monotonic process. We then give a
denotational semantics capturing the set of fixed points of such an operator and we show
that the behavior of P can be compositionally described.

The material of this chapter was originally published as [Olarte 2008¢].

Related Work. In [Boreale 1996] a symbolic semantics is introduced to deal with the
infinite-branching reduction relation in the m-calculus caused by infinitely many substitu-
tions. Similarly, the works in [Boreale 2001b, Fiore 2001] propose a symbolic semantics for
the spi-calculus to give a compact representation of the traces generated by the execution
of a protocol. Roughly speaking, boolean constraints over names represent conditions the
transition must hold to take place.

In the context of CCP based languages, in [Buscemi 2008] a symbolic characterization
of the cc-pi calculus [Buscemi 2007] is given. Recall that cc-pi is a language combining the
name passing mechanisms of the m-calculus and the CCP model. The constraint systems in
cc-pi relies on named c-semirings, i.e. c-semirings [Bistarelli 1997] enriched with a notion
of support to express the relevant names of a constraint.

The key idea of the symbolic transition system in [Buscemi 2008] is to have labels
specifying the minimum conditions that must hold in order for a transition to take place.
For instance, a process of the form P = ask ¢ then ) under a store d exhibits a symbolic
transition of the form P <-Q where ¢’ is the least restrictive constraint allowing P to evolve.
The constraint ¢ is obtained by means of the division operator (<) of the c-semiring i.e.,
¢’ = d-c. This symbolic semantics allows the authors to define an efficient characterization
of open bisimulation [Sangiorgi 1996] for cc-pi.
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Unlike the works mentioned above, the symbolic semantics we propose here not only deal
with the infinite-branching problem but also with temporal issues and divergent internal
computation in the operational semantics. To our knowledge, our proposal is the first
semantics in concurrency theory using temporal constraints as finite representations of
substitutions.



CHAPTER 5

Temporal Logic Characterization
of utcc Processes

In addition to the usual behavioral techniques from process calculi, CCP-based calculi
enjoy a declarative view of processes based upon logic [Saraswat 1993, Saraswat 1994,
Mendler 1995, Fages 2001, Nielsen 2002a, de Boer 1997]. This makes CCP a language suit-
able for both the specification and the implementation of programs. In this chapter, we
show that the utcc calculus is a declarative model for concurrency: utcc processes can be
seen, at the same time, as computing agents and first-order linear-time temporal logic for-
mulae (FLTL) [Manna 1991|. We do this by presenting a compositional encoding from utcc
processes into FLTL formulae. Then, we prove that the (symbolic) outputs of a process
P entail the same basic constraints that the FLTL formula A corresponding to P. That
is, the operational point of view of processes and their logic characterization correspond to
each other.

The logical characterization of utcc processes we propose here allows for using well-
established techniques from FLTL for reachability analysis of utcc processes. For example,
we can verify if a given security protocol modelled in utcc can reach a state where a secrecy
property is violated. We later illustrate this scenario in Chapter 8.

Furthermore, in Chapter 6, we shall present a theoretical application of the logical view
of utcc processes as FLTL formulae: We shall prove the undecidability of the validity
problem for the monadic fragment of FLTL without equality nor function symbols.

5.1 utcc processes as FLTL formulae

In this section we give a compositional encoding from utcc processes into FLTL formulae.
We shall use the past-free fragment of the Pnueli’s FLTL [Manna 1991] in Definition 2.4.1.
More precisely, we shall use the formulae generated by the following syntax:

F.G,...:= ¢|FAG|~F|3aF | oF | OF.

Recall that c is a basic constraint and the modalities oF' and OJF state, respectively, that
F holds nezt and always. See Definition 2.4.2 for the semantics of this logic.

The logic characterization of utcc is based upon a compositional mapping TL[-] from
processes to FLTL formulae given below.



58 Chapter 5. Temporal Logic Characterization of utcc Processes

Definition 5.1.1. Let TL[-] be a map from utce processes to FLTL formulae given by:

true if P =skip

c if P =tell(c)

Yie=TUQD  if P=(abs :c)Q
AZ(e ATL[Q)) if P = (localZ;c)Q

oTL[Q] if P =mnext(Q
cVoTL[Q] if P = unless c next @
OTL[Q] if P=!Q

Let us give some intuitions about the previous encoding. Since skip cannot add any
constraint, its corresponding formula is true. Similarly, tell(¢) can only output ¢. Then,
we map this process to the formula c.

The process P = (abs ;¢) Q executes Q[t/Z] such that c[f/Z] can be entailed from
the current store. Then, basic constraints that can be deduced from the output of P must
correspond to formulae of the form TL[Q][t/Z]. Therefore, we map P to the universally
quantified formula Vz(c = TL[Q]).

The parallel composition P; || P> is mapped to the conjunction A = TL[P] A TL[P:]:
A constraint ¢ can be entailed from A if and only if the output produced by the interaction
of P; and P, can entail c.

The local process P = (local Z;¢) @ is dual to the abstraction. It corresponds to the
existentially quantified formula A = 3z(c A TL[Q]). The intuition is that the output of the
processes P and P’ = tell(c) || @ differ only in that P hides the information produced on
the variables in Z.

For the case of the temporal constructs, let A = TL[Q]. We map the process next Q
to the formula oA. If P = unless ¢ next @, either the guard ¢ holds in the current time
interval or the formula A must hold in the next time interval. Then P is mapped to ¢V o A.
Finally, the replication ! Q) is mapped to [JA, meaning that A must hold in all time intervals.

5.2 FLTL Correspondence

This section is devoted to proving the relation between the symbolic outputs of P and the
basic constraints entailed by its corresponding formula A = TL[P]. Recall that we say that
P eventually outputs ¢, notation P |, if P exhibits a sequence of observable transitions

of the form P = P; (m%;s Py (mégs P (m%;s and e; 7 ¢ (see Definition

4.2.1). Recall also that the modality OF is an abbreviation of —~[J-F, intuitively meaning
that eventually the formula F' holds. Roughly speaking, we shall prove that for any basic
constraint ¢, P |J¢ if and only if A 7 Oc.

We shall also extend this result for the operational semantics when considering well-
terminated processes.

5.2.1 Symbolic Reductions Correspond to FLTL Deductions

We start by proving that symbolic reductions correspond to logic deductions. More pre-
cisely,

Lemma 5.2.1. Let TL[-] be as in Definition 5.1.1 and P be an abstracted-unless free
process. If (Pye) —s (P’ e’y then TL[P]Aelr TL[P']AE.
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Proof. The proof proceeds by induction on (the depth of) the inference of (P, e) —
(P’ €.

e Using Rrgrr: In this case, P = tell(c), P’ = skip and ¢/ = e A ¢. We then trivially
have e Ac T e Ac.

e Using Rpar: Then P = Q || R and P’ = Q' || R where (Q,e) — (Q’,€') by
a shorter inference. We know by induction that TL[Q] A e Er TL[Q'] A€e’. By
definition, TL[Q || R] = TL[Q] A TL[R]. We then conclude TL[Q] A TL[R] A e =1
TL[Q'] ATL[R] A€

e Using Raps: Then P = (abs &;¢) Q, P’ = (abs #;¢) Q" and ¢’ = e AVz(c = d). By
alpha conversion we can assume ¥ ¢ fv(e) and then we have the following derivation

(@Q,e) —s (@ end)

By inductive hypothesis we have TL[Q] A e =7 TL[Q'] Ae A d.

One can prove that given F, F’ s.t. F |=r F’, it must be the case that Vz(c = F) =r
Vz(c = F’"). We then derive that

Va(c = (TLIQI A €)) F=r Va(e = (TLIQ'T A e A d))

Since & ¢ fu(e), one can easily show that e =7 Vz(c = e). Using the equation above,
we can deduce the following

Vz(c = TLIQ]) Ae Er Vz(c = (TL[Q' ] Ad)) ANe
By definition, TL[(abs Z;¢) Q] = Vz(c = TL[Q]). Then we conclude

TL[(abs T;¢) Q] Ae =1 TL[(abs Z;¢) Q'] Ae AVz(c = d)

e Using Rpoc. We must have P = (local & ¢) Q and a derivation of the form
(Q,c N Jze) — 4 (Q', ¢ N Tze)
Then, ¢/ = e A Jz¢’ and P’ = (local Z;¢') Q’. By induction,
TLIQ] A cAFze Er TLIQ'TA ' A Tze

Therefore,
Hf(c A\ TL[[Q]) A dze )ZT 35(0’ A\ TLHQ/]) A dze

From the fact that e =1 3z(e), we derive the following
Jz(c ATL[Q]) A e =r Fz(d ATLIQ]) Ae A Fz(c)

By definition, TL[(local #;¢) Q] = Jz(c A TL[Q]). Given that ¢ = e A Jz(c'), we
conclude
TL[(local % c) Q] Ae =1 TL[(localZ;¢') Q'] A€

e Using Rynr. In this case, P = unless ¢ next @, ¢ =71 ¢, P’ = skip and ¢/ = e.
Then, trivially we have TL[P] Ae =7 e.
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e Using Rrgp. Then P =!Q, e = ¢ and P’ = @ || next! Q. By definition of O, for all
formula F, OF =7 F A oOF. Then we conclude

OTL[Q] A e = TL[Q] A oOTL[Q] A e

O

The previous lemma relates a single step of the symbolic internal reduction relation
(—s) with deductions in the FLTL. We extend this result to the symbolic observable
relation ( =—=;) in the next theorem.

Theorem 5.2.1. Let TL[-] be as in Definition 5.1.1. Given a monotonic process P,
(1) If (P,e) —% (P',e') /=5 then TL[P]JAel=r TL[P']AE

(2) P 229 Q then TL[P] Ae =r oTL[Q] A €.

Proof. (1) is proved by repeated applications of Lemma 5.2.1.
For (2), let e; = e and assume the following derivation of P, = P

<P1,€1> —s <P2762> I R —— <Pn7€n> 7L>s

Then, ¢’ = e, and Q = Fs(Py,ey). From (1), we have TL[P1] Aex F=r TL[P,] A e, and
therefore TL[P] A e =1 €'. By Proposition 4.3.1, P, takes the following normal form

P, = (local 7 ¢) < -

[1 (abs Z;:¢;) P; || [] next P, )
J keK

By case analysis of the function F one can easily prove that

TLIP. ] Aen Er oTL[Fs(P,,e,)]

Let us point out an important issue in the previous theorem.

Remark 5.2.1. Recall that the process P = unless ¢ next Q is mapped to a formula of
the form F = ¢V oTL[Q]. Notice that in general, from F, it is not possible to entail neither

¢ nor oTL[Q]. Let us clarify this with a simple example. Assume Q = tell(d) and let e

be a constraint such that e = c. Then P %s Q' = tell(d) || tell(©(e)). In this

case, F' = TL[P] = ¢V od. We notice that from the fact that e 1 ¢ we cannot conclude
e AN F =1 od and then it does not hold that TL[P] Ae =1 o(Q) — (2) in Theorem 5.2.1.
This can be explained from the fact that e [~7 ¢ does not imply e =1 —¢ as we pointed
out in Remark 3.2.1.
Consequently, we restricted the previous theorem to the monotonic fragment of utcc.

5.2.2 Deductions in FLTL correspond to Symbolic Reductions

Now we shall study the relation between the basic constraints entailed from A = TL[P] and
those entailed by the symbolic outputs of P. Notice that A may contain future modalities
(i.e. O, 0) while the output of P in a given time unit, say ¢/, is a future-free formula. Then,
to establish the relation between FLTL and symbolic reductions, we define a “projection” of
A into a future free formula A’ that replaces with true the subformulae guarded by more
than a given number of next (“0”). More precisely,
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Definition 5.2.1. Let F' be a past-free formula and Cutp be defined as

c if F=c
CutF(Fhi)@CutF(Fg,i) if F=FQF and®€{/\,\/7:>}
. ) true if F=oF andi=0
Cutr (F,i) = oCutp(Fy,i—1) if F=oF andi>0
CutF(Fl,i)AOCUtF(DFl,i—1) if F=0F
V Cutp (Fy,1) if F=VFandV € {3z Vz}

Intuitively, Cutp(F,n) replaces the formulae of the form OOF with a finite extension
FAoF ANo?F.... Ao™F. Furthermore, it replaces all the subformulae guarded by more than
n occurrences of the next modality (o) with true.

Let us give a simple example illustrating the function Cutg.

Example 5.2.1 (Function Cutp). Let outy(-) and outs(-) be as in Example 3.6.1 and let
P =!(abs z;out;(x)) next tell(outa(z)) be a process that sends in the next time unit on
channel outy every message received (in the current time unit) on channel outy.

We have F = TL[P] = O(Vz(out1(xz) = oouta(x))). The formula Cutp(F,2) is ob-
tained as follows:

Cutp(F,2) = Vz(outi(z) = oouty(z))A
o Vz(outy(z) = oouty(x))
ooVz(outy(x) = true) A ooo true

Simplifying the expression above we obtain:
Cutp(F,2) = Vz(outy(z) = oouts(x)) Ao Vz(outi(x) = couta(z))

O

The following theorem states that in a derivation of the form P %S P’, the output

e’ entails the formula Cutp(TL[P],0). Furthermore it establishes the relation between the
FLTL formulae corresponding to P and P’.

Theorem 5.2.2. Let TL[-] be as in Definition 5.1.1 and P be an abstracted-unless free

process. If P %g P’ then

1. ¢ Er Cutp(TL[P],0)
2. oTL[P'] = TL[P]
)

Proof. Assume a derivation of the form P ===, P’. We proceed by induction on the
size of P. In each case we prove (1) and (2) above.

e P = skip. Trivial
e P =tell(c). We must have the following derivation

(e,enc)

P == tell(o(e A¢))

Let Fy = TL[tell(c)] = ¢ and Fy = TL[tell(©(e A ¢))] = ©(e A ¢). Then we have (1)
eNc ):T Fy and (2) O(Fg) ’:T Fi.
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e P=Q | R. For @ =@, and R = Ry, we must have the following derivation:

<Q176> s <Q276/\d2> —% <Qn7€/\dn> Vand
<R1,€> —s <R2,e/\g2> —% <Rmae/\gm> Vand

By Proposition 4.3.1, @, and R,,, must have the following normal form:
Qn = (localZ;ci) | [] (abs @j;¢;)Q; || I nextQy || [] unless ¢; next @,
VISDA keKq lely

R, = (localZ;c}) | I] (abs Zj;¢;) R; || [] next Ry || ][ unless ¢; next R;
JjEJ2 keKso leLsy

Since P is an abstracted-unless free process, by Lemma 4.3.3, it must be the case that

(Q1 | Ri,e) —5 (Qn || Rie Adn) —3
<Qn ” Rm7e/\dn /\gm> —

S

(@ | Rryse Adn A gm) #—s

where @, and R, are as @), and R, respectively, but where some of the processes
unless ¢ next S evolve into skip. Hence, there exists L) C Ly and L C Ly s.t.

Q, = (localZ;ci) | [] (abs Zj;¢;)Q; || [] nextQ | [[ unless ¢; next Ql>

jen kEK, leL,

R, = (local®;ci) | [] (abs Zj;¢;)R; || ]I nextRy || [[ unless ¢; next R,
JjEJ2 keK> leL),

Notice that Q (;Ad";s Fs(Qn,eNdy) and R (eengn s Fs(Rm,e A gn). By inductive
hypothesis we then have e A d,, =r Cutp(TL[Q],0) and e A g, 1 Cutr(TL[R],0).
Since TL[Q || R] = TL[Q] A TL[R] we conclude

(1) eNdnAgm Er Cute(TL[Q || R],0)

As for (2), by inductive hypothesis we also have the following

oTL[Fy(Qn.e Adyn)] =1 TL[Q]
OoTL[Fs(Rm,e A gm)] ET TL[R]

Then, by definition of the function F; we derive

OTL[F(Qn || By e Adn A gm)] Fr TLIQ || B]

We know by Lemma 4.3.3 that the derivation from Q,, || R, into @), || R}, corresponds
only to reductions of processes of the form unless ¢; next Q; into skip. Then it must
be the case that e A d,, A g =1 ¢ and therefore e A d,, A g, =7 (¢ V G) for any
G, in particular, G = oTL[Q;]. Using the same reasoning for all [ € L; — L} and
' € Ly — LY we conclude

(2) oTL[Fs(Qy || Brny e Adn A gm)] F=r TLIQ || R
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P = (abs #;¢) Q. By alpha conversion assume that & ¢ fv(e). We then must have
the following evolution of @1 = @

<lee> s <Q236/\d2> *): <Qme/\dn> s

(e,end,,

We then have @
(1) e Ady, =7 Cutp(TL[Q],0) and (2) oTL[Fs(Qn,eAd,)] E=r TLIQ]

s Fs(Qn,e A dy) and by inductive hypothesis

Since T ¢ fv(e), by the Rule Raps—_sym we have

((abs &;¢) Q,e) —% {(abs T;¢) Qn,e AVz(c = dy)) #—s

For any formula F, F’ s.t. F =7 F’, we can prove that Vz(c = F) =1 Vz(c = F').
Given that e A d,, =1 Cutp(TL[Q],0) and Z ¢ fv(e) we deduce

eNVz(c=d,) Er Vz(c= Cutr(TL[Q],0))
and by definition of Cutr we conclude

(1) eAVz(c=dn) = Cutr(Ve(c = TL[Q]),0)

To prove (2), let F! be as in Definition 4.2.1 (symbolic future function). From & ¢ fv(e)
and oTL[Fy(Qn,e A dy,)] FEr TL[Q] we derive

eNdy NoTL[F((Qn)] Fr TL[Q]
eN(c=dy) Ne=oTL[FIQn)] Er c=TL[Q]
e ANVz(c = dy) AVz(c = oTL[FI(Q,)]) Er Vz(c= TL[Q])

From TL[(abs &;¢) Q] = Vz(c = TL[Q]) and the definition of Fy we conclude

(2) oTL[Fs((abs &;¢) Qn,e AVz(c = d,))] Er TL[(abs Z;¢) Q]
P = (local 7;¢) Q. Let @1 = Q. We must have the following derivation:
(Q1,3z(e) Ae) —5 (Q2,Tz(e) Ae ANdy) —% (Qn,Tz(e) ANeAdy)

Therefore, Q %S Fs(Qn,e2) where e; = Jz(e) Ac and eo = Jz(e) AcAd,. By
inductive hypothesis we have

(1) z(e)AceAd, Er Cutp(TL[Q],0) and (2) oTL[Fs(Qn,3z(e)AcAd,)] Er TLIQ]
By the Rule Ryoc we have the following
((local Z;¢) Q,e) —= ((local Z;c A dy) Qn,e ATz(c Ady)) #—5

From Jz(e)AcAd, =1 Cutp(TL[Q],0) we derive 3z(e) AcAd, =1 Cutr(TL[Q],0)Ac
and then 3z(e) AJz(cAd,) Er 2(Cutr (TL[Q],0) Ac). Since e =7 Jz(e) we conclude

(1) eA3z(cAdy) Er 3z(c A Cutp(TL[Q], 0)) = Cutp(TL[P],0)

For (2), let F! be as in Definition 4.2.1 (symbolic future function). From o TL[Fs(Q, Iz(e)A

cNdy)] Er TL[Q] and TL[(local #;¢) Q] = Jz(c A TL[Q]) we derive

Az(e) AeAdp AOTL[FL(Qn)] Er TLIQ] A c
Jz(e) A Fz(c Ady AOTL[FLUQR)]) Er 32(TL[Q] A ¢)
oTL[F{((local Z;c A dn) Qn, 3z(¢))]) Fr TL[(local 7 ) Q]

Since e A 3z(c A dy,) Er Jze we conclude
(2) oTL[Fs((local®;cAd,)Qn,eAIz(cAdy)] Er TL[(local Z;c) Q]
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e P =next@. We must have a derivation of the form

P =2 tell(ce) || Q

Since Cutp(oTL[Q],0) = true, we trivially have (1) e =1 Cutr(oTL[Q],0). We also
trivially have (2) o(©(e) A TL[Q]) Er oTL[Q].

e P = unless ¢ next (). We consider two cases

— e =7 ¢. Therefore P %5 tell(©e). Since Cutp(cV oTL[Q],0) = (cV

true) = true, we trivially have (1) e |=r Cutp(TL[unless ¢ next Q],0). Fur-
thermore, e =7 ¢ implies e =1 (¢ V G) for any G. Then we conclude (2)

o(©e) =1 (e VoTL[Q]).
(ee)

— e [£r ¢. Then we have P ——==> tell(Oe¢) || Q and we proceed as in the case of
next Q.

e P =!(@Q. We must have the following derivation for @
(Q,e) —1(Q€) /=
By inductive hypothesis we have
¢ Er TL[Q] and oTL[F(Q",¢")] Fr TLIQ]
By the rule Rrgp we must have
(1Q,€) — (Q | next!Q,e)) —7 (Q' | next!Q, ') /-,

Since Cutp(TL[next!Q],0) = true we conclude (1) ¢’ =1 Cutr(TL[! Q],0). Finally,
since oTL[F,(Q',¢")] Er TL[Q] then

(2) oTLIF.(Q' || next!Q,e)] 7 TLIQ] A oTL[!Q] = TL[P]
]

The Theorem 5.2.2 considers a single interaction of the process P with the environment.
The following corollary extends this result by considering a sequence of interactions.

Corollary 5.2.1. Let TL[-] be as in Definition 5.1.1 and P be an abstracted-unless free
process. If P = P, (c1.) s P (c2,0) P (3990 then fori>0
o=} (e}) b Cute(TLP],i — 1)

Proof. Let P, = P. If i = 1, from Theorem 5.2.2 we have
6/1 ):T Cutp(TL[[Pl]LO)

For ¢ > 1, by repeated applications of Theorem 5.2.2 and the definition of Cutr we derive
the following
o TITL[P] Er TL[A]
Cutp (0" ITL[P],i—1) Er Cutp(TL[P],i—1)
oi~l Outp(TL[[Pl]],O)]] ):T C’U,tF(TL[[Pl]],i — ].)

By Theorem 5.2.2, e, =1 Cutp(TL[F;],0) and we conclude
of et ':T CutF(TL[[Pl]],z' - ].)

7
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Theorem 5.2.1 and Corollary 5.2.1 allow us to prove the desired correspondence between
the symbolic outputs of P and the basic constraints entailed by the FLTL formula TL[P].

Theorem 5.2.3. Let TL[:] be as in Definition 5.1.1, {5 be as in Definition 4.2.1, P be an
abstracted-unless free process and c be a basic constraint.

1. If there exists k > 0 such that Cutp(TL[P], k) =1 ©c then P .
2. If P is monotonic and P S then TL[P] 1 <c.

Proof. Let P be an abstracted-unless free process and assume the following derivation

(true,eq (true,ez (true,e;
P=P :%SPQ . :;5

1. Assume that there exists k£ > 0 such that F' = Cutp(TL[P], k) and F = $c. Then it

must be the case that F' =7 \/ (0%(c)). Let 0 < i < k and assume that F =7 o%(c).
i€0..k

By Corollary 5.2.1 we know that ez ; 7 OFF and then e 1 =r ©*7%(c). Since
the sequence ej.es... is a past-monotonic sequence, we conclude e;; =7 ¢ and then
P e.

2. Assume that P is monotonic and P |}¢. Then there exists ¢ > 0 s.t. e; =p ¢. By
repeated application of Theorem 5.2.1 we have TL[P] =1 o"1(e;). From the fact
that e; =7 ¢ we conclude TL[P] =1 <c.

O

Relaying on the semantic correspondence in Theorem 4.4.1 we can straightforwardly
extend the previous result to the case of the operational semantics.

Corollary 5.2.2 (FLTL Correspondence -SOS). Let TL[-] be as in Definition 5.1.1, | be
as in Definition 3.7.1, P be a well-terminated and abstracted-unless free process and ¢ be a
basic constraint.

1. If there exists k > 0 such that Cutp(TL[P], k) =r Oc then P lJ°.
2. If P is monotonic and P ¢ then TL[P] Er <.

Proof. Directly from Corollary 5.2.3 and Theorem 4.4.1. O

5.3 Summary and Related Work

In this chapter we gave a logic characterization of utcc processes as formulae in the future-
free fragment of the Pnueli’s first-order linear-time temporal logic [Manna 1991]. We showed
that the operational view of processes and the declarative one based upon FLTL correspond
each other. Namely, we proved that the (symbolic) outputs of a process and the FLTL
formula corresponding to P entail the same basic constraints. This logic characterization
allows for reachability analysis of utcc processes using techniques from FLTL. For example,
in Chapter 8 we shall verify that a process P modeling a flawed security protocol reaches a
state where a secret is revealed. Furthermore, as a compelling application of the encoding
of utcc processes into FLTL formulae, we shall prove in Chapter 6 the undecidability of the
validity problem for the monadic fragment of FLTL without equality nor function symbols.

The material of this chapter was originally published as [Olarte 2008c]|.
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Related Work. CCP-based languages have been shown to have a strong connection to
logic that distinguishes this model from other formalisms for concurrency. In [Mendler 1995],
this correspondence is deeply studied by showing that CCP processes can be viewed as logic
formulae, constructs in the language as logical connectives and simulations (runs) as proofs.

In [de Boer 1997], a calculus for proving correctness of CCP programs is introduced. In
this framework, the specification of the program is given in terms of a first-order formula.
The authors pointed out that some problems arise when representing non-deterministic
choices by disjunction and when considering the representation of this logical connective
in the constraint system. For example, the constraint x > 0 does not really represent the
disjunction z = 0V > 0 since ¢ > 0 £ 2 = 0 nor z > 0 [~ « > 0. Therefore, the
logic of the constraint system is enriched to describe properties of constraints. Then, a
property represented by a constraint is interpreted as the set of constraints that entails it.
Consequently, logical operators are interpreted in terms of the corresponding set-theoretic
operations. This way, a program P is said to satisfy a given property A if the set of all its
outputs is a subset of the constraints defining A.

The results in [de Boer 1997] are extended and strengthened in [Nielsen 2002a], where
a proof system for the ntcc calculus is proposed (a non-deterministic extension of tcc).
Uunlike [de Boer 1997], due to the temporal nature of ntcc, [Nielsen 2002a] considers com-
putation along time units.

In [Saraswat 1994] the authors propose a proof system for tcc based on an intuition-
istic logic enriched with a next operator. Judgements in the proof system have the form
Ay, ..., A = A where Ay, ..., A,, and A are agents (processes). Such judgements are valid if
and only if the intersection of the denotations of the agents Ay, ..., A, is contained in the
denotation of A; equivalently, any observation that can be made from the parallel system
of agents Aj, ..., A, can also be made from A.

In the context of the m-calculus, in [Palamidessi 2006] it is shown that a logic inter-
pretation as formulae in First-Order Logic can be given to persistent m processes. In this
fragment of the m-calculus, all inputs and outputs are assumed to be replicated, much like
in utcc every input (abstraction) and output (tell) is persistent during a time unit (we
shall elaborate more on the relation between 7’s inputs-outputs and utcc’s abstractions-
tells in Chapter 6). Using this logic characterization, a correspondence between barbed
observability (output of a process) and logical consequence is proven similar to our logic
correspondence in Theorem 5.2.3.

The necessity of performing rechability analysis of utcc processes motivated the de-
velopment of the logic characterization here presented. Particularly, we were interested in
verifying if a process P eventually exhibits certain output c¢. We then considered more
appropriated to establish a correspondence between the operational semantics and the
logic characterization rather than defining a proof system in the lines of [Saraswat 1994,
Nielsen 2002a, de Boer 1997].

As future work, we plan to extend the proof system in [Nielsen 2002a] to consider the
utcc abstraction operator and then, to cope with judgements of the form P 1 A where
A is a past-free formula. The meaning of this judgment is that every possible output of P
is a model for the formula A. Notice that in [Nielsen 2002a| the underlying logic is CLTL
(a temporal logic where formulae are interpreted on sequences of constraints). Here, the
semantics of FLTL formulae is given in terms of sequences of states as described in Section
2.4. Both semantics are related as it was shown in [Valencia 2005, Lemma 5.4].



CHAPTER 6

Expressiveness of utcc and
Undecidability of FLTL

In the previous chapters we have studied the semantics of utcc and its declarative view of
processes as first-order linear time temporal-logic (FLTL) formulae. This chapter is devoted
to studying the computational expressiveness of utcc. As an application of this study, we
state a noteworthy decidability result for FLTL. Namely, the undecidability of the validity
problem for monadic FLTL without equality nor function symbols.

The computational expressiveness of tcc languages has been thoroughly studied in the
literature [Saraswat 1994, Valencia 2005, Tini 1999]. This allowed for a better understand-
ing of tcc and its relation with other formalisms. In particular, the expressiveness studies
in [Saraswat 1994, Valencia 2005] show that tcc processes can be represented as finite-state
Biichi automata [Buchi 1962] and thus cannot encode Turing-powerful formalisms. In con-
trast, here we show that well-terminated utcc processes (see Definition 3.8.1) can encode
formalisms such as Minsky machines and the A-calculus. Although both formalisms are
Turing-equivalent, these encodings serve different purposes.

On the one hand, the encoding of Minsky machines uses a very simple constraint system:
the monadic fragment of first-order logic (FOL) without equality nor function symbols. It is
well known that the validity and the satisfiability problems for this fragment are decidable
(see e.g. [Borger 2001]). The utcc theory and the encoding of Minsky machines will allow
us to prove that the same fragment in FLTL is strongly incomplete, and then, undecidable
its validity problem. On the other hand, we provide a compositional encoding of the call-by-
name A-calculus but using a more involved constraint system. Namely, we use a constraint
system with binary and ternary uninterpreted predicates. This encoding is a significant
test of expressiveness since it shows that utcc is able to mimic one of the most notable and
simple computational models achieving Turing completeness.

It is worth noticing that there are several works in the literature addressing the decid-
ability of fragments of FLTL and in particular the monadic one [Abadi 1990, Merz 1992,
Szalas 1988, Hodkinson 2000, Valencia 2005]. Our decidability result is insightful in that
it answers an issue raised in a previous work and justifies some restrictions on monadic
FLTL in other decidability results. More specifically, in [Valencia 2005] it was suggested
that one could dispense with the restriction to negation-free formula in the decidability
result for the FLTL fragment there studied. Our undecidability result actually contradicts
this conjecture since with negation that logic would correspond to the FLTL here stud-
ied. Furthermore, the work in [Merz 1992] proves the decidability of monadic FLTL. This
seemingly contradictory statement arises from the fact that unlike our result, [Merz 1992]
disallows quantification over flexible variables. Our results, therefore, show that restriction
to be necessary for decidability.

In summary, this chapter shows the full computational expressiveness of utcc, states
new results in the decidability of monadic FLTL and clarifies previous decidability results
and conjectures in the literature.
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(l;,INC(cp, ;) v, =vp+1 v, =vi_y

M-INC
(li,v0,v1) — a1 (15, v5,v1)
M- DEC (1;;DECI(cp, i, Ik))  vn #£0 v, =v, —1 vi_, =v1_p
(li,v0,v1) — a1 (L, v, v])
l;,DECI(cp, 15,1 v, =0
M-DECY | (Cn, s 1)

(li,vo,v1) —nr (15, v0,v1)

Figure 6.1: Reduction relation in Minsky machines.

6.1 Minsky Machines

We start our expressiveness study by presenting an encoding of Minsky machines [Minsky 1967]
into monotonic well-terminated utcc processes. First, we briefly recall some basic definition
of this computational model.

A two-counter Minsky machine M is an imperative program consisting of a sequence
of labeled instructions (I, L1);...; (I, L) which modify the values of two non-negative
counters ¢y and cy.

The instructions, using counters ¢, for n € {0,1}, are of three kinds:

e (I; : HALT) : Halts the machine.
e (I; : INC(cy,1;)): Increments the counter ¢, and jumps to the instruction ;.

e (I; : DECJ(cp,l;,1k)): Tests if ¢, is zero and then jumps to the instruction I;. If ¢, is
not zero, it jumps to li.

A configuration in a Minsky machine is a tuple (I;,vo,v1) where I; is the label of the
instruction to be executed and vy and vy the current value of the counters. Evolutions
between such configurations are described by the reduction relation —,; in Figure 6.1.
We shall use —7}, to denote the reflexive and transitive closure of — ;.

In the sequel, without loss of generality, we assume that counters are initially set to zero
and the machine starts at the instruction [;.

We say that a Minsky machine M halts if the control reaches the location of a HALT
instruction. Furthermore, it computes the value n if it halts with ¢y = n.

Definition 6.1.1 (Minsky Machine Computations). Let M be a Minsky machine with
instructions (I, L1);...; (lm; HALT); ... (In, Ly). Let — s be as in Figure 6.1. We say
that M halts if there exists a derivation (I1,0,0) —%; (I, v0,v1) #— . Furthermore, if
vg = n, we say that M computes the value n.

6.2 Encoding Minsky Machines into utcc

We shall use in our encoding recursive definitions of the form p(&) ©f P. Recall that in
utcc they can be encoded as abstractions using a uninterpreted predicate call,(-) of arity
Z (see Section 3.3.1).

Let us first introduce the constraint system we shall use for our encoding.



6.2. Encoding Minsky Machines into utcc 69

Counters:
ZERO,, ' when inc, do next (locala) (NOT-ZERO,, (a) |
!when out(a) do ZERO,,) |
when idle,, do next ZERQ,, ||
tell(iszy,)
NOT-ZERO, (z) < when inc, do next (localb) (NOT-ZERO,, (b) ||
!when out(b) do NOT-ZERO,(z)) ||
when dec,, do next tell(out(z)) ||
when idle,, do next NOT-ZERO,,(x) ||
tell(not-zeroy,)
Instructions:

[(L; : L)]; << when out(l;) do ins(l;, L;) where

ins(l;, HALT) = tell(halt) || next tell(out(l;)) || tell(idleg A idley)

ins(l;, INC(cp, ;) tell(incy,) || next tell(out(l;)) || tell(idle;_,)

ins(l;,DECI(cn, 5, lx)) when isz,, do (next tell(out(l;)) || tell(idle,)) ||
when not-zero, do (tell(dec,) || next tell(out(i))) ||
tell(idler_,)

Figure 6.2: Encoding of Registers and Instructions . n € {0,1}

Constraint System for the encoding. We shall assume a very simple constraint sys-
tem for our encoding. Namely, we shall use the monadic fragment of first-order logic without
functions, nor equality. We presuppose the (monadic) predicates out(-) and call _not-zero(-)
(to encode the recursive procedure NOT-ZERO —see Definition 3.3.2). Furthermore, we as-
sume the 0-adic predicates isz,, inc,, dec,, not-zero,, idle, for n € {0,1}, halt and
call _zero (to encode the recursive procedure ZERQ).

Counters. The counters ¢y and c¢; initially set to 0 are obtained by replacing the sub-
index n in the definition of ZERQ,, with 0 and 1 respectively in Figure 6.2. Intuitively, isz,
is used to test if the counter is zero and inc,, and dec, to trigger the actions of increment
and decrement the counters respectively. The constraint not-zero, in the store indicates
that the value of the counter is not zero.

Each time an increment instruction is executed, a new local variable is created, say a,
and the process NOT-ZERO(a) executed. Decrement operations output these local variables
on the global channel out(-). The process NOT-ZERO, when receiving the corresponding
local variable on channel out, moves to the state immediately before the last increment
instruction took place. If the counter is not currently used, i.e., if idle, can be deduced,
the counter remains in the same state.
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Instructions. For the set of instruction (I1, L1);. . .; (I, L,) we assume a set of variables
l1,...,1,. By adding the constraint out(l;), the code of the instruction ; is spawned. In
the case of (I;, HALT), the constraint halt is added to the current store. Furthermore, by
adding the constraint idley A idle;, we specify that both counters are idle. The operation
(I; : INC(cp,1;)) adds the constraint inc, and then activates the instruction /; in the next
time unit. It also adds the constraint idle; _,, to assert that the other counter is idle. Fi-
nally, the encoding of the instruction (I; : DECJ(cy, [, %)) asks if the counter ¢, is zero, i.e,
if isz, can be deduced from the current store. If it is the case, then it activates in the next
time unit the instruction /;. If the constraint not-zero, can be deduced (i.e. ¢, > 0), then
the encoding of this instruction adds the constraint dec,, and activates the instruction [ in
the next time unit.

The following definition makes use of the processes in Figure 6.2 to define the encoding
of a Minsky machine in utcc.

Definition 6.2.1 (Encoding of Minsky Machines into utcc). Let M be a Minsky machine
with instructions (I; : L1),..., (I : L,). Let [-]1 be as in Figure 6.2 and

DEFS ="ZEROy™ || "ZERO, ™ || "NOT-ZEROy(x)™ || "NOT-ZERO; (x)"

where -7 is the encoding of recursion in Definition 3.53.2. The encoding M[-] is defined as:

M[M] = (localls,....0,)( telllout()) | T '[(:: L:)]s || ZER0, || ZERO: || DEFS)
ie{l,..,n}

where ZEROy, ZEROy, NOT-ZEROy and NOT-ZER0O, are obtained by replacing the sub-index n by
0 and 1 respectively in the definition of ZERO,, and NOT-ZERO,, in Figure 6.2

Notice that in the definition of M[-], the first instruction (1) is activated by adding the
constraint out(ly). Furthermore, both counters are initially set to zero.

6.2.1 Representation of Numbers in utcc

As hinted at above, increment operations create a local name, say a, and then execute the
process NOT-ZERO(a). For the decrement operations, these local names are sent back on
channel out. Then, the encoding moves to the state immediately before the last increment
operation took place. In the following definition, we give a characterization of the state of
the counters that makes more precise this idea.

Definition 6.2.2 (Numbers in utcc). Let ¢, be a counter and DEFS be as in Definition
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6.2.1. Let us define [cn, = k]|n = [cn = K]y || DEFS where
0y < zEro,
1% ' (locala,) (lwhen out(a;) do ZERD, ||
NOT-ZERO,(ay))
[en =2 & (localas,as)(!when out(a;) do ZERO, ||
!when out(az) do NOT-ZERO,(ay)
NOT-ZERO, (a3))

[[Cn

[[Cn

[en =k]y = (localay,ag,...,ax)(
!when out(a;) do ZERO, ||
!when out(ay) do NOT-ZERO,(aq))

!when out(ay) do NOT-ZERO,(aj_1)
NOT-ZERO, (a))

The above construction realizes our intuition of the behavior of the encoding in Defi-
nition 6.2.1. The “state” [c¢, = 0]y is represented by the the process ZERQ,, which adds
the constraint isz, to the current store. If no increment instruction is executed (i.e. the
counter is idle), the process ZERQ,, is executed in the next time unit and then the counter
remains in zero.

A number k£ > 0 is represented by k local variables aj,..,a, and the respective ask
processes waiting for the reception of the corresponding variable on channel out to move to
the previous state. For the case of k = 1, a decrement operation causes that NOT-ZERO,, (a1)
outputs the constraint out(a;) in the next time unit. Therefore, ! when out(a;) do ZERQ,
will execute the process ZERO,, . Similarly, for the case k > 1, a decrement operation causes
that the process NOT-ZERQ, (aj) adds the constraint out(ay) in the next time unit. Then,
the process ! when out(ax) do NOT-ZERQ, (ax_1) spawns NOT-ZERO,,(ax—1) and we obtain
the state [¢, = k — 1] .

In the presence of an increment operation, the process NOT-ZERO, (ay) creates a new
local variable, say aj.y1, with the corresponding when process waiting for the reception of
that variable. Furthermore, the process NOT-ZERQ, (ax+1) is executed and we obtain the
state [c, =k + 1] n.

Notation 6.2.1. In the sequel, for the sake of presentation, we shall omit the process DEFS
when presenting a derivation of a process of the form [c, = k]n.

6.2.2 Encoding of Machine Configurations

Using our definition of numbers, we can give a suitable mapping from configurations of the
machine into utcc processes. This shall help us to prove the operational correspondence of
the encoding.

Definition 6.2.3 (Encoding of Configurations). Let M be a Minsky machine with instruc-
tions (l1;L1), .., (ln; Ln). Let [-]n be as in Definition 6.2.2 and [-]r be as in Figure 6.2.
The encoding [-]c of a configuration of M is defined as

[(livo,v)]e & (ocally, ... 1) ( [eo = vo]w || [er = v1]w ||

tell(out(Z;)) || [T '[(Li:Li)lr)

i€{l,..,n}
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6.3 Correctness of the Encoding

This section is devoted to proving the correctness of the encoding above: We shall show that
reductions of the Minsky machine M and the observable transitions of the utcc process
M[M] correspond to each other.

Before that, notice that the process P = M[M] is not meant to be executed under the
influence of any environment. In other words, we shall observe the transitions of P when
the input is true. Then, for the sake of presentation, we shall use the following notation
that ignores the observable outputs and assume the inputs to be true.

Notation 6.3.1. We shall write P, — P> — P5 ... to denote the sequence of internal
transitions (P, c1) — (P2, c2) — (Ps,c3) ... when ¢y = true and the constraints ca, cs, ...
(true,c)

are unimportant. Similarly, we shall write P —— P’ when P P' and c is
unimportant. For any equivalence relation between processes ~, if P =——= P’ and P' ~ Q
we shall write P ——=~ Q.

Residual Processes and Observables. The reader may have noticed that the processes
of the form ) = when out(ay) do P, waiting for the entailment of the constraint out(ay),
appear replicated in Figure 6.2. This is because we cannot know a priori when the constraint
out(ay) will be added to the store. We can show that once the process P in @ is executed,
it is not executed again. In other words, after the execution of P, the process ) in the next
time unit will remain inactive for the rest of the execution of the encoding.

Let us illustrate this with an example. We can show that P = [¢, = 2]y || tell(dec,,)
exhibits the following reductions:

P —* (localay,as) (! when out(a;) do ZERO, ||! when out(az) do NOT-ZERO,(aq))
when inc,, do next (localb) (NOT-ZERO,,(b) ||
!when out(b) do NOT-ZERO,(as2)) ||
when dec,, do next tell(out(az)) ||
when idle, do next NOT-ZERO, (as3) || tell(not-zero,) || tell(dec,,)
—* (localaj,as) (!when out(a;) do ZERO, ||! when out(az) do NOT-ZERO,(a1))
when inc,, do next (localb) (NOT-ZERQ,,(b) ||
!when out(b) do NOT-ZERO, (a2)) ||
next tell(out(as)) ||
when idle,, do next NOT-ZERQ, (as) /—

Then we have P ——— () where

@ = (localaj,as) (!when out(a;) do ZERO,, ||!when out(as) do NOT-ZERQ, (a1))
|| tell(out(asz))

and
Q@ —* (localay,as)(!when out(a;) do ZERD, ||!when out(az) do NOT-ZERO,(a;)
|| NOT-ZERO,,(a1)) = Q’

By a simple inspection of @Q’, it is easy to see that as only occurs in the process
!'when out(as) do NOT-ZERO, (a1)) (as a guard). Therefore, neither the process NOT-ZERGO,, (a1)
nor !when out(a;) do ZERO, can add to the store a constraint entailing out(as).

One can thus show that after eliminating the “residual” process

!when out(as) do NOT-ZERO,(aq))

the behavior of (' remains the same, more precisely, one obtains an output equivalent
process to Q.
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Proposition 6.3.1. Let P = [¢, = k]n for some k and ~° be as in Definition 3.7.1.
Assume a ¢ fo(P). Then for all process Q the following holds

P ~° (locala) (P ||! when out(a) do Q)

Proof. Since a ¢ fu(P) one can show that P = [¢,, = k] ; cannot add a constraint ¢ entailing
out(a). Then, the process when out(a) do @ does not exhibit any internal transition. [

6.3.1 Derivations in the Minsky Machine and utcc Observables

In this section we prove the correspondence between derivations in the Minsky machine
M and the derivations of the process M[M]. Before establishing this correspondence, we
require some additional results.

The following proposition states that the encoding of the set of instructions adds in each
time unit one and only one of the following constraints: inc,,, or dec,, or idle, for n € {0,1}

Proposition 6.3.2 (Counter Operations). Let M be a Minsky machine with instructions
(I : L1), ..., (ln = Ly). Let [-]1 be as in Figure 6.2 and R be defined as:

R = (locally,... l,) (telllout(l;)) || TII 0% : L))
i€{1,..,n}

(true,c)

If R ===, then for n € {0,1} these conditions hold

1. ¢ [ inc, implies ¢ |= idle;_,.
2. ¢ | decy, implies ¢ = idley_,,.
3. ¢ Eidle, implies ¢ [~ inc, and ¢ = decy, .

Proof. One can easily show that tell(out(l;)) causes the execution of ins(l;, L;) in R. By
a simple analysis of the process ins(l;, L;) one can verify the conditions above. O

The following proposition introduces an obvious fact on the encoding of numbers in
utcc. Namely, if there are no increment or decrement instructions on a counter (i.e., it is
idle) its value remains the same.

Proposition 6.3.3. Let ins(-) be as in Figure 6.2, (I;,L;) be an instruction and C, =
[en = K]n for some k. If L; is a halt instruction or an instruction on counter n , there
exists k' and I, such that

(locally,....ln) ( [e1on = E"]n || [en = K] || tell(out(l;)) | ve{ln }! [ : L))

(locally,... 1) ( [er—n = K"]n || [en = K] || tell(out(L)) || Ae{}_[ }! [ = Lo)]r)

Proof. Assume that R = ins(l;, L;). If L; is a halt instruction or an instruction on counter
Cn, then by Proposition 6.3.2 we know that R adds the constraint idle;_, and cannot add
neither inc;_, nor dec;_,. Let P = [e,—1 = k”]. Assume that £’ = 0. By a simple
analysis on P we notice that only the guard of the process when idle,,_; do next ZERO,, 1
can be entailed and then the conclusion follows.
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Assume now k” > n. Then P = [c¢1_,, = k"] v takes the form

(localay,asg,...,a}) (
!'when out(a;) do ZERO;_,, ||
!'when out(ay) do NOT-ZERO;_,(a1))

'when out(a}) do NOT-ZERO;_,(a}_;))
NOT-ZERO; _, (ay)

By a simple analysis of the process NOT-ZERO;_,, we can show that only the guard of the
process when idle;_,, do next NOT-ZERO;_,,(a}) can be deduced and then the conclusion
follows. O

Now we are ready to prove that derivations in the Minsky machine (— ;) correspond
to observable derivations ( =) in utcc.

Lemma 6.3.1 (Completeness). Let M be a Minsky machine with instructions (I1; L1), ..., (In; Ln),
[-'lc be as in Definition 6.2.8 and (I;,v9,v1) be a configuration of M.

If (liaU‘J?’Ul) M (lgﬁv(/hvll) then [[(li,vo,v1)]]c =~ [[(l;,vé,vll)]]c

Furthermore, if (I;,v0,v1) #—m, (i-e. l; is a HALT instruction),

(true,c)

[(L;, v, v1)]c [(1;,v0,v1)]c and ¢ |=halt

Proof. Assume (I;,v9,v1) — s (I, v5,v]) and let

P = H(li,vo,’l)l)ﬂc = (localll,...,ln)( Co || Cl || tell(out(ll)) || e{}—[ }' [[(ll : Lz)]]] )

where C), = [¢, = v,]n for n € {0,1}.
We shall prove that P ———= @ and Q ~° [(I},v{,v])]c. The proof proceeds by case
analysis of the instruction L;.

1. (li : INC(cp,1;)): We trivially have that tell(out(l;)) in parallel with the encoding
of the set of instructions reduces to the process tell(inc,) || next tell(out(l;)). By
using Proposition 6.3.3 we can show that the process C7_,, remains the same in Q.
Now we have to prove that C,, evolves into C}, = [¢,, = v}, |n with v}, = v, + 1.

Let us consider first the case P’ = [c¢, = 0] || tell(inc,). We can show that there is
a derivation of the form

P’ —* next(locala;) (!when out(a;) do ZERQ,, || NOT-ZERO,(aq)) ||
when idle, do next ZERQ,, || tell(isz,)
—* next (locala;) (! when out(a;) do ZERQ,, || NOT-ZERQ,,(a1)) |
when idle,, do next ZERQ,, /—

Therefore, we have the following observable transition:

P’ = (locala;) (! when out(a;) do ZERQ,, || NOT-ZERO, (a1)) = [c¢, = 1]~

Now consider the case P’ = [e¢, = kN || tell(inc,) for &k > 0. We must have the
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following derivation

P’ —* (localay,as,...,ax) (
!when out(a;) do ZERO, ||

!when out(ay) do NOT-ZERQ, (ak—1) |
when inc,, do next (local ay1) (NOT-ZERO,, (ax+1) ||
!'when out(ag41) do NOT-ZERQ, (ax)) ||
when dec,, do next tell(out(ay)) ||
when idle,, do next NOT-ZEROQ, (ay) ||
tell(not-zeroy,) || tell(inc,))
—* (localay,as,...,ax) (
!when out(a;) do ZERO, ||

!'when out(ay) do NOT-ZERQ, (ax—1) |
next (local ay1) (NOT-ZERQ,, (ak+1) ||
!when out(axy1) do NOT-ZERO, (ag)) ||
when dec,, do next tell(out(ay)) ||
when idle, do next NOT-ZERO, (ay)) /—

We then have P/ =——=~° Q' where

Q" = (localay,as,...,ak, ak+1)
!when out(a;) do ZERO, ||
!when out(az) do NOT-ZERQ, (a1) |

!when out(agy1) do NOT-ZERO, (ay) |
NOT-ZERO,, (a4 1))
= [cn =k+ 1]]]\]

We then conclude that @ ~° [(I}, v),v1)]c-

2. (It : DECJ(cp, lj,1x)). Similar to the increment case, by using Proposition 6.3.3 we can
show that the process C'i_,, remains the same in Q.

We then have to prove that C,, = [¢,, = vp]n evolves into C), = [¢, = vu]n if v, =0
and into CJ, = [¢, = vy, — 1] v otherwise.

Consider the case ¢, = 0. Then, [¢,, = 0]y = ZERQ,, and the constraint isz,, is added
to the current store. Hence, the guard of the process when isz,, do next tell(out((;))
can be entailed and then, [(li : DECI(cy, 5, k)]s reduces to the process tell(idle,,) ||
next tell(out(/;)). Furthermore, the process when not-zero,, do next tell(out(l))
remains blocked since the constraint not-zero,, is not added to the current store. We
then have the activation of [; in the next time unit. Since the constraints idel, is
added to the current store, by Proposition 6.3.3, C}, remains the same in Q.

Now assume that ¢, > 0. Then, it must be the case that [¢,, = k] ;v adds the constraint
not-zero, into the store. Therefore, the process tell(dec,) || next tell(out(ly))) in
the definition of [(l¢ : DECJ(cy, lj, lx))] 1 is executed.

Now we have to show that C,, || tell(dec,,) reduces to [c, = v, —1]n. We consider two

cases: when k > 1 and k = 1. Assume that £ > 0 and P = [¢,, = k] || tell(dec,,).
We must have the following derivation
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P —* (localay,as,...,a)(
!when out(a;) do ZERO, ||

!when out(ay) do NOT-ZERO, (ar_1)
when inc,, do next (localay1) (NOT-ZERQ,,(ax+1) ||
!when out(agy1) do NOT-ZERQ, (ai)) ||
when dec,, do next tell(out(ay)) ||
when idle,, do next NOT-ZERO,, (ax) ||
tell(not-zeroy,) || tell(decy,))
—* (localay,ag,...,ax) (
!when out(a;) do ZERO, ||

!when out(ay) do NOT-ZERO, (ar—1)
when inc, do next (localay1) (NOT-ZERQ,,(ak+1) ||
!when out(agy1) do NOT-ZERQ, (ai)) ||
next tell(out(ag)) ||
when idle,, do next NOT-ZERO,(ax)) /—

We then have P ———= @) where

Q = (localay,as,...,ax)
!when out(a;) do ZERO, ||
!when out(ay) do NOT-ZERQ,(aq) |

!when out(ax) do NOT-ZERQ, (ak—1) |
tell(out(ag)))

By proposition 6.3.1 we can show that Q ~° [¢, = k — 1]n. The case k = 1 is similar
to the previous one by noticing that tell(out(aq)) triggers the execution of ZERO,, and
then [c, = k]~ || tell(dec,,) =——=~° ZERQ,, = [c, = 0] .

3. (l;,HALT): In this case, tell(out(l;)) in parallel with the encoding of the set of in-
structions reduces to the process tell(halt) || next tell(out(l;)) || tell(idleg A idley).

By Proposition 6.3.3 we can show that the encoding of the counters does not change

(

when passing to the next time unit and then P % P and ¢ = HALT

Now we prove the converse of the previous lemma.

Lemma 6.3.2 (Soundness). Let M be a Minsky machine with instructions (I1; L1), ..., (In; Ln),

[-'1c be as in Definition 6.2.3 and (I;,vo,v1) be a configuration. If [(I;,vo,v1)]c (true.c) P
then, one of the following holds

1. There exists a configuration (I}, v}, v}) such that (I;,vo,v1) —p (I, v(,v]) and P ~°
[[(l;, Ué? ’UII)HC'

2. (li,vo,v1) /=1, P ~° [(l;,v0,v1)]c and ¢ = halt.
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Proof. By an analysis on the structure of [(I;,vo,v1)]c, one can see that the process
tell(out(l;)) triggers the execution of the definition of the instruction L;. The other pro-
cesses evolve according to the type of the instruction L;. We then proceed by case analysis

For (1), if (I;,v0,v1) —n (I}, v),v]) then i is an increment or a decrement operation. We
analyze both cases:

e (I; : INC(cy,1;)). We then have v}, = v, + 1 and v{_,, = vi_,. By exhibiting the same
reductions that in the proof of Lemma 6.3.1 case(1), we have [(I;, v, v1)]c ——=~°
[[(liﬂ 1)67 Ull)]]c'

e (I; : DECJ(cp,lj,x)). We have to consider two cases: (a) ¢, = 0and then (I;,vp,v1) —um
(lj,v0,v1); (b) ¢, > 0 and then (I;,v9,v1) —nm (lg, vp, v}) with v], = v, — 1 and
v}_,, = V1—n. In both cases, we can exhibit the same reductions that in Lemma 6.3.1
case (2) to show the following:

(@) : [(isvo,v1)]e ===~ [(lj,v0,v1)]c-

(b) : [[(li7v(],’l)1)]]c =" [[(lkvv()»vll)]]c

For (2), if (l;,v9,v1) #—nm then it must be the case that L; is a HALT instruction. By

an analysis similar to that of (3) in Lemma 6.3.1 we conclude [(I;,vo,v1)]c (eree), o

[(1;,v9,v1)]c where ¢ |=halt.
O

6.3.2 Termination and Computations of the Minsky Machine

We conclude this section by presenting a theorem that follows directly from Lemmas 6.3.1
and 6.3.2. This result proves that computations in the Minsky machines correspond to
computations in the utcc encoding.

Let us define a process decrementing n times the counter cg. If it succeeds, it outputs
the constraint yes:

Decy < when isz do tell(yes)

Dec,, = unless iszy next (tell(decy) || Decp—1)

Recall that given a process P and a constraint ¢, P || means P = P (m%;
Py (m%; B (mé; P11 and ¢; = ¢. The following theorem states that a Min-

sky machine computes the value n (Definition 6.1.1) if and only if after the encoding halts,
one can decrement ¢y exactly n times until telling “yes”. More precisely:

Theorem 6.3.1 (Correctness). Let M be a Minsky machine and M[-]" be as in Definition
6.2.1 but where ins(l;, HALT) = Dec,, ||! tell(idley).

The machine M computes the value n iff M[M]’ |ves

Proof. Since we are assuming that counters start in zero and the first instruction to be
executed is Iy, it is easy to see that M[M] = [(11,0,0)]¢. If M computes the value n,
then there exists a derivation (I;,0,0) —73; ({;,n,v1) with (I; : HALT). By Lemmas 6.3.1
and 6.3.2, it is possible if and only if [({1,0,0)]c =——="~° [(l;,n,v1)]c. Since l; is a
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HALT instruction, by definition of M[-]" the process Dec,, is executed and we must have the
following derivations.

[(lj,n,v)]e || @ ===~° [(l;,n,v1)]c || tell(deco) || Decy—1
==~ [(l;,n—1,v1)]c || tell(decy) || Decp—2

:}No -
——— 0 [(1,0,01)]c || Decy 22 @
where ¢ £ yes and then M[M]’ |ves O

As an application of the above result, we can show the undecidability of the output
equivalence for well-terminated processes.

Corollary 6.3.1. Fiz the underling constraint system to be monadic first-order logic with-
out equality nor function symbols. Then, the question of whether P ~° @, given two
well-terminated processes P and @, is undecidable.

Proof. Given a Minsky machine M, let us define M[M]’ as the encoding M[M] except that
ins(HALT) = skip. Notice that ins(HALT) = tell(halt) in Figure 6.2. Clearly, M does not
halt if and only if M[M]" ~° M[M]. O

A more compelling application of our encoding is given in the next section where we
prove the undecidability of the monadic fragment of FLTL.

6.4 Undecidability of monadic FLTL

In this section we shall state a new undecidability result for monadic FLTL. We shall prove
that the monadic fragment of FLTL without equality nor function symbols is strongly
incomplete. We start by recalling some results in [Merz 1992] where it is proven that the
above fragment of FLTL is decidable. Then we explain why this apparent contradiction
with our result arises.

In [Merz 1992] a FLTL named TLV is studied. The logic we presented in Definition
2.4.1 differs from TLV only in that TLV disallows quantification of flexible variables as well
as the past operator. We shall see that quantification over flexible variables is fundamental
for our encoding of Minsky machines. We also state in Theorem 6.4.1 that the past-free
monadic fragment of the FLTL in Definition 2.4.1 without equality nor function symbols is
strongly incomplete. This in contrast with the same TLV fragment which is decidable with
respect to validity [Merz 1992].

Because of the above-mentioned difference with TLV we shall use the following notation:

Notation 6.4.1. Henceforth we use TLV-flex to denote the past-free fragment of the FLTL
presented in Definition 2.4.1, i.e., the set of FLTL formulae without occurrences of the past
modality O.

Decidability of monadic TLV. In [Merz 1992] it is proven that the problem of validity
of a monadic TLV formula A without equality nor function symbols is decidable. This result
is proven the same way as the standard decidability result for classical monadic first-order
logic (FOL). Namely, by obtaining the prenex form of the formula, getting rid of quantifiers
and then reducing the problem to the decidability of propositional LTL.

This strategy does not work in the case of TLV-flex. Basically, it is not possible to
move a quantifier binding a flexible variable to obtain the prenex form. To see this, con-
sider for example the formula F' = (z = 42 A ox # 42). If z is a flexible variable, notice
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that Odx F is satisfiable whereas 3x[JF" is not. Hence, moving quantifiers to the outermost
position to get a prenex form does not preserve satisfiability. Notice also that if z is a rigid
variable instead, (JdxF' and JxJF' are both logically equivalent to false.

To prove our undecidability result, we shall reduce the validity problem of a TLV-flex
formula to the halting problem in Minsky machines. We then first need to represent a
Minsky machine as a TLV-flex formula. This is done by appealing to the encoding of
Minsky machines into utcc processes in Definition 6.2.1 and then the encoding of utcc
processes into TLV-flex formulae in Definition 5.1.1.

Proposition 6.4.1. Let M be a Minsky machine and P = M[M] as in Definition 6.2.1.
Let A = TL[P] be the FLTL formula obtained as in Definition 5.1.1. Then A is a monadic
TLV-flex formula without equality nor function symbols.

Proof. Directly from the fact that the constraint system required in M[-] is the monadic
fragment without equality nor function symbols of FOL. O

To see the importance of quantifying over flexible variables in the encoding A = TL[P]
take the output of = (i.e., the process tell(out(z))) in the definition of NOT-ZERQ,,(x) (Figure
6.2). Assume that the variables were rigid. Notice that the abstraction modeling the
definition of this procedure is replicated (see Notation 3.3.2). This thus corresponds to a
formula of the form OV, out(z) = F. Once the formula out(a) is true, by the rigidity of a,
the formula F[a/x] must be true in the following states, which does not correspond to the
intended meaning of the machine execution. Instead, if a is flexible, the fact that out(a) is
true at certain state does not imply that F'la/x] must be true in the subsequent states.

Now, using the above proposition and our construction of Minsky machines we have the
following:

Lemma 6.4.1. Given a Minsky machine M, it is possible to construct a monadic TLV-
flex formula without equality nor function symbols Fy; such that Fyy is valid iff M loops
(i.e., it never halts).

Proof. Let M be a Minsky machine and P = M[M]” where M[M]" is defined as the
encoding M[M] in Definition 6.2.1 except that ins(-) (Figure 6.2) adds tell(running) in
parallel to the encoding of all instructions but HALT, ie,:

ins” (1;, HALT) = ins(l;,HALT)
ins" (1;, INC(cp, 1)) = ins(l;, INC(cy,!;)) || tell(running)
ins”(l;,DECI(cp, l;,lx)) = ins(l;,DECI(cy,l;,1x)) || tell(running)

Take A = TL[P]. One can verify that if A =r G halt then, it must be the case that
there exists j > 0 such that Cutp(A,j) =r Ohalt. Let Fjy = A = Orunning. One
can show that Fj; is not valid if and only if Cutr(A4,j) EEr < halt since when halt can
be deduced, by construction of ins”, running cannot be deduced. By Corollary 5.2.2,
Cutr(A,j) Er Ohalt iff P ||*!* and from Lemmas 6.3.1 and 6.3.2, P {|**!* iff M halts.
Therefore, Fy; is valid iff M never halts. O

Since the set of looping Minsky machines (i.e. the complement of the halting problem)
is not recursively enumerable, a finitistic axiomatization of monadic TLV-flex without
equality nor function symbols would yield a recursively enumerable set of tautologies.

Theorem 6.4.1 (Incompleteness). There is no a sound and complete finitistic axiomati-
zation for monadic TLV-flex without equality nor function symbols.
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Proof. Directly from Lemma 6.4.1. O

From this corollary it follows that the validity problem in the above-mentioned monadic
fragment of TLV-flex is undecidable. Our results then show that the restriction on the
quantification of flexible variables is necessary for the decidability result of monadic TLV
in [Merz 1992].

In Appendix A we present an alternative proof of the Theorem 6.4.1 using only argument
from logic. We prove that the formula corresponding to the process M[M] faithfully describe
the behavior of the machine M. Then we show that there exists a formula that is valid if
and only if M never halts.

6.5 Encoding the A-calculus into utcc

In this section we give a compositional encoding of the call-by-name A-calculus into utcc
processes. This encoding is a significant application showing how utcc is able to mimic
one of the most notable and simple computational models achieving Turing completeness.
Here, the ability to express mobility is central to our encoding that is built upon the ideas
in the encoding of the A-calculus into the m-calculus in [Milner 1992b, Sangiorgi 1992].

We shall recall briefly some notions of the lazy A-calculus [Abramsky 1993] and the
encoding of it into the m-calculus [Milner 1992b, Sangiorgi 1992].

6.5.1 The call-by-name A-calculus

Terms in the A-calculus denoted by M, N, ... are built from variables x, y, ... by the following
syntax:
M=z | (Ax.M) | (MN)
The term (Az.M) is known as A-abstraction and (M N) as the application of M to N.
Computations in the call-by-name A-calculus are described by the relation — :

@ M —\ M,
((A\z.M)N) — M[N/z] MN —, M'N

B

Rule g replaces the placeholder x by the argument N in the body M. The parameter N
in such an expression is not evaluated before the substitution takes place. The expression
(Ax.M) is called f-redex and the result of the reduction, M[N/z], is called contractum.
Rule p allows us to replace the leftmost G-redex in the application (M N) by its contractum.
Notice that terms in the body of an abstraction are not reduced.

Since the parameters are not evaluated, the call-by-name strategy allows for the manip-
ulation of infinite objects. Furthermore, reductions are deterministic: the redex is always
at the extreme left of the term [Abramsky 1993].

6.5.2 Encoding the A-calculus into the 7-calculus

The encoding of the A-calculus in [Milner 1992b] and [Sangiorgi 1992] makes use of channels
to represent the linkage between an abstraction of the form M = Ax.M, and the sequence of
arguments My Ms..., when applying M to M;Ms.... The encoding of M is then parametric to
a channel name indicating where to find the first argument. This way, function application
is a particular form of parallel combination of two agents, the function and its argument.
Beta-reduction is modeled as process interaction. Since channels can communicate only
names, the communication of a term is simulated by the communication of a trigger for it
[Sangiorgi 1998].
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The translation is inductively defined as follows

variable [=]F et T(u)
A-abstraction [Az.M]T = w(z,v).[M]T
Application  [(MN)]T % vo([M]* | vw(@(w,u) | 'w(m).[N]%,))

In the encoding above, the application M N causes that [M]7T consumes the process
o(x,v'), thus finding the name z of the first argument and a link (v’) to the reminder of
the arguments.

See [Sangiorgi 1992] and [Sangiorgi 1998] for further details on this encoding and the

correspondence theorems.

6.5.3 Encoding the A-calculus into utcc

In our encoding we shall mimic the input and output actions in the m-calculus encoding of
the A-calculus. Notice that inputs and outputs in the 7-calculus disappear only after being
involved in an input-output interaction. In utcc, the tell and abstraction processes can be
thought of as being outputs and inputs, respectively, in 7, but they are not automatically
transferred from one time unit to the next one—intuitively, they will disappear right after
the current time unit even if they did not interact.

Consequently, to mimic 7 inputs we define the derived operator (wait &;c¢) do @ that
waits, possibly for several time units until for some #, c[t/#] holds. Then it executes Q[f/Z].

Definition 6.5.1 (Wait Process). Assuming an uninterpreted predicate out’ in the signa-
ture of the constraint system and stop, go ¢ fu(P) we define

(wait 7;c) do P et (local stop, go) tell(out’(go))
[I'unless out’(stop) next tell(out’(go))
[I' (abs Z;c A out’(go)) (P ||! tell(out’(stop))

In the previous definition, the guard of the abstraction c is augmented with the constraint
out’(go) which is added to the store until the constraint out’(stop) is deduced. The latter
is added once the body of the abstraction (i.e., P) is executed.

Notation 6.5.1. Recall that the empty sequence of terms is written as €. We shall use
whenever ¢ do P as a shorthand for (wait €;¢) do P.

To mimic 7 outputs, we require a derived constructor able to perform the output until
some process is able to “read” the constraint produced—after interacting with an input
process. We shall write tell(c) for the persistent output of ¢ until some process reads c¢. We
also define an auxiliary input process that adds a constraint acknowledging the reading of
¢ namely (wait Z;c) do P.

Definition 6.5.2 (Persistent Tells and Waits). Assuming stop, go ¢ fu(c). Define

tell(c) ' (local go, stop) tell(out’(go)) ['when out’(go) do tell(c) ||
lunless out’(stop) next tell(out’(go)) ||
!when ¢ do !tell(out’(stop))
(wait #;c) do P & (wait Z;c) do (P || tell(e))

Intuitively, the constraint ¢ is added to the store in order to acknowledge that ¢ was read.
Once this happens, the resulting process R is only able to output constraints of the form
out’(x) where z is a local variable. This is due to the processes of the form ! tell(out’(stop))
in R. We shall elaborate more about this issue in the next section where we prove that R
can be viewed as an inactive process for the execution of the encoding.
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The Encoding. The encoding below maps arbitrary A-terms into utcc processes. We
presuppose a constraint system with two uninterpreted predicates outs and outs and the
corresponding acknowledgments outs and outs. For the sake of simplicity, we shall omit
the sub-indexes in out, and outz and they are understood as the arity of out.

variable [=]% E tell(out(z,u))
A-abstraction [Az.M], = (wait x,v;out(u,z,v)) do next [M]}
Application  [(MN)]% (localv) ([M], ||
(local w) tell(out (v, w,u) ||
! (wait m;out(w, m)) do next [N],,))

(

As the reader can see, our encoding follows directly from that of the A-calculus into the
m-calculus. Intuitively, the constraint outs(a, x) represents sending the name x on channel
a as in Example 3.6.2. Similarly, outs(a, x,y) represents sending both = and y on a.

6.5.4 Correctness of the Encoding

In this section we prove the correspondence between the derivations of a lambda term and
the derivations of its corresponding utcc process. Before doing that, let us introduce some
facts on the processes tell and wait.

Notice that once the processes tell and wait interact, their continuation in the next
time unit is a process able to output only a constraint of the form 3, out’(z). We then
define the following equivalence relation that allows us to “ignore” these processes.

Definition 6.5.3 (Observables). Let ~° be the output equivalent relation in Definition
3.7.1. We say that P and Q are observable equivalent, notation P ~°" Q, if

P ||!tell(3 out’(z)) ~° Q ||! tell(T out’(z))
Using the previous equivalence relation, we can show the following.
Observation 6.5.1. Assume that ¢(Z) is a predicate symbol of arity |Z).
1. If true }~ ¢ then (wait 7;¢) do P =———= (wait Z;c¢) do P.
2. If P = tell(c(1)) || (wait 7;c(%)) do next Q then P ——=~°" Q[t/i].
Proof. For (1), one can show that there is a derivation of the form
(wait #;¢) do P —* (local stop, go; out’(go))
|| unless out’(stop) next tell(out’(go))
|| next ! unless out’(stop) next tell(out’(go))
| (abs Z;c A out’(go)) (P || tell(¢) ||! tell(out’(stop))
| next ! (abs Z;c A out’(go)) (P || tell(e) ||! tell(out’(stop)) /—
Notice that the unless process above executes the process tell(out’(go)) in the next time

unit. By observing the definition of wait, it is easy to see that (wait Z;¢) do P ——
(wait 7;c) do P.



6.5. Encoding the \-calculus into utcc 83

For (2), assume that P = next Q and let R = tell(c(f)) || (wait &; ¢(Z)) do P. One can
show that there is a derivation of the form

R —* (local go, stop; out’(go)) when out’(go) do tell(c(t)) ||
lunless out’(stop) next tell(out’(go)) |
I'when ¢(t) do ! tell(out’(stop)) ||
(local stop’, go’; out’(go'))
[[!unless out’(stop’) next tell(out’(go’))
|! (abs Z; ¢ A out/(go")) (P || tell(e(t)) ||! tell(out’ (stop’))
—* (local go, stop; out’(go) A c(t)) |
lunless out’(stop) next tell(out’(go)) ||
I when ¢(f) do ! tell(out’(stop)) ||
(local stop’, go’; out’(go'))
[['unless out’(stop’) next tell(out’(go'))
|! (abs Z; ¢ A out/(go")) (P || tell(e(t)) ||! tell(out’ (stop’))

Since stop, go, stop’, go’ ¢ fv(c) U fu(P) we must have

R —* PI[t/i] | (local go, stop; out’(go) A c(t) A out’(stop)) next ! tell(out’(stop)) ||
unless out’(stop) next tell(out’(go)) ||
next ! unless out’(stop) next tell(out’(go)) ||
(local stop’, go'; out’ (go') A E(t) A out/(stop’)) next ! tell(out’(stop’))
|| unless out’(stop’) next tell(out’(go’))
|| next ! unless out’(stop’) next tell(out’(go’))
| (abs &;c A out’(go’) AZ # 1) (P || tell(e(2)) ||! tell(out’(stop'))
| next ! (abs Z;c A out’(go’)) (P || tell(@(t)) ||! tell(out’(stop’))
—*  P[t/i] || (local go, stop; out’(go) A c(t) A out/(stop)) next ! tell(out’(stop)) ||
next ! unless out’(stop) next tell(out’(go)) ||
(local stop’, go'; out’ (go') A E(t) A out/(stop’)) next ! tell(out’(stop’))
|| next ! unless out’(stop’) next tell(out’(go’))
| (abs &;c A out’(go’) AT # 1) (P || tell(&(1)) ||! tell(out’(stop'))
| next ! (abs #;c A out’(go')) (P || tell(c(t)) ||! tell(out’(stop’))

Let R’ = P[t/&] || R” be the process in the configuration above. Notice that in R” the pro-
cesses unless out’(stop) next tell(out’(go)) and unless out’(stop’) next tell(out’(go’))
cannot add the constraints out’(go) and out’(go’) because of the processes ! tell(out’(stop))
and !tell(out’(stop’)). Hence, the process R” can only output constraints of the form
out’(x) where z is a local variable and P cannot be spawn from R”. Since P = next ) we
conclude R ===~ Q[t/]. O

For the sake of presentation, the notation below introduces a shorthand for the residual
process generated by a process of the form tell(c(t)) || (wait #;c) do Q.

Notation 6.5.2 (Residual process). Let ¢(Z) be a predicate symbol of arity || and P =
tell(c(t)) || (wait #;¢) do Q. We shall use inact-wait(Z,1,c, Q) to denote the process
P’ || P’ where
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P’ = (local go, stop; out’(go) A out’(stop) A c(t))
next ! unless out’(stop) next tell(out’(go)) ||
next ! tell(out’(stop))
P" = (localstop’, go’; out’(go') AE(t) A out’(stop’)) next ! tell(out’(stop'))
|| next ! unless out’(stop’) next tell(out’(go’))
| (abs &;c A out’(go') AT # ) (Q || tell(e()) ||! tell(out’ (stop'))
| next ! (abs Z; ¢ A out/(g0’)) (Q || tell(z(t)) ||! tell(out’ (stop’))

Now we are ready to state the correctness of our encoding.
Theorem 6.5.1 (Correctness). Let M and N be A terms.
e (Soundness). If M — N, there is P s.t. [M], ===" P and P ~°% [N],.
e (Completeness). If [M], === P, there is N’ s.t M —% N’ and [N'],, ~°% P.

Proof. The proof follows that in [Sangiorgi 1992] for the encoding of the lazy-lambda cal-
culus (call-by-name lambda calculus) into HO7 (a higher-order extension of ).

Both, soundness and completeness are proven by induction on the structure of M. We
consider three cases:

1. M = Xx.M’. In this case, M does not exhibit any reduction. By definition of [-], we
have
[Az.M']} = (wait z,v; out(u,x,v)) do next [M']}

By (1) in Observation 6.5.1 we conclude

PDa My ===~ [o.M']}

2. M = MjM5 and M; = Ax.M3. We then have M — ) M3[M>/z]. According to the
definition of -], we have the following processes

[M]E = (ocalv) (M]3 | (local w) tell{out (v, w, u) |
! (wait m; out(w,m)) do [Mz]}"))
[Mi]y = (wait z,v';0ut(v,z,v’)) do next [[Mg,]]i))\l

Observe that the process tell(out(v,w,u)) in the definition of [M]{ interacts with
the wait process in the definition of [AM;]% and we obtain the following derivation

[M]Yy —* (localv,w) (next [[Mg]]i)’\/[w/x,u/v’} I
inact-wait(zv’, wu, out(v, z,v"), next [M]y) ||
next ! (wait m; out(w,m)) do next [My]}") /—

Since v’ is substituted by u we can prove that
[M]Y  =——=~°% (localv,w) ([M3]4[w/z] ||! (wait m;out(w,m)) do next [M2]})

Now we shall prove that any application of z to a term M’ in M3[M/x] must reduce
to the application of My to M’. Without loss of generality, assume that Mz = MM’
and M3 —3 x. Then, it must be the case that M3[Ms/x] —% MoM'[My/z]. By
inductive hypothesis we have

M)y =——="*~° P = (localv,w) ([xM']%w/z] ||! (wait m;out(w,m)) do [Mz]}")
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By the definition of [-]x we obtain

P = (localv,w,v) ([z] [w/z] ||! (wait m; out(w,m)) do next [My]}*
| (localw’) (tell(out v/, w’, u) || /
I'(wait m/; out(w’,m’)) do next [M']{" [w/z])))

Notice that [z]{ [w/xz] = tell(w,v’). This way, the process
(wait m;out(w, m)) do next [My]}
triggers the execution of [M>]3'[v’/m] and we derive

P =—=~°% (localv,w,v’) ([M]¥ ||! (wait m;out(w,m)) do next [My]}
|| localw’) (tell(out v, w', u) ||
! (wait m/; out(w’,m’)) do
next [M'[3" [w/x])))

We then conclude [M]Y ===*~0°" [MyM'[Ms/x]]}

3. M = M1 M>s and M; is not of the form Az.Mj5. It must be the case that My —» M|
and then M — ) M{M>. By induction we have

M} =="~" [M]]}
By the definition of [-]x we have

[M]; = (localv) ([Mi], || (localw) tell(out(v, w, u) |
! (wait m; out(w, m)) do next [Ms],,))

Since M; is not of the form Az.Mj, the constraint out(v,w,u) cannot interact with
any process in [M;]} (notice that only the encoding of A-abstractions can syn-
chronize with ternary predicates). Furthermore, since the variable w is local in
(wait m;outw,m) do [Mz]%", the process [M;]} cannot add a constraint enabling
the guard of this wait process. Then, the only derivation of [M]Y is the following

[M]¥  =—==~°% (localv) ([M]]} || (localw) tell(out(v,w,u) |
! (wait m;out(w, m)) do next [Mz]}))

We then conclude [M]% ===~° [M]M2]}
0

6.6 Summary and Related Work

In this chapter we studied the expressiveness of utcc. We showed that well-terminated
processes and a very simple constraint system are enough to encode Turing-powerful for-
malisms. More precisely, using the monadic fragment of first-order logic (FOL) without
equality nor function symbols, we encoded Minsky machines. Furthermore, using a polyadic
constraint system, we proposed a compositional encoding of the call-by-name A-calculus into
utcc following the ideas in [Milner 1992b, Sangiorgi 1998|.

As an application of this expressiveness study, we showed that the monadic fragment
without equality nor function symbols of FLTL is strongly incomplete. This result refutes a
decidability conjecture for FLTL in [Valencia 2005]. It also justifies the restriction imposed
in previous decidability results on the quantification of flexible-variables [Merz 1992]. This
dissertation then fills a gap on the decidability study of monadic FLTL.

The material of this chapter was originally published as [Olarte 2008b].
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Related Work. The expressivity of CCP calculi has been explored in [Saraswat 1994,
Nielsen 2002b, Valencia 2005]. These works show that tcc processes are finite-state. The
results in [Nielsen 2002b] also imply that the processes of the extension of tcc with arbitrary
recursive definitions are not finite-state. Nevertheless these results do not imply that they
can encode Turing-expressive formalisms.

There are several works addressing the decidability of fragments of FLTL. The work in
[Merz 1992] shows that the validity problem in monadic TLV without equality nor function
symbols is decidable. As mentioned before, TLV unlike TLV-flex does not allow quan-
tification over flexible variables. Our decidability results justifies the imposition of this
quantification restriction.

The work in [Valencia 2005] shows the decidability of the satisfiability problem of the
negation-free fragment of TLV-flex. It was also suggested in [Valencia 2005] that one could
dispense with the restriction of negation-free. The Theorem 6.4.1 refutes this since including
negation one can obviously define universal quantification (not present in the negation-free
fragment of [Valencia 2005]) and then be able to reproduce the encoding of looping Minsky
machines here presented.

The full expressiveness of process calculi such as CCS [Milner 1992a] and the w-calculus
[Milner 1999, Sangiorgi 2001] (or fragments of them) has been also proven by exhibiting
encodings of Register machines (or Minsky machines) into the target language. The en-
coding we presented in Section 6.2 was inspired on the ideas of [Busi 2003, Busi 2004,
Palamidessi 2006], where a sequence of local variables is used to represent a number. Using
these encodings, the works in [Busi 2003, Busi 2004, Aranda 2009] compare the expres-
siveness power of different syntactic variants of CCS. These results allowed the authors to
prove the (un)decidability of the problem whether two processes are equivalent under a
given equivalence relation or to know if a process can exhibit terminating computations
(convergence). Similarly, in [Palamidessi 2006], it is shown that the persistent fragment of
the m-calculus (all inputs and outputs are replicated) is enough to encode Minsky machines.
This result along with a characterization of this fragment into First-Order Logic allowed
the authors to identify decidable classes with respect to barbed (output) reachability.

Expressiveness of FLTL. Based on the undecidability result of TLV(0) [Szalas 1988|
(i.e. TLV with the empty set of predicates), [Merz 1992] proves an incompleteness result
for monadic without equality and function symbols TLP logic. Unlike TLV, in TLP the
interpretation of the predicates is flexible (state dependent) and all the variables are rigid.
[Merz 1992] also relates undecidability results of n-adic fragments of TLP with undecid-
ability results of n + 1-adic fragments of TLV. Thus adding binary predicates turns TLV
strongly incomplete.

In [Hodkinson 2000] the monodic fragment of FLTL is introduced. A formula is monodic
if every subformulae beginning with a temporal operator have at most one free variable. In
this case the authors use a TLP-like semantics and conclude that the set of valid formulae in
the 2-variable monadic fragment (i.e. monadic formulae with at most 2 distinct individual
variables) is not recursively enumerable even considering finite domains in the interpreta-
tion. Nevertheless validity in the fragment of 2-variable monodic formulae is decidable. In
[Degtyarev 2002] these results are extended claiming the undecidability for validity in the
monodic monadic 2-variable with equality fragment of TLP. The work in [Hussak 2008] ex-
tends the results in [Hodkinson 2000] by showing the decidability of the monadic, monodic
fragment of TLP with function symbols.

Finally, our encoding in utcc of the A-calculus builds on the corresponding encoding in
the m-calculus in [Milner 1992b, Sangiorgi 1998] and in Higher-order Linear CCP (HL-CCP)
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[Saraswat 1992]. HL-CCP as presented in [Saraswat 1992] is a calculus closely related to
the m-calculus and, unlike utcc, is higher-order. The encoding in [Saraswat 1992] appeals
to the higher-order nature of HL-CCP.






CHAPTER 7

Denotational Semantics

In Chapter 4 we studied a symbolic semantics for utcc aiming at observing the behavior
of non well-terminated processes. We showed that this semantics gives a compact (and
abstract) representation of the outputs of a process by using temporal formulae. In the case
of the abstraction operator P = (abs Z;c) @, this semantics differs from the operational
semantics in that symbolically, the current store is augmented with a constraint of the form
Vz(c = F) regardless if d entails c[t/] for some t or not. In contrast, we know that P
operationally does not exhibit any transition if d does not entail c[t/#] for some .

In this chapter we first characterize the output of a process from the symbolic constraints

we observe from it. To do this, we shall define the symbolic input-output behavior of a

d,e’ . .
process as follows. Assume that P %S @, i.e., under input d, the process P produces

symbolically ¢’. We shall say that the output of P under input d is e where e is the minimal
constraint (w.r.t. >) entailing the same information (basic constraints) than e’.

We shall then show that for the monotonic fragment, the symbolic input-output relation
is a closure operator [Scott 1982], i.e., an extensive, idempotent and monotonic function.
A pleasant property of these functions is that they are uniquely determined by their set of
fixed points. Then, we shall define the strongest postcondition of a process as the set of
fixed points of the closure operator associated to its symbolic input-output relation.

Next, following the denotational semantics of tcc in [Saraswat 1994, Nielsen 2002a], we
shall give a compositional characterization of the symbolic strongest postcondition relation.
Recall that the symbolic outputs of a process are past-monotonic sequences (see Defini-
tion 4.2.3). Consequently, the codomain of our denotational model will be past-monotonic
sequences unlike sequences of basic constraints as in tcc.

We shall prove our representation to be fully abstract with respect to the symbolic input-
output behavior for a meaningful fragment of the calculus. This shows that mobility can
be captured as closure operators over an underlying constraint system. Furthermore, we
shall show that the input-output behavior of monotonic processes can be compositionally
retrieved from its denotation.

As an application of the semantics here presented, in Chapter 8 we shall give a closure
operator semantics to a language for the specification of security protocols that arises as a
specialization of utcc with a cryptographic constraint system.

7.1 Symbolic Behavior as Closure Operators

As we studied in Chapter 4, the outputs of the symbolic and the operational semantics
are rather different. On the one hand, operationally, only basic constraints can be output.
This way, the environment observes exactly what the process computes in each time unit.
On the other hand, the symbolic semantics outputs past-monotonic sequences which are an
abstract representation of all the potential outputs the process can exhibit.

We have also shown that even if both representations are different, they coincide in
the set of basic constraints they can entail when considering well-terminated processes.
One may then wonder how to determine the actual behavior of a process by observing the
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temporal formulae it outputs when providing an input. For example, one may expect that
the process when ¢ do tell(d) under input true outputs true (assuming ¢ # true) and
not the implication e = ¢ = d (produced by the symbolic semantics). In fact, we know
that only the basic constraint true can be entailed from e and then, the operational output
true corresponds to the symbolic output e.

Fixed Formulae. Aiming at capturing such a “more concrete” representation of the out-

put of a process, we shall define the symbolic input-output relation for utcc processes. This

relation is based on the following idea. Assume that P %S @, i.e., under input d, P

produces symbolically e’. We shall define Fiz(e’) as the set of formulae (constraints) such
that ¢’ cannot add any new information. This means, for any d’ in Fiz(e’), the formulae
e’ ANd' and d’' entail the same basic constraints. We then define the output of P under input
d as the minimum element e of Fiz(e’) greater than the input d. Later on, we prove that e
and e’ entail the same basic constraints, i.e., e and ¢’ represent the same information.

Sequences of formulae and Z-variants. Before formalizing the ideas above, let us first
introduce some notation and definitions about sequences of formulae. Recall that an infinite
sequence of future-free formulae w is said to be past-monotonic if and only if for all i > 1,
w(i) Er Qw(i— 1) (see Definition 4.2.3). Recall also that FF denotes the set of future-free
formulae.

Notation 7.1.1. We shall use Izw to denote the sequence obtained by pointwise applying Iz
to each constraint in w. Similarly, wAw' denotes the sequence v such that v(i) = w(i) Aw’(7)
fori>0.

Definition 7.1.1 (Z-variant). We say that e and ¢’ are Z-variants if Ize = Ize’. Similarly,
the sequence w is an T-variant of the sequence w' iff Izw = Jzw’.

Recall that adm/(Z, f} means that none of the elements in Z is syntactically equal to the
elements in ¢ (Convention 3.1.1). Lemma 7.1.1 characterizes a special form of Z-variants
that we shall consider in the forthcoming proofs.

Lemma 7.1.1. Let w be a sequence of future-free formulae s.t. & ¢ fu(w) and t € T17
be a sequence of terms s.t. adm(Z,t). If w' is an T-variant of w and w' = (¥ = t)¥
then w' = (w A (£ = t)¥). Furthermore, if w,w’ are past-monotonic sequences, then
w = (wA (Z=1)v).

Proof. Let w’ be an Z-variant of w such that w’ > (Z = £)*. We can rewrite w’ as
! 1 - w "
w =w'AZ=1Aw

for some w” and w"”’ s.t. & ¢ fo(w”). We can substitute in w”’ all the occurrences of z; € &

by its corresponding t; € £ obtaining w’ = v’ A (& = ), where v’ = w” A w"'[t/Z]. From
Z ¢ fuo(w) U fo(v') and the definition of Z-variant we derive

w=Fpw' =3z A(F=1)*) =Fz(v') =2
Then we conclude w’ = (w A (& = £)¥).

Similarly we can prove the case when w and w’ are past-monotonic sequences. O
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Definition 7.1.2 (Fixed Formulae). Let n > 0 and Fiz : FF — P(FF) be defined as

Fiz(c) = {FeFF|Flrc}

Fiz(Fy A Fy) = {F€FF|FeFig(F) and F € Fiz(F3)}

Fiz(Vz O" (¢) = F1) = {F & FF | for all Z-variant F' of F, if F' =1 (O"(c) AT = t)
for some t € T s.t. adm(Z,t) then F' € Fiz(Fy) }

Fiz(3zF1) = {F € FF | there exists an Z-variant F' of F s.t. F' € Fiz(Fy)}

Fiz(OF)) = {FeFF|F=0F and F' € Fiz(F})}

Given the future-free formulae F and G, if F € Fiz(G) we say that F is a fized formula
for G.

Roughly speaking, F' € Fiz(G) if the formula F' A G entails the same basic constraints
than F. It intuitively means that G cannot add new information to F (we shall formally
prove this in Lemma 7.1.2).

Let us give some intuitions about the equations in Definition 7.1.2. If F' =7 ¢ then ¢
cannot add new information to the formula F. F' is a fixed formula for the conjunction
Fi1 A Fy if F is a fixed formula for both F; and F5.

A formula F is a fixed formula for the implication Fy = F5 if either F' does not entail
the antecedent F} or F is a fixed formula for the consequence F>. We extend this idea
to universally quantified implications of the form Vz(F; = Fb) taking into account the
substitutions making valid F;. The intuition is that for any Z-variant F’ of F, if F' =
O"cAZ =1, ie., F' =r Fio for an admissible substitution ¢ = [/Z], then F’ must be also
a fixed formula for Fyo.

Let F’ be an Z-variant of F' (i.e., 3zF = 3zF"). For the existentially quantified formula
G = 3zF, if F’ cannot add any new information to F; then F cannot add any new
information to G. Hence, F is a fixed formula for G if there exists an Z-variant F' of F
such that F’ is a fixed formula for Fj.

Finally, the formula F' = ©F’ cannot add any information to G = ©F} if F’ cannot add
any new information to Fj.

Remark 7.1.1. Notice that we defined Fiz(-) explicitly for the subset of future-free formulae
generated by the symbolic semantics that corresponds to the following syntax

F,G,...:=c|FAG|Vz0"(c)=F)|3zF | ©oF.
where ¢ is a basic constraint in the underlying constraint system and n > 0.
Let us now lift the definition of Fiz(-) to sequences of future-free formulae.

Notation 7.1.2. Let w and v be sequences of future-free formulae. We shall write w €
Fiz(v) whenever w(i) € Fiz(v(i)) for i >0 and we say that w is a fived sequence for v.

7.1.1 Symbolic Input-Output Relation

Using the previous definition of fixed formulae, we define here the symbolic input-output

relation of a process. Later on, we shall show that for the monotonic fragment, this relation

is a closure operator [Scott 1982], i.e., a monotonic, extensive and idempotent function.
We shall use the following notation.

Notation 7.1.3 (Upper Closure). The upper closure of a future-free formula e is the set
{e/ | ¢ = e} and we write T e. We extend this notion to sequences of future-free formulae
by decreeing that T w = {w’ | w' = w}.
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The following definition makes precise our idea of the symbolic input-output behavior
of a process. Recall that we use W to denote the past-monotonic sequence obtained from w
by adding the necessary past information (see Notation 4.2.2).

Definition 7.1.3 (Symbolic Input-Output Relation). Let min be the minimum function wrt
the order induced by =. Given an abstracted-unless free process P, we define the symbolic-
input output behavior of P as the set

i0s(P) = {(w,0) | P 2% and v = min(1 @N Fiz(v'))}

We say that P and Q are symbolically input-output equivalent, notation P =~ Q iff
i0s(P) = ios(P).

Closure Properties of ios(-). We can show that for the monotonic fragment of utcc,
the relation io,(+) is a closure operator. In the following proposition we prove this.

Proposition 7.1.1 (Closure Properties). Let P be a monotonic utcc process. We have
the following:

(1) ios(P) is a function.
(2) ios(P) is a closure operator, namely it satisfies:

e Extensiveness: If (w,v) € ios(P) then v = w.
e Idempotence: If (w,v) € i0s(P) then (v,v) € i0s(P).

e Monotonicity: if (wi,v1) € i0s(P) and wy = wq, then there exists vy such that
(v1,v2) € i0s(P) and vy = vy.

Proof. The proof of (1) is immediate from Theorem 4.3.1. For (2), assume that (w,v) €

w,wAv")

ios(P) and P (wwrv) By definition of i0,(+), it must be the case that
v =min(l wN Fiz(w Av"))
Then we have the following.

e Extensiveness. It is easy to see that W > w. Since v = min(T WN Fiz(w Av')) we
conclude v = w.

e Idempotence. Assume that (v,u) € i0s(P). Then, we have P @0r) ond w =
min(T N Fiz(v A u')). Since P is a monotonic process, by Lemma 4.3.6 we know
that v/ = v’. Then we have v = min(] 7N Fiz(v Av')). By hypothesis we know
that v = min(T wN Fiz(w Av")) and then v € Fiz(v'). Since v is a past-monotonic
sequence, we also know that © = v. We then conclude by noticing that it must be the
case that u = v.

ici . (w' ,w' Au'")

e Monotonicity. Let w’ > w and assume that (w’,u') € ios(P). Then P ' =—=

and v = min(T w’ N Fiz(w’ A u")). By appealing to Lemma 4.3.6, we know that

u” =" and then v’ = min(T w’ N Fiz(w’ Av')). Since v = min(T @ N Fiz(w A v'))

and w’ > w we conclude u' > v.
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A pleasant property of closure operators is that they are functions uniquely determined
by their set of fixed points. We shall call that set of fixed points the strongest postcondition
that we define as follows.

Definition 7.1.4 (Strongest Postcondition). Given a monotonic process P, the set sps (P) =
{w | (w,w) € ios(P)} denotes the strongest postcondition of P. Moreover, if w € sps(P),

we say that w is a quiescent sequent for P, i.e. P under input w cannot add any information

whatsoever. Define P ~P Q iff sps(P) = sps(Q).

The following proposition introduces a obvious fact on the strongest postcondition re-
lation.

Proposition 7.1.2. Given a monotonic process P and the past-monotonic sequences w,v
we have if (w,v) € ios(P) then v € sps(P).

Proof. Directly from the idempotence of io(-). O

Finally, we give an alternative characterization of the strongest postcondition as the
sequences w such that P %S and w is a fixed sequence for v. The following proposition
shows that this representation and that of Definition 7.1.4 are equivalent. Then, in the

sequel, we shall use indistinguishably both definitions of the strongest postcondition.

Proposition 7.1.3 (Alternative Characterization of sp;(-)). Let P be a monotonic process.

w,v)

w € sps(P) iff P (:>S and w € Fiz(v)

Proof. (=) Assume that w € sps;(P). Then, w is a past-monotonic sequence and W = w.

Hence, it must be the case that P (%S and w = min(] wN Fiz(w A v)). Then, we
must have that w € Fiz(w A v). Hence, w € Fiz(v).

(w,v)

(<) Assume that P ===, and w € Fiz(v). Then w = min(l w N Fiz(v)) and we
conclude (w,w) € ios(P).
O

7.1.2 Retrieving the Input-Output Behavior

An interesting application of the fact that ios(P) is a closure operator is that this relation
can be retrieved from its set of fixed points, i.e., from the relation sps(P) similarly as in
the case of tcc [Saraswat 1994, Nielsen 2002a].

Corollary 7.1.1 (Input-output Retrieval from sps ). Given a monotonic utcc process P,
(w,w") € i0s(P) iff w' =min(lwnN sps(P))

Proof. Directly from the fact that ios(-) is a closure operator. O

Therefore, to characterize the input-output behavior of a monotonic process P, it suffices
to specify sps (P). In the next section we shall introduce a denotational semantics aiming at
capturing sps (-) compositionally. Then, we can retrieve the symbolic input-output relation
compositionally relaying on the previous corollary.
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Properties of Fiz Before presenting the denotational semantics for utcc, the following
lemma proves our intuition that if F' € Fiz(G) then F' A G and F entail the same basic
constraints.

Lemma 7.1.2. Let F,G be future free formulae and d be a basic constraint. If F € Fiz(G),
thenF|:Td ZﬁF/\G':Td

Proof. The if part is trivial. Concerning the only-if part we proceed by induction on the
structure of G. We only present the cases for the existential and the universal quantification.
The other cases are easier.

Assume that F € Fiz(G) and F A G =1 d where d is a basic constraint. In both cases
below, by alpha conversion we shall assume that & ¢ fv(F). Then, if F' A G =1 d we can
also assume that Z ¢ fv(d).

e G = JzF,. By definition of Fiz, there exists an Z-variant F’ of F' s.t. F' € Fiz(F}).
Since F' and F’ are Z-variants and & ¢ fv(F), F = 3zF’ and then F’ =r F. We also
have Fy = G since G = 3zF;. Given that F'A G |=7 d we derive the following

F'AFy 'ZTF/AGPTF/\G‘:Td

By inductive hypothesis, if F/ A F; 7 d then F' |Er d. From the assumption
Z ¢ fu(d) we conclude 3zF' =7 d and then F =7 d.

e G =V3z(0"(c) = F) with n > 0. We shall prove for any model o if c Er FAG = d
then it must be the case that o =p F' = d. We have to consider two cases: o =7 d
and o [er FAG:

— If o |=r d then trivially o =7 F = d.

— If o 7 F A G then either o Fr F or o Fr G. In the first case, trivially we
have o =r F' = d. In the second case, there exists o/ Z-variant of o such that
o' E=r @"(c) and ¢’ p Fy. Then, we must have that ¢/ ¢ FAF = d.
By inductive hypothesis, o’ =7 F = d. Since & ¢ fu(F) U fv(d) we conclude
o ):T F=d.

O

Finally, we can prove that the set of basic constraints entailed from v in (u,v) € i0s(P)

. (w,v") ..
and v/ in P ===, coincide.

Theorem 7.1.1 (Basic Constraints and Symbolic Outputs). Let P be a abstract-unless

(’LU"U,)

free process such that P =—==-, and (w,v) € ios(P). For alli > 0 and basic constraint d,
(i) Er d iff v(i) Frd.

(w,v”)

Assume that P =——==-; and (w, v) € i0s(P). Then, it must be the case that w € Fiz(v).
Let ¢ > 0 and d; = w(i), ¢; = v'(i) and e; = v(i).

Proof. (=) Assume that e, =7 d and then e A e; |=r d. Since e; € Fiz(e}), by Lemma
7.1.2 we know that e; =1 d.

(<) Assume that e; =1 d. By definition of ios(-) we know that v = min(T w N Fiz(v')).
By extensiveness, it must be the case that v’ = w. One can show that for all sequence

v', v € Fiz(v'). Therefore, v’ »= v and we conclude €} Er d.
O
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7.2 Denotational Semantics for utcc

In this section we define a compositional semantics capturing the symbolic strongest post-
condition in Definition 7.1.4. The semantics is defined as a function [-] that associates to
each process a set of sequences of past-monotonic formulae, namely [-] : Proc — P(PM)
(see Table 7.1).

Let us give some intuitions about the semantic equations. Recall that the strongest-
postcondition of a process P is the set of sequences on input of which P can run without
adding any information whatsoever. Since skip cannot add any information to any sequence
in PM, then any past-monotonic sequence is quiescent for skip (Equation Dgkip).

The sequences to which tell(c) cannot add information are those whose first element
can entail ¢ (Equation Drgrr,).

The Equation Dpar says that a sequence is quiescent for P || @ if it is for P and Q.

A process next P has not influence on the first element of a sequence, thus e.w is
quiescent for it if w is quiescent for P (Equation DngxT). Similarly, a sequence e.w is
quiescent for unless ¢ next P if either e entails ¢ or w is quiescent for P (Equation Dynr).

A sequence w is quiescent for ! P if w is quiescent for all process of the form next™P
with n > 0. This implies that every suffix of w is quiescent for P (Equation Drgp).

Binding Processes. We now consider the binding processes. Recall that a sequence
w is Z-variant of w’ if Jzw = Jzw’ (Definition 7.1.1). A sequence w is quiescent for
Q = (local@;c) P if there exists an Z-variant w’ of w such that w’ is quiescent for P.
Hence, if P cannot add any information to w’ then @ cannot add any information to w.
To see this, assume that w and w’ are Z-variants. Clearly @ cannot add any information
on (the global variables) & appearing in w. So, if @) were to add information to w, then P
could also do the same to w’. But the latter is not possible since w’ is quiescent for P.

Now, we may then expect that the semantics for the abstraction operator can be straight-
forwardly obtained in a similar way by quantifying over all possible Z-variants. Nevertheless,
this is not the case as we shall show in the next section.

7.2.1 Semantic Equation for Abstractions Using Z-variants

Recall that the ask tcc process when ¢ do @ is a shorthand for the empty abstraction
process (abs ¢;¢) Q (Notation 3.3.1). Recall also that 7 denotes the set of all terms in
the underlying constraint system. The first intuition for the denotation of the process
P = (abs #;c¢)Q arises directly from the fact that P can be viewed as the (possibly
infinite) parallel composition of the processes (when ¢ do Q)[t/i] for every sequence of
terms ¢ € 7171, Then we can give the following semantic equation for this operator:

[(abs #5c) Pl = () [(when c do Q)[f/]] (7.1)
teT|7

where [when ¢ do ] is the denotational equation for the tcc ask operator [Saraswat 1994]:
[when ¢ do Q] = {w | w(1) =1 ¢ implies w € [Q]}

Nevertheless, we can give a denotational equation for the abstraction operator which is
analogous to that of the local operator. By using the notion of Z-variants, the equation
does not appeal to substitutions as the one above. As illustrated in the example below,
the denotation of the abs operator is not entirely dual to the denotation of the local
operator. The lack of duality between Dpoc and Dags is reminiscent of the result in CCP
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[de Boer 1997] stating that negation does not correspond exactly to the complementation
(see [Cortesi 1997, de Boer 1997]).

Example 7.2.1. Let w be as in Notation 4.2.2 and Q = (abs xz;¢) P where ¢ = out ()
and P = tell(out’(x)). Take the past-monotonic sequence

w = (out(0) A out’(0)). truev € sps (Q).
Suppose that we were to define:
[Q] = {w | for every z-variant w' of w if w'(1) Er ¢ then w' € [P]} (7.2)

Let ¢ = out(0) Aout’(0) Aout(x) and w’ = ¢’. true”. Notice that the w' is an z-variant
of w, w'(1) =r ¢ but w' ¢ [P] (since ¢ Fr out/(z)). Then w ¢ [Q] under this naive
definition of [Q].

We fix the Equation 7.2 by adding the extra condition that w’ > (Z = £)* for a sequence
of terms t such that |f] = |Z| and adm(Z,t) as in Equation Dapg (Table 7.1). Intuitively,
this condition together with w’(1) =7 ¢ requires that w’(1) =r ¢ A & = ¢ and hence that
w'(1) =7 co for an admissible substitution ¢ = [¢/Z]. Furthermore w’ > (¥ = £)* together
with w’ € [P] realizes the operational intuition that P runs under the substitution o.

We can prove the Equations Dapg and 7.1 to be equivalents. Before that we require the
following Lemma.

Lemma 7.2.1. Let [-] be as in Table 7.1 and w be a past-monotonic sequence such that
Z ¢ fu(w). For any process P and admissible substitution [t/Z] the following holds

w € [P[t/7]] iff w € [(localZ) (P |!tell(Z = t))]

Proof. (=). Assume w € [P[t/Z]] and & ¢ fv(w) by alpha conversion. Since & ¢ fv(P[t/Z]),
we can prove that w’ = w A (& = t)* € [P[t/4]]. Given that & ¢ fv(w) then w’ is an Z-
variant of w. By Equation Drgrr, w’ € [!tell(# = f)]] and by Equations Dy,oc and Dpar,
w € [(localz) (P[t/&] ||! tell(Z = £))]. One can easily prove that [P[t/Z] ||!tell(Z = )] =
[P ||!'tell(Z = £)]. Therefore, w € [(localz) (P ||!tell(Z = ))].

The proof of (<) can be obtained easily by reversing the previous steps. O

The following proposition shows the Equations Rapg and 7.1 to be equivalents.

Proposition 7.2.1. Let [-] be as in Table 7.1 and P = (abs Z;c) Q.

we[P] iff we ﬂ [(when ¢ do Q)[t/]]

teT

Proof. By alpha-conversion we can assume Z ¢ fv(w).

(=) As a mean of contradiction, assume that w € [P] and

w¢ () [(when cdo Q)[t/#]

teT|®

Then by definition of [when ¢ do Q] there exists ¢ € 7% such that w(1) =7 ¢[f//i] and
w ¢ [Q[t'/7]]. By Lemma 7.2.1, w ¢ [(local ) (Q ||!'tell(Z = #))] and then, there is not
an Z-variant w’ of w such that w’ € [Q]N[! tell(Z = #)] (Rules Dr.oc and Dpar). We have
to consider two cases:
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Dskip  [skip] — PM
DrgpL [tell(c)] = {ewe PM | el=rc}
Dpar [Pl Q] = [PIN[E]

Drexr [next PJ = {ew € PM | w € [P]}

Dynr [unless ¢ next P] = {e.w € PM | e 7 ¢ and w € [P]}U
{ewe PM | e =1 c}

Drer [! P] = {w € PM | for all v, v’ s.t. w=wv.0", v € [P]}

Droc [(local#;c) PJ = {w € PM | there exists an Z-variant
w' of ws.t w'(l) = cand w € [P]}

Daps [(abs #;c) P] = {w € PM | for every Z-variant w’ of w if w'(1) =1 ¢
and w’ > (Z = t)* for some £ s.t. || = |¢] and
adm(Z,t) then w’ € [P]}

Table 7.1: Denotational Semantics for utcc. The function [-] is of type Proc — P(PM).
In Dags, © = ¢ denotes the constraint /\1<i<|ﬂ x; = t; and adm(f,f) is as in Convention
3.1.1. If |#] = 0 then & = £ is defined as true.

#)«. Since Z ¢ fv(w), w” is an Z-variant

])]: c[t' /%] we have w”(1) =1 C[Fl/f]

hus a contradiction.

e Assume adm(Z,t). Let w” = w[t’ /Z] A
of w. From w” = (& = t/)* and w(1
equation Daps, w” € [Q] N [! tell(Z =

@ =7y
)
)] ¢

e Assume that ¢} = z; for some i, j. In this case the Z-variant w” = w[t’ /Z] A (& = ')«
as above does not satisfy the condition w” ¥ (& = ) for a ¢ admissible for #. Then,
we cannot use directly the equation Dapg. Let & = zq,...,z, and i = y1, .., Y, such
that 1; does not occur neither in w nor in P. Let P’ be as P but renaming each x; by
y;. Then P = P’ (alpha-conversion) and w € [P’]. Since ZU¥ ¢ fu(w), we proceed as

in the previous case by using the Z-variant (and §-variant) w” = wlt /Z] A (§ = ).

(<) As a mean of contradiction, assume that w € () [(when ¢ do Q)[t/Z]] and there
teTZl
exists a ¢ admissible for & s.t. w’ is an Z-variant of w, w'(1) 7 ¢, w’ = (¥ = ¢/)* and
w’ ¢ [Q]. By hypothesis and Lemma 7.2.1 we have

w € [(local £) (when ¢ do Q ||! tell(Z = t/))]

Hence, there exists an Z-variant w” of w such that w” € [when ¢ do Q] N [! tell(Z = #)].
Then, v, w"” = (Z = 15_")“’ and by Lemma 7.1.1 w’ = w” = w A (¥ = t)*. By hypothesis,
w'(1) =1 ¢, so w”(1). Then, since w” € [when ¢ do Q], w’,w” € [Q], thus a contradiction.

O
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7.3 Full Abstraction

In this section we shall prove our denotational model to be fully abstract with respect
to the symbolic input-output behavior for the locally-independent and abstracted-unless
free fragment of the calculus (see Definition 7.3.1). We first prove the soundness of the
denotation, i.e., sps(P) C [P], in Section 7.3.1. Later on, in Section 7.3.2, we prove
completeness, i.e., [P] C sps(P). Finally, we show that the symbolic input-output behavior
of a monotonic process (i.e. a process without occurrences of unless processes) can be
compositionally retrieved from its denotation.

7.3.1 Soundness of the Denotation

As we shall see, the proof of the soundness theorem proceeds by induction on the structure
of the process. For the cases of the abstraction and the local operator, we shall require
some auxiliary results.

The following proposition relates the strongest postcondition of the process P = (abs & ¢) Q
and Q.

Proposition 7.3.1. Let P = (abs &;¢) Q be an abstracted-unless free process and w be a
past-monotonic sequence. The following statements are equivalent

1. w € sps(P)

2. For all w' Z-variant of w s.t. w' = (¥ = 1) for a t admissible for T, if w' =7 ¢ then
w' € sps(Q).

Proof. Assume by alpha-conversion that # ¢ fv(w) and assume the following derivation:

(e1,e1/Ady) (es,ezNnd3)

s P —— ...

(e2,enda)

P=P s P

Let w = ey.ez.€3..., v = dy.da.ds... and v' = dj.db.dj.... Assume the following derivation:

Q=0Q, ‘L2t o (erd) 40 (acnd)

By the rule Raps—sym and the fact that # ¢ fuo(w), we must have that d; = Vz(c = d)
and for all i > 1, d; = Vz(©'"1(¢) = d}) A ©(d;—1) . Furthermore, since @ is a monotonic

(w,w' Av")

process, by Lemma 4.3.8 we know that @ s for any w'.

(=) Assume that w € sps;(P) and then w € Fiz(v). Let w’ be an Z-variant of w s.t.
w =7 e, w' = (& =1)* and adm(Z,1). Since w’ =7 ¢ and w € Fiz(v) we know that
(w",w'Av")

w’ € Fiz(v'). We conclude that w’ € sp,(Q) by noticing that Q "=—— ;.

(<) Since ¥ ¢ fv(w), by Lemma 7.1.1 we know that if w’ is an Z-variant of w such that
w = (Z = 1) and adm(Z,1), it must be the case that w' = w A (Z =1)*. Let
w' =w A (Z = 1)« for an arbitrary £ € 7% admissible for Z. If w’ =7 ¢ we know by
hypothesis that w’ € sps(Q) and then w’ € Fiz(v"). Since for every w’ satisfying the
conditions above, w’ € Fiz(v') we conclude that w € Fiz(v) and then w € sps(P).

O

Now we state an auxiliary result that we shall use for the proof of the case of the local
operator. We shall prove that for a process of the form @ = (localZ) P where P is a
monotonic process, if w € sps(Q) then there exists w’ Z-variant of w such that w’ € sps(P).
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Proposition 7.3.2. Let P = (localZ;¢) Q such that Q is a monotonic process and let w
be a past-monotonic sequence such that w € sps(P). Then, there exists w' Z-variant of w
such that w' € sps(Q).

Proof. Assume by alpha-conversion that & ¢ fv(w). Assume also that P (wg) and

w € sps(P). Therefore, w € Fiz(3zu). By definition of Fiz(-), there exists w’ Z-variant

. . ,2WAIz .
of w such that w’(1) Er ¢ and w’ € Fiz(u). Since P (wwhdzy) s, by using the rule Rpoc
v,vAu) _— . . .
one can show that Q) :> where v = w A c.true“. Since @ is a monotonic process,
(w’ ,w' Au)

by Lemma 4.3.5 we have  "=——=" and we conclude that v’ € sp,(Q) by noticing that
w' € Fiz(u).
O

In the previous lemma, we assumed the process @ in (local Z; ¢) @ is monotonic. Hence-
forth, we shall call locally-independent any process that verifies such a property.

Definition 7.3.1 (Locally Independent Processes). We say that P is locally independent
iff P has no occurrences of processes of the form unless ¢ next Q under the scope of a local
operator.

The following proposition introduces an obvious fact on the locally independent fragment
of the calculus.

Proposition 7.3.3 (Locally-Independence Invariance). Let P be a locally-independent pro-

cess. If P (e:dhs Q then Q is also locally-independent.

Proof. By induction on the structure of P and the definition of the symbolic future function
Fs. O

Now we are ready to state the soundness of the denotation.

Theorem 7.3.1 (Soundness). Given a locally-independent and abstracted-unless free pro-
cess P, sps(P) C [P].

Proof. Assume that w € sps(P). The proof proceeds by induction on the structure of P.

e P = skip. This case is trivial.

(e,enc) (v,0")

e P =tell(c). Let w = e.v. We must have: tell(c) s @ s for some Q
and v’. Since w € sps(P) then e € Fiz(c) and it must be the case that e =1 ¢. Hence
by definition of [tell(c)] we conclude w € [P].

e P=Q | R Let w=ej.eses.. and Q@ = @y and R = R;. Assume the following
derivation

(e1,e1Ad1Ag1) (e2,e2/A\d2/A\g2)
> >

Q1 || ’a s Q2 || Rz s Q3| Rs...

Such that for ¢ > 0, each @Q;+1 (resp. R;4+1) is an evolution of @; (resp. R;) and d;
(resp. g;) is the output of @Q; (resp. R;) . By hypothesis w € sps(Q || R) and for
i>0,e; € Fiz(d;) and e; € Fiz(g;). By using Lemma 7.1.2 we know that for all basic
constraint ¢, e; Ad; Ag; Er ciff e; ANd; Er ciff e; Ag; Er c. By using Lemma 4.3.4,
one can show that there exists Q1 = @}, @5, Q%, .... and Ry = R}, R}, RS, ...

(61,61/\d1)

@ s Q)

(62,62/\612 (es,e3Nd3)

= Q, ...
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and
; (e2,e2Ag2)

SR, (me2fs) o laciey) oo

From the fact that for i > 0, ¢; € Fiz(d;) and e; € Fiz(g;) we conclude w € sp,(Q)
and w € sps(R). By inductive hypothesis, w € [Q] and w € [R] and then w € [P].

(e1,e1Ag1)

Ry

e P = (abs Z;¢) Q. By using alpha-conversion we can assume & ¢ fo(w). Let w =
e1.€3.€3... and v = dj.ds.d3... and assume the following derivation of P

(61,61/\d1) (62,62/\d2) (83,63/\d3)
b

P=DP s Py 5P3 = ...

By hypothesis w € sps(P) and then w € Fiz(v). Let v' = d}.dj.dj... and assume the
following derivation of Q

Q=@ ‘WL g, metd) o (eand)

where d; = Vz(c = d}) and for i > 1, d; = O(d;i—1) AVz(0""Y(c) = d)).

Let w’ be an arbitrary Z-variant of w such that w’ > (Z = ) for a t admissible for &
and w'(1) Er ¢. Since @ is monotonic, by Lemma 4.3.8 we know that @ (e ne) s
By Proposition 7.3.1, it must be the case that w’ € sps(Q) and then, w’' € Fiz(v').

Therefore, by appealing to induction, w’ € [Q] and we conclude.

e P = (local#;c) Q. Since P is a locally-independent process then ) is monotonic. By
Proposition 7.3.2 we know that there exists w’ Z-variant of w such that w'(1) 1 ¢
and w’ € sps(Q). By induction we know that w’ € [Q] and then w € [(local 7;c) Q].

e P =next(Q. Let w=e.w’. Then

(e€) (w’w")

P s s

By hypothesis, w’ € Fiz(w") and then w’ € sps(Q). By inductive hypothesis w’ € [Q]
and by definition of [next Q], w € [P].

e P = unless ¢ next (). We distinguish two cases:

1. w(1) = c. Immediate

2. w(1) £ c¢. This case is similar to the case of P = next Q.
e P=IQ. Let w=ej.e9.e3..., w = e}.e}.e5.... We can verify that
(Pe1) —, (Q | next! Q) —* (Q' || next!Q,e))

We then have the following derivation for @ = Q1 1:

(e1,€})
'Q11 %s Q1,2 ||!Q1,1
(e2,e5)
%s Q1,3 | Q2,2 H!QLl
(e3,e3)
Rt U9 Qua |l Q23 Q32 [I'Q11

(en—beln—ﬁ

s Ql,n || QZ,nfl || QS,n72 || e H Qn71,2!Q1,1
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where each parallel component contributes in the following way:

(el e (e2, 62 (en—1,€n_1) (enser)

Ql,l 5Q12 5Q13~-~ _— sQl,n :ns
(52752 (53753 (6"—176;71) (67“6,/”)

Qi1 === Qo2 =——=50Q23... = sQon_1 = ...
(es, @3 (e, e4 (en—1,€7, 1) (enser,)

Qi1 —=s Q32 —=>sQ33... —— sQ3p20 —5 ...

By hypotheses, w € Fiz(w’) and then

€1.€2.€3...€n... S IIQ]]
€3.€3...6p... € [Q]
€3...ep... € [Q]

By equation Drgp we conclude w € [Q)]

O

Remark 7.3.1. In tcc, the locally-independent condition is required only for completeness
and not for soundness. For the proof of the case P = (local@;c)Q above, we appealed
to Proposition 7.3.2. Therefore, we required @ to be a monotonic process. The technical
problem is that from w € Fiz(3zw') we can only deduce that there exists w" Z-variant of
w such that w' € Fiz(w'"). Nevertheless, this is not enough to prove that w” € sps(Q). We
believe that we can dispense with this restriction by finding an alternative way to prove the
Proposition 7.3.2 for an arbitrary Q.

7.3.2 Completeness of the Denotation

In this section we prove the completeness of the denotation, i.e., [P] C sps(P). For this
result we have similar technical problems that in the case of tcc, namely: the combination
between the local and the unless operator (see [Nielsen 2002a| for details).

Take for example P = unless z = a next tell(d) and Q = (localz) P. Under input w =
(z = a).true*, P outputs w’ = w and under input true“ it outputs w’ = true.d. true“.
Then w' € [Q] but w’ ¢ sps(Q). Thus, we shall prove the completeness of the denotation
for the locally-independent fragment of utcc.

Theorem 7.3.2 (Completeness). Given a locally independent and abstracted-unless free
process P, [P] C sps(P)

Proof. Assume that w € [P]. We proceed by induction on the structure of P:
e skip. This case is trivial
o P =tell(c). Let w = e.w’ with e = ¢. Hence we have

(e,e) (w’,w")

P —=; tell(0e) ——,

Since w is a past-monotonic sequence, w'(i) = ©f(e) for i > 0. Then we conclude
w € sps(P)
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e P =Q | R. Since w € [P] we know that w € [R], w € [Q] and by hypothesis,

w € sps(R) and w € sps(Q). Assume the following derivations of ) and R:

Q=0 ‘wutd) o (end) o (ond)
R=R (e1,e1Ag1) . Ry (e2,e2/Ag2) . R3 (63,63/\9%) o

Let v = ej.eq.e3..., v = dy.da.d3... and u = g1.92.95.... Since w € sps(R) and w €
sps(Q), we know that w € Fiz(v) and w € Fiz(u) and then w € Fiz(v A u). By
Lemma 7.1.2, for ¢ > 0 if e; Ad; A g; =1 ¢ for a basic constraint ¢, it must be the case
that e; =r ¢. Then, by appealing to Lemma 4.3.4 one can prove that there exists
Q=Q1,Q%,Q5, ... and R= R}, R}, Ry, ... such that

(es,e3Nd3zAg3)

L Q) || R, oehdsnes)

(e1,e1Ad1Ag1) (e2,e2Ad2/Ag2)
> >

QI < Q|| Ry

From w € Fiz(v A u) we conclude w € sps(Q || R).

P = (abs #;¢) Q. By alpha-conversion we can assume & ¢ fo(w). Let w’ be an
arbitrary Z-variant of w such that w’ > (Z = ), w'(1) =7 ¢ and adm(Z,t). From
the assumption w € [P] we know that w’ € [Q]. Appealing to induction we deduce
that w’ € sps(Q). Since for every Z-variant w’ of w satisfying the conditions above
we have w’ € sps(Q), we can use Proposition 7.3.1 to conclude w € sps(P).

P = (local 7; ¢) Q. Let w = ey.ez.e3... and by alpha conversion assume that & ¢ fo(w).
From the assumption w € [P], it must be the case that there exists w’ = e}.e}.e}... T-
variant of w such that ¢} 1 c and w’ € [Q]. By induction we know that w’ € sps(Q).

Assume the following derivation

e1 el/\d

eh,ehAdb) (e5,e5Nd,
Q=0 Q2(22 s Q3 %%)s...

Let v" = d}.d5.dj.... Since P is a locally-independent process then @ is monotonic.
Let v = c.true” = df.dj.dj.... By Lemma 4.3.6 we can show that there exists

Q = Q,Qb, Q. ... such that
(e1AdY ,e1nd) AdY) (eaAdy ,ea AdYy AdY) (esAdy’,e3ndy NdY)
Q) (AR g ELIRNE) g (SR

Given that Z ¢ fv(w), by using the rule Rpoc we can show that

(e3,e3 /\Eli(d/ /\d”))

SQS :3>3 G .-

(61,61/\3§j(d/1/\d/1/)) (82762/\35(d/2/\d/2/))

P=nr 5 QZ
Since w’ € sps(Q) then w’ € Fiz(v'). Furthermore, given that w’(1) =7 ¢ then
w' € Fiz(v") and thus w’' € Fiz(v' Av"”). Since w' is an Z-variant of w we derive
w € Fiz(Iz(v' Av")) and then, w € sps(P).

P =next Q. Let w = e.w’. We have P %5 Q || tell(©(e)). Since w is a past-
monotonic sequence, then w'(1) =1 ©(e). We know that w’ € [Q] and by induction

w' € sps(Q). Therefore, if next Q :)>S it must be the case that w € Fiz(v').
Therefore w € sps(P).

e P = unless c next Q. Let w = e.w’. We distinguish two cases:

1. e =c. Then P %g skip. Since skip % then w € sps(P)
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2. e £ cand w' € [Q]. We have P %S @ and by inductive hypothesis,

w’ € sps(Q). Then we conclude w € sps(P)

e P=!Q. Let w=ej.ep.e5.... By definition of [! Q] we have

€1.€2.€3...€p... S [[Q]]
€9.€3...€p... S IIQ]]

e3...tn... € [Q]

By inductive hypothesis we have the following:

€1.€9.€3...65... € 8ps(Q)
€9.€3...n... € ps(Q)
€3...n... € sps(Q)

By a reasoning similar to the case of P =! @ in Theorem 7.3.1, we conclude w € sp,(P)
O

From the soundness and the completeness results and the symbolic input-output char-
acterization of utcc by means of its strongest postcondition in Corollary 7.1.1, we conclude
by stating the full abstraction of our semantics.

Theorem 7.3.3 (Full abstraction). Let P and Q be a monotonic processes and [-] as in
Table 7.1. Then

P~2Q i [P]=1qQl.

Proof. Directly from the Soundness and Completeness theorems and Corollary 7.1.1. [

7.4 Summary and Related Work

In this chapter we studied the symbolic input-output relation of utcc processes to give a
more concrete representation of the actual output of a process. We defined this relation as

the set of pairs (w,v) such that v is the least sequence entailing the same information (basic

constraints) than v’ in P %S. We showed that this relation is a closure operator for

the monotonic fragment of the calculus and then, it can be fully characterized by its set of
fixed points here called the strongest postcondition.

Following the semantics for CCP and tcc in [Saraswat 1991, de Boer 1995b, Saraswat 1994,
Nielsen 2002al, we gave a compositional characterization of the strongest postcondition rela-
tion. Since the symbolic semantics outputs past-monotonic sequences, in our denotational
model, the codomain was defined as sequences of past-monotonic sequences and not as
sequences of basic constraints as in tcc.

We proved our denotational model to be fully abstract with respect to the symbolic
semantics for the monotonic fragment. This then allowed us to retrieve compositionally the
input-output behavior of monotonic processes. We shall use this result in Chapter 8 where
we give a semantic account based on closure operators to a language for security protocols
based on the semantics here presented.

The material of this chapter was originally published as [Olarte 2008b].






CHAPTER 8

Closure Operators for Security

Due to technological advances such as the Internet and mobile computing, security has be-
come a serious challenge involving several fields of Computer Science, in particular Process
Calculi. Typically, these calculi provide mechanisms for communication of private names
(nonces), i.e., mobility as is understood in this dissertation. Furthermore, they offer a
set of reasoning techniques to verify if a given cryptographic property such as secrecy or
authentication holds.

Remarkably, most process calculi for security protocols have strong similarities with
CCP. For instance, SPL [Crazzolara 2001], the Spi calculus variants in [Abadi 1997] and
[Amadio 2003], and the calculus in [Boreale 2000] are all operationally defined in terms
of configurations containing information which can only increase during evolution. Such a
monotonic evolution of information is akin to the notion of monotonic store, which is central
to CCP and a source of its simplicity. Also, the calculi in [Amadio 2003, Fournet 2003,
Boreale 2001a] are parametric in the underlying logic much like CCP is parametric in an
underlying constraint system.

In this chapter we show how the monotonic fragment of utcc and its closure operator
characterization can be used to give meaning to a SPL-like process language enjoying the
typical features of calculi for security mentioned above. This language, called SCCP (Se-
curity Concurrent Constraint Programming Language), arises as a specialization of utcc
with a particular cryptographic constraint systems. We shall show that processes in the
language can be compositionally specified as closure operators. This way, the set of mes-
sages a protocol may produce can be represented as a closure operator over sequences of
temporal constraints (i.e., future free formulae).

We believe that the interpretation of the behavior of protocols as closure operators
is a natural one. For instance, a spy can only produce new information (extensiveness);
the more information she gets, the more she will infer (monotonicity); and she infers as
much as possible for the information she gets (idempotence). To our knowledge no closure
operator denotational account has previously been given in the context of calculi for security
protocols. We then bring new semantic insights into the modeling and verification of security
protocols.

Finally, in this chapter we also show that the declarative characterization of utcc pro-
cesses as FLTL formulae allows for reachability analysis of security protocols modeled in
SCCP. In particular, we can verify if a protocol may reach a state where a secrecy property
is violated.

8.1 The modeling language: SCCP

As a modeling language, we shall use a syntax of processes following that of the Security
Protocol Language (SPL) defined in [Crazzolara 2001]. Roughly speaking, this language
offers primitives to output and receive messages as well as to generate secrets or nonces
(randomly-generated unguessable items). We shall refer to this language as SCCP (Security
Concurrent Constraint Programming Language).
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Definition 8.1.1 (Syntax of SCCP). The SCCP language is given by the following syntaz:

Values v, o' = nlx
Keys k n= pub(v) | priv(v)
Messages M,N == wv|k|(M,N)|{M}
Processes R,R’ := nil

| new(z)R

| out(M).R

| in (Z)[M].R

| IR

| R|

SCCP includes a set of names (values) with n, m, A, B ranging over it. These values
represent ids of principals (A, B, ...) or nonces (n,m,...). The set of keys is built upon two
constructors providing the public (pub(v)) and the private key (priv(v)) associated to a
value.

Messages can be constructed from composition (M, N) and encryption {M};. As ex-
plained below, message decomposition and decryption can be obtained by using pattern
matching on inputs.

8.1.1 Processes in SCCP

Intuitively, processes in SCCP run in time intervals. This way, a process of the form P.R
represents a process executing P in the current time interval and R in the next one.

The output process out(M).R broadcasts M over the network and then it behaves as
R in the next time unit. As standardly done, messages are supposed to be sent to an
untrusted network where the spy can see and store all of them (see e.g., [Fiore 2001]).

The input in (Z)[M].R waits for all the messages of the form M[t/i] to be output
on the network and then behaves like R[f/Z] in the next time unit. This process binds
the variables Z in R. For example, if the message (A, B)pupk) is ouput, the process
in (z,9)[(2, Y) pup (1))- R executes R[A/z, B/y] in the next time unit.

The process new(x)R generates a (nonce) x private to R. The process nil does nothing
and R || R’ denotes the parallel execution of R and R’. Given a finite set of indexes

I = {i1,42,...,1n}, we shall use [[ P; to denote the parallel composition P;, || P;, || -.- || Pi,,-
icl
Finally ! R denotes the execution of R in each time unit.

8.2 Dolev-Yao Constraint System

Typically, in the modeling of security protocols one must take into account all possible
actions the attacker may perform. This attacker is usually given in terms of the Dolev and
Yao thread model [Dolev 1983] which presupposes an attacker that can eavesdrop, disas-
semble, compose, encrypt and decrypt messages with available keys. It also presupposes
that cryptography is unbreakable.

Before giving a closure operator semantics to our security language, we then need a con-
straint system handling the cryptographic constructs (e.g., message encryption and com-
position) and whose entailment relation follows the inferences a Dolev-Yao attacker may
perform.

Definition 8.2.1. Let X5 be a signature with constant symbols in V, function symbols enc,
pair, priv and pub and the unary predicate out. Let A, be the closure under deduction of
{F| ks F } withts as in Table 8.1. The (secure) constraint system is the pair (X, Asg).
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F b4 out((mq,m2))
F 5 out(m;) ie{l,2}

PRJ

F kg out(my) F kg out(msg)
F b5 out((mq,ms))

PAIR

Ftgsout(m) FFgout(k)
F g out({m} pus(r))

ENC

F 5 out(priv(k)) F Fg out({m}upr))
F 4 out(m)

DEC

Table 8.1: Security constraint system entailment relation.

Intuitively, V represents the set of principal ids, nonces and values. We use {m}; and
(mq, m2) respectively, for enc(m, k) (encryption) and pair(mi,ms) (composition).

Rule PRJ in Table 8.1 says that if one can infer a composed message (m, ms), then one
can infer also the components of the message, i.e., m; and mo. Rule PAIR is the converse of
the previous one: given two messages m; and mg, one can infer the composition (mq,msz).
Rule ENC says that if one can infer that the message m as well as a key k are output on
the global channel out, then one may as well infer that {m},,,) is also output on out.
Finally, DEC dictates that the message m can be deduced if both, the encrypted message
{m}pub(r) and the corresponding private key priv(k) can be deduced.

Let us note two important issues about the constraint system above.

Remark 8.2.1. Firstly, notice that the secure constraint system in Definition 8.2.1 intro-
duces infinitely many internal reductions if we were to observe the behavior of a process
by using the operational semantics. To see this, assume that F Fs out(m) and let P =
(abs z;out(z)) P'. Then, from F it is also possible to entail out(m,m), out(m, (m,m)),
etc. Then, P must execute P’ for all these possible terms.

Secondly, we note that for the sake of presentation we added the capabilities of the spy as
inferences rules in the constraint system. Nevertheless, those rules can be easily specified as
utcc processes, thus leading to a simpler constraint system with the empty theory (A =10).
Take for example the rule ENC. One can define this ability of the spy as the process
Ppgne = (abs x, k; out(x) A out(k)) tell(out({x} pus(x)))-

8.3 Modeling a Security Protocol in SCCP

To illustrate the language SCCP, consider the Needham-Schroder (NS) protocol described
in [Needham 1978]. This protocol aims at distributing two nonces in a secure way, whose
purpose is to ensure the freshness of messages.

Figure 8.1(a) shows the steps of NS where m and n represent the nonces generated,
respectively, by the principals A and B. The protocol initiates when A sends to B a new
nonce m together with her own agent name A, both encrypted with B’s public key. When
B receives the message, he decrypts it with his secret private key. Once decrypted, B
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M A—=C : {(m A} o)
: M C—B : {(mA)}uwnm
My B—A : {(mn, B)}pua Mo B—A : {(mn,B)}pu(a)

M3 A— B : {n}pub(B) M3 A>C - {n}pub ©)
(a) (b)

Figure 8.1: Needham-Schroeder Protocol

M1 A—B : {(m7A)}Pub(B)

prepares an encrypted message for A that contains a new nonce together with the nonce
received from A and his name B. Acting as responder, B sends it to A, who recovers the
clear text using her private key. A convinces herself that this message really comes from B
by checking whether she got back the same nonce sent out in the first message. If that is
the case, she acknowledges B by returning his nonce. B does a similar test.

Secrecy Attack. Assume the execution of the protocol between A, B and C in Figure
8.1(b). Here C is an intruder, i.e. a malicious agent playing the role of a principal in the
protocol. As it was shown in [Lowe 1996], this execution leads to a secrecy flaw where the
attacker C' can reveal n which is meant to be known only by A and B.

In this execution, the attacker replies to B the message sent by A and B believes that
he is establishing a session key with A. Since the attacker knows the nonce m from the first
message, he can decrypt the message {n} . () and n is not longer a secret between A and
B as intended.

The Model in SCCP. We model the behavior of the initiator and the responder in our
running example as follows:

Init(A, B) = !new(m)
out({(m, A)}pus(B))-
in (1' [{(mvmvB)}pub(A)]'OUt({m}pub(B))'nil

Resp(B) = lin (aé, g)[{(m,u)}pub(]g)].
out({m,n, B},u (u)).nil

Spy = | acp out(A).nil
|lacp out(pub(A)).nil
| Ac Baa ! out(priv(A)).nil

The process Spy corresponds to the initial knowledge the attacker has. Given the set of
principals of the protocol P, the spy knows all the names of the principals in the protocol
and their public keys. He also knows a set of private keys denoted by Bad. This set
represents the leaked keys, for example, the private key of C' in the above configuration
exhibiting the secrecy flaw (Figure 8.1 (b)).

Notice that the processes Init and Resp are replicated. This models the fact that principal
may initiate different sessions during the execution of the protocol.
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8.4 Closure Operator semantics for SCCP

In this section we give a closure operator semantics to SCCP following that of utcc in
Chapter 7.

We start by defining a compositional mapping from SCCP constructs into monotonic
utcc processes.

Definition 8.4.1. Let I be a function from SCCP to monotonic utcc processes defined by:

skip if R = nil

(localzx) I(R') if R =new(x)R’

Itell(out(M)) || next I(R') if R=out(M).R’
I(P) =4 (abs #out(M))next I(R') if R=in (Z)[M].R’

IT1(R,) iJR=T] R,

icl iel

LI(R') if R=IR

It is easy to see that the above interpretation realizes the behavioral intuition of SCCP
given before. Intuitively the output out(M) is mapped to a process adding the constraint
out (M). Since the final store in utcc is not automatically transferred to the next time
interval, the process tell(out(M)) is replicated. This reflects also the fact that the attacker
can remember all the messages posted over the network.

For the case of the input process in (Z)[M].R’, we use an abstraction to execute the
process next R'[f/] for every message of the form M|[f/Z] output on the network, i.e., when
a constraint of the form out(M)[t/Z] can be deduced.

Semantics of SCCP The following function maps our security processes into its set of
fixed points as specified in Table 7.1—i.e., its strongest postcondition.

Definition 8.4.2. For any SCCP process R we define [R]sccp as [I(R)] with I() as in
Definition 8.4.1 and [-] as in Table 7.1.

Since the interpretation function [ is given in terms of the monotonic fragment of utcc,
it follows from Section 7.1 that [R]sccp corresponds to a closure operator.

8.4.1 Closure Properties of SCCP

We conclude this section by pointing out that the interpretation of the behavior of protocols
as closure operators is a natural one. To see our intuition, let us suppose that f is a closure
operator denoting a SCCP Spy eavesdropping and producing information in the network.
Assume also that w, v are sequences of constraints representing the set of messages posted
on the network, i.e., the information available from the execution of the protocol.

e Extensiveness f(w) »= w: The Spy produces new information from the one he
obtains.

e Monotonicity. If w = v then f(w) > f(v): The more information the Spy gets, the
more he will infer.

e Idempotence f(f(w)) = f(w): The Spy infers as much as possible from the info he
gets.
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8.5 Verification of Secrecy Properties

We can represent protocols in such a way that potential attacks can be specified as the least
fixed point of the closure operators representing them. To detect when the secret created
by Resp is revealed by the attacker, we modify the definition of this process as follows:

Resp’(B) = in (2, u)[{(2,u)} pun(p))-
new (n)(out({m, n, B}pup (u))-nil) ||
lin [n].out(attack).nil)

Intuitively, Resp’ outputs the message attack when the message n appears unencrypted
on the network, i.e., when out(n) can be deduced from the current store.

Recall that false is an absorbing element for conjunction and it is the greatest future-
free formula with respect to =. Our approach is then to add the constraint false when the
message attack can be read from the network. In terms of the closure operator semantics it
implies that if a process R outputs the message attack, then every fixed point of the closure
operator representing R is a sequence whose suffix is the sequence false“. More precisely,

Proposition 8.5.1. Let R be a SCCP process. Let f be defined as
f =[R]sccr N[! when out(attack) do !tell(false)]

Therefore, I(R) |L2** iff all fized point of the closure operator corresponding to f takes
the form w.false”

Proof. Immediate from the definition of f and full-abstraction in Theorem 7.3.3.
O

The previous proposition allows us to exhibit the secrecy flaw in our running example.
Let P = {A, B,C} be the set of principal names and Bad = {C} be the set of leaked keys
in our previous protocol example. Given the process

NS = Init(A, C) || [Txep Resp’(X) || Spy

and f = [NS]sccp N [ when out(attack) do !tell(false)], one can verify that the least
fixed point v of f takes the form v = w.false“.

8.6 Reachability Analysis in SCCP

In the previous section we used the semantic characterization of utcc processes as closure
operators to exhibit a secrecy flaw in a security protocol. In this section we show how
the declarative characterization of utcc as FLTL formulae can be exploited to perform
reachability analysis of a security protocol modeled in SCCP.

Remind that the process Resp’ outputs the constraint attack when the nonce generated
by the responder has been sent on the global channel out. Then, by appealing to the FLTL
correspondence in Theorem 5.2.3 and Proposition 8.5.1 we have:

Proposition 8.6.1. Let R be a SCCP process and I as in Definition 8.4.1. Let A =
TL[I(R)] be the FLTL formula corresponding to I(R) (Definition 5.1.1) and

f =[R]sccp N [!when out(attack) do !tell(false)]

The following statements are equivalent
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e Symbolic Output: I(R) ||2tack

e Closure Operator Semantics: The least-fixed point of the closure operator corre-
sponding to f takes the form w.false"

e FLTL Characterization: There exists k > 0 such that Cutr(A, k) Er Cattack

Proof. Directly from Theorems 5.2.3 and 7.3.3 and the definition of f. O

8.7 Summary and Related Work

In this chapter we defined SCCP, a simple language for the specification of security pro-
tocols based on Crazzolara and Winskel’s SPL [Crazzolara 2001]. This language arises as
a specialization of utcc with a particular cryptographic constraint system and features
mechanisms to create local names (nonces) and to specify input and output of messages
on a network. We made use of the semantics in Chapter 7 to give a closure operator in-
terpretation of this language. We then showed that the least fixed point of the closure
operator associated to the process modeling a protocol may allow us to verify whether
a secrecy property is not verified. Furthermore, relying on the FLTL characterization of
utcc processes in Chapter 5, we showed that it is possible to verify if a protocol reaches a
state where a secrecy property is violated. We illustrate our approach by exhibiting a well
known attack in the Needham-Schroeder protocol [Needham 1978] described in [Lowe 1996].

The material of this chapter was originally published as [Olarte 2008¢, Olarte 2008b].

Related Work. Several process languages have been defined to analyze security proto-
cols. For instance Crazzolara and Winskel’s SPL [Crazzolara 2001], the spi calculus variants
by Abadi [Abadi 1997] and Amadio [Amadio 2003|, Boreale’s calculus in [Boreale 2000] and
the Applied m-calculus [Fournet 2003] among others. Although utcc can be used to reason
about certain aspects of security protocols (e.g., secrecy), it was not specifically designed
for this application domain. Here we illustrated how the closure operator semantics of utcc
may offer new reasoning techniques for the verification of security protocols. We also ar-
gued for the closure operators as a natural characterization of the information that can be
inferred (e.g., by Spy) from a protocol. To our knowledge closure operators had not been
considered in the study of security protocols.

The successful logic programming approach to security protocols in [Abadi 2005] is
closely related to ours. Basically, in [Abadi 2005] protocols are modeled as a set of Horn
clauses rather than processes. The verification of the secrecy property relies in deducing
(or proving that it is not possible) the predicate attack(M) from the set of Horn clauses. A
benefit from our approach is that we can overcome the problem of false attacks pointed in
[Blanchet 2005]: Consider for example a piece of data that needs to be kept secret in a first
phase of the protocol and later is revealed when it is not required to be a secret. Because
the lack of temporal dependency this may generate a false attack. The temporal approach
here presented may allow us to control when a message is required to be secret. The work
in [Blanchet 2005] also avoid false attacks by using a linear logic [Girard 1987] approach
rather than a temporal one.

The authors in [Hildebrandt 2009] show that the abstraction operator in utcc allows
agents to guess channel names and encrypted values by universal quantification. For ex-
ample, the process (abs z,y;out(z,y)) P is able to capture all possible messages in tran-
sit due to the quantification of the channel name x. Furthermore, a process of the form
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(abs z, k; out ({7} pus(x))) P is able to reveal the message x without knowing the private key
associated to k. The authors then propose a type system to guarantee that, e.g., channel
names and encrypted values are only extracted by agents that are able to infer the channel
or the nonencrypted value from the store.

The model of the attacker in our secrecy analysis is given by the inference rules of
the cryptographic constraint system in Definition 8.2.1. This means, the attacker is not
represented as an arbitrary process running in parallel with the specification of the protocol.
Thus, our model of the attacker can only deduce new information according to the Dolev
and Yao thread model [Dolev 1983]. Aiming at developing reasoning techniques for utcc
based on behavioral equivalences like those in [Abadi 1997, Fournet 2003|, must certainly
take into account the work in [Hildebrandt 2009] to rule out contexts defining a spy “more
powerful” than a Dolev-Yao attacker.

Finally, in Chapter 10 we shall introduce an abstract semantics for utcc that approxi-
mates the semantics in Chapter 7. We then show that the fixed point of the abstract seman-
tics can be computed in a finite number of steps. This way, with the help of prototypical
implementation, we shall exhibit the secrecy flaw illustrated in this chapter automatically.
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Applications

We have illustrated in the previous chapters the applicability of the utcc calculus in the
modeling and verification of security protocols. It is worth noticing that utcc was not
specifically designed for this application domain but to model in general mobile reactive
systems. In this chapter we show that utcc has much to offer in the specification and verifi-
cation of systems in two emergent application areas. Namely, Service Oriented Computing
and Multimedia Interaction Systems.

Service Oriented Computing. In Section 9.1, we shall give an alternative interpreta-
tion of the m-based language defined by Honda, Vasconcelos and Kubo, henceforth referred
to as HVK, for structured communications [Honda 1998|. The encoding of HVK into utcc is
straightforwardly extended to explicitly model information on session duration, allows for
declarative preconditions within session establishment constructs, and features a construct
for session abortion. Then, a richer language for the analysis of sessions is defined where
time can be explicitly modeled. Additionally, relying on the FLTL characterization of utcc
processes as FLTL formulae, reachability analysis of sessions can be characterized as FLTL
entailment.

Multimedia Interaction Systems. As second application domain, in Section 9.5 we
argue for utcc as a language for the modeling of dynamic multimedia interaction systems.
We shall show that the notion of constraints as partial information allows us to neatly
define temporal relations between interactive agents or events. Furthermore, mobility in
utcc allows for the specification of more flexible and expressive systems in this setting, thus
broadening the interaction mechanisms available in previous models.

9.1 Service Oriented Computing

Service Oriented Computing (or SOC for short) is often seen as a natural progression from
component based software development, and as a mean to integrate different component
development frameworks. A service in this context may be defined as a behavior that is
provided by a component to be used by any other component. This behavior is described
by an interface contract identifying the capabilities provided by the service.

SOC is in principle different from distributed systems as it gives more abilities to the
agents involved. First of all, services are composable by nature, meaning that a service can
be either a singular activity or a process where different services are assembled to provide
a result. Second, service composition is open; in terms that any service that matches the
requirements specified by the service requester should be able to be bound in the compo-
sition. Third, services can be loosely-coupled, referring to the capability of a service to
interact in ever-changing environments, probably moving its partial computations to differ-
ent locations where services are more reliable; Finally, services can operate in asynchronous
environments, where a single computation can take months or even years to execute.
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Modeling Services. From the viewpoint of reasoning techniques, two main trends in
modeling in SOC can be singled out. On the one hand, a behavioral approach focuses
on how process interactions can lead to correct configurations. Typical representatives
of this approach are based on process calculi and Petri nets (see, e.g., [Lapadula 2007,
Boreale 2006, Lanese 2007]), and count with behavioral equivalences and type disciplines
as main analytic tools. On the other hand, in a declarative approach the focus is on the set
of conditions components should fulfill in order to be considered correct, rather than on the
complete specification of the control flows within process activities (see, e.g., [Pesic 2006]).
Even if these two trends address similar concerns, they have evolved rather independently
from each other.

We shall show that utcc may allow for an approach in which behavioral and declarative
techniques can harmoniously converge for the analysis of sessions. More precisely, we shall
give an alternative interpretation to the language defined by Honda, Vasconcelos and Kubo
in [Honda 1998] (HVK). This way, structured communications can be studied in a declarative
framework in which time is explicit. We begin by proposing an encoding of the HVK language
into utcc; such an encoding defines asynchronous session establishment and satisfies a rather
standard operational correspondence property. We then move to the timed setting, and
propose HVK-T, a timed extension of the HVK language. The extended language explicitly
includes information on session duration, allows for declarative preconditions within session
establishment constructs, and features a construct for session abortion. We then show that
the encoding of HVK into utcc straightforwardly extends to HVK-T.

9.2 A Language for Structured Communication

We begin by introducing HVK, the language for structured communication proposed in
[Honda 1998]. We assume the following notational conventions: names are ranged over
by a,b,...; channels are ranged over by k,k’; variables are ranged over by z,y,...; con-
stants (names, integers, booleans) are ranged over by ¢, ¢, ...; expressions (including con-
stants) are ranged over by e, e’,...; labels are ranged over by [,I',...; process variables
are ranged over by X,Y,.... Finally, u,u’,... denote names and channels. The sets of
free names/channels/variables/process variables of P, is defined in the standard way, and
respectively denoted by fn(-), fe(+), fu(+) and fpv(-). Processes without free variables or free
channels are called programs.

Definition 9.2.1 (The HVK language [Honda 1998]). Processes in HVK are built from:

p,Q

request a(k) in P
accept a(z) in P

=,

X[¢F]

Session Request
Session Acceptance

|

| klle]; P Data Sending

| k?(z)in P Data Reception

| k<P Label Selection

| ko{li:Pi| - ||l.:P.} Label Branching

| throw k[k']; P Channel Sending

| catch k(k')in P Channel Reception

| ifethen P else Q) Conditional Statement
| P|Q Parallel Composition
| inact Inaction

|  (vu)P Hiding

| def Din P Recursion

|

Process Variables
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D = Xl(xlkl) = Pl and---and Xn(xnkn) = Pn

9.2.1 Operational Semantics of HVK

The operational semantics of HVK is given by the reduction relation —gyx which is the
smallest relation on processes generated by the rules in Table 9.2. In Rule STR, the struc-
tural congruence = is the smallest relation satisfying :

1. P = Q if they differ only by a renaming of bound variables (alpha-conversion).
2. Plinact=P,P|Q=Q | P, (P|Q)|R=P|(Q]R).

3. (vu)inact = inact, (vuu)P = (vu)P, (vuu')P = (vu/'u)P, (vu)(P | Q) = (vu)P | Q
if x ¢ fu(Q), (vu)(def D in P) = (def D in ((vu)P)) if u ¢ fu(D).

=~

. (def Din P) | Q@ =def D in (P | Q) if fpu(D) N fpu(Q) = 0.
5. def D in (def D' in P) =def D and D’ in P if fpv(D) N fpv(D’) = 0.

LINK  accept a(z) in P | request a(k) in Q —uw (vk)(P | Q)

Com (K[} P) | (K2(x)in Q) —ux P | QE/T] if ¢ | &

LABEL qui;P‘kD{h:Pl || H ln:Pn}—>HVKP|Pi (1§2§n)
Pass  throw k[k']; P | catch k(K') in Q@ — v P | Q

Ir1 if e then P else Q —yuy P (e | true)

Ir2 if e then P else Q —uyx Q (e | false)

=,

Der  def D in (X[¢K] | Q) —mx def D in (P[¢/] | Q) (e | & X(7k) = P € D)
Scop P —yy P’ implies (vu) P —yyx (vu)P’

PAR P — s P’ implies P | Q —u P’ | Q

STR If P=P and P’ —py Q' and Q' = Q then P —yyx Q

Table 9.2: Reduction Relation for HVK [Honda 1998].

Let us give an intuition about the rules above. The central idea in HVK is the notion of
session. A session is a series of reciprocal interactions between two parties, possibly with
branching and recursion, and serves as a unit of abstraction for describing interaction.

Communications belonging to a session are done via a port specific to that session, called
a channel which is generated when initiating each session.

The initialization of a session in HVK can be specified by a process of the form

accept a(z) in P | request a(k) in Q

In this case, the request first requests, via a name a, the initiation of a session as well as
the generation of a fresh channel. The accept, on the other hand, receives the request for
the initiation of a session via a, and generates a new channel k which is used for P and @
to communicate each other.

Three kinds of atomic interactions are available in the language: sending (including
name passing), branching and channel passing (or delegation). Those actions are described
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ATM(a,b) = accept a(k) in k7(id) in
deposit : request b(h) in
k?(amt) in h < deposit;
hlfid, amt]; AT M (a, b)
||withdraw : request b(h) in
k> k?(amt) in h < withdraw; hl[id, amt];
L { success : k < dispense; kljamt]; AT M (a, b) }
|| failure : k < overdraft; ATM (a, b)
||balance : request b(h) in h <1 balance; h?(amt) in
kllamt]; AT M (a, b)

Figure 9.1: ATM process specification [Honda 1998]

by the rules CoM, LABEL and PASs respectively. In the case (k![e]; P) | (k?(z)in @), the
expression € is sent on the port (session channel) k. Then the process k?(z)in @ receives
such a data and then execute Q[¢/Z] where ¢ is the result of evaluating the expression €.

The case of PASS is similar but considering that only session names are transmitted in
throw k[k']; P | catch k(K') in Q.

In the case of k <1 l;; P | k> {ly: P | -+ || ln: Pn}, the process k <1 1;; P selects one
label and then the corresponding process P; is executed.

The other rules are self-explanatory.

9.2.2 An Example

Let us give an intuition on how a declarative approach could be useful in the analysis
of sessions. Consider the ATM example from [Honda 1998, Section 4.1] (see Figure 9.1).
There, an ATM has established sessions with a user (via the channel a) and his bank (via
the channel b). it allows for deposit, balance, and withdraw operations. In the latter
case, if there is not enough money to withdraw, then an overdraft message appears to the
user.

Consider now an extension of the previous system with a malicious card reader that
keeps the user’s sensible information and uses it to continue withdrawing money without
his/her authorization. A greedy card reader could even repeatedly withdraw until causing
an overdraft, as in Figure 9.2.

The card reader acts as an interface between the user and the ATM. By creating sessions
between them, the card reader is able to receive the data about the user’s identity and
use that data later to establish a session with the ATM. The card reader then uses the
information associated to the user’s transaction to first provide him the money and then
to continue withdrawing more money without the user’s authorization; this is the role of
recursive process R. The process ) above can be assumed to be a process that sends a
message through a session with the bank saying that the account has run out of money:
Q = Kpani![0]; inact.

In this simple scenario, the correspondence between utcc and first-order linear-time
temporal logic (FLTL) may come in handy to reason about the possible states for this
specification. These can be used not only to describe the operational behavior of the
compromised ATM above, but also to provide declarative arguments regarding its evolution.
For instance, assuming ) as above, one could show that a utcc specification of the ATM
example satisfies the FLTL formula < out(kpank,0), which intuitively means that in the
presence of the malicious card reader the user’s bank account will eventually go to overdraft.
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Reader = accept r(k') in k'?(id) in
request a(k) in k![id];

withdraw : k'?(amt) in

k < withdraw; k!l[amt];

/
i I dispense : k' <1 dispense; kllamt]; R(k, amt)
|| overdraft : Q
. . ) . . dispense : j?(amt)in R(j, )
_ / T )
R(j,z) def R’ in k < withdraw;j![z];j > { | overdraft : Q
User = request r(k') in k'![myld];

k' <withdraw; k'\[58]; k' > {dispense : k'?(amt)in P ||overdraft : Q}

Figure 9.2: ATM Example with a Malicious Card Reader.

9.3 A Declarative Interpretation for Sessions

The Table 9.4 presents a compositional encoding of HVK processes into utcc. In this encod-
ing we make us of the derived constructs (wait Z;c) do @ and tell(c) that we defined in
Section 6.5.3. Recall that (wait Z;¢) do @ is a persistent abstraction waiting for possibly
several time units until for some £, ¢[t/#] holds. Then it executes Q[£/&]. The process tell(c)
outputs the constraint ¢ in several time units until a process of the form (wait #;c¢) do P
“read” the constraint ¢. Furthermore, whenever ¢ do @ stands for (wait Z;c) do @ when
|Z] = 0, i.e., Z = € (see Notation 6.5.1).

Let us briefly provide intuitions on this encoding. Consider the HVK processes

p
Q

request a(k) in P’
accept a(z) in Q'

The encoding of P declares a new variable session k£ and sends it through the channel a
by posting the constraint req(a, k). Once H[Q] receives the session key (local variable)
generated by H[P], it adds the constraint acc(a, k) to notify the acceptance of k. Then,
H[P] and H[Q] synchronize using this constraint and they execute their continuation in
the next time unit. Label selection and branching synchronize on the constraint sel(k,l).
We use the parallel composition [][ when [ = [; do next H[P;] to execute the selected
1<i<n

choice. Notice that we do not require a non-deterministic choice since the constraints [ = I;
are mutually exclusive [Falaschi 1997, Nielsen 2002a).

As in [Honda 1998], in the encoding of if e then P else ) , we assume an evaluation
function on expressions. Once e is evaluated, | e is a constant boolean value.

The encoding of def D in P exploits the scheme described in Section 3.3.1 to define
recursive definitions in utcc making use of abstractions.

Note that the encoding above delays the execution of the continuation of a process
(e.g. P’ in request a(k) in P’) to the next time unit (i.e., next H[P']). Therefore, we
shall establish the correspondence between the HVK transition —yyx and the observable
transition === as we explain in the next section.
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H[request a(k) in P]
Hlaccept a(k) in P]

(local k) (tell(req(a, k)) || whenever acc(a, k) do next H[P])
(wait k;req(a,k)) do (tell(acc(a, k)) || next (H[P]))

tell(out(k, €)) || whenever out(k,€) do next H[P]
(wait Z;out(k, Z)) do next H[P]

H[k![e]; P]
H[k?(Z) in P]

Hlk < i; P]
HIE S {11 Pulee |l : Pa}]

tell(sel(k,!)) || whenever sel(k,!) do next H[P]
(wait l;sel(k,l)) do [][ when ! =1[; do nextH[F;]
1<i<n

tell(outk(k, k') || whenever outk(k, k') do next H[P]
(whenever outk(k, k’)) do next H[P]

H[throw k[k']; P]
H[catch k(k') in P]

H[if e then P else Q | when e | true do next H[P] || when e | false do next H[Q]

HIP Q] = HIP] | HIQ]
Hlinact] = skip
H{(vw)P] = (localu)H[P]

[T ("Xi(wsk:)™ | HIPT)
X;i(xik;)ED

H[def D in P]

Table 9.4: An Encoding from HVK into utcc. " and P as in Definition 3.3.2.

9.3.1 Operational Correspondence

In this section we prove the correctness of our encoding. For the sake of simplicity, without
loss of generality, we assume programs of the form def D in P where there are not procedure
definitions in P.

Let us introduce the following normal form of HVK processes.

Definition 9.3.1 (Processes in normal form). We say that the HVK process P is in normal
form if takes the form def D in vil(Q1 | -+ | @Qn) where neither the operators “v” and “”
nor process variables occur in the top level of Q1,...,Qn.

The following proposition states that given a process P we can find P’ in normal form
such that: either P’ is structurally congruent to P or results from replacing the process
variables in the top level of P by their corresponding definition using the rule DEF .

Proposition 9.3.1. For all HVK process P there exists P’ in normal form s.t. P —%5,,= P’
only using the rules DEF and STR in Table 9.2.

Proof. Let P be a process of the form def D in ) where there are no procedure definitions
in . By repeated applications of the rule DEF, we can show that P —, P’ where P’
does not have occurrences of processes variables in the top level. Then, we use the rules
of the structural congruence to move the local variables to the outermost position and find
P"” = P’ in the desired normal form. O

Notice that the rules of the operational semantics of HVK are given for pairs of processes
that can interact with each other. We shall refer to those pairs of processes as redex.

Definition 9.3.2 (Redex). A redex is a pair of dual processes composed in parallel as in
- request a(k) in P | accept a(k) in Q
- Klel; P | k?(Z)in Q

S k<LP | ks {l Py ||l Pa}
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- throw k[k']; P | catch k(k') in Q.

It is worth noticing that a redex in HVK synchronizes and reduces in a single transition
as in (k![e]; P) | (k?(x)in Q) —mw P | Q[€/Z]. Nevertheless, in utcc, the encoding of the
processes above requires two internal transitions: one for adding the constraint out(k, €)
to the current store, and another one in which the process (wait &; out(k, Z)) do next [Q]
“reads” that constraint to later execute next [Q[é/Z]]. We shall then establish the oper-
ational correspondence between an observable transition of utcc (obtained from a finite
number of internal transitions) and the following reduction relation over HVK processes:

Definition 9.3.3 (Outermost Reductions). Let P =def D in vZ(Q1| -+ |Qy) be an HVK
program in normal form. We define the outermost reduction relation P ——=s gy P’ as
the mazimal sequence of reductions P —4y P’ = def D in va/(Q | --- |Q),) such that

for every i € {1,..n}, either
1. Qz = if e then R1 else Rg ——HVK R1/2 = Q,

2. for some j € {1,.n}, Qi|Q; is a redex such that Q;|Q; — gvx vy(Q}|Q%), with j C 7
3. there is no k € {1,..n} such that Q;|Qy is a redex and Q; = Q.

In addition to the difference between the synchronous and the asynchronous nature of
HVK and utcc, there is another fundamental difference between both languages that we
need to consider to establish the semantic correspondence. Namely, utcc is a deterministic
languages while HVK may exhibit non-deterministic behavior. In the following we explain
why this difference is not relevant when considered well-typed HVK processes.

Observation 9.3.1 (Typable HVK processes). In the m-calculus, and in HVK, inputs and
outputs are not necessarily persistent. Then, the parallel composition of two outputs and
one input on the same channel may lead to different configurations. Take for example
P =k[e; Q1 | k![e); Q2 | k?(F)in Q3. We have one of the following derivations:

- P Q1 | K€ Qs | Qalé/ ]
Py Qo | KA Q1 | Qsle! /4]

In both cases, there is an output that cannot interact with the input k?(Z)in Q3.
In utcce, inputs are represented by abstractions which are persistent during a time unit.
Then, in the example above, we shall observe that both outputs react with the input, i.e., we

observe that H[P] 22 H[Qs[e/7)] || H[Qs[é /]
A similar situation arises when one considers a parallel composition of the form Py | ... | Py,

where there exist a process P; that form a redex with two different processes P; and Pj.

Here, to establish the semantic correspondence we appeal to the typed nature of the HVK
language. Roughly speaking, the type discipline in [Honda 1998] ensures a correct “pairing”
between complementary components, i.e., redex. Our encoding assumes then processes to be
typable with respect to such a discipline.

In the sequel we shall thus consider only HVK processes P where for n > 1, if P =,
Py n Pa B nPnpand P=y Pl ==, P, B h
P! then P; =, P/ for alli € {1,..,n} , i.e., P is a deterministic process.

Recall the Notation 6.3.1 for the utcc internal and observable transitions P — @
and P ———= () respectively where the inputs are assumed to be true and the outputs
unimportant. We shall also use the observable equivalence relation ~°% in Definition 6.5.3
that ignores the residual processes generated by the evolution of the processes of the form
tell(c(t)) || (wait #;c) do Q (see Notation 6.5.2).
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Theorem 9.3.1 (Operational Correspondence). Let P,Q be typable HVK processes in nor-
mal form and R,S be utcc processes. It holds:

1) Soundness: If P === yyx Q, then there exists R s.t. H{P] === R ~°" H[Q)]

2) Completeness: If H[P] =——= S, then there exists Q s.t. P ——=pyx Q and

H[[Q]] ~,0bs S.

Proof. Assume that
P =, defDin Vf(Q1 |- | Qn)

Q = defDmym @il 1QL)

1. Soundness. Since P ———=;, ) there must exist a sequence of derivations of the form
P=, P vk o HVK --- wk P =n Q. The proof proceeds by induction on
the length of this derivation, with a case analysis on the last applied rule. We then
have the following cases:

(a) Using the rule IF1. It must be the case that there exists Q; =, if e then R; else Ry
and Q; —mx R1 =, Q) and e | true. One can easily show that when e |
true do next [Q]] —— [Q}].

K3

(b) Using the rule IF2 Similarly as for IF1.

(¢) Using the rule LINK. It must be the case that there exist 4, j such that Q; =,
request a(k) in Q; and Q; =j, accept a(z) in @ and then Q; | Q; —uwk
(vk)(Q; | Q). We then have a derivation of the form

[Q:] 1l [Q] —* (localk;c) (R; || whenever acc(a, k) do next [Q;] ||
(wait k';req(a,k’)) do (tell(acc(a, k")) ||
next ([Q5]))
—* (localk; ') (R; || whenever acc(a, k) do next [Q;] ||
Rj || tell(acc(a, k)) || next ([Q;[k/K']])
—"  (localk; ") (R; || R} || next [Q:] || next ([Q;[k/K)]) #—

where ¢ = req(a, k), ¢’ = c Areq(a, k), ¢’ = Nacc(a, k) Aacc(a, k) and R}, R
are the processes resulting after the interaction of the processes in the parallel
composition tell(req(a, k)) || (wait k’;req(a,k’)) do ---, i.e.:

R, =, (localgo, stop;out’(go) A out’(stop) A c(t))
next ! unless out’(stop) next tell(out’(go)) ||
next ! tell(out’(stop))
R; =. (localstop,go';out’(go’) AE(f) A out’(stop’)) next ! tell(out’(stop’))
|| next ! unless out’(stop’) next tell(out’(go’))
| (abs &;c A out’(go') A & # 1) (Q || tell((D)) ||! tell(out’ (stop’))
| next! (abs &;c A out’(g0")) (Q || tell(¢(Z)) ||! tell(out’ (stop’))

We notice that R} || R; -/~ and it is a process that can only output the con-
straint out’(x) where z is a local variable. By appealing to Observation 6.5.1 we

conclude [Q;] || [Q;] ===~°"" (localk) ([Q] || [Q;])-

(d) The cases using the rules LABEL and PASS can be proven similarly as the case
for the rule LINK.

2. Completeness. Given the encoding and the structure of P, we have a utccprocess
= [P] such that

R =, (localZ) ([Q1] || --- | [@Q~]) -



9.4. HVK-T: An Temporal extension of HVK 121

Let R; = [Q;] for 1 <1i < n. By an analysis on the structure of R, if R; — R} then
it must be the case that either (a) R; = when e do next [Q.] and R, = next [Q}] or
(b) (R;,c) — (R},cAd) where d is a constraint of the form req(-), sel(-), out(-), or
outk(-). In both cases we shall show that there exists a R such that R; —* R/~
such that Q; —ux @) and R = next [Q}].

(a) Assume that R; = when e | true do next [Q]] for some @}. Then it must
be the case that Q; = ife then Q) else Q) . If e | true we then have
R! = next[Q]. The case when e | false is similar by considering R, =
when e | false do Q).

(b) Assume now that (R;,¢) — (R}, c A d) where d is of the form req(-), sel(:),
out(-) or outk(-). We proceed by case analysis of the constraint d. Let us consider
only the case d = Ji(req(a, k)); the cases in which d takes the form sel(:), out(-),
or outk(-) are handled similarly. If d = Jx(req(a, k)) for some a, then we must
have that Q; = request a(k) in Q) for some 4. If there exists j such that
Qj =i, accept a(r) in Q}, one can show a derivation similar to the case of the
rule LINK in soundness to prove that R; || R; —*~° (localk) (next [Q]] ||
next [Q}]). If there is no Q; such that @; |Q; forms a redex, then one can show
that Ry =——==~°" R;.

O

9.4 HVK-T: An Temporal extension of HVK

In this section we propose HVK-T, a temporal extension of HVK in which a bundled treatment
of time is explicit and session closure is considered. More precisely, the HVK-T language arises
as the extension of HVK processes with refined constructs for session request and acceptance,
as well as with a construct for session abortion.

Definition 9.4.1 (HVK-T syntax). HVK-T processes are given by the following syntax:

P = request a(k) during min P Timed Session Request
| accept a(k) given cin P Declarative Session Acceptance
| - { the other constructs, as in Def. 9.2.1 '}
| killeg Session Abortion

The intuition behind these three operators is the following: request a(k) during m in P
will request a session k over the service name a during m time units. Its dual construct
is accept a(k) given ¢ in P: it will grant the session key k& when requested over the
service name a provided by a session and a successful check over the constraint c¢. Notice
that ¢ stands for a precondition for agreement between session request and acceptance. In
¢, the duration m of the corresponding session key k can be referenced by means of the
variable dury. In the encoding we syntactically replace it by the variable corresponding to
m. Finally, kill ¢, will remove ¢, from the valid set of sessions.

Adapting the encoding in Table 9.4 to consider HVK-T processes is remarkably simple.
Indeed, modifications to the encoding of session request and acceptance are straightfor-
ward. The most evident change is the addition of the parameter m within the constraint
req(a, k,m). The duration of the requested session is suitably represented as a bounded
replication (![,,) of the process defining the activation of the session k represented as the
constraint act(k). The execution of the continuation H[P] is guarded by the constraint
act(k) (i.e., P can be executed only when the session k is valid). In the encoding, we use
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H[request a(k) during m in P] = (localk)tell(req(a,k,m)) ||
whenever acc(a, k) do next (

tell(act(k)) || Gace(o) (HIP]) |
l''mjunless kill(k) next tell(act(k)))

Hlaccept a(k) given cin P] = (wait k;req(a,k, m) A c[m/durg]) do (
tell(acc(a, k)) || next Gace ) (H[P]))
H[killk] = !tell(kill(k))

Table 9.5: The Extended Encoding. G4(P) is given in Definition 9.4.2. The process !, P
means P || next P || ... || next ™P.

the function G4(P) to stand for the process which behaves as P when the constraint d can
be entailed from the current store, and that is precluded from execution otherwise. More
precisely,

Definition 9.4.2. Let G4 :— Procs — Procs be defined as

skip if P = skip

when d do tell(c) if P =tell(c)

(abs Z;¢) G4(Q) if P = (abs Z;¢)Q and T ¢ fv(d)
Gu(P) = Ga(P1) || Ga(P2) ifP="P| Py

(local Z; ¢) G4(Q) if P = (local®;c) @ and & ¢ fv(d)

when d do next G4(Q) if P =nextQ

when d do unless ¢ next G;(Q) if P = unless ¢ next )

'G4(Q) if P=1Q

In the side of session acceptance, the main novelty is the introduction of ¢[m/dury]. As
explained before, we syntactically replace the variable dury by the corresponding duration
of the session m. This is a generic way to represent the agreement that should exist between
a service provider and a client; for instance, it could be the case that the client is requesting
a session longer than what the service provider can or want to grant.

9.4.1 Case Study: Electronic booking

Here we present an example in a electronic booking scenario that makes use of the constructs
introduced in HVK-T.

Consider the electronic portal of a airline company AC which offers flights online. A
customer makes us of this service by establishing a timed session with AC. The costumer
may ask for a flight proposal given a set of constraints such as dates allowed, destinations,
etc. After receiving an offer from AC, the customer checks, for example, that the price is
below a given threshold. If so, she accepts the proposal initializing the contract phase. One
possible HVK-T specification of this scenario is described in Table 9.6.

In the specification of the service AC, the process checks if the duration of the session
requested by the customer is less than a parameter maxtime. This service also closes the
session if the customer rejects the proposal. This way, dangling sessions are avoided.
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Customer = request ob(k) during m in (k![bookingdatal; Select(k))
Select(k) = k?(offer)in (if (offer.price < 1500) then k < Contract; else k < Reject; )
AC = accept ob(k) given dur,, <maxtime in (

k?(bookingData) in
(vu)k![u]; k > {Contract : Accept | Reject : kill k})

Table 9.6: Online booking example

9.4.2 Exploiting the Logic Correspondence

We can draw inspiration from the constraint templates put forward in [Pesic 2006], a set
of LTL formulas that represent desirable/undesirable situations in service management.
Such templates are divided in three types: existence constraints, that specify the number of
executions of an activity; relation constraints, that define the relation between two activities
to be present in the system; and negation constraints, which are essentially the negated
versions of relation constraints. Appealing to the logic characterization of utcc processes as
FLTL formulae, we may verify the existence and relation constraints over HVK-T programs.
Assume a HVK-T program P and let ' = TL[H[P]] (i.e., the FLTL formula associated to
the utcc representation of P). For existence constraints, assume that P defines a service
accepting requests on channel a. If the service is eventually active, then it must be the case
that F' = &3k (acc(a, k)) (recall that the encoding of accept adds the constraint acc(a, k)
when the session k is accepted).

This way, additional to the behavior techniques, utcc may offer also declarative reason-
ing techniques based upon ratability in FLTL.

9.5 Multimedia Interaction Systems

Interactivity in multimedia systems has become increasingly important. The aim is to
devise ways for the machine to be an effective and active partner in a collective behavior
constructed dynamically by many actors. In its simplest form, a person (say a musician) sig-
nals the computer when specific previously defined processes should be launched or stopped.
In more complex forms of interaction the machine is always actively adapting its behavior
according to the information derived from the activity of the other partners who, in turn,
adapt theirs according to the computer actions. To be coherent these machine actions must
be the result of a complex adaptive system, composed itself of many agents that should be
coordinated in precise ways. Constructing such systems is thus a challenging task. More-
over, ensuring their correctness poses a great burden to the usual test-based techniques. In
this setting, CCP-based languages has much to offer: CCP calculi are explicitly designed for
expressing complex coordination patterns in a very simple way by means of constraints. In
addition, their declarative nature allows formally proving properties of interactive systems
modeled with them.

Interactive scores [Allombert 2007] can be seen as models for reactive music systems
adapting their behavior to different types of intervention from a performer. The weakly
defined temporal relations between the components in an interactive score specify loosely
coupled music processes potentially changing their properties (temporal, harmonic, etc.)
in reaction to stimulus from the environment (a performer, another machine, etc). An
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Figure 9.3: Interactive score

interactive score defines a hierarchical structure of processes. Musical properties of a process
depend on the hierarchical context it is located in. Although the hierarchical structure has
been treated as static in previous works on interactive scores [Allombert 2007], there is no
reason it should be so. A process, in reaction to a musician action, for example, could
be programmed to move from one context to another or simply to disappear. One can
imagine, for instance, a particular set of musical materials within different contexts that
should only be played when an expected information from the environment actually takes
place. Modeling this kind of interactive score mobility in a coherent way is greatly simplified
by using utcc.

Musical improvisation is another natural context for interacting agents. Improvisa-
tion is effective when the behavior of the agents adapts to what has been learned in pre-
vious interactions. A music style-learning/improvisation scheme such as Factor Oracle
[Allauzen C. 1999, Assayag 2006] can also be seen as a reactive system where several learn-
ing and improvising agents react to information provided by the environment or by other
agents. In its simplest form three concurrent agents, a player, a learner and an improviser
must be synchronized. Since only three independent processes are active, coordination can
be implemented without major difficulties using traditional languages and tools. The ques-
tion is whether such implementations would scale up to situations involving several players,
learners and improvisers. For an implementation using traditional languages the complexity
of such systems would most likely impose many simplifications in coordination patterns if
behavior is to be controlled in a significant way. A utcc model, as described here, provides
a very compact and simple model of the agents involved in the FO improvisation, one in
which coordination is automatically provided by the blocking ask construct of the calculus.
Moreover, additional agents could easily be incorporated in the system. As an extra bonus,
fundamental properties of the constructed system can be formally verified in the model.

Here we argue for utcc as a declarative language for the modeling and verification of
dynamic multimedia interaction systems. We shall show that its extra expressiveness to
model mobile behavior allow us to neatly define more flexible and dynamic systems. More
precisely, we shall present a utcc model for interactive scores where the interactive points
allow the composer to dynamically change the hierarchical structure of the score. We
then broaden the interaction mechanisms available for the user in previous (more static)
models, e.g., [Allombert 2006]. Furthermore, we propose a model for the Factor Oracle
improvisation scheme that is simpler than that in [Assayag 2006].
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9.6 Dynamic Interactive Scores

An interactive score [Allombert 2007] is a pair composed of temporal objects and Allen tem-
poral relations [Allen 1983]. In general, each object is comprised of a start-time, a duration,
and a procedure. The first two can be partially specified by constraints, with different con-
straints giving rise to different types of temporal objects, so-called events (duration equals
zero), textures (duration within some range), intervals (textures without procedures) or
control-points (a temporal point occurring somewhere within an interval object). The pro-
cedure gives operational meaning to the action of the temporal object. It could just be
playing a note or a chord, or any other action meaningful for the composer. Figure 9.3,
based on one from [Allombert 2007], shows an interactive score where temporal objects are
represented as boxes. Objects are T;, durations D;. Object T is a control point, whereas
Tp and T3 are intervals. Duration D3 should be such that D, < D3 < Dy.

The whole temporal structure is determined by the hierarchy of temporal objects. Sup-
pose that, as a result of the information obtained by the occurrence of an event, object T5
should no longer synchronize with a control-point inside 77 but, say, with a similar point
inside T5. This very simple interaction cannot be modeled in the standard model of inter-
active scores [Allombert 2007]. Another example is an object waiting for some interaction
from the performer within some temporal interval. If the interaction does not occur, the
composer might then determine to probe the environment again later when a similar mu-
sical context has been defined. This amounts to moving the waiting interval from one box
to another.

9.6.1 A utcc model for Dynamic Interactive Scores

Figure 9.4 shows our model for dynamic interactive scores. The process BoxOperations
may perform the following actions:

e mkbox(id,d): defines a new box with id id and duration d. The start time is defined
as a new (local) variable s whose value will be constrained by the other processes.

e destroy(id): firstly, it retrieves the box sup which contains the box id. If the box
id is not currently playing, in the next time unit, it drops the boundaries of id by
inserting all the boxes contained in id into sup.

e before(z,y): checks if x and y are contained in the same box. If so, the constraint
bf(x,y) is added.

e into(x,y): dictates that the box x is into the box y if x is not currently playing.
e out(x,y): takes the box x out of the box y if x is not currently playing.

Process Constraints adds the necessary constraints relating the start times of each
temporal object to respect the hierarchical structure of the score. For each constraint of
the form in(z,y), this process dictates that the start time of z must be less than the one
of y. Furthermore, the end time of y (i.e. d, + s,) must be greater than the end time of z.
The case for bf(x,y) can be explained similarly.

The process Persistence transfers the information of the hierarchy (i.e. box declara-
tions, in and bf relations) to the next time unit.

The process Clock defines a simple clock that binds the variable t to the value v in the
current time unit and to v + 1 in the next time unit.
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(abs id, d;mkbox(id, d))

(local s) tell(box(id, d, s))
|| (abs id; destroy(id))

(abs z, sup; in(z, id) A in(id, sup))

unless play(id) next tell(in(z, sup))
|| (abs x, y;before(z,y)) when 3, (in(x, z) A in(y, z)) do
unless play (y) next tell(bf(x,y))

|| (abs z, y; into(z, y)) unless play (z) next tell(in(z, y))
|| (abs z, y;out(z,y)) when in(z,y) do

BoxOperations

unless play (z) next (abs z, in(y, z); tell(in(z, 2)))

Constraints = (abs z,y; in(z, y)) (abs dg, sy;box(z, ds, Sz))
(abs dy, sy;box(y, dy, sy))
tell(sy < sg) || tell(ds + s < dy + sy)
I (abs 2, y;b2(z, 4)) (abs da, 5,; box(2, da 52))
(abs dy, sy;box(y, dy, sy)) tell(sy + de < sy)
Persistence = (abs z, y; in(z, y)) when play(z) do next tell(in(z, y))
|| unless out(z,y) V destroy(z) next tell(in(z, y))
|| (abs z, y;bf(z, y)) when play(y) do next tell(bf(z,y))
|| unless (out(z,y) V destroy(y) next tell(bf(z,y))
|| (abs x;box(z,ds, s,)) when play(z) do next tell(box(z,d,, sz))
|| unless destroy(z) next tell(box(z, dy, s5))

Clock(t,v) = tell(t =v) || next Clock(t,v + 1)
Play(z,t) ¢ whent>1do tell(play(z)) || unless t < 1 next Play(z,t — 1)
Init(t) wof (wait z;init(z)) do

(abs dg, s¢;box(z, dy, Sa))
Clock(t,0) || tell(sy =t) ||
! (wait y, dy, sy;b0x(y, dy, sy) A sy < t) do Play(y, dy)

System =  (localt) Init(t) ||! Persistence ||! Constraints ||! BoxOperations || UsrBozes

Figure 9.4: A utcc model for Dynamic Interactive Scores

The process Play(x,t) adds the constraint play(x) during ¢ time units. This informs
the environment that the box x is currently playing.

The process Init(t) waits until the environment provides the constraint init(z) for the
outermost box x to start the execution of the system. Then, the clock is started and the
start time of x is set to 0. The rest of the boxes wait until their start time is less or equal
to the current time (¢) to start playing.

Finally, the whole system is the parallel composition between the previously defined
processes and the specific user model, for instance, the process UsrBozes in Figure 9.5.

This system defines the hierarchy in Figure 9.6(a). When b starts playing, the system
asks if the signal signal is present (i.e., if it was provided by the environment). If it was
not, the box d is taking out from the context b. Furthermore, a new box f is created such
that b must be played before f and f before d as in Figure 9.6(b). Notice that when the
box d is taken out from b, the internal box e is still into d preserving its structure.

9.6.2 Verification of the Model

The processes defined by the user may lead to situations where the final store is inconsistent
as in st < 5 A st > 7 where st is the start time of a given box. Take for example the process
UsrBoxes above. If the box f is defined with a duration greater than 5, the execution of f
(and then that of d) will exceed the boundaries of the box a which contains both structures.

In this context, the declarative view of utcc processes as FLTL formulae provides a
valuable tool for the verification of the model: The formula A = TL[P] may allow us to
verify whether the execution of P leads to an inconsistent store. Thus, we can detect pitfalls
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UsrBozes =  tell(mkbox(a,22) A mkbox(b, 12) A mkbox(c, 4)) ||
tell(mkbox(d, 5) A mkbox(e, 2)) ||
tell(into(b,a) A into(c, b) A into(d,b) A into(e,d)) ||
tell(before(c,d)) ||
whenever play(b) do unless signal next
tell(out(d, b) A mkbox(f,2) A into(f,a)) ||
tell(before(d, f) A before(f,d))

Figure 9.5: Example of a Specification of Boxes

in the user model such as trying to place a bigger box into a smaller one or taking a box
out of the outermost box.

In the following, we present two simple examples of temporal properties we could verify
in an interactive score represented as the process P.

o [P] E=r CTedeseyndy,sy (box(x, dy, s5) ANbox(y, dy, sy) Ain(z,y) A sy +dy > sy +dy):
The end time of the box y is less than the end time of the inner box z. IL.e., the box
y cannot contain x.

o [P] =r $3g, s, (box(z,ds, s5) Aplay(x)): Eventually the structure x is played.

Remark 9.6.1. For the sake of presentation we only defined here the before relation. Our
model can be straightforwardly extended to support all Allen temporal relations [Allen 1985].
Making use of the into and out operations, we can define also the operation move(a,b)
meaning, move the structure a into the structure b.

9.7 A Model for Music Improvisation

As described above, in interactive scores the actual musical output may change depending
on interactions with a performer, but the framework is not meant for learning from those
interactions, nor to change the score (i.e. improvise) accordingly.

Music improvisation provides a complex context of concurrent systems posing great
challenges to modeling tools. In music improvisation, partners behave independently but
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Figure 9.6: Example of an Interactive Score Execution
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Figure 9.7: A FO automaton for s = ab

are constantly interacting with others in controlled ways. The interactions allow building
a complex global musical process collaboratively. Interactions become effective when each
partner has somehow learned about the possible evolutions of each musical process launched
by the others, i.e, their musical style. Getting the computer involved in the improvisation
process requires learning the musical style of the human interpreter and then playing jointly
in the same style. A style in this case means some set of meaningful sequences of musical
material the interpreter has played. A graph structure called factor oracle (FO) is used to
efficiently represent this set [Allauzen C. 1999].

A FO is a finite state automaton constructed in an incremental fashion. A sequence of
symbols s = 109 .. .0y, is learned in such an automaton, which states are 0,1,2...n. There
is always a transition arrow (called factor link) labeled by the symbol o; going from state
i — 1 to state i,1 < i < n. Depending on the structure of s, other arrows will be added.
Some are directed from a state i to a state j, where 0 < ¢ < j < n. These also belong to
the set of factor links and are labeled by the symbol ;. Some are directed “backwards”,
going from a state ¢ to a state j, where 0 < j < ¢ < n. They are called suflix links, and
bear no label (represented as 'x’ in our processes below). The factor links model a factor
automaton, that is every factor p in s corresponds to a unique factor link path labeled by
p, starting in 0 and ending in some other state. Suffix links have an important property :
a suffix link goes from i to j iff the longest repeated suffix of s[1..i] is recognized in j. Thus
suffix links connect repeated patterns of s.

The oracle (see Figure 9.7) is learned on-line. For each new input symbol o;, a new
state ¢ is added and an arrow from ¢ — 1 to ¢ is created with label o;. Starting from ¢ — 1,
the suffix links are iteratively followed backward, until a state is reached where a factor
link with label o; originates (going to some state j), or until there is no more suffix links
to follow. For each state met during this iteration, a new factor link labeled by o; is added
from this state to ¢. Finally, a suffix link is added from ¢ to the state j or to state 0
depending on which condition terminates the iteration. Navigating the oracle in order to
generate variants is straightforward : starting in any place, following factor links generates
a sequence of labelling symbols that are repetitions of portions of the learned sequence;
following one suffix link followed by a factor links creates a recombined pattern sharing a
common suffix with an existing pattern in the original sequence. This common suffix is, in
effect, the musical context at any given time.

In [Assayag 2006] a tcc model of FO is proposed. This model has three drawbacks.
Firstly, it (informally) assumes the basic calculus has been extended with general recursion
in order to correctly model suffix links traversal. Secondly, it assumes dynamic construction
of new variables d;, set to the state reached by following a factor link labelled ¢ from state
1. This construction cannot be expressed with the local variable primitive in basic tcc.
Thirdly, the model assumes a constraint system over both finite domains and finite sets.
We use below the expressive power of the abstraction construction in utcc to correct all
these drawbacks (see Figure 9.8). Furthermore, our model leads to a compact representation
of the data structure of the FO based on constraints of the form edge(x,y, N) representing
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an arc between node x and y labeled with N.

FO =  Counter || Persistence
||! (abs Note;play(Note)) whenever ready do Step;(Note)
Counter def tell(i = 1) ||! (abs z;7 = z) (when ready do next tell(: = = + 1)
|| unless ready next tell(i = z))
Persistence e (abs z, y, z; edge(z, v, 2)) next tell(edge(z, y, 2))
Step1(Note) def tell(edge(i — 1,4, Note)) || Stepa(Note,i — 1)

Stepa(Note, E) when E = 0 do
(abs k;edge(E, k, Note)) (tell(edge(i, k, x)) || next tell(ready))
|| unless 3, edge(E, K, Note) next (tell(ready) || tell(edge(i, 0, *)))
when E # 0 do
(abs j; edge(E, j, %))
when 3, edge(j, k, Note) do
(abs k;edge(j, k, Note)) (tell(edge(i, k, x)) || next tell(ready))
|| unless 3;, edge(j, k, Note) next when j # 0 do tell(edge(j, i, Note))
|| Steps(Note, j)

Figure 9.8: Implementing the FO into utcc

Process Counter signals when a new played note can be learned. It can be learned
when all links for the previous note have already been added to the FO. Process Persistence
transmits information about already constructed arcs (factor and suffix) to all future time
units. Process Step; adds a factor link from ¢ — 1 to ¢ labelled with a just played note
and launches traversal of suffix links from ¢ — 1. When state zero is reached by traversing
suffix links, process Steps adds a suffix link from 4 to a state reached from 0 by a factor
link labelled Note, if it exists, or from ¢ to state zero, otherwise. For each state k different
from zero reached in the suffix links traversal, process Steps adds factor links labelled Note
from k to i.

The inclusion of a new agent in our FO model (e.g. a learner agent for a second per-
former) entails a new process and new interactions, both with the new process and among
the existing ones. In traditional models this usually means major changes in the synchro-
nization scheme, which are difficult to localize and control. In utcc, all synchronization is
done semantically, through the available information in the store. Each agent would thus
have to be incremented with processes testing for the presence of new information (e.g.
a factor link with some label in the other agent’s FO graph). The new synchronization
behavior that this demands is automatically provided by the blocking ask (abstraction)
construct.

9.8 Summary and Related Work

In this chapter we showed the application of utcc in the modeling and verification of mobile
reactive systems in two different emergent areas: Service Oriented Computing and Multi-
media Interaction Systems.

The material of this chapter was originally published as [Lopez 2009] and [Olarte 2009b].

Service Oriented Computing. We have argued for utcc as a declarative alternative
for the analysis of sessions. We presented an encoding of the language for structured
communication in [Honda 1998] into utcc, as well as an extension of such a language that
considers explicitly elements of partial information and session duration. To the best of our
knowledge, a unified framework where behavioral and declarative techniques converge has
not been proposed before for the analysis of sessions.
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Our work has not addressed the typed nature of the HVK language. Roughly speaking,
the type discipline in [Honda 1998] ensures a correct “pairing” between complementary
components (e.g. session providers and requesters). Our encoding assumes processes to
be well-typed with respect to such a discipline. This is because, in our view, declarative
techniques should not conflict with operational techniques. Hence, we find it reasonable
to assume that a utcc-based analysis of sessions takes places once the type system in
[Honda 1998] has ensured a correct pairing.

In this initial effort, we have focused on exploring to what extent temporal logic can
provide correctness guarantees at the session level. In a later stage, we expect to undertake
a thorough study of the interplay between types, constraints, and temporal formulas in the
unified framework CCP provides.

Ongoing work also includes to explore alternative formulations of our encodings. In
particular, we would like to determine whether or not they can be expressed in the mono-
tonic fragment of utcc, i.e. the fragment without occurrences of unless processes. As we
have seen, this fragment enjoys more appealing properties. Hence, having encodings of HVK
into such a fragment would further support our claims on the convenience of a CCP-based
framework for declarative structured communications.

Related Work One approach to combine the declarativeness of constraints and process
calculi techniques is represented by a number of works that have extended name-passing
calculi with some form of partial information (see, e.g., [Victor 1998, Diaz 1998|). The cru-
cial difference between such a strand of work and CCP-based calculi is that the latter offer
a tight correspondence with logic, which greatly broadens the spectrum of reasoning tech-
niques at one’s disposal. Recent works similar to ours include ce-pi [Buscemi 2007]| and the
calculus for structured communication in [Coppo 2008]. Such languages feature elements
that resemble much ideas underlying CCP (especially [Buscemi 2007]). The main difference
between such works and our approach is that the reasoning techniques they feature are dif-
ferent from logic-based ones. In [Buscemi 2007|, a language for Service-Level Agreement
(SLA) is proposed, featuring constructs for name-passing, constraint retraction and soft
constraints. There, the reasoning techniques are essentially operational. In [Coppo 2008]
a language for sessions featuring constraints is proposed. There, the key for analysis is
represented by a type system which provides consistency for session execution, much as in
the original approach in [Honda 1998|.

Multimedia Interaction Systems. We argued for utcc as a declarative framework
for modeling and verifying dynamic multimedia interaction systems. We showed that the
synchronization mechanism based on entailment of constraints leads to simpler models that
scale up when more agents are added. We modeled two non trivial interacting systems. The
model proposed for interactive scores in Section 9.6 improved considerably the expressivity
of previous models such as [Allombert 2007]. It allows the composer, e.g., to dynamically
change the structure of the score according to the information derived from the environment.

It is worth noticing that the variables in utcc are flexible, i.e., they may take different
values in each time-unit. In [Manna 1991], it is shown that by universally quantifying on
rigid variables and using equality, it is possible to define a counter in FLTL. Assume the
following process P =!(abs u;x = u) next tell(x = u+ 1). If u is a rigid variable, we shall
observe that the process P will increase the value of x in each time-unit. Thus, considering
explicitly rigid variables in the calculus makes easier, e.g., to define clocks in multimedia
interactive systems.



CHAPTER 10
Abstract Semantics and Static
Analysis of utcc Programs

In this chapter we propose a semantic framework for the static analysis of utcc and tcc
programs. We consider the denotational semantics for tcc, and we extend it to a “collecting”
semantics for utcc. Relying on this semantics, we formalize a general framework for data
flow analyses of tcc and utcc programs by abstract interpretation techniques [Cousot 1977].

The concrete and abstract semantics we propose are compositional, thus allowing us to
reduce the complexity of data flow analyses. Furthermore, the domain of this semantics is
simpler with respect to that of the semantics in Chapter 7 . Namely, we shall use sequences
of constraints instead of sequences of future-free formulae. This way, we give a precise
meaning to tcc programs and we effectively approximate the behavior of utcc programs.

We show that our method is sound and parametric with respect to the abstract domain.
Thus, different analyses can be performed by instantiating the framework. We illustrate for
example how it is possible to reuse abstract domains previously defined for logic program-
ming to perform a groundness analysis of a tcc program. We show the applicability of this
analysis in the context of verification of reactive systems. Furthermore, we make also use of
the abstract semantics to automatically exhibit the secrecy flaw in the Needham-Schréder
(NS) protocol [Needham 1978] illustrated in Chapter 8.

10.1 Static Analysis and Abstract Interpretation

Static code analysis aims at analyzing properties of a program without actually executing
it. The idea is to reason about the semantics of the program which captures the set of all
possible outputs it can exhibit when considering an arbitrary input. In the context of utcc,
recall that the strongest postcondition of a process P, denoted by sp(P), captures the set
of sequences that P can output under the influence of an arbitrary environment. Therefore,
proving whether P satisfies a given property A, in the presence of any environment, reduces
to proving whether sp(P) is a subset of the the set of sequences (outputs) satisfying the
property A.

In general, programs properties are undecidable. For example, one may be interested
in analyzing when a given program terminates (see e.g., [Giesl 2007, Mesnard 2005]) or
determining whether the final value of a variable is in a given interval (see e.g. [Cousot 1977,
Bagnara 2007]). In the context of concurrent languages, one may also wonder if there exists
a computation leading to a dead lock or if a communication channel is never used (see e.g.
[Feret 2005, Garoche 2007, Bodei 1998]).

Abstract interpretation [Cousot 1977, Cousot 1979] is a general theory for approximat-
ing the semantics of programs. The idea is to derive a decidable semantics from a concrete
one that abstracts away from irrelevant matters. Roughly speaking, in the abstract seman-
tics, concrete properties are replaced by approximated properties modeled by an abstract
domain. Because of the approximation, the result is not complete, meaning that not all
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the properties of the program are discovered. Nevertheless, the result is sound, i.e., all the
captured properties are satisfied in the concrete semantics.

10.1.1 Static Analysis of Timed CCP Programs

The tcc calculus [Saraswat 1994] was designed for the modeling and verification of reactive
systems such as controllers or signal-processing systems. In fact, it has been shown that
synchronous data flow languages such as Esterel [Berry 1992] and Lustre [Halbwachs 1991]
can be encoded as tcc processes [Saraswat 1994, Tini 1999]. This makes tcc an expressive
declarative framework for the modeling and verification of reactive systems, for which it
is fundamental to develop tools aiming at helping to develop correct, secure, and efficient
programs.

For the analysis of tcc programs we can start building on the frameworks and ab-
stract domains previously defined for Logic Programming, for example in [Cousot 1992,
Codish 1999, Armstrong 1998, Comini 2003]. Nevertheless, timed CCP programs pose ad-
ditional difficulties. Namely, the concurrent, timed nature of the language, and the syn-
chronization mechanism by entailment of constraints (blocking asks). Aiming at statically
analyzing utcc as well as tcc programs, we have to consider the additional technical is-
sues due to mobility, particularly, the infinite internal computations generated by the abs
operator in utcc (see Section 3.8).

We shall then proceed as follows. We develop a semantics for tcc and utcc that col-
lects all concrete information required to properly abstract the properties of interest. This
semantics is based on closure operators [Scott 1982] over sequences of constraints in the
lines of [de Boer 1995b, Saraswat 1994, Nielsen 2002a]. Our semantics is precise for tcc
and allows us to effectively approximate the operational semantics of utcc and composi-
tionally describe the behavior of programs. Next, we propose an abstract semantics that
approximates the concrete one.

The abstraction we develop proceeds in two-levels. First, we approximate the con-
straint system leading to an abstract constraint system in the lines of [Falaschi 1997,
Zaffanella 1997]. This way, we can capture as “abstract” constraints the properties of inter-
est. Second, as tcc and utcc programs are supposed to run forever, we approximate the
output of the program by a finite cut.

The framework we propose is formalized by abstract interpretation techniques and is
parametric with respect to the abstract domain. It allows us to exploit also the work
done for developing abstract domains for logic programs. Moreover, we can make new
analyses for reactive and mobile systems, thus widening the reasoning techniques, available
for both, tcc and utcc such as type systems [Hildebrandt 2009], logical characterizations
[Mendler 1995, Nielsen 2002a, Olarte 2008c| and semantics [Saraswat 1994, Olarte 2008b,
Nielsen 2002a]. Our results then should foster the development of analyzers for different
concurrent systems modeled in utcc and its sub-calculi (see [Gupta 1996b, Olarte 2008a]
for a survey of applications of CCP-based languages).

Instances of the framework. To show the applicability of our framework, we shall in-
stantiate it in two different scenarios. The first one tailors an abstract domain for ground-
ness and type dependencies analysis in logic programming to perform a groundness analysis
of a tcc program. This analysis is proven useful to derive a property of a control system
specified in tcc. The second scenario presents an abstraction of the cryptographic con-
straint system in Definition 8.2.1. We then use the abstract semantics to approximate the
behavior of a protocol and exhibit automatically the secrecy flaw illustrated in Section 8.5.
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This is done by using a prototypical application of our framework that implements the
abstract domain for the verification of secrecy properties.

10.2 Constraint Systems as Information Systems

To develop the abstract interpretation framework for the analysis of tcc and utcc programs,
we need to give a more general notion of constraints than the one we considered in Definition
3.1.1. Namely, up to now we have seen constraints as formulae in first-order logic. It has
been useful to formalize the logic characterization of utcc processes as formulae in first-
order linear-time temporal logic. Nevertheless, for some analysis such as groundness (i.e.,
determining if a variable is bound to a ground term), we may have as constraints sets of
variables. For example, a constraint of the form ¢ = {z, y} may represent the information
that both z and y are ground variables.

CCP [Saraswat 1991, Saraswat 1993 was originally introduced with a general notion of
constraints as information systems [Scott 1982]. Under this definition, a constraint system
is a structure C = (C, <, U, true, false, Var, 3, d) such that

e (C,<,U,true,false) is a lattice with Ul the lub operation (representing the logical
and), and true, false the least and the greatest elements in C respectively. Con-
straints are then the elements in C.

e Var is a denumerable set of variables and for each x € Var the function 4, : C — C
is a cylindrification operator satisfying: (1) 3z¢ < e¢. (2) If ¢ < d then J,¢ < Jd. (3)
Ip(cU3d) = FpeU 3pd. (4) Ip3yc = 3y3,c

e Lor each z,y € Var, d,y € C is a diagonal element and it satisfies: (1) dyr = true.
(2) If z is different from x,y then dgy, = 3.(dz. Ud.y). (3) If x is different from y then
¢ < dgy UIz(cUdyy).

The cylindrification operators model a sort of existential quantification, helpful for defin-
ing the local operator as we showed in Chapter 3. The diagonal elements are useful to model
parameter passing in procedures calls. If C contains an equality theory, then d,, can be
thought as the formulae x = y.

Under this definition of constraint system, we say that d entails ¢ in C if and only if
c<d.

The notion of constraint system as first-order formulae in Definition 3.1.1 can be seen
as an instance of this more general one. Thus, our results straightforwardly apply when
considering the notion of constraint as logic formulae in Chapter 3.

All the notation we have used so far for constraints, terms and substitutions remains
the same in this chapter. Nevertheless, to avoid confusion with the abstraction functions
usually denoted with «, we shall use s, s’ to range over sequences of constraints. This way,
we shall write s < ' iff |s| < |s| and for all 4 € {1,...,]s|}, s'(2) | s(¢). If |s| = |¢'| and
for all s € {1,...,|s|}, s(i) = s'(¢), we shall write s = s’. We shall use C* to denote the set
of finite sequences of constraints.

10.2.1 Recursion and Parameter Passing

Unlike utcc, general recursion cannot be encoded directly in tcc. In [Nielsen 2002a], the
authors show that only value passing recursion can be defined using the basic constructs.
It means, in a call of the form p(t), ¢t is assumed to be a term fixed to a value v, i.e.,
the current store must entail ¢ = v. Furthermore, in a recursive definition of the form
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p(Z) ©f P, P is restricted to call p(+) at most once and such a call must be within the scope

of a next operator. The reason for such a restriction is to avoid infinitely or unboundedly
many recursive calls of p(Z) within the same time interval.

For this reason, to broaden the applicability of our framework, we shall consider tcc
programs with recursive definitions.

Definition 10.2.1 (Timed CCP programs). Given a set of procedure declarations D, a
(u)tcc program takes the form D.P where P is a (u)tcc process. For every procedure
name, we assume that there exists one and only one corresponding declaration in D.

We remind the reader that tcc is a subcalculus of utcc and that recursive definition
does not add any expressive power to utcc as we explained in Section 3.3.1.

Operational Semantics. We slightly modify the rules of the operational semantics in
Table 3.1 to be consistent with the definition of constraint system in this chapter. We also
add the rule Roarr to deal with recursive definitions in tcc (see Table 10.1). The structural
congruence relation “=" is the same as in Definition 3.4.1 and the Future function F' for
the rule Rogg is the same as in Definition 3.4.2.

In the rule Rcapr, we make use of the diagonal elements to model parameter passing as
standardly done in CCP [Saraswat 1991]. In this rule,

AgiP = (local @) (! tell(dzz) || (localy) (! tell(dzy) || P))

where the variables in @ are assumed to occur neither in the declaration nor in the process
P, and dzy denotes the constraint | |, <i<|7| dy,y;- Roughly speaking, AZ: equates the formal
parameters & and the actual parameters ¢ (see [Saraswat 1993]).

The notions of Observables and input-output behavior are the same as in Section 3.7
considering the new definition of the internal reduction relation in Table 10.1.

Strongest Postcondition. Since we are considering here the operational semantics which
only outputs basic constraints, we do not require the notion of fixed formulae to define the
strongest postcondition of a process as in Chapter 4. We then define the strongest postcon-
dition for the operational semantics as standardly done in tcc and CCP [Saraswat 1991,
de Boer 1995b, Nielsen 2002a].

Definition 10.2.2 (Strongest Postcondition). Let io(-) be the input-output relation in Def-
inition 3.7.1. Given a utcc process P, the strongest postcondition of P, denoted by sp(P),
is defined as the set {s | (s,s) € io(P)}.

We can think of sp(P) as the set of sequences that P can output under the influence
of an arbitrary environment. Therefore, proving whether P satisfies a given property A, in
the presence of any environment, reduces to proving whether sp(P) is a subset of the set
of sequences (outputs) satisfying the property A.

10.3 A Denotational model for tcc and utcc

As we explained before, the strongest postcondition relation fully captures the behavior of
a process considering any possible output under an arbitrary environment. In this section
we develop a denotational model for the strongest postcondition. The semantics is the basis
for the abstract interpretation framework we shall develop in the next section.
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Table 10.1: Operational Semantics for tcc and utcc considering constraint systems as
partial information systems. # and admissibility of [f/4] are defined in Convention 3.1.1.

Our semantics is built on the closure operator semantics for tcc in [Saraswat 1994,
Nielsen 2002a| and specifies compositionally the strongest postcondition relation in Defi-
nition 10.2.2. Unlike the semantics in Chapter 7, the semantics we present here is more
appropriate for the data-flow analysis due to its simpler domain based on sequences of con-
straints instead of sequences of temporal formulae. In Section 10.6 we elaborate more on
the differences between both semantics.

Roughly speaking, the semantics is based on a (continuous) immediate consequence
operator Tp, which computes in a bottom-up fashion the interpretation of each procedure
definition p(&F) % PinD. Such an interpretation is given in terms of the set of the quiescent
sequences for p(Z).

Compositional Semantics. Let ProcHeads denote the set of process names with their
formal parameters. Recall that C¥ stands for the set of infinite sequences of constraints.
We shall call Interpretations the set of functions in the domain ProcHeads — P(C¥). The
semantics is defined as a function [-] : (ProcHeads — P(C*)) — (Proc — P(C¥)) which
given an interpretation I, associates to each process a set of sequences of constraints.
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Dgskip [skip]; = Cv
DrELL [tell(c)]r = {dsecC’|dEc}
Dpar [Pl Ql: = [Pl n[Ql:
DnEXT [next P]; = {dsecC?|se[P]:}
Duynr [unless c next P]; = {dseC¥|dlcand se[P];}U{dseC?|d[Ec}
Drep I' P]; = {secC¥| forall s, s st. s=s".¢, s € [P]1}
Droc [(local % c) P]; = {seC¥| there exists an Z-variant s’ of s s.t.
§'(1) | cand ¢ € [P]r}
Dask [when ¢ do PJ; = {dseC’|dEcanddse[P];}U{dseC¥|dc}
Dags [(abs &;¢) P]r = ﬂﬂ [(when ¢ do P)[t/Z]];
Dcarr Ip(2)]: = tle(;(%))

Table 10.2: Semantic Equations for tcc and utcc constructs. In Dags, if |#] = 0 then 717
is defined as {e}

The semantic equations are given in Table 10.2. They are similar to those in Figure
7.1. The main difference is that each equation is parametric on an interpretation I. This
interpretation is used to give meaning to the calls of procedures (Rule Dcoarr)-

Notice that here we follow the semantic equation for the abstraction operator (abs x; c) P

based on the representation of this operator as a parallel composition || (when ¢ do P)[t/Z]
teT %l
where 7 denotes the set of terms in the underlying constraint system (see Section 7.2.1).

Concrete Domain. The domain of the denotation is E = (E, C¢) where £ = P(C¥) and
C¢ is a Smyth-like ordering defined as follows: Let X,Y € E and < be the preorder s.t
X <SYiffforally €Y, thereexists t € X st. 2 <y. X C°YViff X SYand (Y <X
implies Y C X). The bottom of E is then C* (the set of all the sequences). We do not
consider the empty set to be part of the domain. Then, the top element is the singleton
{false“} (since false is the greatest element in (C, <)).

We note that the Hoare power domain is not suitable for our construction since the bot-
tom element would be the empty set. Then, all intersection (due to a parallel composition)
will collapse.

Formally, the semantics is defined as follows:

Definition 10.3.1 (Concrete Semantics). Let [-]; be defined as in Table 10.2. The seman-
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tics of a program D.P is defined as the least fized point of the continuous operator:

def

In(I)(p(¥)) = [AFP]; if p(@) = P' € D
We shall use [P] to represent [P]ipy(rp)
Let us exemplify the least fixed point construction above.

Example 10.3.1. Assume two constraints out,(-) and outy(-) ,intuitively representing
outputs of names on two different channels a and b. Let D be the following procedure
definitions

def

D = p() = tell(outy(x)) || next tell(out,(y))
q() % (abs z;out,(2)) tell(out,(2)) || next g()

r0 = p0) 140

The procedure p() outputs on channel a the variables x and y in the first and second time
units respectively. The procedure q() resends on channel b every message received on channel
a. Starting from the bottom interpretation I, (assigning C* to each name procedure), the
semantics of v() is obtained as follows

I : p—{cd.s|clEouty(z) and ¢ = outy(y)}
q — {c1.5 | c1 | outy(t) implies ¢1 |= outy(t)}
r—CYNeCY =¥

I, : p— ILi(p)
q — {c1.c2.8 | ¢; = outy(t) implies ¢; |= outy(t) i=1,2}
r— Li(p) N 1i(q)

L: p— 5
q— {s | (s() = outy(t) imp. s(i) = outy(t) fori > 0}
r— 1,(p) N 1u(q)

where t denotes any term. In words, if s € [r()] then s(1) = outy(z), s(2) = outy(y) and
fori>1, if s(i) | out,(t) then s(i) | outy(t)

10.3.1 Semantic Correspondence

In this section we prove the semantic correspondence between the operational and the
semantics in Definition 10.3.1. Before that, recall that unlike tcc, some utcc processes may
exhibit infinite behavior during a time unit due to the abstraction operator (see Section
3.8). Considering this fact, it may be the case that sequences in the input-output behavior
(and then in the strongest postcondition in Definition 10.2.2) are finite or even the empty
sequence . Therefore, unlike the results in Chapter 7 relating the symbolic strongest
postcondition and the denotational semantics, here we relate the outputs of a process and
the subsequences of its denotation.

Before stating the soundness theorem, we require a similar result to that in Proposition
7.3.1 but using the notion of Strongest Postcondition in Definition 10.2.2.

Proposition 10.3.1. Let P = (abs Z;¢) @ and s be a sequence of constraints. The follow-
ing statements are equivalent.

o scsp(P).
o 7' ={t; | s(1) = c[t;/Z]} Cpin TV and for allt € T' admissible for 7, s € sp(Q[t/7]).
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Proof. Let P = (abs #;¢) @ and s = c¢j.cp.c3.... By alpha conversion we assume that

(=) Assume that s € sps(P). Then, there exists P, = Pj, Pj...., P/ such that

(c1,c1) (c2,c2) (ci,ci)

P=P P, ..P;

Let i € 717 be an arbitrary term such that s(1) = c[t/Z]. Let Q1 = Q} = Q[t/Z] and
P, = P!. Since ¢; = c[t/i], by rule Raps we must have a derivation

(Pler) —" (P{ | Q1 c1) —" (P[" || QF,c1)+~
for some P?,.., P/ and Q?,..,Q%. Since P} = P; and Py % P,, we have
P, = F(P" || QF) where F' is the future function in Definition 3.4.2. By the semantics
of the parallel composition we can verify that

(c1,e1)

(c2,¢2) O3 (c3,¢3)

Q1 Q2

Since Q; = Q[t/#] we conclude s € sp(Q[t/]).

(<) Let T' = {t; | s(1) = c[ti/7]} Cpin T'7! and assume that for any ¢ € 7’ we have
s € sp(Q[t/7]), i.e., we have a derivation of the form

QIf/#) = Qi 122 Qp <22, gy <2

By the rule Ras we know that

(Poer) — (P || T] @I/, er) —" (P || I] Qilfi/a),er) /=

teT’ teT’

We conclude by noticing that if none of the Q[t;/#] above can add new information

to s, it must be the case that P ) . and then s € sp(P).

O

The following theorem shows that if a (finite) sequence s is in the strongest postcon-
dition, then there exists a infinite sequence s’ in the denotation such that s is a prefix of

s’

Theorem 10.3.1 (Soundness). Let [] be as in Definition 10.3.1. Given a program D.P,
if s € sp(P) then there exists s s.t. s.s' € [P].

Proof. The proof proceeds by induction on the structure of the process P. All the cases
but P = (abs &;¢) @ are the same as in tcc and proven in [de Boer 1995b, Saraswat 1994,
Nielsen 2002a]. We then only prove the case for the abstraction operator.

Assume that P = (abs #;¢)Q and s € sp(P). Recall that false“ is quiescent for
any process. As a mean of contradiction assume that s’ = s.false” ¢ [P]. Then, there
exists t s.t. s ¢ [(when ¢ do Q)[t/Z]]. Then, it must be the case that s'(1) }= ¢[t/Z] and
s' ¢ [Q[t/F]]. Since s € sp(P) and s(1) |= ¢[t/], by Proposition 10.3.1, s € sp(Q[t/Z]). By
inductive hypothesis s € [Q[f/Z]] then a contradiction. O

Similar to the Theorem 7.3.2, the completeness theorem holds only for the local inde-
pendent and abstracted-unless free fragment of utcc.
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Theorem 10.3.2 (Completeness). Let D.P be a locally independent and abstracted-unless
free program s.t. s € [P]. For all prefizes s' of s, if there exists s s.t. (s',s") € io(P)
then s' = s", i.e., s’ € sp(P).

Proof. The proof proceeds by induction on the structure of the process P. All the cases
but P = (abs &;c) Q are the same as in tcc and proven in [de Boer 1995b, Saraswat 1994,
Nielsen 2002a]. We then only prove the case for the abstraction operator.

Let P = (abs #;¢) Q. By extensiveness we know that if (s',s”) € io(P) then s’ < s”.
As a mean of contradiction assume that s € [P] and there exists a prefix s’ of s s.t.
(s',8") € io(P) and s’ < 5" (i.e., s ¢ sp(P)). Then, by Proposition 10.3.1, there exists
s.t. §'(1) |= c[t/Z] and s’ ¢ sp(Q[t/x]). By inductive hypothesis, there is no a sequence s
s.t. s = s'.s" € [Q[t/Z]]. Given that s’ is a prefix of s, s(1) = ¢[t/Z]. Since s € [P] and
5(1) k= c[t/Z], by Equation Daps we have s € [Q[t/]]. Thus a contradiction. O

10.4 Abstract Interpretation Framework

In this section we develop the abstract interpretation framework [Cousot 1992] for the anal-
ysis of utcc programs. The framework is based on the above denotational semantics, thus
allowing for a compositional analysis of utcc (and then tcc) programs. The abstraction
proceeds in two-levels: (1) we abstract the constraint system and then (2) we abstract the
infinite sequences of abstract constraints by a finite cut. The abstraction in (1) allows us to
reuse the most popular abstract domains previously defined for logic programming. Adapt-
ing those domains, it is possible to perform, e.g., groundness, freeness, type and suspension
analyses of tcc and utcc programs. Furthermore, it allows us to restrict the set of terms
to be considered in the Equation Dags. Thus, we can even approximate the output of a
non-well terminated process as we show in Section 10.5.3. On the other hand, the abstrac-
tion in (2) along with (1) allow for computing the approximated output of the program in
a finite number of steps.

10.4.1 Abstract Constraint Systems
Let us recall some notions from [Falaschi 1997] and [Zaffanella 1997].

Definition 10.4.1 (Abstract C.S. and Descriptions). Given two constraint systems

C = (C,< U,true,false, Var,3,d)
A = (A <* U true®, false®, Var,3% d%)

a description (C,«, A) consists of an abstract domain (A, <%) and a monotonic abstraction
function «: C — A. We lift a to sequences of constraints in the obvious way.

We shall use ¢, d,; to range over constraints in A and s, s}, to range over sequences in
A and A*. Let = be defined as in the concrete counterpart, i.e. ¢, <* d,; iff d,; =* c,.
The set of abstract terms is denoted by 7, and ranged by t,,t....

Following standard lines in [Falaschi 1997, Zaffanella 1997] we impose the following re-
strictions over a:

Definition 10.4.2 (Correctness). Let a : C — A be monotonic. We say that A is upper
correct w.r.t the constraint system C if for all ¢ € C and z,y € V: (1) a(3zc) = I%a(c).
(2) a(dey) = d3,. (3) alcUd) F* alc) U a(d). Let ay : T — T, be the term-abstraction
structurally based on .. Given the sequence of variables & and t,t € TV, (4) a(c[t)Z]) =
a(clt /7)) whenever oy (8) = ay (7).
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Conditions (1), (2) and (3) relate the cylindrification, diagonal and lub operators of both
constraints systems. Condition (4) is only necessary to have a safe approximation of the
abs operator in utcc, but it is not required when analyzing tcc programs. It informally
says that substituting for terms mapped to the same abstract term, must lead to the same
abstract constraint.

In the example below we illustrate an abstract domain for the groundness analysis of
tcc programs. Here we give just an intuitive description of it. We shall elaborate more on
this domain and its applications in Section 10.5.1.

Example 10.4.1. Let the Herbrand constraint system (Hcs) [Saraswat 1991] be the con-
crete domain. In Hcs, a first-order language L with equality is assumed. The entail-
ment relation is that one expects from equality, e.g., [x|y] = [a|z] must entail x = a
and y = z. Terms, as usual, are variables, constants and functions applied on terms.
As abstract constraint system, let constraints be predicates of the form iff(x,[]) mean-
ing that x is a ground variable. Abstract terms are variables and the special term g
meaning “ground”. In this setting, a(x = [a]) = iff (z,[]) (i-e, x is a ground vari-
able). Furthermore ay(a) = au(b) = g. Therefore, by Condition (4) in Definition 10.4.2,

a(z = [yDla/yl) = a((z = [y))b/y]) = iffz, [))-

We conclude this section by defining when an “abstract" constraint approximates a
concrete one.

Definition 10.4.3 (Approximations). Let A be upper correct w.r.t C and (C,, A) be a
description. Given d,, = a(d), we say that d,; is the best approzimation of d. Furthermore,
for all ¢,; <% d,;, we say that c, approximates d and we write ¢, < d. This definition is
extended to sequences of constraints in the obvious way.

10.4.2 Abstract Semantics

Starting from the semantics in Section 10.3, we develop here an abstract semantics which
approximates the observable behavior of a program and is adequate for modular data-flow
analysis. We focus our attention on a special class of abstract interpretations obtained
from what we call a sequence abstraction mapping possibly infinite sequences of (abstract)
constraints into finite ones.

Definition 10.4.4 (Sequence Abstraction). A sequence abstraction 7 : AY U A* — A* is
an anti-extensive (T(sx) <% s,) and monotonic operator. We lift T to sets of sequences in
the obvious way: 7(Sx) = {sx | sx = 7(s),) and s/, € S}.

A simple albeit useful instance of the abstraction 7 is the sequence(k) cut. This abstrac-
tion approximates a sequence by projecting it to its first k elements, e.g., sequence(2)(sx) =

5 (1).5:(2).

Abstract Domain. Given a description (C,«,.A), we choose as concrete domain E =
(E, C°) as defined in Section 10.3. The abstract domain is A = (A, C%*) where A = P(A¥)
and C? is defined similarly to C¢ Let X,Y € A and <% be the preorder s.t. X <* Y iff
for all y € Y, there exists x € X s.t. 2 <*y. X C*Y iff X <*Y and (Y <® X implies
Y C X). The bottom and top of this domain are, similar to the concrete domain, A* and
{false®.false®...} respectively.

We require A to be noetherian (i.e., there are no infinite ascending chains). This guar-
antees that the fixed point of the abstract semantics can be reached in a finite number of
iterations.
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The semantic equations are given in Table 10.3. We shall dwell a little upon the de-
scription of the rules Aask, Aaps and Aynr. The other cases are easy.

For the case of Aask, we follow [Zaffanella 1997, Falaschi 1993, Falaschi 1997] for the
abstract semantics of the synchronization (ask) operator in CCP. Intuitively, the Equation
A ask says that if the abstract computation proceeds, then every concrete computation it
approximates proceeds too. This is formalized by the relation d,; =4 ¢, meaning that the
abstract constraint d,, entails c if all concrete constraint approximated by d, entails c.

Definition 10.4.5. Given d, € A and c € C, d, [Eq ¢ iff for all ¢ €C s.t. dy x ¢, ¢ E c.

In Equation Asps, we compute the intersection over the abstract terms (7) and we
replace # with a concrete term ' s.t. at(t_" ) = i,.. Notice that it may be the case that there
exists f1, tg s.t. at(ﬂ) = at(tg) = t,.. Using property (4) in Definition 10.4.2, we can show
that the choice of the concrete term is irrelevant.

Proposition 10.4.1. Let [-]% be as in Table 10.3 and t1, ty be concrete terms different
from & s.t. |Z| = |ti| = |ta| and au(t1) = ay(tz). For every sequence s, s.t. T & fuo(s,),
sw € [Pltr/Z)]% iff s € [Plt2/)] -

Proof. Let {1, t; € TI7I and assume that ¢; # 3. Assume also that s, € [[P[t;/f]]]}( One
can show that s, € [(localZ) (P ||!'tell(Z = t1))]%. By Equations Dyoc and Dpag, there
exists s/, Z-variant of s, s.t. s/, € [P]% and s’ € ['tell(¥ = t;)]%. By Property (4) in
Definition 10.4.2, s/, € [!tell(Z = t5)]%. We conclude s, € [P[t2/7]]%- O

Abstract Semantics for the unless operator. One could think of defining the abstract
semantics of the unless operator similarly to that of the when operator as follows:

[unless ¢ next P]y = 7({ds.5x | ds 1 c and s, € [P]%)
U 7T({dy-s | ds =4 ©)

Nevertheless, this equation leads to a non safe approximation of the concrete semantics.
This is because from d,; 54 ¢ we cannot conclude that d [~ ¢ where a(d) = d,;. To see this,
take @ = unless ¢ next P and d such that d |= ¢. Then d.true* € [Q]. Take ¢’ such that
d Ecand ¢, = a(d) <* a(d) = d,. Then, d,, x ¢ and d,; }~q c. If P is not the process
skip, we have d,,. true* ¢ [Q]".

Defining d,; £4 ¢ as true iff ¢ £ ¢ for all ¢ approximated by d,; does not solve the
problem. This is because under this definition, d, }~4 ¢ would not hold for any d,, and
c: false entails all the concrete constraints and it is approximated for every abstract
constraint.

Therefore, we cannot give a better (safe) approximation of the semantics of QQ =
unless ¢ next P than 7(AY), i.e. [Q]% = [skip]% (Rule Ayny).

Abstract Semantics. We define formally the abstract semantics as follows:

Definition 10.4.6. Let [-]% be as in Table 10.53. The abstract semantics of a program D.P
is defined as the least fixed point of the following continuous semantic operator:

TH(X)(p(7)) = [(AZP)]% if p() = P' €D

We shall use [P]" to denote [[P]];}p(Tg)
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Askip [skip]% = 7(A¥)
ATELL [tell(c)]% = 7({dx.s5x € A” | d F* a(c)})
Apar [P Q% = [PIx n[Q]%
Axext  [next P% = 7({dx.sx € A" | s € [P]X})
Aynt [unless ¢ next P];, = 7(AY)
AREp I' PT% = 7({sx € A* | for all s, wy s.t. s, = wy.Sl,
s € [PI%})
Aroc [(local % c) P]% = 7({sx € A* | there exists a Z-variant s/, of s, s.t.
.(1) E* a(c) and s, € [PI%})
Apsk [when ¢ do P]% = 7({ds.sx € A*| dy [a c})U
T({dys.sr € A*| dy Ea ¢ and d,;.s, € [P]%})
Aaps [(abs &;¢) P]% = ﬂm[[(when ¢ do P)[t//Z]|]% where oy (') = 1y,
thET®
AcaLL [p(@)]% = X(p(@))

Table 10.3: Abstract denotational semantics for utcc. |54 in Definition 10.4.5

10.4.3 Soundness of the Approximation

This section proves the correctness of the abstract semantics in Definition 10.4.6. We
first establish a Galois insertion between the concrete and the abstract domains. From
[Zaffanella 1997, Proposition 3|, we deduce the following:

a(E) =71({als) |s € E})
1(A4) ={s]7(a(s)) € A}

We have used « to avoid confusion with « in (C, c, A). We can lift in the standard way to
abstract interpretations [Cousot 1992] the approximation induced by the above abstraction.
Let I : ProcHeads — E, X : ProcHeads — A and p a procedure name. Then

a()(p) =71({als)|s e lp)})
1 X)(p) ={s]7(als)) € X(p)}

The next theorem proves that the concrete computations are safely approximated by the
abstract semantics.

Theorem 10.4.1 (Soundness of the approximation). Let A be upper correct with respect to
C, (C,a,.A) be a description and T be a sequence abstraction. Let [] and [-]™ be respectively
as in Definitions 10.3.1 and 10.4.6. Given a utcc program D.P, if s € [P] then 7(a(s)) €
P,
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Proof. The proof proceeds by induction on the structure of P. Assume that s € [P] and
that s, = 7(a(s)). In each case we shall prove that s, € [P]".

e P = skip. This case is trivial since 7(A“) approximates every possible concrete
computation.

o P =tell(c). If s € [P] then s(1) = ¢. Let s, = 7((s)). Then, it must be the case
that s, (1) E* a(c) and then 7(a(s)) € [P]".

e P=@Q | R. We must have that s € [Q] and s € [R]. By inductive hypothesis we
know that s, € [Q]™ and s, € [R]™ and then, s, € [Q || R]"-
e P =nextQ. Let s’ = 5(2).5(3)...., ), = $(2).84(3)...., We know that s’ € [Q] and

K

by inductive hypothesis s/, € [Q]”. We then conclude s, € [P]".

e P = unless ¢ next ). This case is trivial since 7(.A¥) approximates every possible
concrete computation.

e P =!Q. We now that every suffix of s’ of s is in [Q]. By induction the corresponding
suffix of s/, of s,; is in [Q]” and we conclude s, € [P]".

e P = when ¢ do Q. Assume that s(1) = ¢ and then s € [Q]. We can have either
Sk Ea cor s, ¢ . In the first case, since s € [@] by induction s, € [Q]™ and then
sk € [P]7. If s, Fa c, then trivially s, € [P]".

Assume now that s(1) £ ¢. Then, it must be the case that s.(1) £ ¢ and then
trivially s, € [P]".

e P = (abs #;¢) Q. If s(1) |= c[t/Z] for some £ € T then s € [when ¢ do Q[t/Z]].
By an analysis similar to the case of P = when ¢ do ) we can show that s, €
[when ¢ do Q[t/Z]]. We conclude by noticing that if there exist £ and #/ s.t. a;(f,,) =
a4 (ty), by Proposition 10.4.1 it must be the case that s, € [when ¢ do Q[t/7]]™ iff
sk € [when c do Q[ /Z]]™.

O

10.5 Applications

This section describes two specific abstract domains as instances of our framework. Firstly,
we tailor two abstract domains from logic programming to perform a groundness and a
type analysis of a tcc program. We then apply this analysis in the verification of a reactive
system in tcc. Secondly, we abstract the cryptographic constraint system in Definition
8.2.1. We then use the abstract semantics to approximate the behavior of a protocol and
exhibit automatically the secrecy flaw illustrated in Section 8.5.

10.5.1 Groundness Analysis

In logic programming, one useful analysis is groundness. It aims at determining if a variable
will always be bound to a ground term. This information can be used, e.g., for optimization
in the compiler (to remove code for suspension checks at runtime) or as base for other data
flow analyses such as independence analysis, suspension analysis, etc. Here we illustrate a
groundness analysis for a tcc program. To this end, we shall use as concrete domain the
Herbrand constraint system (Hcs) [Saraswat 1991] (see Example 10.4.1).
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Assume the following procedure definitions:

' (local ') (tell(z = [a|z']) ||
when go, do next gen,(z') ||

when stop, do !tell(z’ =[]))

gen, ()

geny,(z) = (locala’) (!tell(z = [b|z']) ||
when go, do next gen,(z') ||
when stop, do !tell(z’ = [ ]))

append(z,y,z) = when z =[] do !tell(y = 2) |
when 3,/ . (z = [z’ |2”]) do
(locala’, 2", 2") (1 tell(z = [z' | 2"]) ||
tell(z = [2' | 2']) ||
next append(z”,y,z"))

The process gen,(x) adds to the stream = an “a” when the environment provides go, as
input. Under input stop,, it terminates the stream binding its tail to the empty list. Let
Z_gog and x__stop, be two distinct variables different from z and 2, and go, and stop, be
the constraints  _go, = [| and x_ stop, = [|. The process gen, can be explained similarly.
The process append(x,y, z) binds z to the concatenation of x and y.

The Abstract Domain. We shall use Pos [Armstrong 1998] as abstract domain for
the groundness analysis. In Pos, positive propositional formulae represent groundness
dependencies among variables. Elements in the domain are ordered by logical implication.
Let oy be defined over equations in normal form as:

ag(z =t) = iff(z, fu(t))

For instance, aq4(x = [y|z]) = iff(z, {y, 2}) representing the propositional formula z <
(y A z) meaning, x is ground if and only if y and z are ground.

Notice that Pos does not distinguish between the empty list and a list of ground terms,
e, dp = ag(z = []) = ag(x = [a]) = iff(z,{}). Therefore, we have d,. 54 = = [| (see
Definition 10.4.5).

Type Dependency Analysis. We can improve the accuracy of our analysis by using the
abstract domain in [Codish 1994] to derive information about type dependencies on terms.
The abstraction is defined as follows:

| lbst(x,xs) if t=ly]| x| for some y
ar(r=1) = { nil(x) if t=]]

Informally, list(x, zs) means x is a list iff a5 is a list and nil(z) means x is the empty list.
If = is a list we write list(z). Elements in the domain are ordered by logical implication.

Let Ag = (A, <% L true®, false®, Var,3%,d*) be the abstract constraint system
obtained from the reduced product ([Cousot 1992]) of the previous abstract domains. El-
ements g,g’... € A are tuples (cg,d,) where ¢, corresponds to groundness information
and d, to type dependency information. The abstraction function is defined as expected,
ie., alc) = g = {ay4(c),ar(c)) . The operations LI*, 3* correspond to logical conjunction
and existential quantification over the components of the tuple. The diagonal element d,
corresponds to (x =y, z = y). Finally, (c.,ds) <* (c.,d}) if ¢, = ¢, and d], = d.

KR
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micCtrl( Error, Button) =

(local E', B',e,b)
'tell(Error = [e | E'] U Button = [b|B])
|| when on U open do
l'tell(e = yes U E' = [| U b = stop)
|| when off do tell(e = no) || next micCtrl(E’, B')
|| when closed do tell(e = no) || next micCtri(E’, B)

Figure 10.1: tcc model for a microwave controller.

Let 7 = sequence(k) and g¢1.g2....gx € [Geng(z)]™. By a derivation similar to that of
Example 10.3.1, if there exists i € {1, .., k} such that g; =4 stop,, one can show that there
exists &' = x(, x}, ..., 2} such that

0<j<i
list(w,zo) U || list(x}, 2 14) U nil(2;)
0<j<i

iff(w, mo) U || (], {af, }) Wi, {})
- |

Thus, if g; 4 stop, we can deduce that z is a list and « is a ground variable.

Let sp = [Geng(z) || Geny(y) || append(x,y, z)]". If there exist i,j < K s.t. s,(7) =4
stop, and s.(j) =4 stopy, we can show that for | > max(i, ), the variables x,y and z are
list of ground elements. More precisely,

se() B (iff(x, [)) Uiff(y, [|) Uiff(z, []), list(x) U list(y) U list(z))

10.5.2 Analysis of Reactive Systems

The works in [Saraswat 1994, Tini 1999] show that synchronous data flow languages such
as Esterel [Berry 1992| and Lustre [Halbwachs 1991] can be encoded as tcc processes. This
makes tcc an expressive declarative framework for the modeling and verification of reactive
systems. Here we show how our framework can provide additional reasoning techniques in
tcc for the verification of such systems: We shall use the groundness analysis developed in
Section 10.5.1 to verify if a simplified version of a control system for a microwave complies
with its intended behavior. Namely, the door must be closed when it is turned on. Let us
introduce first the model of such a system.

Example 10.5.1 (Control System). Assume a simple control system for a microwave check-
ing that the door must be closed when it is turned on. Otherwise, it must emit an error
signal. The specification in tce of this system is depicted in Figure 10.1.

In this tce program, constraints of the form X = [e|X'] asserts that X is a list with
head ¢ and tail X'. This way, the process micCtrl binds Error to a list ended by “yes”
when the microwave was turned on and the door was open at the same interval of time.
Furthermore, the constant stop is added into the list Button signaling the environment that
the microwave must be powered off.

Similarly to the example in Section 10.5.1, we assume on, off, closed and open be re-
spectively the constraints on = [], off = [], close = [] and open = [] for variables on, off , close
and open different from E and E’. The symbols yes and stop denote constant symbols.
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Our analysis consists in determining when the variable Error is bound to a ground term.
If the system is correct, it must happen when the the door is open and the microwave is
turned on.

Let 7 = sequence(k) for a given k. We can verify that if s, € [micCtri(Error, Button)]”
and s, (i) =4 (openlU on) then s, (i) E* (iff (Error,|[]), list(Error)), i.e., Error is a ground
variable.

We then conclude that the system effectively binds the list Error to a ground term
whenever the system reaches an inconsistent state.

10.5.3 Analyzing Secrecy Properties

In this section we show how the abstract semantics allows us to approximate the behavior
of a security protocol modeled in SCCP (see Chapter 8). We shall propose an abstraction of
the Security Constraint System in Definition 8.2.1 and then, with the help of a prototypical
tool, we exhibit automatically the secrecy flaw in the Needham-Schréder (NS) protocol
[Needham 1978| illustrated in Section 8.5.

Recall that the rules PAIR and ENC in the secure constraint system (Definition 8.2.1)
generates infinite behavior due to the infinitely many messages (constraints) they can entail.
For example, let P = (abs z;out(z)) Q. If the current store is out(m), by the rule PAIR,
P must execute Q[{m,m}/z], Q[{m,{m,m}}/x] and so on.

To deal with this state explosion problem, the number of messages to be considered can
be bound (see e.g. [Song 2001]). We formalize this with the following abstraction.

Definition 10.5.1 (Abstract secure cons. system). Let M be the set of (terms) messages
in the constraint system in Definition 8.2.1 and lg : M — N be defined as:

0 if mePUKU Var
lgim) = ¢ 1+ lg(m1) + lg(k) if  m={mily
L+ 1lg(my) +lg(m2)  if  m=(mi,ms)

Let cut,, be the following term abstraction

cut,(m) =

{ m if lg(m) <k

mT  otherwise

with mT ¢ M (representing all the messages with length greater than k) . Let C be as in
Definition 8.2.1 and (C,a, A) be a description where a(out(m)) = out(cut,(m)).

10.5.3.1 Secrecy Analysis

To illustrate our approach, we shall use the NS protocol that we modeled in SCCP in
Section 8.5.

Assume the configuration involving the principals P = {A, B, C'} and where the private
key of C' has been leaked. Recall that this configuration can be modeled as follows:

NS = Init(4, C) [[xep Resp(X) || Spy
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where

Init(A,B) = !new(m)
out({(m, A)}pun(B))-

.

mn (I [{(mvIaB)}pub(A)]'OUt({x}pub(B))'nil

Resp'(B) = in (z,u)[{(z,u)}pub(m))-

new (1) (out ({1, 1, By uy)-mil) |
lin [n].out(attack).nil)

lacp !out(A).nil

lacp 'out(pub(A)).nil

lacBad 'out(priv(A)).nil

Spy

The abstraction cuts and T = sequence(2) allows us to verify the following:
if s,, € [NS]™ then s,(2) E® out(attack)

meaning that NS leads to a secrecy attack. Notice the importance of having here a finite
cut of the messages (terms) generated by the constraint system to compute [NS]™. This
allows us to restrict the set of terms considered by the abs operator and over-approximate
its behavior.

10.5.4 A prototypical implementation

We have implemented our framework and the abstract domain for secrecy analysis in a
prototype developed in Oz (http://www.mozart-oz.org/). This tool is described at

http://www.lix.polytechnique.fr/~colarte/prototype/

and allows the user to compute the least element of the abstract semantics of a process
P. The current implementation supports constraints as those used in the cryptographic
constraint system (e.g., predicates of the form out(enc(z,pub(y)))). It implements the
sequence(r) and cut,s abstractions where x and ' are parameters specified by the user. We
started by implementing the secrecy analysis since one of the most appealing application
of the utcc calculus is the modeling and verification of security protocols. Our goal is
to develop (or adapt from existing implementation) previously defined domains for logic
programs such as those used in Section 10.5.1. This then will provide a valuable tool for
the analysis of tcc and utcc programs.

The reader may find in the URL above a deeper description of the tool and some
examples. Furthermore, we provide the program excerpts to compute the output of the
secrecy analysis for the Needham-Schroeder Protocol [Lowe 1996]. We also illustrate a
similar analysis for the Denning-Sacco key distribution protocol [Denning 1981]

10.6 Summary and Related Work

In this chapter we presented a general abstract interpretation framework for the static anal-
ysis of utcc and tcc programs. We built on a compositional semantics based on closure
operators on sequences of constraints. We first approximated the constraint system and
then we computed a finite cut on the infinite sequences of constraints produced by the con-
crete semantics. As an application of our framework, we showed how to adapt domains from
logic programming to perform a groundness analysis on tcc programs. We then applied
this analysis to verify a property of a control system modeled in tcc. Finally, we showed


http://www.mozart-oz.org/
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that the abstract semantics allows us to automatically exhibit the secrecy flaw illustrated
in Section 8.5.

The material of this chapter was originally published as [Falaschi 2009, Falaschi 2007].

Related Work Several frameworks and abstract domains for the analysis of logic pro-
grams have been defined (see e.g. [Cousot 1992, Codish 1999, Armstrong 1998]). Those
works differ from ours since they do not deal with the temporal behavior and synchroniza-
tion mechanisms present in tcc-based languages. On the contrary, since our framework is
parametric with respect to the abstract domain, it can benefit from those works.

Unlike the semantics based on sequences of future-free formulae in Chapter 7, the seman-
tics here presented turned out to be more appropriate to develop our abstract interpreta-
tion framework. Firstly, the inclusion relation between the strongest postcondition and the
semantics is verified for the whole language (Theorem 10.3.1) — in the semantics of Chap-
ter 7 this inclusion is verified only for the locally-independent and abstracted-unless free
fragment—. Secondly, this semantics makes use of the entailment relation over constraints
rather than the more involved entailment over first-order linear-time temporal formulae.
This shall ease the implementation of tools based on the framework. Finally, our semantics
allows us to capture the behavior of tcc programs with recursion. This is not possible with
the semantics in Chapter 7 which was built only for utcc programs where recursion can be
encoded (see Section 3.3.2).

The framework we propose here provides the theoretical basis for building tools for the
data-flow analyses of utcc and tcc programs whose verification and debugging are not
trivial due to their concurrent nature and synchronization mechanisms. We have shown for
example, how to analyze groundness and how to detect mistakes in safety critical applica-
tions, such as control systems and embedded systems.

Our results should foster the development of analyzers for different concurrent systems
modeled in utcc and its sub-calculi. We plan to perform freeness, suspension, type and
independence analyses among others. It is well known that this kind of analyses have many
applications, e.g. for code optimization in compilers, for improving run-time execution, and
for approximated verification.

We believe that the framework proposed here can also help to develop new analyses for
other languages for reactive systems (e.g. Esterel [Berry 1992]), which can be translated
into tcc [Tini 1999, Saraswat 1994] and for languages featuring mobile behavior as the
m-calculus [Milner 1992b, Sangiorgi 2001]. For the latter, many analyses have been already
defined, see e.g. [Feret 2005, Garoche 2007]. As future work, it would be interesting to see
if it is possible to carry out similar analyses in our framework for suitable fragments of 7
that can be encoded into utcc (see e.g., Chapter 9 where we encode a m-based language for
structured communication into utcc).



CHAPTER 11

Concluding Remarks

We conclude this dissertation by summarizing its contributions and describing possible
directions for future research. The reader can find a more detailed summary, related and
future work in the final section of each chapter.

11.1 Overview

In this dissertation we studied a declarative model for the specification of mobile reactive
systems based on the Saraswat’s Concurrent Constraint Programming model [Saraswat 1993].
To do this, we introduced Universal Timed CCP (utcc), an extension of tcc [Saraswat 1994]
with the ability to express mobile behavior.

We added to tcc an abstraction operator of the form (abs &;c) P that represents a
temporary parametric ask process. We illustrated how the interplay of this operator and
the local operator (local ¥; ¢) @ allows for the communication of local names, i.e., mobility.

Since abstractions in utcc may generate infinitely many internal reductions in the opera-
tional semantics (Chapter 3), we endowed the language with a symbolic semantics (Chapter
4) that uses temporal constraints to represent finitely a possible infinite number of substi-
tutions. We proved that for all processes this semantics produces a finite number of internal
reductions during a time-unit.

The relevance of the model we proposed in this dissertation is that it complies with
two criteria that distinguish CCP from other formalisms for concurrency. Namely, (1) a
declarative view of processes as logic formulae and (2) determinism. For (1), we proved
in Chapter 5 a strong correspondence of utcc processes with formulae in Pnueli’s First-
Order Linear-Time Temporal Logic (FLTL) [Manna 1991]. This then allowed us to perform
reachability analysis of systems modeled in utcc. As for (2), we proved the outputs of a
process to be equivalent when considering the same input.

The criteria (1) and (2) above allowed us to develop a rich theory for utcc with applica-
tions in different fields of Computer Science. For instance, it allowed us to exhibit a secrecy
flaw of a security protocol (Chapter 8), to give a declarative characterization of sessions
(Chapter 9) and to verify minimal conditions to be satisfied for a multimedia interaction
system to avoid raise conditions in execution time (Chapter 9).

The deterministic nature of the utcc calculus allowed us to give a simple and elegant
characterizations of utcc processes as closure operators (Chapter 7). We use this semantic
characterization in Chapter 8 to give a closure operator semantics to a language for security.
This way, we brought new semantic insights into the verification of security protocols.

We also studied the expressiveness of the utcc calculus with respect to its predeces-
sor tcc. We showed that, unlike tcc where processes can be represented as finite-state
Biichi automata, a very simple constraint system is enough to encode Minsky machines
into utcc (Chapter 6). We also showed that utcc can compositionally encode the call-by-
name lambda calculus.

As a compelling application of the underlying theory in utcc, we showed in Chapter
6 that the monadic fragment of FLTL without equality nor function symbols is strongly
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incomplete, and then, undecidable its validity problem. Our decidability result is insightful
since it fills a gap on the decidability study of monadic FLTL: This result refutes a decid-
ability conjecture for FLTL in [Valencia 2005]. It also justifies the restriction imposed in
previous decidability results on the quantification of flexible-variables [Merz 1992].

Finally, we provided an abstract interpretation framework as basis for the static analysis
of utcc processes. We showed that the abstract semantics allows us to approximate the
behavior of non well-terminated processes as those arising in the verification of security
protocols. Since the framework we proposed is parametric on the abstract domain, we
showed that it is possible to reuse abstract domains previously defined in logic programming
to analyze utcc programs.

11.2 Future Directions

The following are, in the author’s opinion, some interesting directions for future work.

Non-determinism. In several application domains it is convenient to be able to specify
non-deterministic behavior. Take for example the language for structured communication
studied in Section 9.1. One may be interested in specifying competing services where a
client can choose among several servers that offer the same service. As it was pointed out
in Observation 9.3.1, this behavior cannot be modeled in utcc due to its deterministic
nature.

In process calculi the non-determinism can arise from an explicit choice construct as
in CCS [Hoare 1985], the m-calculus [Milner 1992b, Sangiorgi 2001] and the ntcc calculus
[Nielsen 2002a]. It is also possible that the parallel operator introduces non-determinism
(linearity) as in the case of the w-calculus and Linear CCP [Fages 2001, Saraswat 1992].

It would be interesting to study how restricted forms of non-determinism and linear-
ity can be introduced in utcc to broaden its applicability. The works in [Nielsen 2002a,
Fages 2001, Saraswat 1992, de Boer 1995a, Falaschi 1997, de Boer 1997] may bring some
ideas on how to deal with the semantics and the logic correspondence issues arisen when
non-determinism is added to CCP-based languages.

FLTL Correspondence and Decidability of FLTL. We plan to extend the proof
system in [Nielsen 2002a] to consider the utcc abstraction operator and then, to cope
with judgements of the form P F; A where A is a past-free formula. The meaning of
this judgment is that every possible output of P is a model for the formula A. Notice
that in [Nielsen 2002a] the underlying logic is CLTL (a temporal logic where formulae are
interpreted on sequences of constraints). The semantics of the underlying logic in utcc is
given in terms of sequences of states as described in Section 2.4. Both semantics are related
as it was shown in [Valencia 2005, Lemma 5.4].

The formula obtained from the encoding of Minsky machines in Chapter 6 is clearly not
monodic (i.e., a temporal subformula has more than one free variable —[Degtyarev 2002]) .
It would be interesting to find the minimum number of distinct free variables that can occur
in a FLTL formula (or in a TLV-like logic) to obtain undecidability as in [Degtyarev 2002]
for the case of TLP (see related work in Section 6.6).

Type Systems. In [Hildebrandt 2009] a type system for utcc was proposed to avoid
processes of the form (abs z,y;out(z,y)) P where both, the channel name (z) and the
message sent (y) are quantified (see Sections 3.9 and 8.7). It would be interesting to
continue the study of type disciplines for CCP-based languages. For example, one could
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define a type system in the lines of [Honda 1998] for HVK-T (see Section 9.1) better suited
to the nature of utcc processes. Studying new type disciplines and their relation with
reasoning techniques based on temporal logic seems also to be an interesting research field.

Abstract Interpretation Framework. The framework proposed in Chapter 10 is in-
tended to be the basis for developing static analyzers for CCP programs. Here much work
remains to be done at the implementation level. From the theoretical point of view, it seems
to be a challenge to develop abstract domains for CCP that cope with the loss of information
due to the synchronization mechanism based on entailment of constraints. It would be also
interesting to explore abstract debugging techniques (see e.g., [Comini 1999, Falaschi 2007])
for utcc programs using the semantics of Chapter 10.
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APPENDIX A
Incompleteness of Monadic FLTL:
Alternative Proof

In this appendix we present a more direct proof of the undecidability of monadic FLTL
without equality nor function symbols. This proof relies solely on arguments of logic and
not on the underlying theory of utcc as the one we presented in Chapter 6. Basically we
prove that the FLTL formula corresponding to the process modeling the Minsky machine
M faithfully captures the behavior of M. Then, we effectively build a formula that is valid
if and only if M never halts. We refer the reader to the Chapter 6 for further discussions
regarding this result.

A.1 Encoding Minsky Machines

Counters. The formulae modeling the two counters ¢y and ¢; are obtained by replacing
the subindex n by 0 and 1 respectively in the formulae Fzero, and Fnot-zero,. Roughly
speaking, the formula Fzero, models the state ¢, = 0 and Fnot-zero, the state ¢, = k
for k > 0.

State Zero: Once zero,, holds, isz, must also hold. We can then use the propositional
variable isz,, to test if the counter is zero.

If the current instruction does not modify the value of ¢,,, idle, must hold (due to the
formula Fins) and then, the formula o zero,, must also hold. This way, we model the fact
that the counter remains in zero.

State Not-Zero: When an increment instruction is executed, inc,, holds (due to the
formula Fins), and so does a formula of the form H = o3a.(not-zero,(a) A\O(out(a) = F)).
In H, F is zero, if ¢, = 0 (see Fzero,) and not-zero,(x) otherwise (see Fnot-zero,).
Intuitively, F' represents the state immediately before the last increment instruction took
place. This way, when a decrement instruction is performed, out(a) holds and so does F'.

Consider now Fnot-zero, which is of the form Vz.not-zero,(z) = G. As we explained
before, a formula of the form H = o3Ja.(not-zero,(a)) holds when an increment instruction
is performed. Using H in conjunction with Fnot-zero, we obtain an instantiation of the
form Ja.(Gla/z]) that represents the state ¢,, = k+ 1. Notice that when Ja.(G[a/x]) holds,
isz, must not hold. Furthermore, similarly to the state zero, if the counter is not modified
by the current instruction (idle, holds), onot-zero,(a) must hold and then, the counter
takes the same value in the next time interval.

Instructions. For the set of instruction (I1, L1);. . .; (I, L) we assume a set of variables
li,...,lym. If the predicate out(l;) holds in a state, it means that the instruction I; is
executed. In the case of a halt instruction (I;, HALT), halt holds. For an increment or a
decrement instruction —halt holds.

The formula representing an increment operations (I; : INC(cp,[;)) assures that inc,
holds. It also guarantees that idle;_, holds while idle,, does not.
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Counters

inc,, = o3Ja.( not-zero, (a)A
O(out(a) = zeroy))

Fzero = zero, = .
n " A idle, = ozero,
Niszy,
Fnot-zero, = Vxz.not-zeroy,(xz) =

inc,, = o3b.( not-zeron, (b)A

O(out(b) = not-zeroy(x)))
Adec, = oout(x)
A idle,, = onot-zero(z)

A—isz,
Instructions
Fins = A out(l;) = [l; : L;]1 where
1<i<m
[l; : BALT] halt

[ls : INC(cn, 15))]1
i : DECI(cny Ljy L)1

—halt A inc A—idle, Aidle;_, Aoout(l;)
isz = (idle, Aoout(l;))A

—isz = (—idle, Adec, Aoout(ly))A
idle;_, A—halt

Figure A.1: Representation of a Minsky machine with instructions (i1 : L1);...; (I : Lim).
The subindex n € {0,1} .

Finally, the formula representing a decrement instruction of the form (I; : DECJ(c,, I}, lx))
tests if the counter ¢, is zero. If this is the case, then it activates in the next time interval
the instruction ;. If isz, does not hold, i.e. ¢, > 0, dec,, must hold and the instruction
[, is activated in the next time unit.

The following definition introduces the formula F,; that simulates the behavior of a
Minsky machine M.

Definition A.1.1 (Encoding of a Minsky Machine). Let M be a Minsky machine with
instructions (11 : L1), ..., (ln : Ly). The encoding [M] is defined as the formula

Fuv = O(Fzerog A Fnot-zerog A Fzeroy A Fnot-zero; A Fins)

where Fzeroy, Fnot-zerog, F zeroy and Fnot-zeroy are obtained by replacing the sub-index
n in the Equations in Figure A.1.

A.2 Encoding of Numbers and Configurations

To show that the formula Fj; above faithfully describes the behavior of the machine M,
we shall give first a suitable representation of numbers and configurations of M. This shall
ease the forthcoming proofs.

As hinted at above, when an increment operations is performed, a formula of the form
H = o3a.(not-zero,(a) A O(out(a) = F)) must hold, where F represents the state im-
mediately before the last increment instruction took place. Recall also that a decrement
operation causes that out(a) holds and so does F'

We can then represent the state ¢,, = k, for k > 0, as a formula of the form J.a1, .., ar (F1 A
... N\ Fy, A not-zeroy(ay)) where Fy is of the form Oout(a;) = zero, and for 1 < i < k,
F; = Oout(a;) = not-zeroy,(a;—1). More precisely,
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Definition A.2.1 (Representation of Numbers). The FLTL formula representing the state
cn = k, notation [c,, = k] n, is defined as follows:

[ecn =0]n = =zero,
[en =1]n = 3F.a1(Oout(ay) = zero, A
not-zerop(ai))

[ecn =k]n = 3F.a1,a9,...,ax( Dout(ar) = zero, A
Oout(az) = not-zero,(ai)A

Oout(ag) = not-zerop(ag—1)A
not-zerop(ax))

Using the previous definition of numbers, we define next the FLTL formula representing
a configuration of a Minsky machine.

Definition A.2.2 (Encoding of Configurations). Let M be a Minsky machine with instruc-
tions (I1;L1),y ., (lm; L) Let []n be as in Definition A.2.1 and Far be as in Definition
A.1.1. The encoding [-]c of a configuration of M is defined as

[(li,v0,v1)]c = Far Alfco = vo]w A fer = vi] v A out(l;)

A.3 Monadic FLTL is Undecidable

We shall use the above construction to exhibit a formula that is valid if and only if the
machine M loops (i.e., it never halts). This shall allow us to show that this fragment of
FLTL is incomplete, i.e., its set of tautologies is not recursively enumerable.

We start by proving that computations of M are faithfully described by the formula
Fur in Definition A.1.1.

Lemma A.3.1 (Soundness of the Encoding). Let M be a Minsky machine with instructions
(l1; L1)y ooy (s L), [-]c be as in Definition A.2.2 and (I;,vo,v1) be a configuration of M.

If (I, vo, v1) —ar (15, 00, v)) then [(1;,vo, v1)]c E —halt Ao[(l}, vy, v})]e

Furthermore, if (1;,v9,v1) #—wm, i-€., l; is a HALT instruction, then it holds [(1;,vo, v1)]c =
halt.

Proof. First assume that (I;,v0,v1) #—an. Then (I; : L;) is a HALT instruction and it is
easy to see that [(1;, v, v1)]c = halt for any vg, v;.

Assume now that (I;,vo,v1) —ar (1,04, v]). Then, (I; : L;) must be an increment or
a decrement instruction. It is easy to see that for both cases [(I;,vg,v1)]c | —halt. Now
we shall prove that [(I;, vo,v1)]c E o[}, vg, v})]c for both kind of instructions.

e Assume that (I; : L;) is of the form (I : INC(cy,l;)). It must be the case that
I =1;, v, =v,+1and vi_, = vi—,. Let F = out(l;) = [(l; : L;)]; be the

n
subformula in [(I;, vg, v1)]c representing the encoding of the instruction ;. We know

that [(I;,vo,v1)]e = out(l;) and we can derive the following:
F Nout(l;) = inc A—idle, Aidlei_p Aocout(l;)
For the counter ¢;_,,, it is easy to see that

fM A idlel—n /\Hcl—n == vl—n]]N ': Oﬂcl—n == Ul—n]]N
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For the counter ¢,, we consider two cases: v, = 0 and v, > 0. For v,, = 0 we can
derive the following

Fu ANinc, Ale, =0]y  E  oF.ar(not-zero(ar)A
Oout(ay) = zero,)
= O[[cn = 1]]N

If v,, = k for k > 0, then we have

Fu Nincy, Ale, = k]n B oFaq, ..., ag, art1(
Oout(ay) = zero, A

O(out(aky1) = not-zeroy(ax))A
not-zerop (ag+1))
=ofe, =k+1]n
We then conclude [(1;, vo, v1)]c | o[ (1}, v, v])]c-

e Assume now that (I; : L;) is of the form (l; : DECJ(cp,l;,1x)). We must consider two
cases.

— If ¢, = 0 then it must be the case that v}, = v, and I = [;. We can derive the
following

Fu Nen, =0y E 1isz, Aidle, Aidle;_, Ao(out(l;) A zero,)

E ofc, =0]n
— If ¢,, = k for some k > 0, then we derive
FuANen =k]n E —isz, Adec, Aidle;_, Aocout(ly)
Let F' = Far A [en = k] A dec,,. We derive the following
F' = FuA3Jay,...,a( Oout(ar) = zero, A

Oout(ay) = not-zerop(ar—1)
Anot-zeroy, (ax) A oout(ay))
E o3.ay,...,ax(0out(ar) = zero, A

Oout(ag—1) = not-zero,(ax—2)
Anot-zerop (ak—1)
=ofec, =k —1]n

O

Using the previous lemma, we can show that a machine M produces an infinite run if
and only if the formula Fj; = O—halt is valid.

Lemma A.3.2. A Minsky machine M loops (i.e. it never halts) if and only if
[(11,0,0)]c = O—halt

Proof. Let vy =vi =0 and I* = ;.
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=)

Assume that M produces an infinite run
(llav(l)vv%) —M (1271)(2)"0%) cee TM (lnavg’v?) — M .-
where for all 4 > 1, [* is not a HALT instruction. From Lemma A.3.1 we know that for

all i > 1, [(I%, 0§, vD)]c E o[(1"H, vit, vit™!)]¢ and also that [(I%,v§,v})]c | —~halt.
Therefore, for i > 0, it holds

[(1%,vg, v1)]c = o (—halt)

where o°(F) = F for any formula F. We then conclude [l1,0,0]c = O-halt.

We proceed by contradiction. Assume that [I1,0,0]¢ = O-halt and there exists
n > 1 such that the machine produces a run

(1Y, vg,v1) —m (2,05, 07) ... —n (705, 01) =m0
i.e., {™ is a HALT instruction. By Lemma A.3.1 we know that
[0, od,o])le | o" [0", 0§, vP)]e = "' halt b Ohalt
thus a contradiction.

O

Since the set of looping Minsky machines (i.e. the complement of the halting problem)
is not recursively enumerable, a finitistic axiomatization of monadic FLTL without equality
nor function symbols would yield a non-recursively enumerable set of tautologies.

Theorem A.3.1 (Incompleteness). There is not a sound and complete finitistic axiomati-
zation for monadic FLTL without equality nor function symbols.

Proof. Directly from Lemma A.3.2. O
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