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Contexte : la piraterie maritime, une
menace avérée pour I'économie de

I’énergie en mer

La production mondiale pétroliere est répartie gus de 10.000 champs offshore,
impliqguant chacun d'une part un ensemble d'équiptsTmour extraire, traiter et stocker
provisoirement le pétrole et d'autre part des eavichargés d'effectuer le transport
maritime d'hydrocarbures entre lieux de producttnde consommation. La piraterie
maritime moderne représente a I'heure actuelléstpie majeur pour la sécurisation de

ces sites de production énergétique et du transpemtime pétrolier.

1. La piraterie maritime : un risque majeur sur le

milieu maritime

Loin des images fantasmagoriques qui placent &tgrie dans l'univers romance des
bateaux a voiles, la piraterie moderne est un phéne violent dont la recrudescence

inquiéte les autorités maritimes internationales.

La piraterie est kacte illicite de violence ou de détention ou wwéprédation
commis par I'équipage ou des passagers d'un navird'un aéronef privé, agissant a des
fins privées, et dirigé soit contre un autre navke aéronef, ou contre des personnes ou
des biens a leur bord, en haute mer, soit contraawire ou aéronef, des personnes ou

des biens, dans un lieu ne relevant de juridictizucun Etat ».

Force est donc de constater que les individus ganmsations qui pratiquent des
attagues contre des pécheurs, des navires de commees plaisanciers ou des
plateformes pétrolieres sont particulierement aéiteés, souvent suréquipés (moyens de
locomotion, moyens de communications, armement®t.leurs « chefs » expérimentés
assurent la pérennité de cette activité délictuersegérant les attaques comme s'il

s'agissait d'une entreprise « mondiale ».

! Article 15 de la Convention sur la haute mer.
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Les bateaux utilisés par les pirates sont des tedétés puissantes, des « speed-
boats », capables de rattraper aisément un lourtlende commerce, qui ne peut que
ralentir, incapable de virer de bord ou d'augmenervitesse au point de semer
I'embarcation légere. Ces « dollars flottants » €@ proies faciles, croisant dans des
eaux peu fréquentées par les autorités cotiereaditm 2010]. Les « bateaux-meres »,
des pirates, postés en arriere du champ des «igpédra, sont équipés des dernieres
technologies en matiére de repérage dans l'espaceui leur permet de cibler et
d'organiser trés précisément une attaque en prenadépourvu le navire attaqué, en

envoyant des vedettes souvent indétectables paalées assaillis.

Les actes de piraterie ne cessent de se multifdier2013, 264 attaques ont été
recensées par le Bureau maritime international (Bttint 141 en Asie du Sud-Est et 51
en Afrique de I'Ouest. 85 % des attaques ont audie nuit et les principales cibles sont
les navires de commerce (pétrolier, vraquier etorgoreurs avec barge) au mouillage ou
naviguant a faible vitesse. Dans la majorité des tes pirates cherchent a voler du
mateériel facile a revendre, ou a piller les navimsleur cargaison mais aussi a kidnapper
certains membres d’équipage. Selon le BMI, uneqadiasur 4, lorsqu’elle n’est pas

interrompue par les forces gouvernementales nadalsegcurité, est menée avec succes.

Au début des années 2000, les pirates étaient almé&muteaux. Aujourd'hui, ils
attaguent leurs proies a I'arme automatique. Latatattion, bien que peu surprenante, est
alarmante. A la date du 18 aodt 2014, selon leadmu BMI, les pirates ont mené 148

attaques.

2. La maritimisation de [I|'énergie, nouveaux

territoires, nouveaux enjeux et nouvelles menaces

«La sécurité énergétique fait partie des challengesnomiques et sécuritaires les
plus sérieux, aussi bien aujourd’hui que dans kirfu_a croissance des économies du
monde et des sociétés va de pair avec I'importated’énergie et de pair avec les
infrastructures qui produisent et fournissent cetémergie. Les infrastructures

énergétiques critiques fournissent le carburant qérmet a I'économie globale

d’avancer et a nos sociétés de fonctionmerC’est en ces termes que s’est ouverte
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I'allocution de 'OSCE (Organization for Securitpca Cooperation in Europe) lors de la
réunion du comité économique de 'OTAN du 22 sejen2008 a Bruxelles.

Plusieurs catastrophes ont démontré la vulnérabgite peuvent avoir de telles
infrastructures et I'impérieuse nécessité d’unefqmode rigueur dans le respect des
procédures, la conception et I'exploitation de £gstémes « critiques ». La question de la
maritimisation de I'énergie se révele donc commenjeu considérable [Napoli., 2014].

La production offshore joue un réle important déagprovisionnement énergétique
des sociétés modernes. Si la majorité de la pramuest opérée par moins de 500 meétres
d'eau, l'offshore dit « profond », dans des zoiteges par plus de 1 000 m de hauteur
d'eau, se développe depuis quelques années grabes avancées technologiques
majeures, notamment dans le domaine de la sisnogu¥es installations sous-marines.
Pour donner un ordre d'idée, la production d'hpde plus de 1 000 metres de fond a
augmenté de 12 % entre 2006 et 2008. Pour le @azptuction par plus de 1 000 métres
représente moins de 2 % de la production mondialiees réserves sont estimées a
2,7 Tn? (mille milliards).

Les compagnies pétrolieres s’intéressent a |'ofishear c'est I'une des rares zones
d'accés aux réserves naturelles et car il pernsdi @e se protéger des conflits a terre
(comme par exemple dans le golfe de Guinée ot iples sir de produire en mer qu'a
terre). La production offshore devrait poursuivien sdéveloppement, ainsi prés de
30 nouveaux champs situés sous plus de 1 000 méwas devraient étre mis en

production tous les ans d'ici a 2020, soit pluslduble de la décennie 2000-2010.

Le domaine de sécurité maritime présente des nastifisques, comme le risque de
naufrage, causés par le tonnage qui devient deeplydus élevé ou la vitesse croissante
des navires. Citons comme exemple le naufrageasersier sénégalais Jeolaau large
des cotes de Gambie le 26 septembre 2002, faifaneltement 1 863 morts et disparus,
et officieusement plus de 2 000 victimes. La capatégale du traversier était de

550 personnes...

Les risques de naufrage sont aussi liees aux errdwmaines ou aux
disfonctionnements de systemes technologiques codans le cas du ferry-boat grec

Express Saminau large de Paros (Gréce), le 26 septembre 2a@@&nt 82 morts. La
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coque du navire se déchira en deux endroits ea@mulune heure, uniqguement parce que
9 portes étanches sur 11 n'étaient pas ferméesveaundes salles de machines et des
soutes. A la suite de ce naufrage, l'installatierbdites noires deviendra une obligation

sur tous les navires transporteurs de passagers.

Le risque de collision avec des objets flottan@viires, conteneurs tombés a l'eau,
etc.) est aussi connu. Durant la Premiere Guerradiake, une terrible explosion se
produisit dans le port d'Halifax, en Nouvelle-E@ss Canada, lorsqu'un navire francais
transportant des munitions, Mont-Blang entra en collision avec un navire norvégien
gui se rendait en Belgique. L'explosion des mung#iduMont-Blancadvint 19 minutes
plus tard : elle rasa 2,5 km? de la ville, tua D @@rsonnes et en blessa des milliers
d'autres. Un raz-de-marée de 18 meétres de hawtrd@ par I'explosion fut si puissant
qgu'il emporta des arbres, plia des rails de chedénfer et démolit des édifices,
transportant des débris en tout genre sur desinestde metres.

Le risque des catastrophes naturelles (s€isme,ormycletc.) et aux aléas
météorologiques (tempéte, vague scélérate, eapjesente aussi de réels dangers au
guotidien comme cela fut le cas pour le ferry-déamcess of the Starsle la compagnie
Sulpicio Lunes faisant 828 morts le 21 juin 20@Bnavire a sombré en raison d'énormes

vagues provoquées par le typhon Fengshen aux pihgi.

~

Les pollutions dues a l'extraction ou au transpets hydrocarbures sont encore
présentes dans nos mémoires. Citons pour exemgbesdent en 2010 sur la plateforme
pétroliereDeepwater Horizordans le golfe du Mexique causant la perte de 4j®bns
de barils, 11 personnes portées disparues, 17eslesplusieurs zones polluées (littoraux

de la Louisiane, du Mississippi, de I'Alabama etadEloride ).

De nouveaux risques, comme le risque sanitairesgyirésentent avec le transport
de déchets nucléaires, d'eaux de ballast et lalairon de navires ou sous-marins a
propulsion nucléaire, et éventuellement armés disngnucléaires complétent

dramatiquement le panorama des menaces.

A ces accidents et catastrophes, s’ajoute le riggugiraterie, toujours présent dans
les espaces stratégiqgues comme le golfe d’Ademoare le golfe de Guinée, haut lieu
de la production de pétrole offshore dans le monde.
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La plupart des sources d'énergie nécessaires aiicimnement de nos sociétés
modernes sont fournies par le gaz et le pétroledé@endance mondiale a I'égard du
pétrole est énorme, il alimente nos moyens de pi@anhs chauffe ou refroidit des
batiments et sert a créer des produits chimiquessiniels et domestiques. 60% de la
production de pétrole est utilisée pour le transpessentiellement les voitures et les
camions. Le pétrole est une énergie non renouweldbht la consommation actuelle
atteint 70 millions de barils par jour, certainesiraations en prévoyant le doublement
d'ici 2025.

La production offshore représente 30 % de la priioinignondiale de pétrole (avec
25 millions de barils par jour) et 27 % de cellegée. L'offshore représente par ailleurs
20 % des réserves mondiales de pétrole et 30 %ll#s cle gaz. Environ 450 champs ont
été découverts a plus de 1 000 metres de profondienir 38 % dans le golfe du Mexique
aux Etats-Unis, 26 % dans le golfe de Guinée engidr et 18 % au Brésil. lls ne
représentent pour l'instant que 3 % de la prodaationdiale de pétrole, mais ce chiffre
ne fera que croitre dans les années a venir caepiedes réserves estimées de l'ordre de

72 livre sterling.

La construction, le transport, le fonctionnemenind' plate-forme générent divers
risques. D'éventuels incidents ou accidents peuvaggraver des impacts sur
I'environnement, les marins ou les biens commeslgue sismique, le risque des rejets et
de toxicité, le risque d’incendie ou d’explosioni @st le risque le plus redouté et le
risque de pollution qui perturbe la vie marine coenpar exemple le cas deasha
Bulker, cargo de 40 000 tonnes transportant du charbdmué le 8 juin 2007 sur le
littoral australien avec encore 700 tonnes de [®&téo bord. Les 21 personnes de

I'équipage ont été hélitreuillées. Restait a trdgeisque de pollution.

A ces accidents et catastrophes [Gordon et al.§]1%%joute depuis le début des
années 2000, le risque de piraterie Hansen, 20083, présent dans les espaces
stratégiques comme le golfe d’Aden ou le golfe den€e, haut lieu de la production de
pétrole offshore dans le monde. Compte tenu degsuengconomiques liés aux
hydrocarbures, les champs de production offshared®venus une cible de choix pour la
piraterie maritime voire la menace terroriste [Amibse et al.,, 2012]. Or si les

plateformes pétroliéres et navires associés formemneéseau industriellement abouti en
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ce qui concerne I'exploitation, ils sont démunisefaaux actes de malveillance
intentionnels : de ce point de vue, ce sont dekeside choix, isolées et donc trés

exposees.

3. Revue de littérature sur les attaques de piraterie
contre les infrastructures énergétiques en mer, le cas

des champs pétroliers

Les cas dattaques d'infrastructures énergétiquiéshare, s'ils restent pour le
moment moins fréquents et moins meédiatisés que dataque de navires, n’en sont pas
moins extrémement inquiétants en ce sens qu’ileitEt une grande vulnérabilité des

infrastructures.

Les attaques sur les navires transportant de Béneeprésentent un pourcentage
significatif. En 2006, elles avoisinaient envirod % des attaques pour atteindre plus de
24 % en 2007. La plupart des attaques sont des asi@nt a dérober un bien de valeur.
Elles se déroulent dans les ports mémes ou a léedeetites embarcations trés rapides.
Le nombre de détournements et de prises d’'otages @ie de demandes de rancon a
aussi fortement augmenté. En aolt 2003, le tankdaisienPenridera été abordé au
large de I'lndonésie et une rancon demandée pounamiant de 100 000 dollars. Les cas
ou le navire est attaqué pour les biens qu'il fpan® est clairement un objectif des
pirates. En 1998, IBetro Rangemr été attaqué hors des eaux territoriales de Sangall
transportait pres de 12 000 tonnes de produit®lps. Les pirates sont allés jusqu’a le
débaptiser et le renomm@filby en lui attribuant un pavillon hondurien. Petro Ranger

devient ainsi, pour un temps, un navire fantomegidi., 2009].

La grande majorité des attaques contre des navéesportant de I'énergie concerne
les tankers de pétrole et le transport de gazdeuPar rapport au nombre total de la
flotte de tankers (environ 120 000), 4 000 (3 %)tstes tankers énergétiques. En 2007,
les pirates se sont aussi intéressés avec succgsadeformes pétrolieres mobiles et aux
transporteurs de gaz liquide. Ainsi, deux ont étaegaés en 2007, I'un en Indonésie,
l'autre au large de Singapour. Trois plateformasdide forage ont aussi été attaguees,

deux au Nigeria (avec un kidnapping et une rancda alef) et une en Inde. Ces

20



évenements démontrent que les pirates sont désoanatapacité de s’attaquer a tout
type de cible.

La piraterie a I'encontre des installations péénaien mer a depuis 1988 pris une

ampleur considérable.

Dans la Figure 0-1, un exemple de scénario d’attgouar 14 pirates lourdement
armés contre un navire conteneur est donné. Lagepiont utilisé deux bateaux dont un
navire de ravitaillement et un navire de hautesegie lls sont aisément montés a bord du
conteneur. Malgré le déclenchement du systeme rtBakt le repli de I'ensemble de
I'équipage au sein d’'une « citadelle », les piratesréussi a pénétrer dans cette derniere
et ont enlevé cing personnes dont le maitre delipage. lls se sont enfin échappés en

emportant la trésorerie de I'équipage.

Outre des navires transportant le pétrole ou démehten liaison avec I'activité de
production, plusieurs plateformes pétrolieres arsisaété attaquées ces dernieres années.
Le navire-citerne francai&ascognebattant pavillon luxembourgeois (il appartieniaa
société Sea-Tankers), a été attaqué le 4 févriEB.20e navire de 119 m de long dispose

d’'un équipage de 17 ou 19 personnes.
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Figure 0-1 : Attaque de pirate contre un navireeoeur le 25 avril 2013 (Source Bureau maritime
international)

Selon le ministre des Transports, de la Mer etade@che Frédéric Cuvillier,iky a

19 personnes a bord, tous des Togolais (...). M&gns pas recu de revendication pour
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l'instant», a-t-il ajouté en précisant que le bateau narati «a la hauteur du sud du

Ghana et se dirigerait vers le Togotout proche.

C'est le troisieme cas de capture d'un pétrolidaage de la Cote d'lvoire. Dans les
deux premiers cas, le navire a été vidé de saisargaau large du Ghana, puis libéré par
les ravisseurs. En octobre 2013, un tanker gred &w@ attaqué alors qu'il mouillait
devant le port d'Abidjan, tandis qu'en janvierstcien tanker battant pavillon panaméen

qui avait été la cible des pirates.

Malgré la diminution de nombre d’attaques de piraté439 en 2011, 297 en 2012
contre 264 en 2013), la dangerosité et la gravé® cbnséquences de ces actes sur

I'équipage des cibles attaqués restent constantésaution.

Force est de constater que les marins des nawresnmdmerce ne sont ni équipés, ni
formés pour repousser une attaque armée. Mémessfodmations de prévention et
d’intervention sont réalisées pour les équipagassitant dans des zones a risques, et
méme si des équipements sont apportés aux nawWirgappartient pas aux marins de

devoir faire face a la violence d’'une attaque pirat

Les pirates ne se limitent plus a I'heure actuglp@ller les marchandises et les effets
personnels contenus sur les navires. Apres avigidgicontrdle du navire, ils réclament
désormais des rancons pour libérer les équipagetaifs pirates vont méme jusqu’a tuer
tout 'équipage pour revendre la marchandise eteseir du navire détourné pour faire
transiter en toute impunité une marchandise qua sétournée a nouveau, et ainsi de
suite, en modifiant a chaque fois I'immatriculatigrdice a des pavillons de complaisance
attribués sans aucun contrdle. Les transporteewss §ace a leurs décisions, se retrouvent
désemparés, et finissent souvent par verser lesomandemandées apres les avoir

négociees.

Aujourd’hui, une nouvelle forme de piraterie vo# jour : un groupe organisé,
hiérarchisé, maitrisant les derniéres technologiesnatiere de repérage maritime, doté
d’'informateurs dans le monde, d’armes puissantdg &lases a terre sur des territoires de
non-droit. La question se pose de savoir commengstl possible d’éradiquer ce
phénomene pourtant vivement condamné qui fait fréesi marins du monde, hésiter les

armateurs, et méditer les assureurs.
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4. Des solutions technologiques innovantes qui se

déploient progressivement

A ce jour, il existe deux types de systemes op#matls dédiés a la protection des

cibles maritimes :
* La détection d'une menace ;

» La gestion d'une attaque.

4.1 La détection d'une menace

Dans le domaine de la détection en environnememinmih existe de nombreux

systémes. Citons :

* Des systemes a base de radar a impulsions telpajuexemple les radars de
veille ou de navigation de type TERMA, RURUNO, RACAu DECA, ou
encore le systeme Sea-Giraffe d’Ericsson [Saab5]200es systemes sont
destinés a détecter en priorité des mobiles cotfgede taille importante ou
moyenne. lls ont des performances médiocres fagegetites cibles marines non
coopératives évoluant dans une mer formée (foulBisner) et sont pénalisés par
une zone aveugle a faible distance du porteuraifaurs, les systemes a balayage

sont généralement relativement lents pour analyselomaine étendu.

* Des systemes de surveillance optronigues (dévesopaéexemple par SAGEM,
EADS, THALES, RADAMEC, ALENIA, HGH, FLIR Systems,t® [Sagem,
2012]). Ces systémes sont handicapés par les preblde réflexion solaire sur la
mer et restent sensibles aux conditions météomlegi, leur portée étant

rapidement réduite en présence de brume ou bnalidlad’embruns.

A titre d’exemple, le projet SCANMARIS ([Morel et.a2010] et [Morel et al.,
2008]) a permis de tester en milieu marin des nmesluhnovants de détection de
comportements suspects d’embarcations de tailleables de maniére globale et a long
terme en analysant le trafic maritime régulierreteecroisant avec des bases de données
sur les navires, pour identifier des suites spiaioporelles d’anomalies.

23



4.2 La gestion d’une attaque

Les solutions élaborées reposent principalement dag outils de diagnostic
convoguant des raisonnements probabilistes etlmasa de connaissances expertes. Les
algorithmes rencontrés dans la littérature révedestinsuffisances dans I'évaluation et la

planification de la réaction [Giraud et al., 2013].

Les exemples d’attaques cités précédemment somtadaites illustrations de la
faiblesse des dispositifs anti-piraterie actuellemenis en place. La sécurité des
installations pétrolieres est donc a ce jour asspes des dispositifs dits classiques. Ces
derniers, malgré leurs points forts pour l'aida d@étection, ne traitent pas des différents
types de menaces (bateau de péche, jet ski, tagkey, et leur efficacité dépend de
nombreux parameétres liés a I'environnement ainsauwgu contraintes techniques et

opérationnelles [Giraud et al., 2010].

La solution consiste donc a augmenter le degréroiegiion des infrastructures en
développant un systéme capable de prévenir la meatae générer des réactions
internes et externes en cas d’intrusion confirnjtorel et al., 2007] et [Giraud et al.,
2012)).
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Problématique et objectifs de recherche

Cette these se concentre sur la fagcon dont unedappibayesienne de I'estimation,
de linférence et du raisonnement dans Il'analyse dsques pourrait compléter
avantageusement les approches classiques sougsgpaludes modeéles « fréquentistes »
[Pichard, 1998].

La fréquence n’est pas une probabilité. Une frégeemst une proportion

d’observations alors qu’une probabilité est la meslune incertitude sur un événement.

Les deux cadres classiques, dans lesquels la plithalmtervient avec sa

sémantique, sont les suivants :

» Le cadre fréquentiste : la probabilité porte exeliment sur les observations,
conditionnellement & des valeurs hypothétiquespaeameétres ; sémantiquement
les probabilités sont concues comme des fréequeDaess sa version radicale, le
cadre fréquentiste exclut toute probabilité sur pesametres, et partant toute
probabilité des hypothéses. Le cadre fréquentisieen place a la fin du XfX®

siecle, reste encore le cadre dominant de |a titjaigs

» Le cadre bayésien : la probabilisation porte abigsi sur les observations que sur
les parametres. Le cadre bayésien est un enrioinésdedu cadre frequentiste ; il
restitue la sémantique naturelle des probabilitépeemet les probabilités des
hypothéses. Le cadre bayésien, plus ancien quadie dréquentiste, remonte au
XVIII M siécle.

Les méthodes bayésiennes permettent de répon@etitent aux questions sur les
parametres et les modéles : « Quelle est la priigaliun ensemble de parametres
compte tenu des données observées? ». Les métinégesntistes permettent, elles, de
répondre aux questions sur: « Quelle est la ghiite des données sans aucune
hypothése ? ».

Les deux approches bayésienne et fréquentistegsoralement combinées comme
techniques d'estimation et d'inférence ([Efron,5]GA [Little, 2006]).

Le couplage de I'approche fréquentiste et de hestion bayésienne dans le cadre de
notre problématique de lutte contre la pirateripaagit donc pertinent. Il fournit une
compréhension conceptuelle utile a la pluralité dimsnées et connaissances convoquées
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dans la prévention du risque et conduit a dévelopgme boite a outils statistiques

particulierement polyvalente a fin d’aide a la démn.

Afin de démontrer cette hypothése, I'objectif pipad de ce travail de thése est de

proposer une nouvelle approche permettant d’aneglilar prévention, le diagnostic, le

management et la prise de décision face au risguoératage maritime. Plus précisément,

les objectifs de la thése sont :

D’étudier la faisabilité d’intégrer, au sein d'urutid de conception des
réseaux bayésiens statiques, des données et dessreiexpériences des
attaques de pirateries sur difféerents types deremvCela permettra ainsi de
mieux comprendre I'environnement maritime, de méciet de décrire des
actes réels de piraterie et surtout de présenseavantages de I'approche
fréquentiste.

De coupler des modeéles quantitatifs d’analyse idgsies avec des données et
connaissances qualitatives acquises aupres d’'exgardomaine maritime.
Ce qui permettra de concevoir a I'aide d’'un réseayésien dit « statique »
un modéle de diagnostic de la menace plus addpt@ratection des champs
pétroliers. Le couplage permettra de présenterolmptémentarité entre
'approche fréquentiste et 'approche probabiliste.

De concevoir un modele dynamique d’aide a la décigrace aux potentiels
des réseaux bayésiens dits «dynamiques ». Ce enogermettra
'amélioration des résultats obtenus a partir duét® « statique ».

De valider le couplage entre le modéle statiqule etodele dynamique afin
d’obtenir un systeme performant pour le managerdantisque de piraterie

maritime.
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Organisation du manuscrit de these

Le manuscrit est organisé en 6 chapitres.

Le chapitre 1 présente une vue d’ensemble du pdejeiublications qui a sous-tendu

ce travail de thése.

Le chapitre 2 situe le premier article publié denevue «Radio Science Bulletir.
Ce chapitre est constitué de deux sections, doptdeiere décrit en francais le travail
accompli pour concevoir un systeme de managemenisgue de piraterie basé sur les
potentiels des réseaux bayésiens; la seconde tliVeaticle tel que publié en langue

anglaise par la revue.

Le chapitre 3 est lui aussi composé de deux secticam premiere décrit en francais
le travail réalisé afin de démontrer I'adaptatiochaque type d’attaque de la planification
générée par le systeme congu. La seconde livracléartel que publié dans la revue

« Safety Scienée».

Les résultats obtenues dans les chapitres 2 et@omis la construction d’'un réseau
bayésien « statique » pour le management du risigugiraterie contre les champs
pétroliers et a permis de discuter des résultatpiiscau plan tant méthodologique

gu’opérationnel.

Le chapitre 4 présente l'article soumis a la reyligternational Journal of Critical
Infrastructure Protectiofi» qui propose un systéme de management du risgjpiaterie

basé sur les réseaux bayésiens dits « dynamiques ».

Enfin, le chapitre 5 décrit le couplage entre lsestl bayésien « statique » et le
réseau bayésien « dynamique ». Les résultats sésemiés dans le cadre d'un article

soumis & la revue @cean Engineerirmg.

Les chapitres 4 et 5 sont composés de deux sectonsie les précédents.

2 http://www.ursi.org/en/publications_rsb.asp

% http://www.journals.elsevier.com/safety-science/

4 http://www.journals.elsevier.com/international-joat-of-critical-infrastructure-protection/
® http://www.journals.elsevier.com/ocean-engineering/
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Le chapitre 6 synthétise en francais l'intégralii¢ travail effectué pendant cette
thése. Nous avons présenté le contexte génératotiele concu basé sur les réseaux
bayésiens statiques, le modele final basé suekaux bayésiens dynamiques et enfin le

couplage entre réseaux bayésiens statiqgues etirésagésiens dynamiques.

Le manuscrit se termine par une conclusion qui pedglan de ce travail, met en

avant les principales contributions et présentepgespectives de recherche.
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Chapitre 1 : Le projet de
publications
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1.1. Introduction

L'établissement d’'un programme de publications iquy# un repérage des revues et
des conférences susceptibles d’étre intéresséds paojet d’'article. Cela nécessite une
identification préalable des attentes scientifiqgaeshématiques de la revue et/ou de la

conférence visée.

Le choix des objets abordés doit se fonder avautt gar le matériau scientifique
disponible permettant d’étayer convenablement tinleyr mais aussi sur les probabilités
d’acceptation du projet par les revues et les genfies pressenties. Il est donc clair que
le fait de lire et analyser régulierement les revaecomité de lecture deés le début de la
thése (ou de mettre a profit un stage de masteredtilurée de 6 mois au sein du
laboratoire d’accueil, comme cela a été le cas puooi) constitue un « avantage
concurrentiel » important, en se familiarisant alex thématiques les plus porteuses,
mais aussi avec les bibliographies, et en perntetkarbien définir le ou les sujets qui

pourront étre traités par les articles soumis\éaligation par les pairs académiques.

Ce chapitre présente donc I'ensemble des projefsubkcations portés et finalisés
durant ces trois années de these. Le chapitrergahieé en trois sections : les articles
soumis, acceptés et présentés a des conférendesaied a comité de lecture (1.1), les
articles soumis, acceptés et présentés a des enoé internationales a comité de
lecture (1.2), enfin, les articles soumis, évalmé €n cours d’évaluation) et publiés dans

des revues internationales a comité de lecture.(1.3

1.2. Les conférences nationales a comité de lecture

Les travaux réalisés pendant cette thése ont é&sgemies dans quatre conférences
nationales. Ces conférences traitent des domaméarthlyse des risques, des systemes

d’information et de I'aide a la décision.
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1.2.1. Workshop Interdisciplinaire sur la sécurité
globale (WISG 2012): 6°™ colloque sur la
sécurité globale (24 et 25 janvier 2012)

Cette conférence est organisée par 'Agence ndéatela recherche (ANR).

[Bouejla et al., WISG, 2012] présente le contex@aggal de la piraterie maritime et
la dangerosité des attaques avec une étude compadas dispositifs de prévention
actuels. Ensuite, I'article détaille le systemebglode management du risque de piraterie
face a des champs pétroliers prenant en compte tauthaine de traitement depuis la
détection d’'une menace potentielle jusqu’'a la n@seceuvre de la réaction. Enfin, un
« premier » modele (a caractéere exploratoire) Isasdes réseaux bayeésiens est décrit.
Des résultats d’attaques en présentant plusiednsados d’attaques sont explicités et
modélisés. Les résultats sont présentés mais pastés.

1.2.2. Informatique des organisations et Systéemes
d’'Information et de Décision (INFORSID 2012):
30°™¢ édition (29 au 31 mai 2012)

Cette conférence est organisée par Espacé:Déwnm’ et Teti§. La conférence
porte principalement sur l'ingénierie et la gouaroe des systemes d’information.
L'article présenté [Bouejal et al., INFORSID, 20Epermis d’avancer la formalisation
d’'un réseau bayésien a partir des données (acquesetatamining). Le modele proposé
a éeté présenté comme un prototype de systeme dialdelécision visant a répondre a

des situations d’'urgence.

® http://www.espace.ird.fr/
" http://www.lirmm.fr/
8 http://tetis.teledetection. fr/index.php/en/
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1.2.3. Lambda Mu 18 (Amul8 2012): Maitrise des
risques et silreté de fonctionnement (16 au 18
octobre 2012)

La conférence de maitrise des risques et sOretldrddionnement est en France
parmi les meilleures conférences dans le domainia geévention des risques. Elle est
organisée par I'Institut pour la maitrise des reg(IMdR). Les communications faites
lors de la conférence féderent des résultats indisset académiques. Larticle [Bouejla
et al., Lambda mu, 2012] présenté a cette conféresicune version plus abouti que celui
présenté a WISG 2012. Lors de cette conférences @wons obtenu le prix de la

meilleure communication (Figure 1-1).

Figure 1-1 : Lambda mu d’or (26 octobre 2012)

1.2.4. Lambda mu 19 (Amul9 2014): Congres de
maitrise des risques et slireté de
fonctionnement (20 au 23 octobre 2014)

L'article [Bouejla et al., Lambda mu, 2014] présenh prototype de réseau bayésien
dit « dynamique ». Cet article reprend les limpésées lors de l'article présenté dans la

méme conférence en date de 2012.

La conférence Lambda mu 2014 est spécialemenegrraliec le sujet de cette thése
puisque son intitulé est « Décider dans un monderiain : enjeu majeur de la maitrise

des risques ».

® http://www.imdr.fr/
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1.3. Les conférences internationales a comité de

lecture

La plupart des conférences internationales retesomfsinscrites dans la thématique

« gestion des risques ».

1.3.1. Technologies d’information pour le secteur
maritime (Information Technologies for the
Maritime Sectors ITEMS 2012) : Premier atelier
international (15 avril 2012)

Cette conférence a permis de mettre en avant lexdengénéral de la thése, celui de
la piraterie maritime, et ses enjeux pour le seatearitime [Chaze et al., ITEMS, 2012].
Plusieurs scénarios d’attaques ont conduit a déerolefficacité de la planification des
réactions proposées afin de supprimer l'attaques seguer la vie de I'équipage et

I'activité de production.

1.3.2. Journée Francophones sur les Réseaux
Bayésiens (JFRB 2012): 6°™ édition (11 au
13 mai 2012)

Cette conférence a été l'occasion de présenter é&ail d’approche bayésienne
retenue dans les travaux de théses et le logitikdéupour la conception du réseau
bayésien (BayesiaLal). Par rapport aux thématiques de la conférendee pooposition
s’est inscrite comme une application pré-opératierdes réseaux bayésiens [Bouejla et
al., JFRB, 2012]. Nous avons obtenu lors de cettdécence, le prix du meilleur poster
(Figure 1-2).

19 http://www.bayesia.com/
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Figure 1-2 : Prix meilleur poster

1.3.3. Systéme de l'ingénierie des systemes (System
of Systems Engineering 2012) : 7°™ conférence
internationale (16 au 19 juillet 2012)

Par rapport aux autres publications, l'article [@haet al., SOSE, 2012] présenté
dans cette conférence met I'accent sur le prototygeeloppé pour le traitement des
rapports d’alerte et la génération des rapportpldeification des réactions contre une
menace potentielle. Le réseau bayésien est présemtme une boite noire intégrée au

sein d’'un systeme plus global de gestion du risque.

1.3.4. Analyse des Risques (Risk Analysis 2012) : 8°™
conférence internationale sur I'analyse et
I'atténuation des risques (19 au 21 septembre
2012)

Cette conférence a été l'occasion de préciser lecamt de vulnérabilité des
plateformes pétrolieres face a la piraterie magtiBouejla et al., Risk Analysis, 2012].
L'aspect management des différents équipements rdeegbion disponibles sur les

champs pétroliers et I'interaction entre eux a'é@tédes points développé dans l'article.
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1.4. Les revues internationales a comité de lecture

Les multiples communications faites dans les cemiges a comité de lecture ont
contribué a rassembler, organiser et améliorer iodher matériau qui a permis de
s’engager pleinement dans un processus de pubhesati’articles dans des revues

unanimement reconnues.

Quatre articles ont été soumis. Deux ont été psibké deux sont en cours

d’évaluation (Table 1-1).

Nom de la Rédacteur | Impact | Titre de I'article Liste des | Date de Date de
revue en chef factor auteurs | publication soumission
Radio Science | Paul 1,45 Causal Amal Juin 2013 Janvier 2018
Bulletin Lagasse Probabilistic Bouejla,
Modeling with Xavier
Bayesian Networks Chaze,
to Combat the Risk Franck
of Piracy against | Guarnieri
Offshore Oil et Aldo
Platforms Napoli
Safety Science | Jean Luc | 1,672 A Bayesian Amal 1°" septembre| 28 janvier
Wybo network to manage Bouejla, | 2014 2013
risks of maritime | Xavier
piracy against Chaze,
offshore oil fields. | Franck
Guarnieri
et Aldo
Napoli
International | Sujeet 0,652 | Contribution of Amal 1 juillet
Journal of Shenoi dynamic Bayesian| Bouejla 2014
Critical networks to the et Franck
Infrastructure protection of Guarnieri
Protection critical
infrastructure:
offshore oil
platforms
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Ocean Atilla 1,615 A coupled Static | Amal 11 juin 2014

Engineering Incecik et and Dynamic Bouejla
Matthew Bayesian Network | et Franck
Collette able to respond to | Guarnieri

Maritime Piracy
against Offshore
Oil Fields

Table 1-1 : Présentation des articles publiés @nso

1.4.1. The Radio Science Bulletin

Chaze X, Bouejla A, Guarnieri F et Napoli A., (2p1Gausal Probabilistic Modelinlg
with Bayesian Networks to Combat the Risk of Piragainst Offshore Oil Platform

U

The Radio Science Bulletinolume 345, Disaster Management special issue2pi34,
June 2013.

http://www.ursi.org/en/publications_rsb.asp

1.4.1.1. Présentation et ambition de la revue

La revue publie des articles scientifiques couviast domaines d'intérét des dix
commissions scientifiques de I'Union radio sciémqiié internationale (URSI). L'accent
est mis sur les contributions non spécialistessguit orientées vers la communauté de

sciences radio.

Le volume 345 de la revue propose un numeéro speal la gestion des
catastrophes. Dans ce numeéro, une section spéciake_e réle des sciences de la radio
dans la gestion des catastrophes » a été réalisest. dans le cadre de ce dernier que

notre article a été soumis et accepté pour puidicat
1.4.1.2. Pourquoi publier dans cette revue ?

Le facteur d’'impact de la revue est égal a 1,4%.ili@kce montre a la fois la quantité

d’articles publiés (113 articles en 2012) et leigibilité (3 245 citations). En plus la
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composition du comité de lecture renseigne suvaésurs et I'orientation de la revue qui

avait sollicité pour ce projet des experts de naogdial du domaine des risques.
1.4.1.3. Résumé de l'article

L'article est organisé en trois sections. La premieompte trois sous-sections. La
premiere détaille quelques données de référencke swjet de la piraterie en général et
sur celles liées a I'énergie en particulier. Laxdémne établit une typologie des menaces
et la troisieme dresse un état succinct des disfsosbntemporains d’alerte et de mise en
sécurité des installations pétrolieres. Ensuitddaxieme section est organisée en trois
sous-sections. La premiere énonce brievement dewinse opérationnels et des
contraintes inhérentes a la conception et au dgpeloent d’'un dispositif performant de
détection, d'alerte et de traitement d’'une menaeedeuxieme présente le concept de
réseau bayésien et I'outil logiciel utilisé. Enfia,troisiéme section détaille les modalités
de construction d'un réseau bayésien fondé sur deplage entre des données
guantitatives et des connaissances expertes. lmédersection est organisée en deux
sous-sections. La premiere décrit les scénariogusopour le test. La seconde décrit
l'intégration du réseau bayésien développé au dein systeme global de gestion de

I'alerte et de la réponse.
1.4.1.4. Les principales remarques des rapporteurs

Les rapporteurs ont unanimement apprécié l'artile.ont néanmoins demandé
d’étoffer la revue de littérature en s’appuyant des références aisément accessibles et
en limitant la citation de rapports techniques.

Cette remarque nous a permis de grandement améimire état de I'art initial.

1.4.2. Safety Science

Bouejla A, Chaze X, Guarnieri F et Napoli A., (2014 Bayesian network to
manage risks of maritime piracy against offshollefieids. Safety Scien¢é/olume 68,
pp. 222-230, Elsevier, 31 octobre 2014.

http://www.journals.elsevier.com/safety-science/
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1.4.2.1. Présentation et ambition de la revue

Safety Scienca été créée en 1991. Son facteur d'impact est @&dgb72 (selon

Thomson Reuters Journal Citation Reports 2014).

La revue sert de support international pour la eedte en science et en technologie
de la sécurité de I'homme et de I'industrie. Elietend de la sécurité des personnes au
travail a d'autres domaines, tels que les transpbénergie ou les infrastructures, ainsi

gue tous les autres domaines d'activités humaiegeadeuses.

Safety Sciencest multidisciplinaire. Ses collaborateurs et poiblic rassemblent
tout a la fois des chercheurs en sciences de Hiegé et des sciences humaines et
sociales. Elle recouvre de multiples thématiquésslipar exemple a : I'ingénierie de la
sécurité, les politiques et questions humainesgatnisationnelles; I'évaluation, la gestion
et la communication sur les risques; I'efficaciés dechniques de contrdle et de gestion
de la sécurité; la normalisation, la Iégislatiomspection, I'assurance, I'économie de la
prévention etc. Les communications portant surinésrfaces entre la technologie, les

hommes et les organisations sont aussi acceptées.
1.4.2.2. Pourquoi publier dans cette revue ?

Safety Sciencest parmi les revues de référence dans le dontin&analyse des

risques.

La publication de cet article a nécessité plusiphases de réécriture. Celles-ci sont
guidées par les échanges avec la revue. Les ésatsaint demandé des modifications
qui consistent en des réductions et des apponsédesion relatifs a certains éléments de
réflexion de la premiére version de l'article prege. Ces modifications ont permis
d’enrichir trés significativement la présentationla discussion des résultats de notre

recherche.

1.4.2.3. Résumé de l'article

L'article se compose de cing sections avec un@duiction qui décrit le contexte

général de la piraterie moderne alors queéT§ection décrit la piraterie a I'encontre des

39



champs pétroliers : les enjeux économiques etigudis, la violence des attaques, le
besoin urgent d’'un dispositif de protection effieat la description du systeme global de
détection, diagnostique et planification des ré@agicontre une menace potentielle. La
3*M section présente le couplage entre les connassamuantitatives et les

connaissances qualitatives pour la conception daaré bayésien. L'établissement des
scenarios d’attaque a permis de démontrer lestaésudu modele proposé. Enfin, la
conclusion montre le potentiel du prototype dévpéopvec la discussion des limites et
les perspectives possibles comme ['utilisation datologies afin d’enrichir la partie

détection et diagnostic et les réseaux bayésiemandigiues qui pourra intégrer la notion

temporelle dans le modéle proposé.

1.4.2.4. Les principales remarques des rapporteurs

Les rapporteurs ont souhaité des développemenssiplportants dans les parties

suivantes :

 La méthode de recherche

Nous avons détaillé la démarche de constructiomédeau bayésien. Celle-ci est
basée sur une construction automatique a partia dese de données de I'Organisation
maritime internationale (OMI) associée a des cawamices d’experts du domaine
maritimes avec lesquels nous avons pu collaborer.

« La validation des résultats

La description fine de différents scénarios d’atteg] avec en particulier 'adaptation
de la planification des réactions selon les paresaetpécifiques de la menace, a permis
de consolider les énoncés sur la validation duwpype développé.

» Ladiscussion des limites et la présentation desttues recherches

Les limites du modéle basé sur un réseau bayéstique ont été plus largement
discutées. Lidée du couplage entre réseau bayésiatique et réseau bayésien
dynamique a été avancée et développée comme pirspde recherche ainsi que le
recours au concept d’ontologie.

* Une revue de littérature plus large

La revue de littérature a été complétée sans pdangprétendre a I'exhaustivité.
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1.4.3. International Journal of Critical Infrastructure

Protection

Bouejla A et Guarnieri F., (2014). Contributiondyinamic Bayesian networks to the
protection of critical infrastructure: offshore gilatforms. International Journal of

Critical Infrastructure Protectionsoumis le 1 juillet 2014.

http://www.journals.elsevier.com/international-joat-of-critical-infrastructure-

protection/

1.4.3.1. Présentation et ambition de la revue

La revue a été lancé en 2008, avec pour objedtitcipal de publier des articles
scientifiques de la plus haute qualité dans tows demaines de la protection des
infrastructures critiques. Plus précisément, leiclas qui présentent la science, la
technologie, le droit et la politique et qui viseélaborer des solutions sophistiquées et
pratigues pour la sécurisation des actifs dansdi#érents secteurs d'infrastructures
critiques intéressent cette revue. Ces secteunfsasiructures essentielles comprennent :
les technologies de l'information, des téléecommatioos, de I'énergie, de la banque et de
la finance, les systémes de transport, les prodhitaiques, I'industrie de I'agriculture et
de l'alimentation, le secteur de la défense, dataé publique, les monuments nationaux,
I'eau potable et des systemes de traitement de les établissements commerciaux, les
barrages, les services d'urgence, des réacteul&aitas, des matériaux et des déchets,

les services postaux et des installations gouveenéates...

1.4.3.2. Pourquoi publier dans cette revue ?

Le concept d'infrastructure critique est en plessa@ et de nombreux thémes de la revue

se rapprochent significativement de nos travaux :

* L’analyse des défis de sécurité.
* L’identification des techniques de sécurité quiysni étre appliquées a la

protection des infrastructures critiques.
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» L’élucidation des dépendances et les interdépermsaguai existent entre les
secteurs et les technologies pour atténuer lestseffiévastateurs des
deéfaillances.

e« La création de solutions sophistiquées, mais ojpéralles pour la
protection des infrastructures essentielles quiliqupnt des techniques
mathématiques, scientifiques et techniques, deshadés de sciences
économiques et sociales, et / ou des construcjpisitiques et de politiqgue
publique.

1.4.3.3. Résumé de l'article

L'article soumis a cette revue est composé de gusatrtions : la premiére présente la
vulnérabilité des infrastructures pétrolieres fada multitude des menaces et incidents et
qui peuvent générer des dégats importants. Ensogeleuxiéme section démontre que le
risque de piraterie a I'encontre de ces infrastmgést présente une menace a prendre aux
sérieux. La troisieme section décrit les bénéfidesl'usage des réseaux bayésiens
dynamiques pour lutter contre ce risque majeur.sDaatte section, le choix des réseaux
bayeésiens a été justifié avec la présentation delature du réseau et la prise en compte
de lindice temporel dans le modele proposé. litataéressant de tester le réseau
bayésien élaboré en jouant différents scénaridtadiae. L'étude de ces scénarios permet
ainsi d’apprécier d’'une part l'efficacité du protpé proposé a planifier des réponses
adaptées a chaque attaque et d’autre part de déeanted apports a coupler un réseau

bayésien « statique » a un réseau bayésien « dgnami

1.4.4. Ocean Engineering

Bouejla A et Guarnieri F., (2014). A coupled Statitd Dynamic Bayesian Network
able to respond to Maritime Piracy against Offsh@ié Fields. Ocean Engineering

soumis le 11 juin 2014.

http://www.journals.elsevier.com/ocean-engineering/
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1.4.4.1. Présentation et ambition de la revue

Ocean Engineerindpurnit un support pour la publication de travalexrecherche et
de développement dans le domaine maritime. Pagrddeteurs couverts par cette revue :
I'ingénierie offshore, I'architecture navale, lacaéique marine, la sécurité et la fiabilite,
les matériaux, les pipelines et canalisations e&ls, I’hnydrodynamique, la technologie

sous-marine, la géotechnique, I'ingénierie des &iods, etc.
1.4.4.2. Pourquoi publier dans cette revue ?

Nous avons choisi de publier nos travaux dans cetteue, car elle est en liaison
évidentes avec nos axes de recherche : les systBim@smation, I'analyse des risques,
la protection des infrastructures offshore et etdirdomaine maritime. Cette revue est
présentée comme parmi les revues de référencel’ oheg@nierie maritime. L'évaluation

de nos travaux par des experts maritimes nous estreppparue plus que pertinente.
1.4.4.3. Résumé de l'article

Cet article décrit un prototype d'outil d’aide a decision pour lutter contre la
piraterie maritime. Deux types de réseaux bayésidm « statique », l'autre
« dynamique » ont été retenus afin de concevomadele graphique d’aide a la décision
dans un univers incertain. La construction de qee tge réseaux bayeésiens, outre la
comparaison dans les apports respectifs et compl@mes de chacun, permet
d’incorporer au sein de bases de connaissanceslistebutions de probabilités utiles
pour la prédiction du futur en tenant compte dusgad’article a donc pour but de
détailler la démarche méthodologique qui a permsisancevoir un prototype visant a
diagnostiquer le risque et a planifier les contessares a appliquer contre les attaques de
piraterie a I'encontre d’une plateforme pétroli@m mer. Le prototype accompagne la
prise de décision en tenant compte de l'influenedéaddécision prise au temps T — 1 sur
la décision a prendre au temps T.
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1.5. Conclusion

Soumettre un article n’est pas toujours couronngudees. Il n’existe pas de formule
garantissant la réussite d'un projet de publicatiorais il est possible d’accroitre
significativement ses « chances de réussite » eocédant avec méthode. La prise en
compte des remarques des comités de rédactionanpesmis d’améliorer sensiblement

le fond et souvent la forme de nos différents psojearticle.

Ecrire un article conduit également a réduire &siémtiel la partie consacrée a la
présentation des résultats figurant dans la pdeiehése concernée de méme que les
paragraphes de présentation des résultats de yamnauantitative. Ainsi, écrire des
projets d’article permet d’apporter tres significatnent des améliorations au contenu de

chaque article.

Notre projet de publications nous a permis d’'une ga présenter nos travaux a des
chercheurs et experts des différentes domainesasori avec la thése et d’autre part
d’avoir des avis et des conseils critiques surriabl@matique, la méthodologie et les
résultats obtenus. Ceci nous a évidemment aidé |@amslioration du travail et dans la

rédaction des articles.
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Chapitre 2 : Article 1 :
Modélisation causale
probabiliste a I'aide des
réseaux bayésiens pour
prévenir le risque de
piraterie a I'encontre des
plateformes pétrolieres en

mer
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2.1. Présentation de l'article

L'article a été publié en juin 2013 dans la reRexlio Science Bulletirl décrit en

détails le contexte général, le modéle proposé diskcussion des résultats obtenus.
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2.2. Version anglaise de l'article

Causal Probabilistic Modeling

with Bayesian Networks to Savier Chaze
Combat the Risk of Piracy Franck Guarer
Against Offshore Oil Platforms o

Abstract

Pirate attacks against offshore oil platforms areltiplying. To reduce the
vulnerability of this critical, highly strategic firastructure operators are actively
investigating potential new information and comnmation technologies. Among the
available options, techniques from Artificial Idigénce and particularly Bayesian
networks offer promising avenues for research. Huigle describes the development
and assessment of a prototype Bayesian networlyroesito assess the risk of attack

against offshore oil platforms.

Keywords

Bayesian networks, piracy, offshore oil platforriiseat, protection, quantitative and

qualitative knowledge.

1. Introduction

More than seven thousand oil rigs are scatteredsacthe world’s oceans. These
high-tech facilities offer a range of facilities @atract, process, and temporarily store oil.
Vessels that transport oil between the place ofigebon and consumption form another
essential part of the operation.

Modern maritime piracy is undoubtedly a major thiteathe security of both energy
production sites and maritime oil transport. ltclear that current monitoring methods
have major weaknesses, in terms of threat deteaiwh particularly the defensive
procedures to be implemented in response to atthfbes is demonstrated by the fact
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that in 2011, 552 attacks were registered with liternational Maritime Buredd
compared to 487 attacks in 2010. It is clear thagféective and efficient system that can
guarantee the safety of all facilities and stakeééxs (operators, subcontractors, etc.)

involved in the exploitation of oil fields is neatle

There are two aspects to data and domain knowledgantitative (databases
containing information about the operating condisi@f oil fields and particularly acts of
piracy), and qualitative (the expertise and expegs of operators and stakeholders who

organize prevention and the response to attacks).

An approach that couples both quantitative and igie aspects of data seems
particularly useful. Methods and models from Adidil Intelligence have repeatedly
demonstrated the benefits of such an undertakingileBly, Bayesian networks have
been mobilised — as much for their ability to fohm@knowledge resulting from various
worlds — as for predictive reasoning capabilitiest tan provide decision support.

This article is organized into three sections.iistfoutlines the current situation
related to acts of piracy against energy infrastmec We then introduce the concept of
Bayesian networks. In this section we focus ondéeelopment of a methodology that
led to the construction of a Bayesian network basetvo data sources (the Piracy and
Armed Robbery database of the International Magti@rganization and the collection
and formalization of expert knowledge). The lasttiom presents and discusses our
results obtained through simulations of comprehensand realistic pirate attack

scenarios.

2.“Energy” piracy at sea

This part is organized into three sections. Thst faection outlines some baseline
data concerning piracy in general and the energyosan particular. The second
establishes a typology of threats, and the thimvides a short summary of the tools
currently available for alerting and securing astallations.

Y http://www.icc-ccs.org/home/imb

50



2.1 Piracy facts and figures and attacks on energy
installations

On average, 5.9 vessels are attacked per 1,0@0nr@ae [Brown, 2006]. In 2007, a
pirate attack was reported on average every 31shéuthe early 1980s the international
community responded by setting up a regulatory éaork (the United Nations
Convention on the Law of the Sea [United Natior®82]). This defines “piracy” and the
ways in which states and vessels can protect tHeessand if necessary respond to
attacks. In the 1990s the number of attacks inerkasnsiderably, and the International
Maritime Organizatiotf (IMO) under the aegis of the United Nations wasdena
responsible for creating a database of incidents @oviding monthly, quarterly and
annual reports [IMO, 2008]. The IMO produced itstfireport in 1998 and so far nearly
4,000 attacks have been documented. Figure 2-kusmanary of attacks in the ten-year

period up to September 2008.
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Figure 2-1 : Global maritime pirate attacks, Japd#®97 - September 2008. Total attacks: 3,566 (&our
IMO database)

The IMO estimates that the costs (losses) are 18 billion dollars per year in the
Pacific region [Ryan, 2006]. Other sources suggesam of 16 billion dollars [Burnett,
2002], [Dillon, 2000]. Losses include direct costgeh as the theft of ships and goods, but
also indirect costs due to the act of piracy (deldygher insurance premiums, etc.). The
human cost is also very high. In 2006, 15 sailoesevkilled, 188 were taken hostage and
77 were kidnapped and released in exchange fonsoma Since 1995, more than 350

sailors have lost their lives.

Attacks on vessels carrying energy products reptesesignificant percentage of
incidents. In 2006, they averaged about 12% otkitand reached more than 24% in
2007 (Figure 2-2). Most of these attacks aim t@lste asset. They take place either

2 http://www.imo.org
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while the vessel is still in port or with the hepsmall, very fast boats. The number of
hijackings, hostage-taking and ransom demands abeeincreased sharply. In August
2003, the Malaysian tanker Penrider was seizedewdfil the coast of Indonesia and a

100,000 dollar ransom was demanded.
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Figure 2-2 :Percentage of attacks on energy veskaisiary 2001 — September 2008 (Source: IMO
database)

A clear target for pirates is vessels that areckétd for the goods they are
transporting. In 1998, the Petro Ranger was atthakdside the territorial waters of
Singapore. It was carrying nearly 12,000 tons afgbeum products. Pirates went to the
lengths of renaming the ship Wilby and assigning Honduran flag. The Petro Ranger

became, for a time, a ghost ship [Nincic, 2009].

As Figure 2-3 shows, the vast majority of attaclailast vessels carrying energy
products concerns tankers transporting oil anddigas. About 3% (4,000 vessels) of the
total tanker fleet (120,000 vessels) is energy eéemkin 2007, pirates started to take an
interest in mobile oil platforms and liquid gasreans, with some success. Two platforms
were attacked in 2007, one in Indonesia and theraifi Singapore. Three fixed drilling
platforms were also attacked, two in Nigeria (inithg a kidnapping and a ransom
demand) and one in India. These events show thatiepiare able to tackle any type of
target.
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Figure 2-3 :Number of attacks by vessel type 20008 Source: IMO database)

Figure 2-4 shows that most pirate attacks are carated in Indonesia and the
Malacca Straits. In 2007, Nigeria suddenly emergeé dangerous area particularly for
vessels transporting energy products, which aceoumbr 29% of attacks, although
Indonesia still led the field with over 35% of afta. However, in 2008, Somali pirates
increased their response capacity beyond 200 @hutites. Consequently, in 2008, more
attacks occurred in Nigeria and Somalia than imihedia and the Malacca Straits. By the
end of 2008, the IMO had recorded more than 6@ledta

2001 2002 2003 2004 2005 2006 2007 2006

O Restof World @ Somalia/iden @ Nigeria M Indonesia/Malaca

Figure 2-4 :Number of pirate attacks by country RE#D08. Source: IMO database
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2.2 Typology of threats against oil platforms

[Jenkins, 1988] established the first typology lofeits to oil platforms based on

feedback from reports. He identified:

The bomb scare: this aims to disrupt operationddoging an evacuation and
generating an expensive and extensive search ar twdend the alarm, which is
usually false. However, Jenkins includes casesavhegeal bomb has been placed
either by platform personnel or by underwater diver

Floating mines: remnants of the Second World Wy fpose a very low level of
risk.

Sabotage: mainly by installation personnel or té&stmrganizations.

Boarding (or collision) by a non-governmental orgation: usually to bring to
the public’s attention an environmental cause.

The destructive attack: a terrorist attack by agileeor regular army.
Hostage-taking: this hypothesis was formulated dnykihs based on the example
of planes and trains. At the time the typology watablished (1988), he had no
feedback about it and estimated the risk to be besause of the resources that
would have to be deployed and the difficulty ofegsing an offshore platform.
“Kamikaze” ships or an aircraft (piloted or not).

Attacks against platform personnel: although thisimilar to hostage-taking, here
it relates to intercepting personnel before thespa®e their duties.

Acts of piracy against offshore oil installationsvie increased considerably since
1988. In 2008, [Kashubsky, 2008] conducted a vestaited study of Nigeria.
Here we have selected a few significant eventiustrations:

On 12 June 2005 an armed group boarded the JaméR@O (floating
production, storage and offloading unit) and tosknbstages. They were released
following the payment of a ransom three days later.

On 11 January 2006 a Shell platform was attacketlfanr people were taken
hostage from the maintenance vessel anchored fadtferm.

On 15 January 2006 a very violent attack agair&hell facility resulted in a fire,
extensive damage and 17 deaths.

On 18 February 2006 a speedboat attacked an atgtalland nine personnel were

wounded.
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e On 2 October 2006 Shell barges were attacked. Thotdiers were Kkilled
protecting the facility.

* On 1 April 2007 an installation suffered a duahekt The maintenance ship was
diverted by pirates who were then able to comegduie.

* On 19 April 2007 a security vessel was attackee;pinates managed to strip it of
its own weapons.

 On 3 May 2007 the FPSO Mystras was attacked; taekars used the anchor
chain to board. Eight employees were kidnapped.

e On 21 October 2007 a large armed group simultamgoattacked two
maintenance ships.

e On 19 June 2008 the FPSO Bonga was attacked an@geam production
stopped, and losses were estimated at more thg@@DBarrels of oil per day.

e On 14 September 2008 platforms belonging to Shell &€hevron were
simultaneously attacked.

* On 16 September 2008 eight speedboats loaded wndntte and hand grenades
attacked the Shell (Orubiri) pumping station cag®rtensive damage.

* Etc.

These events highlight the extent of the humaner@tand economic damage. They
also highlight the forms of criminal action andastégies used by pirates: surprise,

extreme mobility, rapid action, the small numbeass$ailants and the weapons they use.

2.3 Protection of installations and shipping

Military authorities consider it impossible to peot all of the world’s merchant fleet.
It is the same for ships carrying energy produtlte IMO has therefore issued a set of
recommendations for ship-owners and crews aimeehsatiring the safety of persons,
property and equipment. The IMO does not recomnaenmdng ships and oil platforms in
order to avoid violent confrontations. This is espky relevant given that pirates are
particularly well-armed (with automatic rifles, geales, etc.) and seem to favour
hostage-taking and ransoms. This leads to hopeéhtdstages will be well-treated and the

rejection of a policy of armed and violent respaiseattacks.

55



Merchant ships have two ways to respond to anlatthey can either seek to avoid
it by changing routes and/or increasing ship sécurhe first option is not possible for
oil platforms that are anchored to the sea bed.tir@mn, detection and warning systems

are essential.

The IMO has issued a series of recommendationsritiaide:

* Increased and permanent vigilance.

* Increased use of detection technologies (radagried, searchlights, etc.).
» Installation of audible alarms, illuminating suspics vessels.

e Etc.

Despite these recommendations, some owners andtopehave resorted to security
companies. Most use non-lethal means to repelkattéic November 2008, in the Gulf of
Aden a security team defeated heavily armed pitadex) water cannon combined with a

noise repulsion device.

Table 2-1 provides an overview of the defensivéoastimplemented in Somalia in
2008 to prevent pirate attacks. The final columdidates whether the measure can be
applied to offshore oil platforms.

Action taken by vessel Number of vessels taking| Applicable to offshore
action platforms?
Raised alarm 21 Yes
Took evasive manoeuvres 28 No
Increase speed 16 No
Crew mustered 8 Yes
SASS activated 2 Yes
Coalition warship 12 Yes
advised/responded
Fire hoses activated 6 Yes
Sent distress signall 1 Yes
Fired flares 1 No
Sounded ship’s whistle 1 Yes

Table 2-1 : Actions taken by ships to protect theliress against attack in Somalia January — September

2008. Number of attacks: 67 (Source: IMO Database).

The United States Department of Homeland Securdg produced a set of

recommendations for the protection of vessels. dbeument, entitled “Port Security

Advisory (2-09) (REV 1)” advocates the followingsp®nses to an attack:

* Activate the alert system (in conjunction with theited States Coast Guard).

* Make a mayday call on the VHF channel.

* Inform local authorities.
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* Inform the management of the operating company.

* Deploy the anti-aggression plan.

» Ensure that the AIS (Automatic Identification Sysj)as operational.

» Send a distress message via systems such as Ith@arsa

» Prepare to move to the refuge area.

* Begin escape manoeuvres aimed at outrunning thekatss or enabling external
intervention (for ships).

» Use non-lethal means aimed at stopping the intnuaia repelling the attackers.

* Owners and operators are asked to notify the at@ult suspected attacks) to the

United States’ authorities.

It is clear that the proposed methods and solutwasimple, limited, and to say the
least, rustic. New technologies should be ablemprove on these current prevention

systems.

3.The contribution of Bayesian networks to
reducing the vulnerability of offshore oil
installations
This second part is organized into three sectidiee first briefly outlines the
operational requirements and constraints inhenertheé design and development of a
high-performance detection, alert and threat pngssystem. The second introduces
the concept of the Bayesian network and the soéivaol used in development of the
system. Finally, the third section describes howdostruct a Bayesian network based on

both quantitative data and expert knowledge.

3.1 Operational requirements and technical issues

To date, there is no technological solution on iierket that manages the entire
processing chain of a threat. The main system®gtiyravailable manage the detection
and the response to a threat independently. Ametection tools, radar-based systems

(pulses®) are able to locate large or medium-sized mobisesels but they perform

13 Radar emits microwave pulses towards the tardets@ signals are then reflected and intercepteteby
radar receiver that also collects an electric digated the “echo”.
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poorly in the detection of small craft (such asifig boats, motor boats, etc.), in rough
seas and moreover, are relatively slow to analysil@ geographical area [Morel and al.,
2011]. There are also optronic surveillance systémhbich, despite their strengths in the
long-range detection of small targets remain happed by problems of solar reflection
on the sea surface and have proved to be verytisentsi weather conditions [Giraud and
al., 2011]. As for counter-attack systems (wateselso noise guns, etc.), they are often

inappropriate or misused.

In terms of threat response, oil platforms thattaeevictim of an attack are able to
broadcast warnings to security vessels deployedhe area, but their diffusion is
geographically very restricted. Moreover, everhé security vessel is notified, its ability

to intervene remains uncertain, particularly isitemote from the location of the attack.

The goals of our research are therefore limited.aMe, taking into account work
undertaken so far, to improve the ability of artafiation to detect a threat, raise the alert
and secure the installation if the threat is vedfiThere are many constraints inherent in
this problem. The first challenge is a direct causnce of the large number of attack
parameters. These include input and output systaranpeters related to the target
(platform or mobile vessel), the danger (type,iaaltty, vulnerability, on-board security
facilities, etc.), the threat (vessel used by tttacliers, its speed, weapons, etc.) and the
environment (time of day, visibility, sea state;.ptThe second challenge is that these
parameters may interact. For example, whetherrélesant to request the intervention of
the security vessel depends in particular on the tieeded for it to reach the installation
under attack, and the weaponry and speed of teatthfherefore a second constraint lies

in the management of the many interdependent oakstips between system variables.

A further constraint is the need to take into actdbe uncertainty of threat data. The
alert report not only contains aggregated data frbetection instruments such as
FMCW?"® radar (the type of vessel detected, number of gamus, potential weapons,
etc.), but also mathematical calculations basedyosramic variables (distance between
the target and the attacker, time before they hte @ board the platform, etc.). This
necessarily leads to the question of how to maeages and false alarms. For example,

! These systems bring together optics and elecsofiiisey usually consist of an optical sensor, aagien
processing system and a display or data recorgisig .

' Frequency Modulated Continuous Wave.
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despite the improved performance of radar, the rin&dion it provides becomes
increasingly unreliable as the distance to the athnecreases, and the sea state

deteriorates.

These constraints suggest the design and develaprh@ndecision support system
based on graph theory [Harris, 2011] that is ablednslate and exploit (by means of a
graph) a large number of variables, their depengeelationships, impacts, etc. When
the uncertainty inherent in the data is taken atioount, the need to find a solution that is
based on probability theory and probabilistic cktians is clear. We therefore propose a
model based on Bayesian networks. This tool shbeldible to automatically prepare
response plans tailored to the nature of the dedantrusion.

3.2 Bayesian networks and BayesialLab software

Depending on the application, the practical impletagon of a Bayesian network is
similar to that of other models: neural networkspert systems, decision trees, data
analysis (linear regression) models, fault trees lagical models. Naturally, the choice
of method depends on criteria such as ease ofamk the cost and time needed to
implement a solution. In addition to theoreticahsilerations, the following aspects of
Bayesian networks make them, in many cases, ar lobtbéce than other models [Becker
and Naim, 1999]:

* Knowledge acquisition. The ability to collect andenge different kinds of
knowledge in the same model: feedback (historicatrapirical data), expertise
(expressed as logical rules, equations, statisticsubjective probabilities) and
observations.

* Knowledge representation. The graphical representgrovided by a Bayesian
network is explicit, intuitive and understandablg B non-specialist. This
facilitates both the validation of the model, psssible extension and particularly
its use. A decision-maker is more likely to rely @amodel that they understand
and know how it works, than to trust a black box.

* Knowledge use. A Bayesian network is versatile:game model can be used to
assess, predict, diagnose, and optimize decisadingf which helps to recover its

initial development costs.
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* Quality of software. Nowadays there are varioustvemie tools available to
understand and process Bayesian networks. Theledfber functionality that is
more or less advanced: probabilistic learning, neay the structure of the
Bayesian network, the option to integrate contirgjoutility and decision

variables, etc.

A Bayesian network can both represent knowledgenaakk it possible to calculate
conditional probabilities. Widely used for diagrgmnedical or industrial) [Lee and Lee,
2006], they can capitalize and exploit knowledge ane particularly suitable for the

assessment of uncertainty [Hudson and al., 2008rtjn and al., 2009].

A Bayesian network BN is a directed acyclic grapdfirled by a set of nodes

corresponding to attributes H and By H*H  the set of arcs of the graph. A

P
conditional probability  distribution"”

0, - (o)

is that it uniquely defines the joint probabilitistitibution over H:

Als associated with each node, where

are the parents of node Ai. One of the propedfes Bayesian network

PHRB = I:ll PA ‘rl A (1)

An association rule R is a pattefr™= Y, where X and Y are itemssets such as

Y#gandX nY =¢ y denotes the left side of the rule and Y thétrigide. Let | be an
itemset. The support for | in database BD, denstgupBD (l) is the set of records (or

transactions) of BD that contain I.

Thus, given a database BD defined on a set obatés H and a Bayesian network

BN, we obtain the confidence of the associatiomrRif X =Y [Kalev and Dechter,
1999):

Conf,(X =Y)=PR,

I
0

- @

And from data estimates:
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xay
Confy, (X =Y)= su:u%ié X) )
D

3)

In our study, the Bayesian network is used to dgvel tailored, graduated and
progressive response to a threat. Database reaadishe knowledge of experts in the
maritime and oil domains are used to overcome thigali lack of knowledge and

feedback from the application domain.

BayesialLab software was used to construct the Bayestwork. This is a decision
support tool for modelling uncertain knowledge. dtovides analysis, diagnosis,
simulation, optimization and risk management funtsi and offers two methods to
develop a Bayesian network:

* Automatic “data mining” modelling. This module makié possible to collect and
merge various kinds of knowledge in the same m@elgl historical or empirical
data). The software provides several functionsdwostruct a Bayesian network
from an imported data source: definition of missamgl filtered values, definition
of an initial network, supervised learning, clustgr probabilistic structural
equations, integration of continuous, utility aretigion variables, etc.

» “Brainstorming” modelling. This enables the constion of a Bayesian network
based on expert knowledge. The benefit of this maslethe constructive
discussion between experts that makes it posobieodel situations that are rare
or have not yet occurred. The drawback is that exgrpowledge is often
incomplete, partially incorrect and subjective. Tdevelopment of a Bayesian
network through brainstorming involves three kegpst The initial step is to
clearly define objectives, prepare a list of dimens, and define the variables
related to each dimension (their type and statdshg into account the need to
minimize the number of states. Next, structural elloty consists of determining
cause and effect relationships and adding new blagahat simplify the network.

Finally, parametric modelling techniques are useelicit knowledge.

These two types of modelling are complementary arel used to construct a
Bayesian network based on data mining and expenwladge. The usefulness of the
graphical representation of a Bayesian networlery dependent on the number of nodes

that compose the network. The software offers tigordhms for automatic positioning:
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A dynamic algorithm suitable for arborescent or kig@onnected structures that
takes account of parental relations between ndldedprce of arcs and the weight
of nodes defined according to the number of childred parents of each node.

A genetic algorithm for processing more complexwoeks. This algorithm can
take into account the relationships between naihesforce of arcs, overlapping

nodes and the intersection of arcs with other ancknodes.

For the analysis of results, the software provides tools:

Arc analysis is provided by a comprehensive toat thighlights the force of arcs.

Arc thickness reflects the strength of the probsitil relationship it represents in
the associated probability law.

Target node analysis is a more localised tool. ahalysis focuses on a target
variable, which enables the user to see the anafuddta contibuted by each node
to the knowledge of the target node.

The target node state analysis tool makes it plessibvisualise, for each node,
two pieces of information related to its probaliidigelationship with the target

variable: the influence of the variable on a paltc state of the target variable,
and the information gain provided by the node te kmowledge of the target

state.

Causal analysis is a tool to remove the orientatibarcs whose orientation can

be inverted without changing the joint probabileayv.

In addition to these analysis tools the softwardenat possible to edit the report.

This HTML report provides a description of all obssl variables, probability
distributions, etc. The software can also prepasee@nd report focused on a global
analysis of all observations. The purpose of thort is to determine whether there are

contradictory findings or if they all point in tlsame direction.

3.3 Coupling of quantitative and qualitative knowledge

A key feature of our Bayesian network is that imines quantitative knowledge

from the IMO database and qualitative knowledgeuaed from experts in the maritime
domain.
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The first step was to construct a Bayesian netviin records related to attac
against vessels and offshore platforms, e the second step used expert knowledc

refine the results and add courmeasures.

Quantitative data was provided by the IMO’s Piracyl Armed Robbery databa
This is the only database in existence containgognds (dating back to 1994) of pir
attacks in the maritime environment. In July 20tLtdntained 5,502 records, and d
included: the name of the asset attacked, the nuoflgeople involved in the attack, t
type of weapons used, the measures taken by theicrerder to protect theselves, the

impact on the crew and the pirates,

The software automatically generated a Bayesianvarkt from this data an
suggested dependency relationships between the dasabase elements. It also off
various unsupervised learning methods. data segmentation algorithms or target r
characterization). We decided to use an associdiscovery algorithm as it generat
the most relevant mod

Figure 25 shows the Bayesian network built from the IMCOatbaise

Reported ?

Final state’s thres ai

Consequences for crew
Consequences for pirates

4 2]

f/ ,’1\\

search lignt | [ DSC Detress |

g

| MediumRange waterEquipments | ‘ Evasive manoeuvres ‘

%

{ Safe haven ‘

[ Safekeeping tools }

, . . 4
@ M‘\é aftfiiiates | A Type weapens.
ﬂM.@‘&. Paa V7
PSRN =
w1 X \'@‘4&
CI=—1e X
) v N

7

Branle-bas crew

Figure2-5 : The Bayesian network generated from IMO

Information such as longitude, latitude, name of Hsset attacked, etc. was

retained as these fields were not listed for athckis. The network contained arot
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twenty nodes related to the type of vessel attgckedlocation of the attack, the type of
weapons used by the pirates, their numbers, ete. rBhtionships between these

variables were identified through an automaticrigay process.

A classical statistical analysis of this data pded a first set of information. The
most interesting results included: most ships #natattacked are bulk carriers or tankers,
48% of attacks take place in international watdtge(to the absence of security controls),
and pirates benefit from attacking in numbers (G8%ttacks are carried out by teams of
five or more). As a result of this network, a cl@iture emerged of pirate tactics, their

weapons and particularly the number of people vedl

In the example that follows, specific threat nodearacteristics were set in order to
identify counter-measures used by the crew of ttecled target. Figure 2-6 illustrates
the selected hypothesis:

» The asset under attack: a tanker.
» The location of the accident: international waters.
* Type of attackers: thieves.

* Type of weapon: gun.

In this example, the Bayesian network indicates ths in most cases) the assailants
fired shots at the target and that the crew, toéggtadhemselves from this danger, applied

evasive manoeuvres and used water hoses on thkesa

This analysis of the IMO database made it possdldentify the main actions taken
by most entities when attacked, namely: initiataséve manoeuvres, activate the SSAS
alert system, contact the security vessel, setwetew, activate searchlights, etc. The
network created from the IMO database also magessible to determine the principal
tools and methods used by the crew of attacketiesnto protect themselves, to evaluate

the effectiveness of these tools and to defingtbbability of certain types of attacks.
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"Ship Type™ “Type weapons"”

“Gun :
“Guns & ladd..
"Guns & rock..

“Number of boat pirate”

“Mumber of pirates™ 0,00% | “Faise"

‘ "SSAS activate”

28,42% “Faise”
71.58% “True™
’ "Evasive manasuvres”

42,20% "False”
57.80% “True”

“MediumRange waterEquipements' "

49,44% “Faise”
50,56% “True”

Figure 2-6 : Attack scenario against a tanker

This Bayesian network, through its states and dmmdil probabilities provided a
formal framework into which maritime domain expentsre able to add their knowledge
in order to build a second Bayesian network.

The second step of the methodology consisted of ahalysis of information
extracted from the IMO Bayesian network by maritimed oil experts. The IMO
database primarily contains information relate@ttacks on shipping. Experts were able
to contribute knowledge that made it possible éams¢pose the results to oil fields: nodes
and arcs were added to make the model as veraatpessible. Although each Bayesian
network is unique for the two broad categoriesanfét (shipping or oil platforms), the
input variables are the same regardless of therenatuthe target (type of ship, threat,
kinematics, etc.). However, the counter-measuresmenended by the network are
tailored to the type of target (for example evasivanoeuvres are not proposed for an

offshore platform).

This new Bayesian network, tailored to the constsaand conditions found on oill
platforms was developed as a result of numeroumdioaming sessions during which
maritime and security experts shared their expeegrand discussed network states and
probabilities [Chaze and al., 2012].
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The complementarity of the IMO data and the knogedf maritime and offshol
security experts made it possible to generate aoresp planning network. Tt

architecture consists of four modules and five-modules (Figure 2-7).

Basic parameters

|

‘ Aggravating factors ‘

and Constraints
\ Countermeasures
|
[ I I I ]
Deterrence and Repulsion, anti- Ensuring the safety

low-impact boarding and and security of the
repulsion neutralization facility

Communication
and distress calls

Procedure
management

Figure2-7 : Structure of the Bayesian network

The scpe of each of these modules is directly relatedth® meaning of it
constituent nodes. The classification includes dpsrameters, the overall danger le
of the situation, aggravating factors and constsaicommunication nodes, those rele
to requests for help and coun-measures, given in Table 2-2.
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Basic parameters

Static or dynamic physical data that charactehisdlireat and the target. They can be the direct

result of the alert report, or are derived froneimediate calculations. They constitute the

minimum level of modelling that is sufficiently @eted to give a full understanding of the threat /

target in the response scenario.

The overall danger level of the situation

Calculated from basic parameters, this level rafiges 1 to 4 (maximum overall danger level)
and changes in real time in response to the Situéti order to plan appropriate counter-
measures.

Aggravating factors and constraints

Aggravating factors make it possible to take iptGonstraints are represented by parameters

account the potential deterioration of the situatiaghat can influence the effectiveness of
and therefore to anticipate alternative plans (ag&hresponse. They are directly related to
environmental factors: visibility and time of day). | ease of use of counter-measures (suc

the immediate availability of an operat

he
the
h as
or

or whether the device can be operated

remotely).

Counter-measures

These are defensive measures that are implemeytibe barget under attacked in order to
protect itself against an identified threat andidomalize the situation as soon as possible.
Counter-measures are the physical manifestatitimeofesponse plan and are increasingly

forceful depending on the nature of the threatadete

Communication and Low-level repulsion Repulsion, anti- Prodedure
the request for help measures boarding and management
neutralisation
measures
Objectives: Objectives: Obijectives: Objectives:
- Alert relevant - Advise the attackers | — Slow down the - If there is a
personnel. that the target knows progress of the attack tq security alert,

- Warn, at various levelg
of intervention, maritime
security actors (security

their intentions and is
able to respond.
Small-scale repulsion is

give the crew enough
time to prepare other
security measures.

sound action
stations and
gather crew at

vessels, coastal the ability of the target | - Slow down or pre-defined
countries). to repel the attackers neutralise the attackers| assembly
This enables using low-level methodg These active counter- | points.
installations and and (searchlights, fire hoses, measures have a high | - Secure the
vessels in the oil field to] sound guns). impact and rely on installation
anticipate their response equipment that can (activate the
plan and find out if repulse an attack from g citadel, stop
outside intervention is distance while production,
possible. remaining within the secure access
framework of non-lethal| to sensitive
self-defense. areas, etc.).

In this Bayesian network each module or sub-modatesists of one or more nodes
that receive and /or transmit causal relationstopsther nodes. Each node is composed
of a matrix of conditional probabilities that islaslated taking into account the various

interactions with other nodes and the actual nedhat the node itself represents. For

Table 2-2 : Bayesian network modules
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example, the probability distribution of activatisgarchlights (“Activate Search Light”)
is directly subject to interactions with visibilitime of day and technical constraints

such as availability and remote control.

The probabilities of base nodes were standardised edlements characterising a
specific attack were not included. The initial pabbity distribution for activation of the
sonic cannon (“Activate LRAD”) is therefore distuted as follows: stand-by; 99.51%:
Activate LRAD Loudspeaker; 0.27%: Activate LRAD SokVeapon; 0.22%.

In the next section we assess the relevance oBayesian network using a set of

attack scenarios.

4. Attack scenarios and discussion

This last part is organized into two sections. Tig describes the test scenarios.
The second describes the integration of the Bayewmawvork into a global system for the

management of alerts and responses, namely SARGOS.

4.1 Attack scenarios: case studies

Several scenarios were developed to test the yalofitthe Bayesian network to
prepare real-time response plans tailored to actstantrusion. These scenarios were

developed in collaboration with experts (Table 2-3)

Threat type Target type | Context | Distance| Time Time for Danger
target/ | target/ | the security | level
threat threat ship to react

Unknown FPSO Good 200<d<|900s<t| t<300s 2

" visibility | 500 m (64.68%)
(critical
importance) | Daytime

Highly FPSO Poor d<50m | t<300s| 900s<t |4

manoeuvrable| , .. visibility (79.79%)

vessel _(crmcal _

importance) | Night

(firearms

detected)

Unknown FPSO Poor 200<d<|t<300s| 300 < t 42

visibility | 500 m 900 s (50.73%)
(normal
importance)
Unknown FPSO Good 50 < d <[ 300 <t<|900s<t 3
o 0
(handguns (critical visibility | 200 m 900 s (45.21%)
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detected) importance
Inconnu FPSO Good d<50m| t<300s| t<300s |3
isibili 0,
(handguns (critical visibility (56.40%)
detected) importance | Dawn-
dusk

Table 23 : Test scenarios developed in collaboration withest

Figure 28 shows in detail the results of the insertion afgmeters modelling ¢

attack on an FPSO unit by an unknown assailanhéste1)

This example shows that the danger levelthe situation is 2 with a 64.68
probability of occurrence. In this case, cou-measures to be applied are: inform
crew master, request the intervention of the sgcwessel, broadcast a loud, cl
message using the lomgnge loudspeaker, actieasearchlights, engage the safety |

and activate repulsion equipme

Show Gradation Lewvel
Wy 1,822 Beart : 0,578 .
— Waleur ;1,822 (+0,000% 1 EngageFireHoses

64,68% 2 85.87% true
8.15% k] 14,13% false
0.42% 4 N
AssetAssautthvianagement
Inforrmn Qi
0,00% Engage eva...
B0,00% true 100,00% secunty sta...
20.00%5 false 0,00%| set citadel ...
Intervention Security vessels ShutLockAccesses
80,00% true 74,06% true
EU.DD%E false 25604% false
Request Security'wessels Crewhdanagement

ED,DD%: true T8.8T% security aler...
20,00% false 21.43% securty mu...

Activate LRAD Engage Repellent Equipments
84,10% LRAD louds... 34-D§1:tme
0.27% LRAD sonic... || 15.82% false
15,54% LRAD stand...| -

Engage Antilnvasive Bquipments

Activate Search Light

54.01% true
45,00 % false

a0.82% true
0.08% false

Figure 2-8 Response planning following the insertion of aa@tton an FPSO unit from an unkno
source

Planning can be tailoreto the danger level of the situation and is adaptethrea

and target parameters chat
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The generation of attack scenarios makes it passdorefine probabilities and test
the reaction of the Bayesian network by varyinged#y target and environment
parameters. These scenarios made it possible égssafise relevance and consistency of

the counter-measures proposed by the network, vwdaiotbe iteratively improved.

4.2 Integration of the Bayesian network into the
SARGOS system

The SARGO®® system [Bouejla and al., 2012] is designed to ntleetemerging
need for security on offshore civilian infrastruguhat is vulnerable to malicious acts of
piracy or terrorism conducted at sea. The aim islégelop a system that ensures a
coordinated, global protection chain (Figure 2iBincludes:

* Monitoring and automated monitoring. The combinatmf a specialised radar
(FMCW technology) and conventional sensors helpsldtect intrusions from
small boats and commonly-used vessels.

» Assessment of the danger level. An intelligent ysialof the characteristics of the
detected object makes it possible to classify aseéss the danger level. When the
level exceeds the pre-set alarm threshold, an akgenerated and the operator is
alerted via a message sent to a mobile terminal.

» Development of a graduated response plan that easobtrolled in real time. A
situation analysis automatically creates, from Beyesian networks, response
plans tailored to the nature of the detected imarusThe plan takes into account
the infrastructure’s operating modes and the regytand legal context of the oil
field.

One of the key capabilities of the SARGOS systena isomprehensive threat
response strategy that can ensure personnel sedetg, the alarm, coordinate external
means of assistance and recommend non-lethal elet®rit was implemented using a
transverse system approach and is based on inmevtatihnologies that were developed

using the complementary skills of project partherdt can ensure the automatic

16 Systeme d’Alerte et de Réponse Graduée OffShor@tRMR-09-SECU-009 - Programme CSOSG 2009
17 SARGOS project partners are :

SOFRESUD, 777 av. de Bruxelles, 83500 La Seyne sur Me

ARMINES/CRC, Rue Claude Daunesse, 06904 Sophia Antipolis

CDMT, 3 avenue Robert Schuman, 13628 Aix en Proveeckex 1
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protection of offshore infrastructure faced withwnérms of piracy by triggering th
relevant actions at the appropriate ti

In-theatre (tactical)
situation

Specific External
p - - communications
behaviours External [ Searchlight
Radar Alel’t resources . Acoustic wall
FMCW Threa_t = Other non-lethal
evalua_tlon resources
(ranking)
r* Sound horn
Internal and .' .‘ ‘} ‘, iy
extareral KA RS K_/ procedures
i GO LR T k= Switch on lights
communication s Infra-red
-

ry - = sensor
Navigation AIS

LADT radar

Informational
context

Figure2-9 : The architecture of the SARGOS system

We have developed a potype that integrates the Bayesian network into
SARGOS system. The prototype takes an alert regggorhput and generates a planr
report as output. The output report contains aldbunte-measures to be applied eitl

manually by the crew or aumatically by the system.

The results of intermediate calculations are fdd the Bayesian expert knowled
network. BayesiaEngine software provides an apgpbiocgorogramming (API) interfac

and a Java library. Through this module, attackapaters carbe inserted into the
network.

The selection of count-measures varies according to the situation. Ihésefore
possible to set an activation threshold in ordeonéy include those coun-measures
that are most appropriate at a particular timeg given situation. We decided to set t
threshold at 70%. This means only those co-measures where the probability of ¢
of its states is greater than 70% are integratedtive planning report. This threshold v
selected by domain experts as iactually the case in more than *~thirds of incidents
encountered in real life. After numerous trials ajustments, the output of the netw
corresponded to realistic and reliable respo
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Once appropriate counter-measures have been seldwtg are included in the
planning report, where they are displayed in aifipearder. The main factors affecting
the priority are: the action mode of the counteaswge, its ease of implementation,
whether it can be activated automatically or magudhe time required before it

becomes effective, and any additional functions.

The SARGOS system can handle multiple threats enadert report. The first threat
to be processed is always that which has the stadsponse time for the most exposed
potential target. Figure 2-10 demonstrates therfate of the SARGOS system and

shows the simultaneous processing of multiple threa

In this example, the system has detected a settivies that are heading towards an
oil field. It has classified them as “Enemy”, “Undwn”, or “Friend”. An alert is only
generated for entities classified as “Enemy” anchKhbwn”. Following this initial
processing, the planning report is divided into paots. The first applies to the whole oil
field and concerns communication and a requessdpport (left-hand side of Figure 2-
11); the second relates to the specific targetamgdr and displays a prioritised list of the
countermeasures to be activated (right-hand sidregoire 2-11).
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Class ID CPA TCPA Type
Enemy AAA 2.3m 3.30 mn Small Boat
Unknown UN1 15m 2.20 mn
Friend BBB 2.8m 4.15mn Tanker
Friend ccc 0 Tanker
Friend DDD 0 Small boat

Figure 2-10 : The SARGOS man-machine interface stgpthreat classifications
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On the left-hand side of Figure 2-11, the vertidizision visible in the request for

the intervention of the security vessel represtrgsesulting probability.

[ 6LoBAL | AsSET 518 | AssET 517 GLOBAL | ASSET 618 | ASSET 517 |

. Response scenario for asset 517
Global response scenario

Crew management

Inform OIM

Shut/Lock accesses

Security vessels

Activate search light

Broadcast field

]

Activate LRAD

Figure 2-11 : The SARGOS man-machine interface stpglobal (left-hand side) and local (right-hand
side) counter-measures to be applied.

5. Conclusions and future work

The problem of acts of piracy against oil infrasttre is complex. In an open space
that is subject to many environmental constraitits, difficulty of assessing a potential
threat, the constant evolution of a dangerous tsitnaas well as the need to manage a

large number of parameters weaken the effectivenfga®tection measures.

The use of a Bayesian network for planning the arsp to a threat therefore
represents real progress. The network can managat@b interactions between threat
characteristics, the target under attack, the enment, and crew and facility
management. Most importantly, it can adapt in teaé to changes in the danger level of
the situation. The proposed response is transliateda planning report, which is the
output of the intelligent processing of successwarning reports that reflect the
evolution of the situation. The network can be eddhrough the integration of feedback
from previous attacks managed by the system. Tlrdabg mechanism, the planning
module is progressively better adapted and itezBtivnproved.
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Dynamic Bayesian networks [Dean and Knazawa, 198%]ide another avenue for
exploration. Interest in these networks has segmfgiant growth as a way to generalize
Hidden Markov Models or Kalman Filters in applicats such as speech recognition,
state estimation in dynamic models, etc. A dynaBa&yesian network is a factored
representation of a Bayesian network where the s)\@de time-indexed on a discrete
scale. The nodes are indexed over adjacent tinps sted there are two types of links:
classic Bayesian network links and so-called temlpaglationships. The latter make it
possible to define conditional probability tables & node depending on the state of its
parents at an earlier point in time. The applicaté a dynamic Bayesian network to the
SARGOS system makes it possible to integrate nstajrtime into the decisions to be

taken in response to an attack and its influencéhervolution of the threat.

Finally, another interesting approach would be tawh upon a tailored ontology
[Vandecasteele and Napoli, 2012]. This would paosdigt improve the model of
knowledge integrated into the Bayesian networkvduld make it possible to formalize

knowledge upstream and consolidate threat deteatidridentification steps.
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Réseau Bayésien pour
manager le risque de

Piraterie Maritime contre les

Champs Pétroliers Offshores

77



78



3.1. Présentation de l'article

L'article a été publié en octobre 2014 dans la eeBafety Science. Cet article est

centré sur le management et 'analyse des risqui@sraterie maritime.
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Article history: In recent years, pirate attacks against shipping and oil field installations have become more frequent and
Received 9 September 2013 more serious. This article proposes an innovative solution to the problem of offshore piracy from the per-
Received in revised form 8 April 2014 spective of the entire processing chain: from the detection ol a potential threat to the implementation ol
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threat and the potential target, existing protection tools, environmental constraints, ete. The potential of
Bayesian networks 15 used to manage this large number of parameters and identify appropriate counter-
Measures.
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1. Introduction

Currently there are over seven thousand oil platfoscattered throughout the world,
each of which requires on the one hand, equipmanthie extraction, processing and
temporary storage of petroleum, and on the othed Ishipping capable of transporting
crude oil between production and consumption sites.

Modern piracy is currently the major threat to seeurity of these energy production
sites and maritime crude oil transport. In 20112 &&acks on ships and platforms were
registered with the International Maritime Bur&acompared to 487 reports in 2010. At
production sites, monitoring methods are a majoakmess in the detection of a threat,
and the procedures to be applied in the event ohttack are often inefficient and
inappropriate. It is therefore essential to havgystem that ensures the security of oil

fields and offers them appropriate protection difecéve crisis management.

18 |International Chamber of Commerce International Ntae Bureau's Piracy Reporting Centre (http://www.icc-
ccs.org)
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The SARGO® system, funded by the National French Researchnég®
(LAgence Nationale de la Recherche) and recognibgd regional organisations
addresses this need by offering a global protectgstem in the fight against oil

infrastructure piracy.

This article is organised into three parts. Ittfaddresses the issue of acts of piracy
against oil fields. Next the method used for trenping of counter-measures is described
in detail. This includes notably, the constructairBayesian networks from two datasets:
the “Piracy and Armed Robbery” database of therhaonal Maritime Organization
(IMO) and the collection and formalisation of theokvledge of domain experts. Finally,
the article describes how the model was testedyusalistic and comprehensive pirate

attack scenarios and the results are discussed.

2. Piracy against Oil Installations: a Serious Threat

and Limited Defences

Offshore oil infrastructure is subject to a consitamcreasing risk of piracy. The
consequences of these actions have repercussiomschsat a local level (on operations)
as globally (on distribution). This section higthlig both the economic and the political
implications of pirate attacks and describes aremgingly insecure context where actors
in the offshore oil and gas industry, without effee tools to protect themselves, find
themselves helpless. Finally, it presents the SABGSYystem and describes the
contribution that this new system is expected tkento dealing with the problem of

maritime piracy.
2.1 Economic and political issues

Offshore oil exploration is expanding rapidly. Tlegploitation of offshore oll
resources currently represents about a third déaglpetroleum production. This energy

resource, despite its scarcity, is being explorethany areas some of which are located

19 The Offshore Warning and Graduated Response SySigstéme d'Alerte et de Réponse Graduée OffShore

20 The SARGOS project includes participants from giév sector organisations such as DCNS (a Frenchl nava
shipbuilder) and SOFRESUD (a supplier of high-teghigment to the defence industry), and public neseaentres
including ARMINES (a French contract research orgation) and TéSA (Telecommunications for Space and
Aeronautics).
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in dangerous territorial waters, notably the GuifGuinea. In the offshore waters of

politically unstable countries, attacks on oil dieinfrastructure generate significant
additional costs — caused by, for example the payrmakransoms, increased insurance
premiums and the installation of security equipmeéftie annual cost of piracy is

estimated at 7-12 billion United States dollars [BMO011]. These additional costs

directly affect the international price of olil.

Moreover, oil fields form the interface between tharitime world and the oil and
gas industry. The heterogeneity of applicable & (rather than the absence of law)
makes the status of installations a legal headddbesover, this complexity can lead to
political conflicts between nations; when the nadility of the company operating the
platform does not correspond to physical locatibthe installation, the problem arises of

who has responsibility for the protection of thea[Schroeder and al., 2004].

The importance of oil installations in the globaloeomy and industry and the
potential political consequences of piracy therefoequire that such assets are better

protected.
2.2 Violent attacks

Although attacks against oil fields are infrequand mostly low-profile, they are

extremely disturbing because of the severe impa¢he crew and infrastructure.

The following examples demonstrate the point:

* On 22nd September, 2010 the tug Bourbon Alexamratéd in the Addax oll
field off the Nigerian coast was attacked by fopeexdboats; three French sailors
were taken hostage. This was the fourth attacknagdhe Bourbon Company
since 2009.

* The attack on the Exxon Mobil platform off the coa$ Nigeria, led to the
kidnapping of nineteen of its employees and sigaift damage to the oil facility
caused by explosive devices used by the pirates.

* Finally, on 17th November, 2010 pirates aboard eedpoat attacked a ship
owned by the French company Perenco that was ngriameroonian security

forces near an oil platform in the Gulf of Guin&ae attack killed six people.
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Infrastructure managers, employees and safetyeo#fido not want to continue to see
their ships or other assets become the subjecwulo$tantial ransoms, nor crewmen
injured, killed or kept in extreme conditions faayd or even weeks. At the same time
insurers are unwilling to continue to provide cover such high risks indefinitely.
Finally, nations do not want to continue to seephee of oil affected by such events.

2.3 Emerging operational requirements

The attacks described above are a perfect illustraif the weakness of current anti-
piracy tools. At the present time, there is no ceehpnsive system capable of managing
the entire threat processing chain. Current systesas$ the detection of a threat and the
response to it as independent operations. Amonguaiable detection tools, radar-based
(pulse) systents can spot large or medium-sized cooperative mattijects but perform
poorly in the detection of small craft (e.g. fisfpihoats and motor boats) in a rough sea;
moreover the analysis of a large domain is reldtigow. There are also optronics
surveillance systerfisthat, despite their ability to detect small tasgat long-range, are
handicapped by the problem of solar reflection frihva sea and are very sensitive to
weather conditions. As for the tools used to cauateattack, they are often inadequate

or incorrectly used (e.g. water jets, Ship Secwklgrt System).

In terms of the threat response, the targets ingelaman currently send alert
messages to other units in the area but this difuss restricted to a very small
geographic area. Moreover, even if a security ‘assalerted to a threat, it cannot be
assumed that it will be able to intervene, paradylif it is not close to the location of the

attack.

Therefore, the aim of the SARGOS system is to adferew method that is able to
both detect threats and plan a response. The respoplements a graduated series of
non-lethal counter-measures (sonic cannons, bammingstructure access, etc.) that can

be applied in order to eliminate the danger.

2 In these systems, a radar antenna emits microwalges towards the target. These signals arectefle

back, and then intercepted by the radar receivieichncollects an electrical signal called the echo.

2 These electronic and electrical systems genecalhsist of an optical sensor, an image processystem
and a data storage, or display device.

84



2.4 The contribution of the SARGOS system

The SARGOS system addresses the need to protekarciinfrastructure that is
vulnerable to acts of piracy or terrorism at seaisla global system that takes into
account the whole threat processing chain, frond#tection of a potential danger to the
implementation of the response. It can be integratt® the operations of the installation
and takes into account regulatory and legal franmksvat both national and international
level. The creation of the system, which involvdte tdevelopment of an overall
protection method, automatic threat detection afehtification, risk assessment and

management of an appropriate response, requirdessronal skills from many domains.

The functional diagram of the SARGOS system (Figliyedescribes the threat
processing cycle. The overall system operates b®v& when the detection module
instruments (Frequency Modulated Continuous Wawdarrainfrared cameras, etc.)
identify a vessel in an area near to the oil fi¢he system evaluates the threat and the
potential danger and generates an alert reporaarong comprehensive data describing
the scenario. This information includes detailshsas visibility, time of day, the speed,
longitude and latitude of the detected vessel amgatential target, etc. The distance
between the two entities and the theoretical respdime of the security vessel is also
calculated from this data. If the threat is ideatifas suspicious or hostile, the system
generates an alert report every second. The apdrtris used in the planning stage
where external and internal means to respond tcattaezk are mobilised. This paper
particularly addresses this aspect of responsenppigrand the management of internal

and external resources available on the instatig8ach as searchlights or sonar alarms).

Figure 3-1: from the information detected by the @\ radar, the system identifies
the threat and then calculates the ranking andrgtssean alert report containing all the
information necessary to assess the situation deroto use internal and external
resources to manage the threat. The ranking islesédd in corresponding to the time
required (in seconds) to the threat to go the degtdo CPA asset considered taking into
account the assumption that at any time the thmeat change course and coming in on
the target constant radial. The terms are: [rankiB@O s], [300 <ranking <900 s] or [s
900 <ranking <1800 s].
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Figure 31 : Functional diagram of the SARGOS system

2.5 Elements of threat analysis and principles for

resource management

There are significant obstacles inherent in addrggte problem of maritime pirac
An initial difficulty concerns how to manage the large number of paramedeessary t
describe an attack. These parameters, which foemngputs and outputs of the syste
characterise the asset in danger (type, criticalitinerability, o-board safety tools, etc
the threat (the type of ship used by the attackers,péed, their weapons, etc.) and
environment (the time of day, visibility, sea state.). A second problem lies in the f
that these parameters may interact with each ddeerexample, whether is relevant to
request the intervention of the security vessel @epend not only on the time requit
for it to reach the asset under attack but also el armed the attackers are and
fast they are moving. Therefore, the managemetteimultipe interrelations betwee
system variables presents another major challehigese first two constraints sugg
that the system be based on graph theory, whichdwoake it possible to translate &
exploit, using a graph, the large number of vagaplheir interdependencies a

interrelationships, etc.

However, an additional concern is uncertainty ie thformation describing tF
threat. The SARGOS system generates an alert réadrcontains on the one hand, ¢
issuing from various detection iruments (type of ship detected, number of ci
potential weapons, etc.) and on the other handhenatical calculations based
dynamic variables (the distance between the tangetts attackers, time available bef
the attackers are able to boahe asset, etc.). Despite the improving performanfc
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radars, this data is known to be unreliable. Thisaton is only made worse as the
distance between the target and the threat incseaseaf the sea state deteriorates, etc.
This uncertainty is a constraint that emphasises néed to use a system based on

probability theory and probabilistic calculations.

With these constraints in mind, a solution base®ayesian networks was explored
[Leray and al.,, 2008]. A Bayesian network is a egstfor the representation of
knowledge and the calculation of conditional praliéds [Naim and al., 2007]. The tool
is based on Thomas Bayes’ theorem, which is onleeofoundations of probability theory
[Nielsen and al., 2009]. Widely used in medical amdustrial diagnosis [Lee and Lee,
2006], Bayesian networks make it possible to capeaon, and exploit knowledge and
are particularly suitable when uncertainty musttddeen into account [Hudson and al.,
2002], [Martin and al., 2009].

The aim was to automate the preparation of respplase that are tailored to the
nature of the detected intrusion and can provide appropriate, graduated and
progressive response to a threat. Information cwoimog attacks on shipping and
petroleum installations was gathered from a spstialatabase, and experts in the
maritime domain who offered their knowledge andestipe. The data from each of these
two sources was modelled with Bayesian networkse Tletwork was built using
BayesiaLab® software; this powerful network modelling tool pides an intuitive

graphical interface.

Recently, Bayesian networks are used in risk assa#sbecause the model can
perform forward or predictive analyses as well askivard or diagnostic analyses. Some
methodologies have been proposed to structure Bayesetworks and perform risk

assessment.

Several authors have already used Bayesian nedworrder to solve problems in
offshore. Among these authors, [Baoping and all12P0wvho modeled a Bayesian
network for the quantitative evaluation of the pmetive operation underwater eruption
wells. The choice of using Bayesian networks hanlone because they are models to

perform predictive analytics and diagnostics systeAmother application described in

ZBayesialab software is developed by the French coynBayesia (http://www.bayesia.com/).
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the article of [Eleye-Datubo and al., 2008] is tise of a Bayesian network to provide an
intuitive and vital representation that mimics tkeal world. The integration of the human
element in a model based on probabilistic risk meguintegrated appropriate technical
and essential contributions of the linguistic natfor this reason, the author proposed a
Fuzzy Bayesian network as fuzzy logic is an excelkol for such integration and
Bayesian networks can make a probabilistic fram&wamd cross the boundaries of
possibility theory. The implementation of this nedhwas demonstrated in a study of

human performance at sea.

[Khakzad and al., 2013] looked at preventing tiek of blowouts during drilling
operations. The authors demonstrate the applicatidoth the “bow-tie” and Bayesian
network methods. In the first method, fault treesl @n event tree are developed for
potential accident scenarios. In the second methatlyidual Bayesian networks are
created for accident scenarios and an object-@teBayesian network is constructed by
connecting the individual networks. The dynamic &ign network method is a better
approach than the “bow-tie” model because it cd teato account common cause
failures and conditional dependencies along withfopeing probability updates and
sequential learning based on accident precursors.

[Ren and al., 2007] also addressed the contribubbBayesian networks when
taking into account human factors. The authorsgiesi and developed a methodology
based on the “Swiss cheese” model developed by sldReason [Reason, 1990].
Reason’s model provides a generic framework fok assessment linked to human
factors. Five levels are used to characterize tafi@tures within the causal chain of
events: root causes, trigger events, incidentsdaets and consequences. The detailed
characterization of each level made it possiblbuitd the Bayesian network. A range of
events was specified, and the prior and conditigrababilities of the model were
assigned based on the inherent characteristiczobf @ent.

[Trucco and al., 2008] presented an approach &grate human and organizational
factors into risk analysis. This approach has lwEsmreloped and applied to a case study in
the maritime industry, but it can be also be wiizn others sectors. A Bayesian Belief
Network has been developed to model the maritirmasport system, by taking into
account its different actors ship-owner, shipygrdrit and regulator and their mutual

influences.
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[Vinnem and al., 2012] addressed the issue of loatbmn releases at sea during the
exploitation or maintenance phases of a platformgeheric model, based on risk
influencing human factors was developed and adajtespecific failure scenarios. The
authors describe a full Bayesian network model @val implementations are outlined.
The probability of human error, importance meas@m®inof consequences and common
causes and interactions are analysed. The autleonsristrate that the model is able to

reflect human and organizational factors and safeliyre.

These references highlight the wealth of work tiest been carried out into both the
assessment of technical risks and human and oegamal factors in order to prevent the

threats that face platforms at sea.

3. Coupling of quantitative and qualitative
knowledge for the construction of a Bayesian

network for response planning

The creation of the Bayesian network used for nespoplanning relied on the
coupling of quantitative information from the IMO%iracy and Armed Robbery”
database and qualitative knowledge offered by egper the maritime domain.
Development was divided into two stages. The ftsfp was to construct a Bayesian
network from database records of attacks againgpsig and oil installations across the
globe, while the second step was to exploit theatedge of experts in order to refine the

results and to add counter-measures.

3.1 Construction of a Bayesian network from

quantitative data

This first step involved the extraction of datanfrahe IMO’s “Piracy and Armed
Robbery” database. This is the only database diyrenexistence that contains historic
data (dating from 1994) of pirate attacks at sealbth July, 2011 the database contained

records of 5,502 attacks and provided detailedrin&tion on the name of the asset under
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attack, the number of attackers, the weapons ubedmeasures taken by the crew to

protect themselves, the impact on the crew angitia¢es, etc.

In the table below are listed some examples ofnteatacks and armed robberies.

Date Ship name Ship Incident details
type
2012- | ASSO Supply | Pirates armed with guns attacked and boarded| the

=X

12-23 | VENTUNO ship offshore supply ship underway and kidnapped foamwc
members. The ship sailed to a safe port afterrttidént.
The other crew members did not sustain any injuries

2012- | SANKO Bulk Robbers boarded the anchored ship while waiting to
12-29 | MERCURY | carrier | commence loading operations. They broke into |the
forward bosun store, stole the ship's stores angeguty
and escaped unnoticed. The incident occurred betwee
29.12.2012, 2300 LT and 30.12.2012, 0400 LT and was
reported to the local agent and the port autharitie

2012- | NORD Bulk Duty crew onboard the anchored bulk carrier foumat
12-29 | DISCOVERY | carrier | the lock of the forward store had been broken. rAfte
checking, he saw the ship's stores lying on thé decl
the robbers escaping in their two boats empty-hdnde

Table 3-1 : Examples of recent attacks and armiedendes

To classify this information, we applied a methddextmining to the database using
the software RapidMinét.

The BayesialLab software made it possible to auticalbt generate a bayesian
network and describe the interdependencies bettiegprincipal basic elements. Among
the unsupervised learning methods available (datgmentation algorithms or
characterisation of the target node for examplas)algorithm for finding associations

was chosen as it offered the most appropriate riingel

The Bayesian network constructed from data relai@dattacks held in the
International Maritime Organization's database daagkany values related to the
modalities of the different nodes because of a laicletail in the description of pirate
attacks. BayesialLab makes it possible to imputesimgsvalues by adding a state to the
variable. Moreover, the k-means algorithm appliedtite data made it possible to
estimate the independence relations between datalsasmbles and thus to obtain the
best “cause and effect” structure. For each atsmnario, the network performs a

statistical calculation by applying the parametgv®n as input to simulations of similar

4 RapidMiner is unquestionably the world-leading mseurce system for data mining. It is available@as
stand-alone application for data analysis anddeta mining engine for the integration into owndarots
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cases. The large amount of missing data in thebdagatherefore does not impact any of

the parameters for the simulation of attack scesari

I Ship Type | I Area | | Number of pirates | | Kind of Pirates | I Type weapons I | Number of boat pirates

“®

@

| DSC distress I

Medium water equipments

l

Consequences for pirates

Safekeeping tools

Evasive maneuvers
Consequences for crew

Figure 3-2 : The Bayesian network based on IMO data

Figure 3-2 shows the Bayesian network construatexh the information contained
in the IMO database. Some information, such agathgitude, latitude, name of the asset
attacked, etc. is not included. This is due tof#ee that this data was not specified for all
attacks. The network contained around twenty ndbat described the type of vessel
under attack, the location of the attack, the tgpeveapons used by the pirates, their
numbers, etc. The interrelationships between thadables were also identified through

a machine learning process.

A classical statistical analysis of this data pded some initial findings, which
included the observation that most ships comingeuattack are bulk carriers or tankers;
48% of attacks take place in international watdrge(to the absence of security patrols);
and pirates prefer to attack in numbers (68% a@fcit are organised by teams of more
than five pirates). The network therefore providesery clear view of the tactics of

pirates, the weapons they use, and above all tddeuof individuals involved.



In the example below, specific modalities were feetnodes that characterise the
threat in order to identify the counter-measuresdusy the crew of the asset under attack.
Figure 3-3 illustrates the following assumptions:

» The asset under attack: a tanker
» The location of the accident: international waters
* The type of attackers: thieves

» Type of weapons: armed personnel

The Bayesian network indicates that in this caseirfamost cases) the assailants
fired shots at the potential target and that tkesvcto protect themselves from the threat,

tried to apply evasive manoeuvres and aimed watseshat the attackers.

Ship Type
Barge carrier
0,00% g
0,00% | Bulkcarrier Number of pirates
0,00% Chemical tanker 15
0,00% Container ship 0,00% | 10-15
or00% | Dhow ome| 135.140 SSAS activate
00% | Ealse | 1520
a0 | Fishing vessels 0,00%; 2025 28,42% False
0,00%| General carrier 8,00%| 2530 71.58% é—‘rme
i Heavy load shin z‘::z‘. 3040
0.00%! Livestock carrier 100,00% } . 5-10
0.00% Qil carrier 0‘00"/-'—FI e
0.00% Easﬁel:;fl s':un - —_lalse
! Todus anker i
| Research ship Evasive manoeuvres
0.00% | Ro.ro.carae 42,20% False
100,00% | 5 Tanker 57.80% True
0,00% BpIy St . lrue
0,00% | Tﬂﬂw e Number of boat pirate
0,00% Vehicle carrier = False
e Yacht 10:'11:": ) i1 : :
0,00% | i MediumRange WaterEquipements
0,00% |
Type weapons 0.00% | 3 49.44% Eﬁlse
0,00% | 4 50.56% True
0,00% 70
0,00% | AKM .
100,00% I Arme d pirates
0.00% Automatic guns
2'233- g_uns and knives
" ifles

Figure 3-3 : Hypothetical attack against a tanker

The network created from the IMO database therdiefped to define the principal
steps taken by the crew of attacked entities ieoial protect themselves, namely: initiate
evasive manoeuvres, activate the Ship SecuritynAl&ystem (SSAS), contact the
security vessel, secure the crew, turn on seatdlligtc. It also made it possible to assess
the effectiveness of these tools and to defingthbability of occurrence of certain types

of attacks.

It is necessary to carry out an initial analysistteg IMO database to establish the
challenges posed by these threats to the crewpl#ttorm, the economy and national
security. It makes it possible, in a second stepdentify the frequency of attacks, risk
zones, types of ships used to carry out attacks,aed to list the most commonly used

and effective counter-measures.
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3.2 Coupling the Bayesian network based on IMO data

with the qualitative knowledge of marine experts

The Bayesian network created from the modalitied aanditional probabilities
found in the IMO database provided an initial forrframework. Domain experts were
then able to enrich this initial network by inteigng their knowledge and expertise in
order to create the final SARGOS network [Huds@23.

The second step of the approach was for experteanmaritime and petroleum
industries to analyse the information provided bg Bayesian network that had been
constructed from the IMO data. As the informatiemtained in the IMO database related
primarily to attacks on shipping, experts were afglecontribute their knowledge of
attacks on oil fields in order to extend the resuibdes and arcs were added to the model
in order to make it as versatile as possible. Cqunsetly, the Bayesian network was able
to model both main target categories (shipping fatetl installations). While the inputs
to the network (type of vessel used by the attackiés movements, etc.) are identical
regardless of the nature of the target, the couneasures recommended by the Bayesian
network are tailored to the type of target undéaickt (for example, evasive manoeuvres

are not proposed when a fixed installation is thigexct of the attack).

The design of this enhanced Bayesian network, adapt the constraints and
conditions associated with fixed installations carabout as a result of many
brainstorming sessions during which various mastisecurity experts shared their

experiences and discussed the modalities and ptibleslof the network.

The combination of information from the IMO databaasnd the knowledge and
experience of experts in marine and offshore safefe it possible to create the
SARGOS response planning network, which consisfetbur modules and five sub-

modules (Figure 3-4).
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Basic parameters

Aggravating
factors and
Constraints

Communication || Deterrence and || Repulsion, anti- Ensuring the

Procedure

and Distress low-impact boarding and safety and security
call repulsion neutralization Hdnacement of the facility
\ J
|
Countermeasures

Figure 3-4 : Structure of the SARGOS Bayesian Nekwo

In the SARGOS Bayesian network, each module ornsablule consists of one or
more nodes that receive input from and/or outputh@r nodes. Each node is a matrix of
conditional probabilities that are calculated fran assessment of the interactions
between nodes and the reality represented by tte itself. For example, the probability
distribution of the node to activate searchlighiijvateSearchlight’) is the direct result
of interactions with other nodes that describe bility, time of day and technical
constraints such as availability and remote conifbke probabilities of the basic nodes

are initially standardised as no specific attackrahteristics are set.

The definition of the scope of each module is diyeelated to the composition of
its constituent nodes. The module classificatiotiuded: basic parameters, the overall
danger level of the situation, aggravating factamsl constraints, counter-measures and
nodes related to communication and the requestagsistance. These modules are

described in detail below.

3.3 Basic parameters

The basic parameters module comprises static omrdign physical data that

characterise the threat and the target. Theseadatthe direct result of, or are derived
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from the intermediate calculations of the alertorépBasic parameters represent the
minimum, but sufficiently detailed level of modely required for a full understanding of
the threat and the target when assessing poteesiabnses to an attack. They include, for
example, threat identification (the node ‘Identilg€s’ which has two values: suspicious
or hostile), the distance between the threat aaddatget (the node ‘DTGThreat/Asset’),
and the criticality of the target (the node ‘Asset@ssment’ that takes four values:

critical, major, significant or otherwise).

In the Bayesian network, we take into account tmgitude and latitude of the pirate
ship for the calculation of the kinematics of thessel to determine the distance between
the graft vessel and the platform. These two véggbre passed in the alert report but not

included in the network nodes.

3.4 The overall level of danger of the situation

The overall danger level of the situation is amivieom the basic parameters. The
node ‘ShowGradationLevel is used to formalise tmedule in the Bayesian network.
The grading system runs from level 1 (least sejioeig! (most serious). This level and

the planning of counter-measures are constantlgtaddo the situation.

3.5 Aggravating factors and constraints

The aggravating factors and constraints moduleistinsf elements that are both
internal and external to the system. Aggravatingoid make it possible to take into
account a potential deterioration in the situa@owl thus to anticipate potential planning
options. The nodes in this module represent the&@mwent, for example visibility (the
node ‘Visibility’) and time of day (‘PeriodOfDay’)Constraints are represented by
parameters which reflect the effectiveness of tlkesponse both technically and
operationally. Technical constraints are directated to the use of counter-measures,
and include nodes that represent their availal{litgmediateReadiness’) or the potential
for remote control (‘RemoteControlled’).
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3.6 Counter-measures

Counter-measures include all defences that areliseidbiby a target under attack in
order to protect itself against an identified thr8dey are the concrete realisation of the
response plan and constitute the set of means etwhs intended to normalise, as
quickly as possible, the situation. Counter-measare divided into five sub-modules,
which reflect the concept of a graduated respomsmigh increasingly forceful measures
that correspond to the nature of the detected thik&@asures range from communication
and a request for assistance, through deterrerteraall-scale repulsion, repulsion, anti-
boarding measures and neutralisation, to procatareagement and securing the facility.

They are described in detail below.

Communication and the request for assistance apekiy responses to a threat.
Internal communication can be used to alert allvaht personnel on the target (e.g., the
node ‘InformOIM’ which represents informing the wemaster), while external
communication makes it possible at various levelal¢rt the different actors involved in
maritime security — for example to request the rirgrtion of the security vessel
(represented by the node ‘RequestSecurityVesset) activate the Ship Security Alarm
System (represented by the node ‘RaiseSSAS’) etoth Bof these types of
communication enable fixed installations and shigdib prepare their response plan and

to establish if external intervention is available.

From the position of the ship security (BIR), tlystem calculates the time required
for the intervention on the location of the thrd&the estimated response time is greater

than 300 seconds, the ship security may be requiredhich case a request must be sent.

Deterrence and small-scale repulsion measuresnterded to inform the attacker
that the target is aware of the attacker’s intergtjiccan follow the attacker and that it is
not in the attackers’ interest to continue. Thesasares include the ability of the target
to repel an attack with low-impact devices suchsaarchlights, fire hoses or sonic

cannons (Long Range Acoustic Devices), represéntede node ‘ActivateLRAD'.

Repulsion, anti-boarding and neutralisation arénfangpact counter-measures whose
main function is at least to mitigate an attacknat neutralise the attackers. The node
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‘EngageRepellentEquipment’ represents a growinglbarmof tools available on the anti-
piracy market that are designed for the repulsibram assault at long-range (while
remaining within the bounds of legitimate, non-dthdefence). Like repulsion
equipment, the main function of anti-boarding tasl$o prevent attackers from gaining
access to the facility or vessel. The functionhaf 1SetCrowdControlMunition’ node is to
delay the progress of the attackers in order t@eshor even neutralise them and thereby

provide the crew with maximum time to mobilise ateafety measures.

Procedure management is composed of two countesuresa On the one hand, the
node ‘CrewManagement’ represents the sounding efv cAction Stations and the
reporting of crew to their pre-assigned post ortigta On the other hand, the
‘AssetAssaultManagement’ node represents activiBégted to securing the target of the
attack. The modalities of this node are: activhte €Citadel, engage evasive manoeuvres
(for mobile units and shipping), and declare theusé& post (a set of individual
procedures to be applied by each crew member agssay). Like procedure
management, the SARGOS system offers a way to edhber installation through the
planning of actions designed to safely stop pradacand prevent access to sensitive

areas.

4. Demonstration of the contribution of the Bayesian
network and discussion

Once the probability distribution of the various aabties has been established, an
interesting exercise is to test the Bayesian ndtwgrusing it to simulate different attack
scenarios through the selection of certain critefia examination of these scenarios

made it possible to finalise the network beforegnéating it into the SARGOS system.

The integrated data that provides the input tongtgvork is interpreted from images
captured by cameras and various sensors. The amtgrof this information increases
with the distance between the target to be pradeated the pirate ship. In its current
form, the Bayesian network cannot handle the teaipmrolution of the attack and there
IS no connection between response reports genef@ategtle same attack. This issue is
addressed in other research based on dynamic Bayesiworks (Dabrowski and al,
2013).
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4.1 Attack scenarios

The example below (Figure 3-5) shows the resultsetting parameters to simulate
an attack on a Floating Production, Storage antb&dfng (FPSO) unit by an unknown
vessel. In this example the danger level of theasitn is 2 with a 64.68% probability of
occurrence and the counter-measures to be appkednéorm the crew master; request
the intervention of the security vessel; broadeastrong, clear message by loudspeaker;
activate the searchlight; activate the securityt;paad engage repulsion equipment.
Figure 3-5 shows that the planning of the resp@oseesponds to the danger level of the
situation and is able to adapt to changes in paemeepresenting the threat and the
target. Setting parameters to represent the thteatarget, the environment, etc. creates
different attack scenarios that make it possibleefone the probability of an attack and

test the response of the Bayesian network.

In this case it is necessary to inform the mastéh® crew of the FPSO, request the
intervention of ship safety and security since pinebability of their action is equal to
80% (close to the ship attacked infrastructureyefsd counter-measures can be activated
as the speakers, bright lights and water jetsoitlg the evolution of the situation a few
moments later and the increased level of dangérfdhaws, it should then alert the crew

to use the security station.

Show GradationLewvel
o, R
exey I 22 (.00 Pctivate SearchLight ShutLock Accesses
G4.68% 2 1 T4.06%
e i Kt e ] —
D424 3 008% false 2604% false
ActivateLRAD
Infarm O Ik e Crewhanagement
84,10% LRAD louds... .
80,00% true 0,27% LRAD sonic. .. TBETY security aler..
20,00% false 15,54% LRAD stand.. 21.43% securty mu...
InterventionSecurity vessels EngageFireHozes Engage Repellent Bquipmerts
80,00% true 85,87% true 94,00% true
20.00%5 false 14,13% false 15,92% false
Assetfssaulthvianagement . . .
Request Security'vessels 4 Engage Antilnvasive Equipments
0,00%| engage eva...
80.00% te  10000% semurysts.. Golimm— e
20,00% false 0,00% set citadel ... 45.09% Talse

Figure 3-5 : Result of response planning usingsttenario of an attack from an unknown vessel
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4.2 Integration of the Bayesian network into the
SARGOS system

In order to integrate the Bayesian network into$RGOS system, a prototype was
developed that included an alert report as inpdtaplanning report (which listed all the
counter-measures to be applied either by the creautomatically by the system) as
output. The BayesiaEngine software provides a neothét makes it possible to select
and set attack parameters. This module consisas @jpplication programming interface
(API) and a Java library. Intermediate calculati@ns carried out on the basis of these
parameters and the results are fed into the entaBegesian network created from
expert knowledge.

The resulting list of counter-measures varies atingr to the attack scenario.
Consequently, a threshold must be set in ordernly activate those measures that
provide the most relevant response at a particuneg, and in a particular situation. This
threshold was set at 70%. In other words, onlyehasunter-measures where one of the
modalities had a probability greater than 70% weslected for further processing. This
threshold was arrived at by domain experts asfléats actual events in more than two-
thirds of real-life cases. Following an extensiweripd of testing, the selected counter-
measures were found to correspond to realistia@inble responses.

Once the counter-measures had been selected, dreyagded to the planning report
in a specific order. The main factors determinihig torder of priority were: the action
mode of the counter-measure, its ease of implerienfahe degree of automation or the
need for a large number of crew members to activatiee time required for it to become

effective and its potential additional functions.

The SARGOS system can handle multiple threats swdan a single alert report.
Consequently, priorities must be established. énstystem, the first threat to be treated is
always the one where time available to react issthartest for the target that is most
exposed.

The system detected several potential threats ihgadivards the oil field and has
classed them into ‘Enemy’, ‘Unknown’ or ‘Friend’nfalert is only generated following a
classification of Enemy or Unknown. Once a thread been detected and analysed, the

response planning report is prepared. It is dividgd two parts: the first concerns
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communication and a general request for assistdimeeted at the entire oil field; tt
second concerns the specific asset at risk. Thnsg planning report also displays

countermeasures to be activated in chronological ordeyure 3-6).

The representation of the probability that a paféc measure will be implement
can be seen in the counteeasure ‘Security Vessels’, where the proportiothefblue

segment suggests a 80% probability that this method will be called u.

GLOEAL | ASSET 518 | ASSET 517 | | GLOBAL | ASSET 518 | ASSET 517

Response scenario for asset §17

Shut/Lock accesses

Security vessels v

Glebal response scenario

—

Activate LRAD

Broadcast field

Il

Figure 3-6 The user interface of the SARGOS system showinbagloounte-measures on the left (
order: inform the crew master, request the inteigarof the security vessel and infoother installation:
in the field) and specific counteneasures on the right (assemble crew, block atcésfastructure
activate searchlights and activate the sonar car

5. Conclusion

Acts of maritime piracy against oil field infrastture preset a complex problen
The effectiveness of current measures designedateqt infrastructure is significant
affected by the vast terrain and environmental tamgs. Moreover, it is difficult tc
assess a potential threat given the constantlygthgnature of a dangerous situation ¢
the huge number of parameters that must be man

The implementation of a Bayesian network therefaffers a significant advantay
for the SARGOS system as this type of network i¢e a® handle all possib
combinaions of parameters. These include not only theatharistics of the threat ai
the target under attack, but also the environmedtvariables related to crew and facil

management. Most importantly, the system is abkdipt in re-time to changein the
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danger level of the situation. The SARGOS systefarefa response planning solution
that manifests in the preparation of a planningoregreated from an intelligent

assessment of successive alert reports, and wartheact to an evolving situation.

The activation threshold of counter-measures has ldetermined by experts. Most
counter-measures are against-enabled manually éyctbw. Some of them are not
systematically exploited if their activation regsrsetting a crew danger. The Bayesian
network was developed specifically for the protactof static targets (platforms) and is

therefore not suitable for ensuring the safetyhips

The network can be continuously improved throughithegration of feedback from
attacks that have already been managed. It isftrerpossible to continue to enhance

and tailor the planning module iteratively.

Finally, an interesting approach that may improtie modelling of knowledge
embedded in the Bayesian network could be to astabh appropriate ontology. The use
of a suitable ontology would make it possible tonfalise knowledge upstream of the

Bayesian network in order to consolidate the thde&tction and identification steps.

The use of dynamic Bayesian networks is a way jgoeg. These networks have
been an interesting development as a generalizafiamodels hidden Markov models or
Kalman filters for applications such as speech gatmn, state estimation of a dynamic
system, etc. A dynamic Bayesian network is a factorepresentation of a Bayesian
network whose nodes are indexed by time on a desa®ale. The Bayesian network is
represented by nodes and indexed by generic no aimdetwo types of links: links
classical Bayesian networks and so-called tempoetdtionships that define the
conditional probability tables of the nodes accogdio their parents located to lower time
indices. The application of a dynamic Bayesian oetwvould integrate the notion of
time on decisions to be taken in case of attacki@snshfluence on the evolution of the

threat.
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4.1. Présentation de l'article

L'article a été soumis a la revue Internationalerdal of Critical Infrastructure
Protection. Il décrit le systeme de managementadeidaterie maritime basé sur les

réseaux bayesiens dynamiques et présente la vhilitérdes infrastructures pétrolieres.
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4.2. Version anglaise de l'article

Contribution of dynamic Bayesian networks to
the protection of critical infrastructure:
offshore oil platforms

Abstract

Offshore oil platforms face an increasing threapwécy. This paper describes the
design and development of a prototype decision auigpol to help operators respond.
The decision-making process is based on probabilastalysis models, in particular
“dynamic” Bayesian networks. The resulting prot@yig a graphical decision support
model of an uncertain universe. The Bayesian nétvimcorporates information from
knowledge bases, databases, specialist expertisepmbability distributions that can
help in predicting the future given the past. Wealie the methodological approach to
the design of this prototype for the diagnosis ohtp attacks and the planning of

appropriate countermeasures.

Keywords

Dynamic Bayesian networks, Maritime piracy, Offghooil platforms, Expert

knowledge.

1. Introduction

Offshore oil and gas production plays an importasié in the energy supply in
modern society [Aleklett and al., 2010]. While mpsbduction is carried out a depths of
less than 500 meters, recent years have seenphesan of “deep” offshore production
(at depths of more than 1,000 meters) as a reswlignificant technological advances,
particularly in the field of seismic and subsedafiations. Oil production in waters more
than 1,000 meters deep rose by 12% between 200@@0®1 Gas production at more
than 1,000 meters represents about 2% of globalugtmon and reserves are estimated at

2.7 Tm3 (trillion cubic meters).

Oil companies are interested in offshore productecause of the high levels of
resources and the protection it offers from lansebaconflicts (e.g. in the Gulf of
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Guinea, where it is safer to produce offshore tbashore). Production is expected to
continue to expand and around 30 new fields opegain depths of more than 1,000
meters are expected to be brought into producti@ryeyear until 2020, more than
double the number for the decade 2000-2010.

Oil and gas provide most of the energy needed tomadern societies. Global
dependence on oil is huge; it provides fuel fonsgort, heating and cooling of buildings
and it is used in the manufacture of industrial lndsehold chemicals. Sixty percent of
oil production is used for transport, primarily €aand heavy vehicles. Oil is a non-
renewable source of energy and current global copsian is around 70 million barrels

per day, which is expected to double by 2025.

Overall, offshore activity accounts for 30% of ghbloil production (25 million
barrels per day) and 27% of gas production. It edgoesents 20% of global oil reserves
and 30% of gas reserves. Approximately 450 fielagehbeen discovered at more than
1,000 meters: 38% of these are in the Gulf of Mextbe United States), 26% in the Gulf
of Guinea (Africa) and 18% in Brazil. Although tleesleep reserves currently only
account for 3% of global oil production, this figuis only expected to grow in future
years, and reserves are estimated at 72 Giga farrel

The construction, transportation and operation pfasform generate various risks.
Incidents and accidents can have a major impacthenenvironment, mariners and
property. Risks include seismic movements, toxisteafire or explosion (the most
hazardous risk) and pollution that can affect mehfe. Memories of pollution due to the
extraction and transport of hydrocarbons are fsgh. Examples include the accident in
2010 at the Deepwater Horizon oil rig in the GulfMexico that caused the loss of 4.9
million barrels of oil, eleven members of staffjuimes to 17 others and widespread
pollution to coastal areas of Louisiana, the Msgigi, Alabama and Florida. This
catastrophe was preceded by the explosion of ther Rilpha oil platform in 1988 and
the sinking of the Erika off the French coast i®99

Not only is there a risk of accidents or disas@ordon and al., 1996] there is also,
since the early 2000s, a significant risk of pirfidansen, 2009]. This risk is very real in
strategic areas such as the Gulf of Aden or thé @ubuinea (the worldwide Mecca for

offshore oil production). Given the economic impoite of hydrocarbons, offshore fields
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have become a target for pirates and even tersdAstifowose and al., 2012]. While oil
platforms and their supply vessels form a prodectimdustrial network, they are
powerless against deliberate malicious acts andr tiselation makes them very

vulnerable prime targets.

These proven threats are characterized by highislesk uncertainty. Bayesian
networks have been shown to provide effective Irelgecision making in an uncertain
world that is subject to time constraints. Of tlagious forms of Bayesian networks, we
selected dynamic networks as the basis for our \aerthey offer many benefits. In this
article we describe the design and developmentpbtotype decision support tool. The
results produced by the model are tested and dieduna realistic pirate attack scenarios.

2. The exploration, production and transportation of
offshore oil
Oil and gas are vital sources of energy for theldvand are likely to remain so for
many decades to come. Offshore oil production otiyeaepresents about one third of
global oil production. Oil and gas production arstrategic challenge for both countries
and multinational corporations that are facing@asing global demand for energy.

“All industrial activities present safety problerbsit the offshore petroleum industry
does so more than most otHerBhis quote from [Kaasen, 1984], a Norwegian pssior
who is a leading expert on the offshore industighlights that offshore oil and gas fields
have a higher level of risk than other, land-basetlstries. The explosion of the
Deepwater Horizon oil platform on 20 April 2010 [V#hand al., 2011], which caused
the death of eleven people, and was one of theebiggrological disasters in the history
of mankind, is a telling example. The disaster hgted how critical this type of
infrastructure is, and the catastrophic consequsetiad can unfold if it is put in danger.

In addition to the human and environmental losagdatform exposed to the risk of
piracy or fire endangers the global economy. AmgXae is the pirate attack against the
Bonga oil field on 19 June 2008, which resulteg@veral injuries and the closure of a
field that accounted for 10% of Nigerian producti@bout 225,000 barrels/ day). The
impact of this attack was seen in the internatiqganade of oil. ‘Energy security is one of

the most serious economic and security challenget) today and in the future. The
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growth of world economies and societies goes hartand with the growth of energy
and the associated infrastructure that produces aondply this energy. Critical energy
infrastructure provides the fuel that enables thabgl economy to progress and society

to functiorf™.

Various disasters have demonstrated the vulnetlboilisuch infrastructure and the
urgent need for rigorous compliance with proceduses system design. The
construction, transportation and operation of drplaitform generate various risks [Flin
and al., 1996]. Technological accidents or incideocan exacerbate impacts on the
environment, mariners and property. The risk afrs& movement, toxic releases, fire or
explosion completes the threat panorama. Of thbserisk of explosion is most feared,
although the risk of pollution can seriously damaggine life. An example is the case of
the Pasha Bulker, a cargo ship that was carryin@0@tonnes of coal, shipwrecked on 8
June 2007 off the Australian coast with 700 tonsoibfstill on board. The 21 crew
members were airlifted from the ship. However, theestion of how to handle the
environmental pollution remained. Given the ecoromiportance of the price of oil,
offshore fields have become an increasingly afttradiarget for pirates and terrorists.
While oil platforms and their supply vessels fornpraductive industrial network, they
are powerless against deliberate malicious actschwmakes them highly-sensitive

critical infrastructure [Yergin, 2006].

The offshore oil industry already provides abouthed of global supply, and is
growing rapidly. Oil companies now focus most atithefforts on offshore exploration
and production: in the medium term more than hadfilband gas extraction will be based

offshore and particularly in deep waters (soonhgggup to 2000—3000 meters).

In 2010, about 3,300 offshore wells and around #i@dting and fixed offshore
platforms had been constructed. The drilling madaettributed about 40 billion dollars
to the global economy, and engineering, equipmedtather offshore structures about 50
billion dollars. However, although these facilitiese designed to withstand extreme
natural environments, they are not well-protectgairgst deliberate malicious acts. While
offshore platforms represent a success in ternisdoistrial production, from the point of
view of safety, they are isolated targets thatlwaeasily attacked from the sea.

25 Extract from an address at the opening of the Gzg#on for Security and Cooperation in Europe (ByGt a meeting of the
NATO Economic Committee on 22 September 2008 irsBels.
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The safety of offshore oil facilities is therefaremajor issue worldwide and raises
guestions about the consequences of both piracyearatism, which have become active
issues both for ships travelling in open water fordthe security of the energy supply.
Oil and gas platforms lie at an interface betwdenrharitime world and the oil industry.
This creates conditions where their judicial statsisvery uncertain [Wright, 1994].
Although they are located at sea, fixed oil platfercan have a very special status
because of nature of their activities. When norrafenal, they are subject to the usual
risks encountered at sea and consequently conwahtiaaritime law. When operational,
the framework changes, and international law asoeield in the national law of the
coastal state applies. In addition to this alreemiyplex context, there is the question of
the employment legislation applicable to personwdiich can differ depending on their

status.

It is therefore essential to increase the levgbrotection for this infrastructure and
develop systems that can generate an alarm argetregdefensive response should the

installation be attacked by pirates.

3. Pirate attacks: a very serious threat

World oil production is spread over more than 10,0fshore fields. Each of these
consists of facilities to extract, treat and tenapity store oil and vessels that transport
hydrocarbons between production and consumptiatfiti@s Modern piracy is currently

the major threat to these energy production siesnaaritime oil transport systems.

Although attacks against offshore infrastructure lass frequent and less publicized
than attacks against shipping, they are nonethedgg®mely worrying in that they
highlight the vulnerability of this type of infrastture.

Attacks on ships carrying hydrocarbons represestgaificant percentage of all
attacks against shipping [Kashubsky, 2008]. In 20@y accounted for close to 12% of
attacks, and reached more than 24% in 2007. Mtestkat aim to steal anything of value.
They occur in ports, or using very fast speedbddts.number of hijackings and hostage-
taking situations has also risen sharply. In Augi23, the Malaysian tanker Penrider

was seized off the coast of Indonesia and the kejacdemanded a ransom of $100,000.
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Vessels transporting goods are clearly a targepifates. In 1998, the Petro Ranger was
attacked outside the territorial waters of Singapdirwas carrying nearly 12,000 tonnes
of petroleum products. The pirates renamed it thleywand raised a Honduran flag. The

Petro Ranger became, for a time, a ghost ship [&iB©09].

The vast majority of attacks against shipping dagyhydrocarbons concern oil
tankers and vessels transporting liquid gas. Otite@total number of tankers in the fleet
(about 120,000), 4,000 (3%) are energy tanker200V, pirates began to take an interest
in mobile oil rigs and liquid gas carriers: thereres two attacks, one in Indonesia and
another off the coast of Singapore. Three fixetinlyi platforms have also been attacked:
two in Nigeria (including a kidnapping and ransamyl one in India. These events show

that pirates are now able to tackle all sorts et

Since 2008, pirate attacks against offshore oiltaitegions have increased
considerably. [Kashubsky, 2008] carried out a dedastudy of Nigeria. Some of the most

significant events are shown in Table 4-1.

Date Description of the attack Aftermath
June 12, 2005 An armed group attacked the FP&Orty-five people were taken hostage gnd
Jamestown (floating production, storage gnebleased when a ransom was paid three days
offloading unit). later.
January 11, 2006 A Shell platform was attacked. ourFpeople were taken hostage from the
maintenance vessel anchored to the platform.
January 15, 2006 A very violent attack againsthallSacility | Extensive damage and 17 people killed.
led to a fire.
February 18, 2006 A speedboat attack againstsiallation. Nine personnel are injured.
October 2, 2006 Shell barges are attacked. Thiddiess were killed protecting the
vessel.
April 1, 2007 The facility suffered a second attac The maintenance vessel was hijacked | by
pirates, which was able to dock.
April 19, 2007 A patrol vessel was attacked. Iswiipped of its own weapons.
May 3, 2007 The FPSO Mystras was attacked; |tB#ght employees were kidnapped.
attackers used the anchor chain to board.
October 21, 2007 An armed group simultaneousbckéd two
maintenance ships.
June 19, 2008 The FPSO Bonga was attacked and ddmpgProduction was halted, with an estimated |oss
of more than 200,000 barrels per day.
September 14, 2008 Two Shell and Chevron platforare
attacked simultaneously.
September 16, 2008 Eight speedboats loaded wittardige and| The pirates caused extensive damage.
hand grenades attacked a Shell pumging
station (Orubiri).
September 22, 2010 The tug Bourbon Alexandre Igiffishore in| Three French sailors were taken hostage. This
the Addax oil field of Nigeria was attackgdwas the fourth attack against the Bourbon
by four speedboats. since 2000.
November 17, 2010 Pirates using a speedboat attack ship| This attack killed six soldiers.

that was carrying Cameroonian secufjity
forces near an oil rig in the Gulf of Guinea.

belonging to the French company Pere:‘vco

Table 4-1 : lllustration of pirate attacks agaioisinstallations
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These events highlight the extent of the damagen@éim) material and economic)
caused by pirate attacks. They also highlight tbgoas and strategies they deploy:
surprise, extreme mobility, rapid action, a smalhwer of attackers and a significant

level of weaponry.

4. The use and benefits of dynamic Bayesian
networks

Piracy reveals the shortcomings of currently-avddasystems implemented on
offshore oil infrastructure to protect against feshtrusions.

Safety on offshore installations is currently emesuby traditional methods: the
watch, radio identification, automatic identificati systems (AIS), radar monitoring of
traffic and patrol boats generally operated by @wtors. The priority for radar
monitoring is to detect friendly large or mediurzesi mobile vessels. They do not
perform well in the detection of small marine tasgevith a small radar or optronic
signature that are, of course, unfriendly (no ramlaAIS reflector), operating in heavy
seas (sea clutter). Moreover, they suffer fromiadbspot at distances close to the carrier.
Vessel Traffic Services (VTS) provide significanglh to commercial navigation by
offering a real-time picture of vessel movements igiven surveillance zone. Although
they are widely used, they are typically tailoredhe detection of “friendly” vessels and
they are designed for the management of maritia@dy which is far from the idea of
protection against hostile intruders using smadltegGiraud and al., 2011].

As for the response to a threat, victims of ancitegainst an oil platform are able to
alert patrol vessels deployed in the area but tfiestbn of this alert is geographically
restricted. Moreover, even if the patrol vesseallested, its ability to intervene is limited
depending on its distance from the scene of tlzelatt

These limitations of current systems provided thativation for the design and

development of a decision support tool based ore8iayp networks.
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4.1 Bayesian networks

Our research primarily aims to improve the detecbbvessels and the development
of alert mechanisms to enhance safety in respanagtoven threat. In these conditions,
there are significant constraints. On the one haéneke are a large number of attack
parameters to be managed. They include input atpltsuof system parameters related
to the target (the platform) in danger (type, cality, vulnerability, on-board safety
equipment, etc.), the threat (type of vessel usetthd attackers, its speed, their weapons,
etc.) and the environment (time of day, visibilisga state, etc.). Moreover, these
parameters may interact. For example, whetherréleant to request the intervention of
the patrol vessel depends, in particular, on time tiequired to reach the installation, the
attackers’ weapons and their speed. The secondramnss related to the management of

the many dependent relationships between diffexgstem variables.

A further constraint is the uncertainty of threalated information. The generation of
an alert report, which brings together informatilom various sensors including
frequency modulated continuous wave (FMCW) radhe @lype of vessel, number of
occupants, potential weapons, etc.), and on ther dilind, the mathematical calculations
derived from dynamic variables (the distance betwthe target and the attackers, the
time before they can board the platform, etc.) seaely leads to the issue of the
management of errors and false alarms. Althoughp#r®rmance of this type of radar
has seen huge improvements, the uncertainty ofirtfegmation increases with the

distance of the threat, sea state, etc.

The constraints described above therefore sugbestidsign and development of a
decision support system that is based on graphryth&be graph makes it possible to
translate and exploit a large number of varialilesiy dependencies, incidences, etc. The
uncertainty that is inherent in the data emphasthesneed for a solution based on
probability theory and probabilistic calculatioi$ie proposed model forms the basis for
a tool that automatically creates a response pitaptad to the nature of the detected

intrusion. The tool is based on Bayesian networks.

The question of knowledge representation and reéagdrom representations has led
to the development of many models. Probabilistapgr models (specifically Bayesian

networks) were first developed in the 1980s by au@earl to facilitate prediction
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systems and abduction in Artificial Intelligencehi¥ formalism for probabilistic
reasoning was introduced by [Kim and Pearl, 1983uritzen and Speigelhalter, 1988]
and [Jordan, 1998].

Bayesian networks form a set of probabilistic medel large collections of random
variables where a sparse representation is negebs#n for numerical reasons (to avoid
the manipulation of overly-large tables) and stai$ reasons (to limit the number of
parameters to be estimated). They are commonly usehttificial Intelligence and
machine learning [Jordan, 1999]. They are directe@cyclic graphs where the nodes
represent random variables and arcs represent tmoradi independence between the
various nodes [Pearl, 2000].

We selected a dynamic Bayesian network to formbtas for our model. This is a
type of Bayesian network used to model dynamicteistic processes ([Darwiche, 2000]
and [Murphy, 2002]). Each variable X in a dynamayBsian network is associated with
a time slice T and is denoted. A key feature of these networks is the numbetiroé
slices T necessary to model a particular problenis Period of time is unlimited. While
the number of variables associated with each tilne & unchangeable, the dimension n

of the slice may change.

Our decision to use dynamic Bayesian networks egl&h the processing of attack
scenarios at various time intervals and thus thexirte be able to create a structured,

evolving plan.
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Figure 4-1 : Structure of the dynamic Bayesiamvoek

The architecture of the dynamic Bayesian netwodwshin Figure 4-1 is defined by
a part (B, B.), where Bl defines the a priori RjZand B. is the time slice of the
Bayesian network which is used to define ®(Zr.1) where Z is a random variable
described by Z= (U, X; Yi) to represent the nodes of the model. The dotted a
represent temporal arcs between time slices. Taieserun from left to right and reflect
the progress of time. There is a dynamic discrigtehastic process where the time index

T is increased by one each time new data is celieley the system.

4.2 Bayesian network overall architecture

The structure of the Bayesian network includesdparameters, the overall danger
level of the situation, aggravating factors andstnnts, nodes related to communication
and requests for assistance, and countermeasinese @re explained in detail below.

Basic parameters are static or dynamic data theracterize the physical threat (the
pirates) and the target (the oil platform). Theg egceived directly or are derived from
intermediate calculations contained an alert refhat is produced by a detection module
which consists of a series of sensors (radar, ogspradio, etc.) [Giraud and al., 2011].
Although at this stage the model is minimal, it\pdes a full understanding of the
relationship between the threat and the target thighaim of providing a response to an

attack. Parameters include, for example, the itdentf the threat IdentityClass
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(suspicious or hostile), the distance between liheat and the target DTG Threat/Asset,
the criticality of the asset AssetAssesment, efte AssetAssesment node has four

modalities (critical, major, important and other).

The overall level of danger of the situation isided from the basic parameters. The
ShowGradationLevel node is the formalization okthiodule in the Bayesian network.
The system offers four levels of danger, rangiognfrl for the least risk to a maximum of
4. The level and planning of countermeasures anéiraeusly adapted as the situation
develops. Aggravating factors and constraints Ements that are internal and external
to the system. Aggravating factors make it possibldake into account a potential
deterioration in the situation and anticipate fatptans. They represent the environment:
visibility (Visibility) and time of day (PeriodOfDg. Constraints are represented by
parameters which reflect the effectiveness of tlksponse both technically and
operationally. Technical constraints are direc#yated to the use of countermeasures
such as availability (ImmediateReadiness) or thétylo remotely control equipment

(RemoteControlled).

There is also a module that can take into accoewistbns by the crewmaster
regarding the manual activation of countermeasuttest are usually activated
automatically and remotely, should they fail. Thesedes are directly linked to
countermeasures by intra-slice arcs using statianpater learning. Each decision node

has two modalities (true or false).

Communication and requests for help are two keyareses in the event of an attack.
Internal communication makes it possible to aldit gersonnel (e.g. inform the
crewmaster, InformOIM) while different levels of temnal communication make it
possible to warn the various actors concerned @siqthe intervention of the patrol
vessel, RequestSecurityVessel, activate the ShipriBgAlert System, RaiseSSAS, etc.).
This enables the various facilities and shippinghi@ oil field to prepare their response

plan and request outside intervention if possible.

Countermeasures are the defences that are impledhesten the target is attacked.
They are the physical materialization of the resgoplan and provide a set of means and
actions to normalize the situation as soon as plesstountermeasures are divided into

five sub-modules, which form a graduated respoiite. force of the countermeasure
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depends on the threat that has been detected. Measunge from deterrence and small-
scale repulsion, to repulsion, anti-boarding andtnadization, procedure management,

and securing the installation.

These countermeasures are described in detail below

» Deterrence and small-scale repulsion: This infotimesattackers that the platform
is aware of their intentions, that they are beiranitored and that it is not in their
interests to launch an attack. Small-scale repulsgfers to the target’s ability to
repel an assault using small-scale measures suckeaashlights, fire hoses or
sound cannons ActivateLRAD (Long Range Acousticibev

* Repulsion, anti-boarding and neutralization: Thesme high-impact
countermeasures whose main function is at leashitmate an attack, if not
neutralize assailants. The node EngageRepellergBaunt refers to equipment
and technological devices that provide long-rangpuision while remaining
within the framework of non-lethal self-defence s@w&s. The same applies to
repulsive, anti-boarding equipment where the aintoisprevent pirates from
boarding when they approach the facility or ship.heT role of
SetCrowdControlMunition is to delay the progresstteé attack and exhaust or
neutralize the attackers, thus giving the crew asmtime as possible to manage
other safety measures.

* Procedure management: This consists of the follgwountermeasures:

o The CrewManagement node refers to the sounding ctibra

stations, then assembling the crew at designatdidiss.

0 The AssaultAssetManagement node refers to the neamary of
the potential target to ensure its safety and #gciihe modes of this
node are: activate citadel mode, perform evasiveomavres (for
ships and mobile units), and activate the safetyast, which consists
of a set of individual procedures to be appliedceegh member of the
crew.
» Ensuring the safety and security of the instalfatioike procedure management,
the action plan proposed by the Bayesian netwarkidtes measures related to the
control of the production facilities in order toutlthe unit down safety, or block

access to sensitive areas.
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The design of Bayesian network was divided into stages:

» The first step consisted of the construction oftatic Bayesian network. This
coupled data and knowledge from the database nramdtdy the International
Maritime Organization (IMO), which contains detadpirate attacks worldwide
since 1994, with material from interviews with anph of maritime experts
including a first class Merchant Navy officer, arrfer Navy officer and a
research engineer. The procedure for the acquisaind formalization of this
knowledge is described in [Bouejla and al., 2014].

* The second step was to build a dynamic Bayesiamanktthrough the addition of

a temporal dimension.

4.3 Modelling time in the Bayesian network

To improve the performance of the initial, statiayBsian network and integrate the
temporal dimension, a second, dynamic Bayesianar&twas designed. In this network,
the learning process took two forms:

» Links between intra-slice arcs: these are arcsdbiatain a single slice and these

connections are identified in the initial staticyBaian network.

* Learning of connections between inter-slice arttsese are arcs that connect the

two time slices F1 and T. They represent time arcs for the selected variables;

therefore for each node in slice T its parentskmidentified from the slice T-1.

In our prototype, the number of time slices vafiesn one attack to another and it is
impossible to know in advance the number of slicelse processed for each attack. The
prototype develops and learns as the attack unfeatsous scenarios were tested and the

experimental data was used to improve the calamadf conditional probabilities.

To meet the requirements of a dynamic Bayesianar&twthe network carries out the
following checks: first, that the structure is inaat at every time step (time-invariance),
and secondly, that each time arc links a time slicg to a slice T. Finally, we assume

that the variables in each slice are connectelddrsame way.

The dynamic Bayesian network is clearly useful iodelling a dynamic process. It
makes it possible to make quantitative a postedalculations given a priori knowledge
and current observations. This type of Bayesianvowdt can interpret the results of a
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given time slice identified by connections betweka nodes in the graphical models

generated by the initial dynamic Bayesian network.

5. Implementation and evaluation

The (dual) Bayesian network was tested using variattack scenarios. The
examination of these scenarios made it possibleageess, on the one hand, the
effectiveness of the prototype to plan a respongedto the attack scenario, and on the
other hand to demonstrate the benefits of coupéngtatic and dynamic Bayesian

network.

5.1 Presentation and execution of an attack

The example shown in Figure 4-2 shows the restltsne T—-1 resulting from the
addition of parameters that model an attack agairilk oil tanker. This type of vessel
(the target) collects oil from the production uauitd delivers it to a port. These very large
vessels usually visit the oil field at a frequemapnging from once per week to once per

month.

This target is attacked by a merchant ship, thertid@nt Vessel”, which has itself
been hijacked by a group of pirates. Merchant \Ieseelude heavy, very slow-moving
ships such as tankers and Very Large Crude CafMi&8C), faster, general cargo ships

and container ships that can maneuver more rapidly.

The danger level of the situation is calculatedrfrinese two pieces of information
(the type of target and the type of pirate ship)}this case, the value of each parameter is
2. The countermeasures proposed by the prototygeirdorm the crewmaster, request

the intervention of the patrol vessel, broadcastlart and place sound guns on standby.

The processing of the attack continues and the auneatal parameters are
augmented by the Bayesian network, which calculkieematic parameters, together
with the type of pirate ship and its classificatias “hostile”. The distance between the
target and the pirate ship is calculated to be B0-eters, the rankiAjis 300-900

% TheRankingThreatAssés the time it will take the threat to cover tleenaining distance to the nearest point of the tasgsuming
that it is able, at any moment, to change direcdiod circle towards the target.
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seconds and the patrol vessel's response time —-900 seconds. These parame
increase the danger level of the situation andhwellother countermeasures to be plan
that respond to this new information. As new ddiout the attack is added (at T+3), sl
as reduced visibility, the failure of various coermbeasures to activate automatically,
increasing proximity of the pirate ship (< meterg and the decrease in the ranking
300 seconds), the danger level he situation rises to 4 with a risk of boarding

L1 T T+3
I I I Time
Show GradationLevel z Show GradationLevel
fulean; 2.176 ev. 0.780 ShowCrRdationLevel o an 4281 Bew. 0 408
alue: 2178 (0,251 \oie: 3 844 (0 487 Value: 3281 (+0.424)
19.10%) 1 i 2 i .00% 1
18% 2 2 2.71% 2
8 BT% 5 26.04% 2 i
Thie ¥ 58.27% 3 30.62% I
15024 1 00,47 — ¢
InfarmOIhd BroadoastField RaiseS5AS
90.00% tue 80.55% o ] on%: true
w.uu%E false e} %g: false 20.00%) Talse
Request Security\essel Graduation and modification of Crewhtnagernent & = i Assetfssauithinagement
equestSecLTY Missels = ¥ Graduation and modification of
83.50%f e planning 71.60% security aler. | S 0.00%] engage eva
10 sn%E false 2840% security mu... 75.00%) securty sta...
25.00%| set citadel .
ActivatsLRAD fssetAssautivanagement ShutLock Accesses:
032% LRAD louds... 80.81% engage eva...
018% LRAD sonic. oo seou rity st A 23":"“9
99.40%) LRAD stand . 101% set citadel .. 237%) i,

Figure 4-2: Planning for three time slices-1, T and T+3) in an attack against a ta

Our dynamic Bayesian network therefore ns it possible to launch appropric
countermeasures that are graded according to theasing level of risk. As the scena
described above shows, the countermeasures tgpohiechpt 1-1 are the following

* Inform the crewmaste

* Request the interveion of the patrol vessel

e Place sound cannons on star

At time T, planned countermeasures i

» Broadcast information about the attack by radioamnemergency or specil
channel to warn other nearby targ

* Alert the crew

* |nitiate evasive maneur

Finally, the countermeasures at time T+3
» Trigger the Ship Security Alert Syste

« Assemble the crew in the safe zc

121



* Block ship access

Not all countermeasures can be applied automaticald some may require the
intervention of an operator. They include:

 EngageESDS: this secures the installation to ptedamage to production
equipment, or limit any consequences if it is dagsohg

» FireHoses: this refers to the pressurization ofwhéer circuit and the connection
of fire hoses, which can be an initial dissuasiveasure when the water jet is used
as a repulsive weapon and if the attackers comkirwiange (around twenty
metres).

» SetCrowControlMunition: the main purpose of thipeyof equipment is to delay
the progress of the pirates as much as possiblerder to exhaust or neutralize
them, and give crewmembers time to improve barasadr implement other

safety measures.

The example shown in Figure 4-3 includes an addhligroblem: the failure of a
safety device. In this case, despite the extreme lef danger, the countermeasure that
consists of blocking access to the platform caimeocactivated due to a functional failure.
Such a failure can endanger the lives of many geapt threaten the entire production
unit. The dynamic Bayesian network is able to psgpa manual intervention to bring the

countermeasure back into service, which improveg#rformance of the tool.

ShutLockAccesses L

100.00% true
0.00%) false

OlhiDecision Shut LockAccesses

100.00%) true =::>
0.00% false

ShutlockAccesses

97.23% true =::>
277% false

Figure 4-3 : Influence of manual intervention bg tirew on the probability of the node ShutLockAsess

5.2 Discussion

Our dynamic Bayesian network has three major achgmst

The planning of a response through the automatidymtion of a plan based on an
intelligent analysis of the alert report. This repacludes all the information necessary
to prepare a physical response to the threat. Tdy@dan network can manage all the
interactions between threat characteristics andatget of the attack, the environment,
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crew and facility management, and most importaittlyan adapt to changes in the level
of danger of the situation.

On the other hand, the dynamic Bayesian network diaable countermeasures
initiated in earlier processing of the attack that no longer suited to the new level
danger level. The system’s man-machine interfacesists of a dashboard showing the
processing of the attack in two time slices, whitakes it easy to compare the

parameters in both situations and gives an overwvietive evolution of the attack.

Finally, the network can take into account the némdoperator intervention. The
example shown in Figure 4-3 shows the inclusiodeafisions taken by the crewmaster.
Such decisions can exacerbate or reduce the déagdrof the situation. This feature
makes it possible to partially de-activate automaliefence measures and bring them
under mechanical control taking into account thessence or absence of the crewmaster,
their professional experience and the situatiorms Teans that the operator is no longer a
passive actor in the decision-making process. Tday also assign probabilities to the
countermeasures triggered by the system and/ oe rien 100% manual. This option

makes a large contribution to improving the diagmno$the situation.

Despite these strengths, the network structuretilisdgficult to manipulate. An
increase in the number of nodes and arcs is ntva@lstforward matter. The increase in
the number of parents of a node automatically ggasiarge probability matrices. In the
case where the network is only constructed fronalztege information, this problem can
be easily handled by automatic learning. Howevérenwexpert knowledge is involved,
the determination of probabilities requires a lbtwmrk in order to establish credible
scenarios and a long testing and validation phasedon various examples and attack

scenarios.

6. Conclusion

Static and dynamic Bayesian networks are excelt®ols for modelling uncertainty,
due to their clear graphic representation and fse@ated conditional probability laws.
The real advantage of dynamic Bayesian networkbat they can take account of the

progress of time. They make it possible to carry auqualitative and dynamic
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interpretation of results through the analysis raéidependencies between variables in

many time slices linked by connections between sadéhe initial graphical models.

In this article, we presented the design processafadiagnostic and response
planning system to handle pirate attacks agairistiedds based on a static Bayesian
network. The limitations of this type of networkdleis to look at the contribution of
dynamic Bayesian networks. This type of network dake account of changing
situations through the incremental processing td da it is collected. Consequently, we
were able to design a system prototype that camsbd by oil field operators to increase
their decision capacity when faced with a piratackt The prototype makes it possible to

plan reactions and responses at every moment astdoi unfolds.

Acknowledgments

The authors would like to thank the company Prea@rior their support for this

research project.

References

Aleklett K., Hook M., Jakobsson K., Lardelli M., @nden S. and Soderbergh B. (2010). The
pick of the oil age — Analyzing the world oil prattion reference scenario in world energy
outlook 2008. Energy Policy, Volume 38 Issue 3,1%98-1414, March 2010.

Anifowose B., Damian M.L., Dan van Der H. and Lee (€012). Attacks on oil transport
pipelines in Nigeria: A quantitative explorationdapossible explanation of observed patterns.
Applied Geography, Volume 32 Issue 2, pp. 638l, March 2012.

Bouejla A., Guarnieri F. and Napoli A. (2014). Aygsian network to manage risks of maritime
piracy against offshore oil fields. Safety Scierfoetober 2014.

Darwiche A. (2000). A differential approach to irédace in Bayesian networks. Proceedings of
uncertainty in Artificial Intelligence, pp.123-132.

Flin R., Mearns K., Fleming M. and Gordon R. (199isk perception and safety in the offshore
oil and gas industry. Health and safety executiifghore technology report.

Giraud M.A., Alhadef B., Guarnieri F., Napoli A.pBala Gambetta M., Chaumartin D., Philips

M., Morel M., Imbert C., ltcia E., Bonacci D. andidfiel, P. (2011). SARGOS: Securing

Offshore Infrastructures Through a Global Alert @whded Response. System Workshop MAST
Europe, pp. 27-29, 27 June 2011.

Gordon R.P.E., Flin R.H., Mearns K. and Fleming M(IT996). Assessing the human factors
causes of accidents in the offshore oil industnyernational conference on health, safety and

124



environment in oil and gas exploration and producti No 3, New Orleans, United
States, pp. 635—-644.

Hansen S.J. (2009). Piracy in the greater Gulf déy Myths, Misconception and Remedies.
Norwegian Institute for Urban and Regional Research

Jordan M.I. (1998). Learning in Graphical ModeldTNPress.

Jordan M.l. (1999). An Introduction to Variationklethods for Graphical Models. Machine
Learning, 37, pp. 183-233

Kaasen K. (1984). Safety Regulation of Offshorerdtetim Activities: a Study of the Legal
Framework on the Norwegian Continental Shelf. Qahiversity.

Kashubsky M. (2008). Offshore energy force majelMa&eria’s local problem with global
consequences. Maritime studies.

Kim J.H. and Pearl J. (1983). A computational moiiel causal and diagnostic reasoning in
inference engines. Proc. 8th Int. Joint Conf. ofifiéial Intelligence, pp.190-193.

Lauritzen S.L. and Spiegelhalter D.J. (1988). L&@ainputations with Probabilities on Graphical
Structures and Their Application to Expert Systedwjrnal of the Royal Statistical Society.
Series B (Methodological), Volume 50, No 2, pp.15Z4.

Murphy K.P. (2002). Dynamic Bayesian networks: Brnggtion, Inference and Learning.
Cambridge University.

Nincic D.J. (2009). Maritime Security as Energy @&g: Current Threats and Challenges. In
Luft G. and Konin A., (Eds.) Energy Security: Clealjjes for the 21st Century. Washington DC:
Greenwood Publishing in collaboration with the ingé for the Analysis of Global Security

(IAGS).

Pearl J. (2000). Causality: Models, Reasoning aferénce. Cambridge University Press, ISBN,
0-521-77362-8.

White H.K., Hsing P.Y., Cho W., Shank T.M., Cordeg&., Quattrini A.M., Nelson R.K., Camilli
R., Demopoulos AW.J., German C.R., Brooks J.Mbé&ts H.H., Shedd W., Reddy C.M. and
Fisher C.R. (2011). Impact of the Deepwater Horiabrspill on a deep-water coral community
in the Gulf of Mexico, Cross Mark, Volume 109 No, B{®vember 2011.

Wright C. (1994). A fallible safety system: institinalised irrationality in the offshore oil and
gas industry. The sociological review, Volume 4Quks 1, pp. 79-103

Yergin, D. (2006). Ensuring Energy Security, Fonefgfairs. Volume 85, No. 2.

125



126



Chapitre 5 : Article 4 :
Couplage entre Réseau
Bayésien Statique et
Dynamique en mesure de
répondre au risque de
Piraterie Maritime contre les

champs pétroliers Offshores
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5.1 Présentation de l'article

Cet article a été soumis a la revue Ocean Engimgelii décrit le couplage entre
réseau bayeésien statique et réseau bayeésien dymaratgsouligne les apports et les

limites des deux systemes.
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5.2 Version anglaise de l'article

A coupled Static and Dynamic Bayesian
Network able to respond to Maritime Piracy
against Offshore Oil Fields

Abstract

This article describes a prototype decision supfpmitto be used in the fight against
maritime piracy. A static and a dynamic Bayesiatwoek were coupled in order to
develop a graphical decision support model of arertain world. Not only does this type
of coupled network make it possible to compare tbgpective and complementary
inputs, it can also incorporate into knowledge baggobability distributions that can
predict the future, given the past. This articlesaldes in detail the methodological
approach to the design of a prototype for risk Womys and the planning of
countermeasures to be applied in the case of @epatiack against an offshore oll
platform. The prototype provides supports for decisnaking by taking into account the

impact of a decision taken at time T—1 on a denisiat must be taken at time T.

Keywords

Bayesian networks, Maritime piracy, Oil fields, @an support systems.

1. Introduction

Far from the fictionalized images of piracy desedhin romantic novels set in the
age of sail, modern piracy is a violent phenomemdrose upsurge is a concern to

international maritime authorities.

“Piracy consists of any of the following acts:

(a) Any illegal acts of violence or detention, or ary af depredation, committed for private
ends by the crew or the passengers of a privateadir and directed:

® On the high seas, against another ship or aircraftagainst persons or property
on board such ship or aircraft;

(i) Against a ship, aircraft, persons or property iplace outside the jurisdiction of
any State;

(b) Any act of voluntary participation in the operatiaf a ship or of an aircraft with
knowledge of facts making it a pirate ship or aafty
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(c) Any act inciting or of intentionally facilitatingraact described in sub-paragraph (a) or
(b).27”

This definition suggests that individuals and orgations that perform attacks
against fishermen, commercial vessels, recreatigwlors or oil platforms are
particularly determined, and often well-equippeditifwtransport, communications,
weapons, etc.). Their battle-hardened “captainsusnthe sustainability of this criminal

activity and manage attacks as if they were a gllobsiness (Figure 5-1).

Pirates have at their disposal very powerful speatibthat can easily catch a heavy
merchant ship. The latter can only slow down, ameduaable to tack or increase speed in
order to shake off a small boat. These “floatinglaile” are easy prey as they cruise in
waters that are not regularly patrolled by coaatdhorities [Onuoha, 2010]. The pirate
“mother ships” are stationed behind this field opérations” and are equipped with the
latest object-location technologies. This allowsnthto precisely identify their target and
organize their attack. Their targets are takenurgrsse, typically by speedboats that they

are unable to detect.

@ -atemptedatzck @ -Bozrdes @ -Fireduson @ -Hiackes @ -suspicious vesser

Google

Figure 5-1 : Distribution of maritime piracy in 2B{Source: International Maritime Bureau)

Acts of piracy continue to multiply. In 2013, 264taeks were identified by the
International Maritime Bureau (IMB), including 144 South-East Asia and 51 in West
Africa. 85% of the attacks took place at night dhd main targets were commercial

vessels (tankers, bulk carriers and tugs with t&rgeanchor or sailing at low speed. In

27 This definition of piracy is contained in articl®1 of the 1982 United Nations Convention on the lodthe Sea
(UNCLOS).
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most cases, the pirates attempted to steal cargguapment that could be easily resold,
or pillage the ship itself. However, in other caslesy also attempted to kidnap crew
members. According to the IMB, one in four attackbere there was no intervention by

national naval forces, was successful.

In the early 2000s, pirates were armed with kniTeslay, they attack with automatic
weapons. This finding, although not surprisingalerming. According to a report by the
IMB, pirates carried out 85 attacks in the firsif lwét 2014 (Figure 5-2).

(? = Atlempted Aftack @ =Boarded ? =Fired upon , = Hijacked , = Suspicious vessel

Figure 5-2 : Map of the distribution maritime piyaacts in the first half of 2014 (Source: IMB)

Although attacks on offshore energy infrastructare less frequent and receive less
publicity, they are no less worrying. They demoaistrthe vulnerability of an economic
sector where the stakes are very high. Given thecg of onshore resources, production
has had to move offshore where it faces the nesathof piracy.

Acts of piracy have increased considerably sin@81fKashubsky, 2008] conducted
a detailed study of Nigeria which showed that teassuring hypothesis that offshore
installations would be protected by virtue of thga@ographical distance was no longer
true. The attack in June 2008 against Shell's offshinfrastructure 120 km off the coast
of Nigeria (the Bonga oil field) which led to a pltection stoppage and losses estimated
at over 200,000 barrels per day, or that on thedfreompany Perenco’s ship that was
carrying Cameroonian security forces near to ami@iin the Gulf of Guinea (leading to
the death of six Cameroonian soldiers), show tl&tadce is no longer a guarantee of

safety [Nincic, 2009].
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Faced with this known threat, various technologsyatems have been designed and
developed, with mixed success. Two constraints rhadaken into account: uncertainty
and time. Bayesian networks have proved to be #attefe way to overcome these
constraints and provide support for decision makigr research showed that a dynamic
network offered many benefits as a complement tgoecalled “static” network.
Consequently, we have designed a model and dewklaperototype which brings
together these two types of network. The prototijps been tested and the results

examined in realistic pirate attack scenarios.

2. Decisions support systems for maritime piracy
against offshore oil platforms

Security on offshore installations is currently yaded by conventional decision
support tools: a lookout, radio identification, Aatatic Identification Systems (AIS),
radar monitoring of traffic, etc. These tools candomplemented at a national level by
naval forces in certain countries, and at a loeafel by patrol boats operated by

subcontractors [Giraud and al., 2011] who are eyguldy operating companies.

Nevertheless, resources are limited. Patrol vesaets few and far between,
expensive and not necessarily located very closke@vent. As for radar monitoring of
sea traffic, the priority is to detect “friendlyange- or medium-sized mobile objects.
Radar systems suffer from a blind spot at distaratese to the origin and are not
particularly suited to the detection of small martargets such as speedboats or jet-skis
that have a small radar or optronic signature (laickeflective surfaces or AlS), operate
in open waters (sea clutter) and are — of coursefdendly. The only viable option is a
human lookout; a system that does not perform ateflight or in degraded visibility due

to weather conditions.

In addition to the limitations (technological orysiological) of tools and resources
(technical or human), threat characterization is alvays straightforward in uncertain
conditions. False alarms are a real problem ane lkigscredited many of the solutions

offered to oil companies [Mukundan, 2003].

A central issue for the resolution of the problesnhow uncertainty is handled.
Bayesian networks are one technique for the prougssid analysis of data in conditions
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of uncertainty [Nielsen and Verner Jensen, 200, this was the solution we selected.
Our decision was supported by earlier work in tfagitime domain.

[Ren and al., 2008] discussed the contribution taticc Bayesian networks in
modelling human factors in cause and effect ratatigps for the assessment of maritime
security. They designed and developed a methoddlaggd on James Reason’s “Swiss
cheese” model [Reason, 1990]. Reason’s model pesvad generic human factors risk
assessment framework. Five levels are used to clearze latent failures within the
causal chain of events: root causes, triggers, tevencidents, accidents and their
consequences. In Ren’s work, a detailed charaateyiz of each level led to the
construction of a Bayesian network. A series ofnévavas specified, and the a priori
conditional probabilities of the model were ass@jivased on characteristics intrinsic to

each event.

[Trucco et al., 2008] presented an approach for ittiegration of human and
organizational factors into risk analysis. Althougie approach was developed and
applied to a case study in the maritime industrgan also be used in other economic
sectors. A static Bayesian network was developadddel risk associated with maritime
transport systems; it took into account variou@tsuch as ship-owners, ports and
shipyards, and their mutual influences.

Finally, [Dabrowski et al.,, 2013] proposed a gememodel to characterize the
behaviour of pirate ships. The model was desigsatgudynamic Bayesian networks and
derived exclusively from a summary of data takemfithe “Piracy and Armed Robbery”
database maintained by the IMO. Among the factbet tan influence the model,
kinematic data such as position and velocity isegithe greatest weight. The model
includes three classes of vessels: transport & ds&ling boats and pirate ships. It was
evaluated through a comparison of its predictioitk actual records taken from the IMO
database in the Gulf of Aden and the Indian Océ&dre model is limited to the
prevention of the risk of pirate attack throughaawalysis of ship behavior.

These studies contributed to our solution to tlublem as they supported the idea of

designing and deploying Bayesian networks, whiah mavide decision support for the
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protection of offshore oil installations. The aihaur work goes beyond a new field of
application (offshore energy infrastructure) andiradses the entire decision-making
process. It uses quantitative data and expert ledye throughout the process; from the
diagnosis to the processing of the threat thoughrtiplementation of various tools and

defence mechanisms.

3. A static Bayesian network model of maritime
piracy

Our proposed “system” is inherently complex. Seivpearameters characterize this
complexity: the marine environment (principally teea state), meteorology (and its
impact on visibility and the mobility of attackerghe type of infrastructure to be
protected, and of course, the ingenuity of thecktes. The asset to be protected takes
many forms, for example a floating production, atmr and offloading (FPSO) platform,
speedboats used for crew transfers (crewboats, dukankers, etc. Pirates also have
diverse means at their disposal: highly-maneuveradilips or small boats (High
Manoeuvrability Boats), fishing or commercial vdss@ghemselves pirated), or simple
dugout canoes. The attacker’s choice of mode ofspart is a decisive factor as it
influences kinematic parameters such as the speegdaeceleration of the pirate ship,
which is used to calculate the distance betweerater and the asset to be protected.
These are both the basic parameters and the cotstiiaat make it possible to clearly

define the situation.

It is clear that in the face of a threat an immedi@sponse is required, and various
tools have been designed and developed. An oilophatis able to deploy an arsenal of
countermeasures, such as the Ship Security AlesteBy (SSAS), sound cannons,
searchlights, etc. [Morel and al., 2007]. Thesdst@an be tailored to the type of attack
and the danger level of the situation.

The representation and management of the paramatersresponse modes that
characterize this complexity requires a graphiogtesn. This system must enable
interactions between attack parameters and respuonges that help those responsible
for an oil platform to take effective and approfeiaecisions in an emergency situation.
Given these constraints,
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Bayesian networks appeared to offer the most apijatepsolution (8 2).
Bayesian network are based on Bayes inverse pidgdbrmula:

P(H|e) = P(e|H) x %

Equation 5-1 : Bayes’ theorem

For any hypothesis H and observation e.

A Bayesian network ([Pearl, 2000] and [Heckerm&@99]) is a probabilistic model
based on any n variables, X1, ..., Xn, defining domjunction P (X1 ... Xn), by a
satisfactory decomposition of the following propert

P(X; .. Xp) = [IiL, P(X; | Pa;)

Equation 5-2 : Decomposition of Equation 1

Where Pais a subset of {X ..., X.1}.

This formula makes it possible to simplify the infation necessary to calculate the
joint probability of the set {X ..., Xi.1}. Thus, rather than specifying the probability of
Xi conditional on all the calculations of its predesm@s X, ..., X.1, only those that are

conditioned by the elements of Pai must be spekifiéis set is called the parents of X

Bayesian networks are a marriage between probalifigory and graph theory.
Consequently, they provide tools that address twajom problems commonly
encountered in Intelligence Artificial, applied rmainatics and engineering: uncertainty
and complexity. In particular, they play an inciaegly important role in the design and
analysis of algorithms related to reasoning andnlag ([Jordan, 1998]; [Naim and al.,
2004] and [Darwiche, 2000]).

3.1 The expected benefits of Bayesian networks

The use of Bayesian networks has many advantagesdie been widely reported
and discussed in the literature [Efron, 2010]. @ablis extracted from the work of
[Francois, 2006] and describes the advantagesobipilistic graphical models.
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The advantages of graphical The role of graphs in The advantages of probabilistic
models probabilistic models models
A way to represent relationshipsProvide a simple and effectivg Probabilistic knowledge extraction
between attributes clearly and | way to express hypotheses | (which variables are correlated,
intuitively dependent or conditionally
independent)
Can represent cause and effeqt Provide a compact Diagnosis: an evaluation &f
relationships representation of joint (causes/symptoms)
probability functions Prediction: an evaluation &f

Graphical models are able ldracilitate inference  from (symptoms/causes) and Classificatign:
handle uncertainty angobservations the calculation of maxRsse(Class
inaccuracy /observations)

Table 5-1 : The advantages of probabilistic graghicodels (Source: [Francois, 2006])

One of the challenges in our research is the langeunt of data to be processed. It is
therefore useful to have one or more models thatliok observations and reality in a
specific context, including cases where observatame incomplete and/ or inaccurate. In
the context of maritime piracy the volume of daasignificant and includes the IMO’s
Piracy and Armed Robbery database, real-time dgttuced by radar and radio sensors,
marine and meteorological data, etc. and expenvlgage. In this scenario it is crucial to
establish relevant relationships between variabléise marine environment (time of day,
meteorology, etc.), variables related to the odtfpkrm (type, vulnerability, available
countermeasures, etc.) and those concerning tla¢e pahip (type of vessel, level of

armaments, etc.).

Bayesian networks provide a compact representatidhese sets of dependencies
through the concept of separation and the use oflitonal probability tables. It is
important not to confuse Bayesian networks withegksystems. A rule-based expert
system is often defined as an application thatpmnform logical reasoning comparable
to that of a human expert. It is based on databasdacts and knowledge and an
inference engine, which can make logical deductidnspractice, an expert system
models how an expert reasons and then attempeptoduce this reasoning in response
to new requests. On the other hand, a probabihstidel does not model how the expert
reasons: rather it models the qualitative knowletigkel by the expert. Consequently,
such a model is not an expert system in the sdraettie term is usually used, as the

reasoning that is carried out is not logical, athabilistic [Cowell and al., 1999].

With respect to conditional dependencies, the esgive power of directed graphical

models (such as Bayesian networks) is neither betteworse than undirected models,
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but they do lend themselves to a causal interpoetatVe selected directed models for
our work as they are more intuitive and visual.ghreal models guide the interpretation
of the structure, in the same way as they provideide during inference and learning.
These models are also easier for domain experts ¢ften base their reasoning on cause

and effect relationships) to construct [Langsetth Bangso, 2001].

Probabilistic networks also represent uncertainnkadge in ways that are more
flexible than those conventionally found in rulesbd systems. For example, different
combinations of attack parameters are observedliffarent types of oil platform and
strict rules cannot always be applied to diagnbsesituation. In such a complex attack
scenario requiring an appropriate response, a huewpart is able to give an opinion
even when some of the necessary data is missingxpert system cannot do this, while

a probabilistic model can.

Bayesian networks are more easily adapted and egbdatthe context than rule-
based systems. Experience shows that it is nowereasid faster to create graphical
models; furthermore, as they are very intuitivemoaunication with experts becomes

easier [Neapolitan, 2012].

Finally, although Bayesian networks can model thbjextive knowledge of an
expert, they do not model how the expert reasohey Therefore transform knowledge
into an interpretable model that integrates quatnig and qualitative data. Once this
compact probabilistic graphical model has been tcocied it can be used to reason,

without having to refer back to the original daafwiche, 2009].

3.2 The design and development of the model

This section outlines the development of our psgietdecision support system,
which is designed to reduce the vulnerability of amd gas field operators to pirate
attack. It is based on the coupling of a static dylgamic Bayesian network. A temporal
or dynamic Bayesian network is a stochastic antisstal model which extends the
concept of the Bayesian network. Unlike static reks, a dynamic Bayesian network
can represent a discrete sequence of changesdomavariables based on, for example,
time steps. The dynamic term characterizes thesysteing modelled (here the oilfield

and its actors — operators and pirates), and eatétwork, which does not change.
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3.2.1 General architecture of the model

To the best of our knowledge there is no estaldigshethodology for the acquisition
and formalization of knowledge that forms the bdsisa Bayesian network. There are,
however, two sets of techniques that can be grouped categories that reflect the
fundamental constituents of a Bayesian network: stigicture and its parameters

[Heckerman and al., 1997]. In this part of our worle used BayesialLabsoftware.

The first step was to create a static Bayesian erétivom the contents of the IMO’s
Piracy and Armed Robbery database. The databadaim®mecords of actual pirate
attacks against ships and oil platforms. It inchidetails of 6,472 attacks since 1994.
This data makes it possible to determine, on trel@and the tactics used by pirates and
on the other the most frequently-used and effectwantermeasures. Based on the
network structure, the next step is to calculatebability tables (estimate a priori
probability distributions or probability law paratees) from this data. In the case of the
IMO database, two cases emerged: 30% of the reeaets complete (all variables had a
value), while 70% were not. In the case of completeords, the statistical analysis
consisted of calculating the probability of an evieased on the frequency of occurrence
of the event in the database. This is called thaximum likelihood” approach [Meganck
and al., 2006]. For incomplete records we used gtaistical learning method,
supplemented by an initial step that estimated ingsparameters from their average
[Friedman and Goldszmidt, 1998]. This is known hs tExpectation-Maximization”
algorithm. It is a two-stage iterative algorithnmetfirst uses inference techniques to
calculate missing network parameters, while theoisécalculates missing values, and

then maximizes all parameters.

As a supplement to the knowledge base developed tihe IMO database, a team of
experts in the maritime domain was recruited, ciimgj of: a 1st class Merchant Navy
officer, a former Navy officer and a research eegimA probability scale was drawn up
to enable these experts to estimate quantitatif@lyqualitatively) the probability of a
defined event. This was particularly effective asteparameter in the Bayesian network

is a conditional probability law whose size incesmgxponentially with respect to the

% http://www.bayesia.com
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number of its parents. As it is unrealistic to agperts to provide values for each of these
laws, the probability scale helped them to readea@sion.

The planning of potential responses to a piratacktis determined by real-time
knowledge about the various threats that are datgttehavioural criteria, identity class,
and comparison with situations previously encowtteand recorded in the system).
Planning must also take into account possible éitiwhs created by the physical location
of the oil field or its legal status. Static Bayesinetworks are able to manage all the
possible interactions between the threat charatites] the target and the environment in
order to determine the best sequence of respo@sesequently, the action plan can
constantly adapt to changes in the danger levak plan is presented as a decision-
making support to the operator who validates thréoua stages; proposed measures can
range from the triggering of an alarm through te #ttivation of non-lethal repulsion
devices. This recommendation includes basic paemsiaihe overall danger level of the
situation, aggravating factors and constraints, aades related to communication, a

request for help and countermeasures (Figure 5-3).

Basic parameters

Aggravating
factors and
Constraints

Communication || Deterrence and || Repulsion, anti- Ensuring the

Procedure

and Distress low-impact boarding and - safety and security
call repulsion neutralization R EEER of'the facility
\ ]
|
Countermeasures

Figure 5-3 : Structure of the static Bayesian nekwor response planning to a piracy attack

3.2.2 The model parameters

The various parameters of the model are listeddatailed in Table 5-2

141



Family

Description

Examples of parameters

Basic parameters

Static or dynamic physical
data that characterize the
threat and the target. They
come directly from, or are
derived from intermediate
calculations and the alert
report, produced by the
system’s detection module.

These parameters include the identity of
the threat IdentityClas (suspicious or
hostile), the distance between the threat
and the targetDTGThreat/Assét and the
criticality of the target AssetAssessmént
etc.

Overall danger level of the|
situation

The overall danger level of th
situation

b The “ShowGradationLevehode is the
formalization of this module. The grading
system ranges from 1 (for the lowest risk|
to 4 (maximum risk).

Aggravating factors and
constraints

Internal and external element
of the system.

5 They represent the environment: visibility
“Visibility” and time of day
“PeriodOfDay. Technical constraints are
directly related to the use of
countermeasures such as availability
“ImmediateReadineser remote control
“RemoteControlled

Communication and

Internal communication at the

Examples: inform the crewmaster

distress call target makes it possible to alertInformlOM’, request the intervention of
all personnel, while external | the patrol vesselRequestSecurityVesiel
communication makes it implement the Ship Security Alert Systen
possible, to varying degrees, td RaiseSSASetc.)
alert the various actors to
survival-at-sea safety
measures.

Countermeasures These are all the defences Deterrence and low-impact repulsion: thi

implemented when the target
is attacked to protect it from
an identified threat.

They are divided into four sul

informs the attackers that the target is
aware of their intentions. Example: activd
fire hoses or sound cannons
“ActivateLRAD (Long-Range Acoustic
Device).

U7

ite

modules.

Repulsion, anti-boarding and
neutralization: these are high-impact acti
countermeasures whose main function ig
at least mitigate if not neutralize attacker
Example: ‘Set CrowdControlMunitich
where the intention is to delay the progre
of the attack.

Procedure Management: the
“CrewManagemehinode concerns the
sounding of action stations on the
infrastructure, while theAssaultAsset
Managemeritnode concerns the
management of the potential target with
view to ensuring its safety and security.

p==4

Ensuring the safety and security of the
facility: this relates to maintaining control
of production facilities in order to carry oy
a safe shutdown or deny access to sensi
areas.

it
tive

Table 5-2 : Detailed description of the modulethim static Bayesian network

The countermeasures managed by the prototype hakiotm of an escalating scale

that makes it possible to grade the response @itaok. In this way, the response can be
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adapted to the nature of the threat and its dewaop. A network of internal and external
communication systems designed to broadcast weasrang coordinate the response and

the request for assistance is also activated.

In the prototype Bayesian network, each moduleutxraodule consists of one or
more nodes that receive and/ or transmit causatioaekhips to other nodes. Each node
consists of a matrix of conditional probabilitidsat are calculated taking into account
interactions with other nodes and the current 8dona For example, the probability
distribution for activating searchlights “Activate&chLight” interacts directly with
visibility, time of day and technical constraintsch as the availability and the ability to

remotely control countermeasures.

4. Testing and verification of the model

Our static Bayesian network can formulate and &iggset of countermeasures in an
emergency situation. For each alert, the netwot&rdenes a set of responses to activate
depending on the basic attack parameters (typé&atepship, vulnerability of the target,
distance between the target and the pirate shap, et

Whenever a suspect or hostile vessel appears,ysiens receives an alert report
compiled from data collected by the various sengmesent on the platform (radar,
optronic reports, AlS, watch, etc.). This reporicatates various parameters such as the
distance between the target and the suspect Seipinte required for the patrol vessel to
intervene, etc. It also defines basic parameteask as the type of suspect vessel, its level
of armaments, and the presence of a patrol vesselThese parameters are integrated
into the Bayesian network in order to calculate tlamger level of the situation and
develop the set of countermeasures to be applied.

A probability scale (Figure 5-4) was used to deteermthe countermeasures and
procedures to be triggered following the detectioih an attack. The choice of
countermeasures varies according to the situatvbich gives rise to a need to establish
a threshold for their activation (i.e. to selea tlesponse that is most relevant at a given
time T). This threshold was chosen by the team afitme experts and was set at 70%.
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Consequently, only countermeasures for which onthefmodalities has a probability

strictly greater than 70% are recommended anderegy

Certain — 100
Probable —— 85
Expected U — 75
30-50 —_— 50
Uncertain —— 25
Improbable  e—f— 15
Impossible 0

Figure 5-4 : Probability scale

The example below (Figure 5-5) shows the resultated to the insertion of
parameters related to an attack on a crewboat tesehnsport personnel or parcels
between the various installations and/ or landrbyaknown ship that is assumed to be a
threat. The danger level of the situation is 2 vatpercentage higher than 43%; in this
case the countermeasures to be applied are:

* Inform the crewmaster

* Request the intervention of the patrol vessel

* Put sound cannons on standby

+ Alert the entire crew

Show Gradation Lewel
lean: 2.377 Dew: 0.785
‘Walue: 2.377 (-0.050)
1251% 1
43.83% 2
ar.ors 3
G.50% 4
Infarmn Ok Activate LRAD
SD.DD%: true 0.28% LRAD louds...
10.00% false 0.21% LRAD sonic...
A J ae.51% LRAD stand...
Request Securty'vessels
AzzetAzsautthvanagement
89.50% true
10.50%5 false 100.00% Engage eva...
L J 0.00% secunty sta...
0.00% set citadel ...

Figure 5-5 : Planning of the response to an attanst a crewboat (initial planning at time T)
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Theresponse plan proposed by the prototype is adaptdte level of danger of tt
situation and changes according to updates intteat parameters (the unknown st
and the target (the speedboat). Other attack paeasnean be added, such as: a reg™
of less than 300 seconds, a distance less thanebkysnpirates equipped with a hic-
maneuveable ship or small boat (i.e. a vessel with a staahing circle, high maximur
speed and fast acceleration that can quickly chdirgetion) and who ararmed. In this
case, the vulnerability of the target is definedragjor”. The danger level is now eqt
to 3 and the probability of the countermeasureswieae recommended in the initial pl

has increased (Figure®-

Show Gradation Lewel
an: 3.227 Dew: 0.647

‘Jalue: 3.227 (+0.000)
0.62% 1
10.30%
54.82%
34.27%

S AL N

Inform D1k Assetfssauttvanagement

90.00%| true 100.00% Engage eva...
1IZI.IZIIZI%E false 0.00% secunty sta...

0.00% set citadel ...

Request Securty'vessels Raise 5545

89.50% true

ActivateLRAD Broadcast Field

D02% LRAD louds...
0.53% LRAD sonic... gi?ﬁ: il
B0.45% LRAD stand... '

Crewhdanagement

8.18% securty aler...
91.82% SeCunty mu...

Figure 5-6. Planning of the response to an attack againstwabmoat (second plan at T-

The new countermeasures to be activated bec

* Initiate evasive manoeuvre

» Trigger the Ship Security Alert System (SS/

* Prompt the opetor to broadcast information aboutet attack to warn oth:
nearbytargets on VHF 16 or another specific char

29 The ‘RankingThreatAssetorresponds to the time necessary for the thi@abver the remaining distance to
nearest point of the target, taking into accoustftict that at any moment thereat can change direction and cir
around the target.
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Despite the adaptability, scale and responsiveésthe static model presented
above, there are several limitations that havengmact on the decision-making process.

These limitations are explained and examined imthe section.

5. Application of the dynamic Bayesian network
model

In the static model, each change in the attacknpetexrs is processed as a new
emergency (a new event); therefore this prototgpeoi able to dynamically process the

attack from beginning to end.

Moreover, in the case of a pirate ship that is meptbr a platform or an oil tanker,
the basic parameters can change from one momemather depending on the distance
between the two objects. This change is generalfijuenced by improvements in
detection. When this happens, the countermeastnas are recommended by the
Bayesian network reflect changes in the capturgnmation, but the model retains those
countermeasures that were triggered during infiralcessing. As Figure 6 shows, the
basic attack information available at time T pties danger level of the situation at 2 with
about a 44% probability. In this case, the protetgptomatically sends a request for the
intervention of the patrol vessel, broadcasts aningrby telephone, and sends an alert to
the crewmaster. At time T+1, the attack parametasse changed: the distance between
the target and the attacking vessel is less thaméi@rs, and the ranking is less than 300
seconds, etc. In this case, the danger level ofsituation is 3, which triggers other
countermeasures such as evasive maneuvres. Irefgur (T+2), the time for the patrol
vessel to respond is estimated to be above 900ndscdhe vessel is identified as

“suspect” and visibility is reduced.
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Figure 5-7 : Response planning for an attack agaiesewboat (Third plan, T+2)

This example highlights a major drawback of theistaodel. It shows that most of
the countermeasures activated at time T will bgllactive at time T+2 (probabilities are
greater than 70%), although they are no longerap@te in the new situation. This
leads to excessive use of countermeasures ast#it& develops and consequently leads
to confusion in the choice of measures to be aett’by crewmembers.

Not all countermeasures are deployed automaticaiyl some require the
intervention of an operator to trigger them. Exassphclude:

* “EngageESDS”: ensuring the safety of the installain order to ensure as far as
possible that the production unit is not damagedf dtr is, that the consequences
are as limited as possible.

» “FireHoses”: this concerns the pressurization effite circuit and the connection
of fire hoses, which can be an initial dissuasiveagure. In this case, a water jet is
used as a repulsion weapon if the attackers areinvitnge (around twenty
meters).

» “SetCrowdControlMunition”: the main function of thequipment is to delay the
progress of attackers who have boarded the fa@stynuch as possible, in order
to exhaust or neutralize them and give the creve ttomimprove barricades or
perform other safety actions.
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These countermeasures must be deployed carefullysasnperative that there is no
confusion about their use. The all depend on tbgness of time, which supports the idea

that a dynamic Bayesian network is a valid apprdacin optimal solution.

A dynamic Bayesian network was developed to comggenf®r the limitations of the
static network described above. The methodologaggroach involved the addition of
new nodes and a temporal dimension: nodes and vaecs introduced that could

characterize a changing situation.

A dynamic Bayesian network is a factored represiemteof a Bayesian network
where the nodes are indexed over a discrete tiale.9&s it is impossible to represent an
infinite structure, a graphical notation is useavimch nodes are indexed by generic time
steps and two types of links: the conventionaldifdund in static Bayesian networks and
so-called temporal links that define the conditiqgmabability tables of nodes conditional
on their parents at an earlier time index [Bouisaiod Bourreau, 2012].

The architecture of the dynamic Bayesian networlowsh in Figure 5-8 is
characterized by the part {BB->), where B defines a priori P ( and B-> is the time
slice of the Bayesian network which defines R\Z£,), where Z is a random variable
described by & (U, X:; Yy representing the model's nodes. The dotted liaes
temporal arcs between time slices. These arcs nmam feft to right and reflect the

progress of time.

Next, we examine a discrete dynamic stochasticga®cln this case, the index T is
incremented by one each time new data is capturédedsystem.

The dynamic Bayesian network contains a “crewmaseision” module. The nodes
in this module take into account the crewmasteegigions regarding the manual
activation of countermeasures or those where automamote operation devices have
failed. These nodes are directly connected to evm@asures by intra-slice arcs based on
learning from static parameters. Each decision madetwo modalities: true or false.

148



_"--!l

Aggravating Aggravating
factor and Febtorand
constraints - |

constraints J

Owverall

danger level

danger level

Crewmasters
decision

Crewmaster’s
decision

=

Figure 5-8 : Structure of the dynamic Bayesian oekw
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Learning the structure of the dynamic Bayesian ndtvighlights two principles:

* Links between intra-slice arcs are arcs that cantai single slice; these
connections can be identified in the static Bagresietwork.

* Links between inter-slices arcs are arcs thattmdk time slices T-1 and T. They
represent arcs at the time of the variables wdeetsel; for each node in slice T, it

is necessary to identify its parents in the slie@.T

In our prototype, the number of time series vaffesn one attack to another. We
cannot therefore know in advance the number oéslibat must be processed for each
attack. The prototype develops and learns as thbsis of the attack develops. In the
various scenarios we tested, conditional prob&slitvere calculated and improved on
the basis of the experimental data. To meet theinmgents of a dynamic Bayesian
network, the network checks: first, that the stnoetis time-invariant at every time step,
and secondly, that each arc of time extends frame 8lice T—1 to time slice T. Finally we

assume that the variables in each slice are limk#édte same way.

6. Contributions and limitations of the model

The example below (Figure 5-9) shows the resultsre T-1 related to the insertion

of attack parameters against a floating productstoyage and offloading platform
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(FPSO) by an unknown ship. The danger level ofditgation is calculated from two

pieces of information and is equal to 2. In thisegahe prototype recommends informing
the crewmaster, requesting the intervention of piagrol vessel, sending alerts by
telephone and putting sound cannons on standbyge®smg continues as the attack
develops and the basic parameters are improvedlbuylating the distance between the
target and the ship, the type of ship and its dlaaton as “hostile”. These parameters
level and lead to includes new

increase the danger response niptanthat

countermeasures which are appropriate to the dewvgjcituation.

However, unlike the static network, the dynamic &agn network disables
countermeasures that were initiated earlier inatit@ck, which are no longer appropriate
to the new level of danger. The prototype’s integfarovides a dashboard that shows the
progress of the attack in both time slices, whicdkes it easy to compare parameters in

the two situations and provides a complete ovenwéithe evolution of the attack over

3 Theship is highly manoeuvrable and is therefore
An attack carried outby an unknown Improved diagnosis id 'f'pd h’ -‘_1 It is between 50_200
ship againstan FPSO identified as hostile. It is between 50— metres
from the target and less than 300-900 seconds.
T-1 T TheFPSO is classed as critical
| | . :
# Timeaxis
R R hancrdaneve b
i 6'_‘\ltslue. 2377 i F m_‘va\ue 3.356 (-0.000) i
bt : Increase in danger level 417% 2
(4 H B H
Inform Ot T BroadcastField T
InformOIh T-1 Broadeast Field T-1 0.00%) s 0.00%] rug
80.00%) true B055% true 100 I]I]%|: false 100.00%{T— false
10.00%E false 19 4615 false
Gradation and ad: ion of the response 5 "
. " with the deactivation of countermeasures ReguestEanintyenss's. 1 felvael T
RequestSecurity\essels T AetivateLRAD T-1 i 0.78% LRAD loud:
Hageredact 1 e st LRAD son
02.20%| true 0.28%] LRAD louds... 100.00% false 02k LRAD ;Dnlc-
B ?‘.‘E alkE 021% LRAD sanic. and-.
00.51%] LRAD stand
fimses3As Creulbnagament
B0.00% 1
e W%: fake P g;; i el

Figure 5-9 : Results of the planning for two timiees$ (T—1 and T) during an attack against an FPSO

The design of our dynamic Bayesian network alsdutes the need for operator

intervention. Figure 5-10 shows how the decisiohthe crewmaster can be taken into

account. These decisions may exacerbate or retleaganger level of the situation. This

feature means that the system can be made senmratitodepending on whether a

crewmaster is present, their professional expeeiemd the situation. Consequently, the

operator becomes an active actor in the decisioaisare made. The operator can also
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assign probabilities to countermeasures triggesethe system and/ or decide that they
are 100% manual; this feature significantly impotee diagnosis of the situation.

Show Gradation Level T
hean: 3.966 Dewv: 0.18
“Walue: 3.986 (-0.000)
0.00%
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100.00%) " false
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Figure 5-10 : Results of manual intervention bydrew on the probability of the node
“ShutLockAccesses”

The example above shows that despite the extrelnigtydanger level, access to the
platform cannot be blocked due to functional causts related to a failure of a
countermeasure. Such a failure may endanger mamg land threaten the entire
production unit. The addition of a manual intervemtfeature into the dynamic Bayesian
network means that the countermeasure can be madadnal and improves the tool’s
performance. On the one hand the dynamic Bayestmonk offers the advantages of a
static planning system; on the other it can accdonthe dynamic development of an
emergency through the identification of effectivaiostermeasures that are appropriate to

a complex, changing environment.

7. Conclusion

Both static and dynamic Bayesian networks are &meltools for modelling
uncertainty. This is due to their clear graphic respntation and the associated
conditional probability laws. The particular valaEdynamic Bayesian networks is that
they are able to integrate a temporal dimensiois fifakes it possible to interpret results
both qualitatively and dynamically through the asa of the interdependencies between

variables at various time slices via links betwredes in earlier graphical models.
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This article presents an approach to the design syfstem for response planning to
pirate attacks against oil fields, based on acsidiyesian network. The limitations of the
static network led us to study the contributionsofcalled dynamic Bayesian networks.
This type of network can take into account the tmgwaent of situations through
incremental processing of the data collected. Coqunesetly, we designed a prototype
system that improves the decision-making capadslitil field operators in the face of a
pirate attack. The prototype enables response iplgrat each moment of the progress of

an attack.
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Chapitre 6 : Une approche
bayésienne pour le
management du risque de
piraterie maritime a
I’'encontre des infrastructures

pétrolieres en mer
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6.1 Introduction

Le pirate des temps modernes n’a plus de perraqudtépaule et encore moins de
drapeau noir a la téte de mort. Terminé les galtbrasgés d’or, les cibles sont désormais
des tankers et des plateformes en mer gorgées rbor Autres temps, autres
technologies, la réponse a la menace fait désorapgis| a l'intelligence artificielle et

aux réseaux bayésiens.

Les attaques de pirates a I'encontre des platefopétolieres en mer se multiplient.
Afin de réduire la vulnérabilité de ces infrastires critiques hautement stratégiques
pour I'approvisionnement énergétique, les explagagtudient et évaluent I'apport de
nouvelles technologies de linformation et de lanoaunication. Parmi elles, celles de
I'intelligence artificielle et plus particulieremenes réseaux bayésiens offrent des

potentiels a explorer.

6.2 Le contexte

6.2.1 Attaques de plateformes pétroliéres, une
réalité

Plus de sept mille plateformes pétrolieres sontantéggs a travers le monde.
Installations de haute technologie, elles regrotipan ensemble d’équipements pour
extraire, traiter et stocker provisoirement le pitret des navires chargés de transporter
les hydrocarbures entre lieux de production etatesemmation [Bouejla et al., WISG,
2012].

La piraterie maritime moderne représente sans stnten risque majeur pour la
sécurisation des sites de production énergétiqda gansport maritime pétrolier.

Force est de constater que les moyens actuels deilEince présentent des
faiblesses majeures en matiere de détection d’'umeace et surtout de procédure de
défense a mettre en ceuvre face a I'agressionnilient donc de disposer d’un dispositif
efficace et efficient, garantissant la sécuritél'dasemble des installations et parties

157



prenantes (exploitants, sous-traitants...) impliquéesis I'exploitation des champs

pétroliers [Bouejla et al., Lambda mu 18, 2012].

Quelgues exemples spectaculaires et parfois drqnegtiillustrent le phénomene de
piraterie :
* Le 15 janvier 2006, I'attaque d’une installation Sleell dégénére en incendie, au
cours duquel 17 personnes périssent ;
e Le 19 avril 2007, un navire de sécurité, patrontlldans un champ pétrolier, est
attaqué et dépouillé de son propre armement ;
 Le 14 septembre 2008, deux plateformes de She@hetvron sont attaquées

simultanément.

Le retour d’expérience de ces événements met ereldermampleur des dommages
(humains, matériels et économiques). Il souligresiales formes d’actions criminelles et
les stratégies déployées par les pirates : la isatpfextréme mobilité, la rapidité de
I'action, le petit nombre d’assaillants et des msy@rmeés conséquents [Chaze et al.,
Radio Science Bulletjr2013].

6.2.2 Une protection peu efficace et forcément a

améliorer

D’autre part, les autorités militaires considergatklles sont dans I'impossibilité de
protéger I'ensemble de la flotte marchande mondiakes plateformes pétrolieres
n’échappent pas a ce constat. Le Bureau marititeenational (BMI) a donc émis des
recommandations a destination des armateurs éiqigsages afin de garantir la sécurité
des personnes, des biens et des équipementsstlpa@e envisagé d’armer les navires et
les plateformes pétroliéres. Il s’agit d’éviter d@ontements violents avec des pirates
souvent surarmes (fusils automatiques, grenadesedequettes...). Les pirates semblent
privilégier la prise d’'otages et la demande de san€ela conduit & espérer de leur part

un traitement convenable des otages.

Les deux modes d’action dont disposent les navir@xhands (éviter les pirates en
modifiant les routes maritimes et/ou accroitre &usité du navire) qu'il s’avere
impossible de mettre en ceuvre dans le cas desplaes pétrolieres, puisqu’elles sont

ancrées. La détection et 'alerte restent doncngisdies.
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Malgré les recommandations du BMI, certains arnratetiexploitants ont décidé de
faire appel a des entreprises de sécurité. llsilont recours a des moyens non létaux afin
de repousser les attaques. En novembre 2008 dagslfee d’Aden, une équipe de
sécurité a mis en échec des pirates lourdementsamné ayant recours pendant

40 minutes a un canon a eau combiné a un dispésitttant un bruit assourdissant.

Quant aux dispositifs utilisés pour contrer unagie, ils sont souvent inappropriés
ou mal employés (jet d’eau, canons sonores par @eg¢riBouejla et al., INFORSID,
2012].

Concernant la réponse face a une menace, lesqtates pétroliéres victimes d’'une
attague peuvent émettre des messages d’alertersiids ule sécurité déployées dans la
méme zone mais cette diffusion est géographiquetrintestreinte. De plus, méme si le
navire de slreté et de sécurité est prévenu, servamtion reste d’autant plus incertaine

gu'il se trouve éloigné du lieu de l'attaque.

6.2.3 L’intelligence artificielle et les réseaux

bayésiens a la rescousse

L'utilisation pratique d’'un réseau bayésien peut &nvisagée au méme titre que
celle d’autres modeles : réseau de neurones, systapert, arbre de décision, modele
d'analyse de données (régression linéaire), artredéfaillances, modéle logique.
Naturellement, le choix de la méthode fait inteiveifférents criteres, comme la facilité,
le colt et le délai de mise en ceuvre d’'une solutitm dehors de toute considération
théorique, il est intéressant de disposer d'un reoddfectuant le lien entre les
observations et la réalité pour un objectif préa®me lorsque les observations sont

incompletes et/ou imprécises [Bouejla et al., JFRB,2].

L piraterie maritime a conduit a rassembler une @nse masse d’informations,
résultant des enregistrements des attaques derf@ratirvenues depuis des années. Face
a cette profusion de données, l'enjeu est d'exraie la connaissance. Il est donc
intéressant de retrouver les relations pertineatdse les variables ou des groupes de
variables. Lutilisation des réseaux bayésiens permdans ce cas d’obtenir une
représentation compacte de ces ensembles de dépesdgéace a la notion de séparation

et des tables de probabilités conditionnelles.
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Les réseaux bayésiens permettent donc de transf@menodele interprétable la

connaissance contenue dans les enregistremerastalgses de piraterie.

D’autre part, avec l'aide des experts maritimes gamnaissent parfaitement les
variables et les contraintes d’un champ pétrolietuemilieu maritime, il est possible de
construire un modéle probabiliste qui ne modéliss [ mode de raisonnement de
I'expert mais la connaissance qualitative que l&@kpossede des parametres influencant
le systeme. Un tel modéle n'est donc pas un sys&xpert mais un systeme avec des

raisonnements probabilistes [Chaze et al., SOSE2]20

De plus, les réseaux bayésiens sont plus facileadaytés et mis a jour en fonction
du contexte que les systemes a base de régled.dbec plus simple et rapide de créer
des modeles graphiques qui, tres intuitifs, faili la communication avec les experts
[Francois, 2006].

Les réseaux bayésiens sont aussi capables de'gementain et 'imprécis et surtout
de représenter des relations de cause a effetaiDel$ sont incontournables face a un

probleme sujet a I'incertain comme la piraterie itmae.

Notre recherche a principalement pour ambition é&korer la phase d’alerte et de
mise en sécurité de l'installation pétroliére faceine menace avérée. A ce niveau, il
existe de fortes contraintes inhérentes a la pnodifi§ue abordée. D’'une part, on observe
une premiere difficulté propre a I'exploitation dtand nombre de parametres relatifs a
une attaque. En effet, il existe en entrée et etiesdu systeme des parametres liés a la
fois a la cible (la plateforme) mise en danger (e, sa criticité, sa vulnérabilité, les
outils de sécurité disponibles a bord, etc.), admace (le type du navire des assaillants,
la vitesse, leur niveau d’armement, etc.) et aviiemnement (la période de la journée, la
visibilité, I'état de la mer, etc.). D'autre pakes parametres peuvent présenter des
interactions. Par exemple, la pertinence de la démal’intervention du navire de
sécurité dépendra notamment du temps nécessaine quoili rejoigne l'installation
attaguée, du niveau d’armement et de la vitessk deenace. La seconde contrainte
réside donc dans la gestion de ces nombreusesomslaie dépendances entre les

différentes variables du systeme [Chaze et a. M$E2012].

Une contrainte supplémentaire doit étre prise empte : lincertitude des

informations relatives a une menace. Générer umorapd’alerte qui contient des
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informations résultant d’'une part de la fusion d#snnées issues des différents
instruments de détection dont le radar FMEWtype du navire détecté, nombre
d’occupants, armement éventuel, etc.), et d’audmt ghe calculs mathématiques a partir
des variables dynamiques (distance entre la ctiseattaquants, temps disponible avant
gue ces derniers soient a bord de la platefornee, @induit forcément a se questionner
sur la gestion des erreurs et des fausses albtédgré les performances croissantes de ce
type de radar, ces informations revétent un nivBaucertitude qui augmente notamment

avec I'éloignement de la menace, I'état de la mier,

Les contraintes précédemment définies invitent dormoncevoir et développer un
systéme d’'aide a la décision s’appuyant sur lartbétes graphes, celle-ci permettant de
traduire et exploiter au travers d’'un graphe umdraombre de variables, leurs relations

de dépendance, leurs incidences, etc.

La prise en compte de lincertitude inhérente awnretes met l'accent sur la
nécessité de mobiliser une solution s’appuyantsstivéorie des probabilités et les calculs

probabilistes.

Un modele et un outil d'élaboration automatiqueptias de réaction adaptés a la

nature de l'intrusion détectée, fondés sur lesatésbayésiens, sont donc proposeés.
6.3 Conception d'un réseau bayésien statique

La principale idée adoptée pour la constructionréseau bayésien statique de
planification des réponses contre une menace datepg consiste a coupler les
connaissances quantitatives issues de la base meek « Piraterie et vol a mains
armées » de [I'Organisation maritime internationd@MI) et des connaissances
qualitatives acquises aupres des experts du domaangime afin d’affiner les résultats

et d’ajouter des contre-mesures de riposte.
6.3.1 Description du réseau bayésien

La figure 6-1 illustre le réseau bayésien constaujartir de la base de données.
Certaines informations comme la longitude, lalak, le nom du bien attaqué, etc. n’ont

% Frequency Modulated Continuous Wave. Radar a éonisi fréequence modulée continue
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pas été retenues. Ce choix est di au fait que l@®pEs ne sont pas mentionnés pour

toutes les attaques [Bouejla et al., Risk Analyi4,2].

[ntervention BIR 7

Conséguences paur les pirates

e | . " o) b | 2 b .
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Erat final de la c/ [ 1N | SO -
tat final de [a menace / ¥t e \ g
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e

Mode dtadelle  Mise en sécurité des biens

Figure 6-1 : Réseau Bayésien fondé sur les dorDits

Le réseau contient une vingtaine de nceuds relatifamment au type du navire
attaqué, a la position de l'attaque, au type d’'anerd des pirates, leurs nombres, etc.
ainsi que les relations entre ces variables qui @agt identifiées par un traitement

d’apprentissage automatique.

Une analyse statistique classique de ces enragismts livre une premiere série
d’informations, notamment : la plupart des navisggqués sont des vraquiers ou des
navires-citernes ; 48 % des attaques se dérous# lés eaux internationales, en raison
de I'absence de contrbles de sécurité. Les pipatdgent aussi souvent de leurs nombre :

68 % des attagues sont organisées par des équeppsates composées de plus de 5

personnes.

Grace a ce réseau bayeésien, une vision tres slaira tactique des pirates, la nature
de 'armement et surtout le nombre des personnefiguges est désormais disponible.
Du fait de leurs connaissances du domaine marifesegxperts ont pu ensuite transposer

ce premier réseau et le spécifier a la problématdgs plateformes pétrolieres.

La figure 6-2 illustre le réseau bayésien de pieaiifon des réactions contre une
menace. Le principe de ce réseau est le suivardg de la détection d’'une piste radar qui

circule dans une zone proche du champ pétrolieensemble de variables est déterminé
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et calculé afin de l'identifier et d’évaluer sa @uatielle dangerosité [Bouejla et éafety

Science2014].

@

TG SecurityVesselsiAspet
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ImmedisteReadinessSearchliphr o
ActivatgSparchLi

RemoteControlledSearchliig

EngageAntilnvasiveEquipments

@

Visibility

Figure 6-2 : Le réseau bayésien de planificatiotradéaction contre une menace

Parmi ces informations, citons par exemple la sgede la piste, la visibilité, la
période de la journée, la longitude et la latitdeela piste détectée, etc. A partir de ces
données, la distance entre la cible et la pistega#inte ainsi que le temps théorique

d’intervention du navire de s(reté sont calculés.

Ces informations sont enregistrées dans un rapfsietrte avec un identifiant unique
pour chaque piste détectée. Le rapport n'est génszdorsque la menace est identifiée

comme suspecte ou hostile.

L'architecture fondamentale du réseau de planificatie la réaction est constituée

de cing modules et quatre sous-modules (figure 6-3)
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d'assistance ampleur neutralisation T Iinstallation

Figure 6-3 : Architecture global du réseau bayéstatique

Les différents parameétres du modele ont été reg@odpns des « familles » et sont

listés et détaillés dans le tableau 6-1.

Intitulé de la famille

Description

Exemples de paranétres

Parameétres fondamentaux

Ce sont des données paysiq
statiques ou dynamiques qui
caractérisent la menace et la
cible. Elles sont directement
issues, ou déduites de calculs
intermédiaires, du rapport
d'alerte, produit par le module d
détection du systeme.

9]

U Parmi ces parameétres, l'identité

la menace ddentity Class»
suspecte ou hostile, la distance
entre la menace et la ciblddd G
Threat/Asseb, la criticité de la
cible «Asset Assesment etc.

e

Niveau global de danger de la
situation

Il définit la dangerosité globale
de la situation.

Le nceud &Show Gradation

Level » est la formalisation de ce
module. Le systéme de gradatio
s’échelonne de 1 pour le moindr
risque a 4 pour le risque maxima

— =

Facteurs aggravants et contrain

tes Ce sont deepigimternes et
externes au systeme.

lIs représentent I'environnement |;

la visibilité «Visibility » et la
période de la journée

« PeriodOfDay». Les contraintes
techniques sont directement liée
a l'utilisation des contre-mesures
comme la disponibilité

« ImmediateReadinessou le
contrble a distance

« RemoteControllec.

Communication et demande
d’assistance

La communication interne a la
cible permet d'avertir tous les
personnels concernés alors que
communication externe permet
différentes échelles d'avertir les
différents acteurs concernés sur
les mesures de sireté en lien
avec la survie en mer.

Exemples : informer le maitre de
l'équipage 4nform OIM »,
ldemander l'intervention du navire

ade slreté KRequest Security

Vessels>, mettre en ceuvre the
Ship Security Alert System
«Raise SSAS, etc.).

Contre-mesures

Ce sont I'ensemble des moyens
de défense mis en ceuvre lorsqu
la cible est attaquée pour se
protéger d'une menace identifié
Ces contre-mesures sont

partagées en guatre sous-

Dissuasion et répulsion de faible|
ampleur : 1l s'agit de faire savoir
aux attaquants que la cible conn
ses intentions. Exemple : Activer
les lances a incendie ou les cang

ATt

ns

sonores Activate LRAD» (Long-
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modules. Rang Acoustic Device).
Répulsion, anti-abordage et
neutralisation : Ce sont les contr
mesures actives avec impact for
et dont la fonction principale est
au moins l'atténuation si ce n'est|la
neutralisation des attaquants.
Exemple : Set CrowControl
Munition » son réle est de
retarder la progression des
attaquants.

Gestion des procédures : Le nced
« Crew Mangement » propose
pour chaque cas de sonner le
branle-bas équipage de
l'infrastructure et le nceud « Asset
Assault Management » qui permget
dans chaque cas une gestion de|la
cible potentielle en termes de mise
en sécurité et sOreté.

Mise en sécurité et en sdreté de
l'installation : concerne le
contrble de l'outil de production
afin de le stopper en toute sécurité
ou l'interdiction d'accéder aux
locaux sensibles.

192
1

Table 6-1 : Description détaillée des différentdmies du réseau bayésien statique

Les contre-mesures gérées par le prototype s'&titen un ensemble de contre-
mesures d’ampleur croissante permettant de grddug&ponse face a I'agression. Ceci
permet de s’adapter a la nature et a I'évolution ldemenace. Un réseau de
communication interne et externe permettant laugiiéfn de I'alerte, la coordination de la

réponse et la demande d’assistance est aussi.activé

Dans le réseau bayésien concu, chaque module gensodule est composé d’'un ou
plusieurs nceuds qui recoivent et/ou émettent diesiores de causalité vers d’autres
nceuds. Chaque nceud est composé d’une matrice lugbpités conditionnelles calculées
en tenant compte des différentes influences aweadges nceuds et de la réalité afférente
que lui-méme présente. Par exemple, la distributienprobabilité d’activation des
projecteurs lumineux « Activate Search Light »diggctement soumise a des interactions
avec la visibilité, la période de la journée et mtraintes techniques comme la

disponibilité et le contrdle a distance des contiesures.
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6.3.2 Discussion des apports et des limites du

modele congu

Le réseau bayésien proposé permet la formulatiorle etléclenchement d'un
ensemble de contre-mesures en situation d’'urgénckaque alerte, le réseau détermine
un ensemble de réactions a activer selon les pamsnindamentaux de l'attaque (le
type du navire pirate, la vulnérabilité de la ciblerotéger, la distance entre la cible et le

navire pirate, etc.).

Afin de déterminer les contre-mesures et les mtEaljui seront déclenchées, une
échelle de probabilité a été utilisée. Les résultis contre-mesures varient selon les
situations d’ou la nécessité de fixer un seuil tivation des dernieres dont la réponse est
la plus pertinente a un instant T donné. Il a é&dk que seules les contre-mesures dont
une des modalités obtient une probabilité strictgrsapérieure a 70% seront préconisées

et déclenchées. Ce seuil a été choisi par les sxparitimes.

Show Gradation Lewel
hean: 2.377 Dev: 0.735
‘alue: 2.377 (-0.050) :

I 3
4

Infarrmn O Ik ActivateLRAD

90.00% true 0.28% LRAD louds...
10.00% false 0.21% LRAD sonic...

ao.51% LRAD stand...

Request Securityvessels

Aszetfssaulthianagernent

89.50% true

10.50%; false 100.00% Engage eva...
0.00% secunty sta...

0.00%| set citadel ...

Figure 6-4 : Planification de réponse face a utegat contre un Crewboat (premiére planification, T

bY

Lexemple ci-dessus (figure 6-4) présente les tamillies a linsertion des
paramétres d’'une attaque d'une vedette rapide seatatransport de personnel ou de
petits colis entre les différentes installationfowetla terre (Crewboat) par un navire
inconnu. Le niveau de danger de la situation est &@ avec un pourcentage supérieur a
43 %. Dans ce cas les contre-mesures a appligoer so

* Informer le maitre de I'équipage

» Demander 'intervention du navire de sireté eté&tisté

* Mettre les canons sonores en stand-by
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» Alerter 'ensemble de I'équipa

La planification est adaptée au niveau de dangérdsi la situation et change se
I'actualisation des parameétres de la menace (l@enanconnu) et de la cible (la vece
rapide). D’autres paramétres a l'attaque peuverg &joutés, comn: un ranking*
inférieur & 300 secondes, une distance infériels@ metres, des pirates qui utilisent
navire ou une embarcation disposant de fortes @apade manceuvrabilité (ct-a-dire
d'un taux de giration et d'une vitesse de pointevéé ainsi qu'une accélérati
importante lui permettant des évolutions brusquedesplan d’eau) et qui possedent
armes a feu. La vulnérabilité de la cible est de comme <«najeurt». Dés lors, le
niveau de danger est égal a 3 et la probabilitecdese-mesures gLa été appliquée dans

la premiére @nification a augmenté (Figur-5).

Show Gradation Lewvel

hean: 3.227 Dev: 0647
‘alue: 3.227 (+0.0007

0.62% 1

10.30%

54.82%

34.27%

FREpRY

Inform Olhd Asset Assaulthvlanagement
90.00% true 100.00%| engage eva...
10.00%! false 0.00% securty sta...
0.00%,| set citadel ...
Request Security'vessels Raise 5545
(kL e— pr—
89.50% true
10.50%) false 10.50%, false
AetivataLRAD BroadcastField
0.02% LRAD louds...
0.53% LRAD sonic... gi??::tf::ie
09.45% LRAD stand... i
Crewhianagerment
8.18% security aler.. |
91.82% 1 security mu...

Figure 6-5: Planification de réponse face a unaque contre un Crewboat (deuxieme planificatiort,)

Les nouvelles cont-mesures a appliquer sont désormais :

* Engager des manceuvres évas

» Déclencher the Ship Security Alert System S

* Proposer a l'opérateur d’effectuer une diffusiomgéapar phoni(VHF 16) ou sur
un canal déterminé I'information d’une attaque panxertir toutes les autres cibl

situées a proximit

%1 Le "Ranking Threat Asseest un temps calculé qui correspond au tempsseéire a la menace pour parcola distance restante
jusqu’aupoint le plus proche (méme nul) de la cible conge en prenant en compte I'hypothése qu’a tout moniantienace pet
changer de cap et venir en radiale constante siils
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Malgré I'adaptabilité, la graduation et I'évoluti@idu modele statique présenté ci-

dessus, plusieurs limites pénalisent la performaligerocessus de prise de décision.

L'évolution dans le temps de l'attaque est congidearomme une nouvelle urgence
(un nouvel événement) a traiter et donc dans celegsototype proposé ne permet pas
de disposer d’'un suivi dynamique du traitement’dgalque depuis sa détection jusqu’a

sa mise en échec.

Par ailleurs, les parameétres fondamentaux d'unrease dirigeant vers une
plateforme ou un navire pétrolier peuvent changen dnstant a l'autre suivant la
distance entre les deux objets. Ce changementnfigericé par I'amélioration de la
détection. Dans ce cas et pour la méme attaqueptetype propose des contre-mesures
adaptées a I'évolution des informations détectded eonserve les contre-mesures
déclenchées lors du premier traitement. Dans I'¢tenillustré la figure 6-6, les
informations fondamentales de I'attaque a I'instamontrent que la vulnérabilité de la
plateforme est critique avec une distance entble et le navire pirate comprise entre
200 et 500 meétré& et un « ranking » supérieur & 900 secondes. Le prototype qualifie
les pirates d'« hostiles » avec un niveau d’armdénr@onnu. Le niveau de dangerosité
de la situation calculé a partir de ces informati@st égal a 2 avec environ 49 % de
probabilitée. Dans ce cas, le prototype envoie aatmuement une demande
d’intervention du navire de sdreté, effectue urftusiion d’alerte large par téléphonie et
adresse une alerte au maitre d’équipage. A l'instan3, les parameétres de l'attaque
changent puisque la distance entre la cible etlére agresseur devient inférieur a 50
meétres® et I'identité des pirates est devenue « suspecBams ce cas, le niveau de
dangerosité de la situation est égal a 3, ce qgerre l'activation d’autres contre-
mesures comme l'activation des manceuvres évasi@es. exemple souligne un
inconvénient majeur du modeéle « statique »puisgsiebntre-mesures activées a l'instant
T restent activées jusqu’a l'instant T + 3 (leskhabilités sont supérieures a 70 %) alors

gu’elles ne sont plus adaptées a I'évolution dgitlaation. Ceci engendre une utilisation

32 es différents seuils et modalités des contre-nessant été définis par les experts du domaine imariet & partir des statistiques
des scénarios d'attaques enregistrées dans laleakmnées de I'organisation maritime internatienal

B e "Ranking Threat Asseest un temps calculé qui correspond au tempsseéie a la menace pour parcourir la distancentesta
jusqu’au point le plus proche de la cible considé® prenant en compte I'hypothése qu’a tout montemhenace peut changer de
cap et venir en radiale constante sur la cible.

3 Les parameétres d’'une attaque (la distance entmeMie des pirates et la cible & protégée, le rapletc.) ont été calculé a partir
des données capturés par les caméras de surveiflaés dans le champ pétrolier.
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excessive des contre-mesures pendant toutes lessétlu traitement d’'une attaque et

rend plus confus le choix des mesures a activeleganembres de I'équipage.

AssetAssesment Ranking Threat/Asset Ranking Threat/Asset DTG Threat/fsset
100.00% eritical 0.00%] 0-300 0.00%| 0-300 A00.00% [T 05D
0.00%)] major 0.00%| a00-900 400 00% [T 500-000 0.00%; 50-200
0.00% importarit 100.00% »000 0.00%, >000 0.00% 200-500
0.00% normal
Identity Class DTG Threat/fsset Ideritity Class AtentionLevel
T £ 0.00%| HOSTILE 100.00% fire weapon
100.00%, HOSTILE oonsa) B 1uu_uu%|:7 SUSPECT 0.00% unknown
0.00%, SUSPECT 100'00%'— 200-500 0.00% hand weapon
/ : et 0.00%; not i i
ShipClass
AtentionLewvel
entionLewvel 400 .00%| 7 High'welocit. ..
0.00%| fire weapan 0.00%| Fishingwessel
100.00% {7 unknown 0.00% Other
0.00%| hand weapon ShowGradationLevel Dooel . Merchant\e.. 72 T
0.00% not intentional iean: 2394 Dev: 0,724 ShomCrdationl el
it A L \alue: 2.053 (+.241)
i 1.40% 1
48.30% 2 "
B TEL 3 DITE 2
4184 3 ok 4
18.83%| 4
Request Security'vessels Broadcast Field
99_00%: true ?O'SU%L true Request Security'vessels EBroadcast Field
1.00%| false 29.20%, false 80.00%| true 77.33% true
20.00%| false 2287% false
Inform Ok
100.00%)| true Inform Qv
0.00%| false B0.00%| true
EEET1 — a———
(T+3)

Figure 6-6 : Exemple d'un scénario d’attaque danscdemps différents

Les contre-mesures ne se déploient pas toutes atitmmment. Leur déclenchement

exige parfois l'intervention d’'un opérateur. Pages contre-mesures :

» «Engage ESDS »: la mise en sécurité de l'instaflaindustrielle de fagon a

pY

éviter au maximum que l'outil de production ne smtlommagé ou s'il venait a

I'étre, que les conséquences en soient le plusdawripossible.

* « FireHorses » : un nceud proposant de mettre essiprele circuit incendie et

d’y brancher les lances a incendie, qui peuverd étr premier lieu dissuasives

grace au jet d’eau formé et utilisé en arme delsgpusi les assaillants venaient a

se retrouver a portée de « tir » (aux alentourealtingtaine de metres).

* « SetCrowControlMunition » : la fonction principade ce type d’équipement est

de retarder au maximum la progression des asdaibainord de I'installation pour

les fatiguer voire les neutraliser et laisser ypitra I'équipage afin de mieux se

barricader ou effectuer d’autres actions de siOreté.

Ces contre-mesures doivent donc étre considérées &scient. La confusion dans

leur usage ne peut étre tolérée. Ayant toutes emum le rapport au temps, le recours a

un réseau bayésien dynamique s’avere légitime powsage optimal.
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Afin de lever les limites citées ci-dessus, la défa méthodologique a consisté
d’'une part a améliorer le réseau bayésien stafgud’ajout de nouveaux nceuds et a
I'enrichir d’'une dimension temporelle par le rec®udr un réseau bayésien dynamique :
des noeuds et des arcs ont ainsi été ajoutés afle dendre apte a caractériser une

situation évolutive.
6.4 Conception d’'un réseau bayésien dynamique

Un réseau bayésien dynamique est une représentatimmisée d’'un réseau bayésien
dont les nceuds sont indexés par le temps sur unell&€discréte. Comme il est
impossible de représenter une structure infinieutlise une notation graphique dans
laquelle les noeuds sont indexés par des pas de ggngriques et offrant deux types de
liens : les liens classiques des réseaux bayéstatigues et des liens dits temporels qui
permettent de définir les tables de probabilitésddmnnelles des nceuds en fonction de

leurs parents situés a des indices de temps inférjBouissou et Bourreau, 2012].

6.4.1 Description du réseau bayésien

dynamique

L'architecture du réseau bayésien dynamique présedins la figure 6-7 est
caractérisée par une partie;(BB->), ou B qui définit I'a priori P(%) et B-> est la
tranche temporelle du réseau bayésien par lequeléfinit P (4\Zr.;) ou Z est une
variable aléatoire décrit par;Z (U;, X;, Yi) pour représenter les nceuds du modeles. Les
arcs en pointillés présentent les arcs tempordte &6 tranches de temps. Ces arcs vont
de gauche a droite et refletent 'avancement dypsem
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Figure 6-7 : Structure du réseau bayésien dynamique

Nous considérons un processus stochastique dynardejuemps discret, I'index T

est donc augmenté d’'un pas de temps a chaque t@dweehée collectée par le systeme.

Le réseau bayésien dynamique contient un moduleécis@n du maitre
d’équipage ». Ce sont des noeuds permettant derprendompte les décisions du maitre
d’équipage pour les contre-mesures qui demandestaativation manuelle et pour les
contre-mesures ou l'activation automatique a dcstagst, le cas échéant, en panne. Ces
nceuds sont directement reliés aux contre-mesuredegaarcs intra-tranches en utilisant
I'apprentissage des paramétres statiques. Chaque deedécision est constitué de deux

modalités : vrai ou faux.

Lapprentissage de la structure du réseau bayédyeramique releve de deux

principes :

* Des connexions entre les arcs intra-tranches, itaast elles-mémes des arcs ne
contenant qu'une seule tranche, ces connexions @ééaerminées dans le réseau
bayésien statique existant.

» Des connexions des arcs inter-tranches, constitiesarcs reliant deux tranches
de temps T—1 et T. Elles représentent les arcdedps de sélection des
variables ; ainsi pour chaque nceud dans la trahcheonvient de rechercher les

parents a partir de la tranche T — 1.
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Dans le cas de notre prototype, le nombre de sdagemps varie d’'une attaque a
'autre. On ne peut donc pas connaitre a I'avaecedmbre de tranches de traitement
pour chaque attaque. Le prototype se développppeeiad avec I'analyse de I'évolution
de l'état des différentes attaques. Les probabiliténditionnelles sont calculées et
améliorées a partir des données expérimentaleslitféeents scénarios testés. Afin de
satisfaire les conditions d'un réseau bayésien mymae, le réseau concu veérifie :
premierement que la structure est invariante a fag de tempsti(ne-invarianj,
deuxiemement que chaque arc de temps est étende anche de temps T — 1 vers une
tranche temps T. Enfin nous supposons que les blkasiade chaque tranche sont

connectées de la méme maniéere [Bouejla et al., damiu 19, 2014].

6.4.2 Discussion des apports et des limites du

modele congu

L'exemple ci-dessous (Figure 6-8) présente lesltasudans un temps T—1 liés a
I'insertion des parametres d’'une attaque contre wm& flottante de production, de
stockage et de déchargement (FPf@ating production storage and offloadingar un
navire inconnu. Le niveau de danger de la situagsh calculé a partir de deux
informations détectées égales a 2. Le prototyppgs® d’'informer le maitre d’équipage,
de demander l'intervention du navire de slreténwbger des alertes par téléphonie et de
mettre les canons sonores en attente. Le traitemenktattaque se poursuit et les
paramétres fondamentaux ont été améliorés en aalcld distance entre la cible et le
navire, le type du navire pirate et sa qualificatmomme « hostile ». Ces parameétres
augmentent le niveau de dangerosité de la situatiggermettent la planification d’'une

réaction avec des nouvelles contre-mesures adaptaestuation rencontrée.
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Figure 6-8: Résultats de la planification dans deux tranacteetemps ( —1 et T) lors d’'une attaque con
un FPSO.

Le réseau bayésien dynamique, a l'inverse du réskigue, désactive les cor-
mesures déclenchées lors des précédents traiteme I'attaque et qui ne sont pli
adaptées au nouveau niveau de dangel L'interface hommanachine du systemrr
permet de présenter un tableau de bord de traitedeelattaque dans les deux tranc
de tempsce qui facilite la comparaison des paramedes deux situations et de dispc

d’une vision compléte de I'évolution de 'attaquend le temp

Le réseau bayésien dynamique concu considére dassiinterventions de
opérateurs. La figure-8 montre la prise en compte du systéme de décisionnaire
d’équipage. Cette décision peut aggraver ou dimifteuelangerosité de la situation. (
aspect permet de modifier I'automatisation compldte systeme et de le renc
partiellement automatique en prenant en comptedsence ou pas du maitre d’éque,
son expérience professionnelle du domaine et déuation. De cette fagon I'opérate
n'est plus un acteur passif dans la séquence dsialgx L'opérateur peut aussi attribi
des probabilités aux con-mesures déclenchées par le systeme et/owellement a
100%, cette possibilité participe pleinement a l'amiion du diagnostic de

situation.
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Figure 6-9 : Résultats de la possibilité d’'intetv@m manuelle de I'équipage sur la probabilité deud
« ShutLockAccesses ».

L’exemple ci-dessous montre que malgré la dangérasitréme du niveau de la
situation, la contre-mesure de verrouillage deckaca la plateforme ne peut pas étre
activée puisque les contraintes fonctionnellessli@ela contre-mesure sont en panne.
Cette panne peut mettre en danger la vie de phss@ersonnes et menacer l'unité de
production dans son ensemble. L'usage d’'un résagéasiten dynamique, en autorisant
I'intervention manuelle, rend cette contre-mesuraoaveau fonctionnelle et renforce
ainsi la performance du dispositif. Le réseau bayédynamique proposé a ce stade offre
d’'une part les atouts acquis par le recours a stesye de planification statique et permet
d’autre part la prise en compte de la dynamiqueadligion d’'une situation d’'urgence en

déterminant des contre-mesures efficaces et ada@éein contexte complexe et
changeant.

6.5 Le couplage entre réseau bayésien statique

et réseau bayésien dynamique

Dans cette thése, nous avons présenté la synthaséravail déja effectué portant
sur la conception d'un systeme de planification d&sctions contre une attaque de
piraterie a I'encontre des champs pétroliers bagél'ssage d’'un réseau bayésien
statique. Les limites de ce type de réseaux nousamluits a étudier les apports des
réseaux bayésiens dits dynamiques. Ce type deurbsgésien permet de considérer des

situations évolutives par le traitement incrémeitaé données collectées. Ainsi, nous
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avons pu concevoir un prototype de systeme pernmieétal’exploitant d’'un champ
pétrolier d’accroitre sa capacité de prise de d#tiface a une attaque de piraterie. Le
prototype permet de planifier des réactions et dpsstes pour chaque instant de

I’évolution d’'une attaque.

Le couplage entre les deux systémes a permis giariale conserver le potentiel de
la structure du réseau statique et I'adaptatior ahaque type de menace et d’autre part
de disposer d’'un rapport de planification séquéatevec I'intégration de I'intervention
humaine en cas de disfonctionnement de l'un degpéments du systeme, grace au

réseau bayésien dynamique.

Malgré les atouts de ce couplage au niveau dedtatssula structure du réseau
bayésien dynamique en rend la manipulation maldmégu’augmente le nombre des
nceuds et des arcs d’indépendance. De plus, 'augiiendu nombre des parents d'un
nceud engendre des grandes matrices de probabildésjue le réseau n’est construit
gu’a partir d'une base de données, I'apprentissagiematique rend facile la résolution
de ce probléeme. Dans le cas des connaissancesesmpri englobe le modeéle que nous
avons congu, la détermination des probabilitésiesgplusieurs sessions de travail et une

phase importante de test et de validation a pded différents exemples et scénarios
d’attaque.

6.6 Conclusion

La problématique de la piraterie maritime a I'ertcerdes infrastructures pétrolieres
est complexe. Dans un espace ouvert et soumigatde contraintes environnementales,
la difficulté a évaluer une menace potentielleydl@tivité constante d’une situation de
danger ainsi que la gestion de tres nombreux paresaffaiblissent actuellement

I'efficacité de la protection de ces infrastructure

L'utilisation d’'un réseau bayésien pour la plarafion de la réaction face a une
menace est donc un atout majeur puisque le rés&aules interactions possibles entre

les caractéristiques de la menace et de la cibdgade, I'environnement, la gestion de
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I'équipage et des installations et surtout, il gl en temps réel a I'évolution du niveau

de danger de la situation.

Les réseaux bayésiens, statigues comme dynamicprestjituent d’excellents outils
de modélisation de l'incertain grace a leur repnéstéon graphique claire et aux lois de
probabilités conditionnelles associées. L'intérés deseaux bayésiens dynamiques est la
prise en compte du temps. lls permettent lintdgirén de résultats de maniére
qualitative et dynamique par l'analyse des inteetéances entre les variables de
plusieurs tranches de temps opérées par des consegntre les nceuds de modéles
graphiques préalablement générés.

Notre modele peut étre amélioré, car il nécessiés grobabilités dont la
détermination requiert typiquement de grandes dpéantde données ou plusieurs
connaissances a priori, dont dépend la fiabilité disultats. Une des perspectives est
d’intégrer des retours d’expériences relatifs aaitgments des attaques réelles contre les

champs pétroliers. Le modele sera ainsi adapt@eéli@é de maniere itérative.
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Conclusion et perspectives
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Conclusion

Nous nous sommes intéressés dans cette thése@askauction d’'un systeme d’aide
a la décision en situation de crise. Les méthod#aekes utilisées en amont de
management du risque de piraterie maritime sontornit@ement des méthodes de
détection. Les résultats issus de ces méthodesomnie pas totalement efficaces et
dépendent de la présence de plusieurs parametneg{€o, la distance entre la menace et
la cible potentiel, la présence des navires dergéat de slreté, etc.). Dans ce travail de
recherche, nous avons proposé une méthode origiialde a la planification des
réactions contre une menace potentielle a I'eneathtis champs pétroliers basée sur les
réseaux bayeésiens. Cette proposition a permis dérgeautomatiquement des plans de
réponses adaptable et évolutif a chaque type de &iprotéger a partir de I'exploration

de données détectées et calculées dans un rajaderted
La contribution de cette thése peut étre décritebepoints, qui sont :

» Proposition d’'une nouvelle méthodologie de constriion d’'un systéme

de planification

La méthodologie proposée dans cette these est basées réseaux bayésiens pour
acquérir les connaissances en donnant la possibiditrassembler et de fusionner des
connaissances de diverses natures dans un mémémosteur d’expérience, expertise,
observations. La méthodologie permet aussi de septér graphiqguement ces
connaissances. Le recours a un réseau bayésiditefarie représentation explicite,
intuitive et compréhensible par un ou non spédalice qui favorise a la fois la
validation du modele, ses évolutions éventuelleswgtout son utilisation (évaluer,

prévoir, diagnostiquer, ou optimiser des décisions)

» Identification d’'un outil de conception des réseauwbayésiens permettant
I'extraction des connaissances a partir des donnéelrutes et leur

couplage a des connaissances expertes

La recherche a permis de démontrer que les commaiss issues de I'apprentissage
automatique des données de la base de I'Orgamisatiaritime internationale sont

efficaces et peuvent étre utilisées dans le comtelets champs pétroliers. Lidée de
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coupler ces résultats avec les connaissances geg®raritimes a permis de concevoir
un réseau bayeésien d’'une part fréequentiste gracel@nées réelles des attaques, d’autre

partprobabiliste grace a I'expertise maritime.

Le logiciel BayesialLab a présenté un atout majewr pa facilité de conception du

réseau bayésien.

» Constitution d’'un environnement de modélisation d’mme attaque contre

une plateforme

Le réseau bayésien est composé de I'ensemble dieblea jugées nécessaires et
indispensables pour définir une attaque. Les pdarasmefondamentaux du réseau

permettent de définir les éléments décrivant leedcibprotéger et le navire des assaillants.

Ces parametres permettent aussi de calculer uawigde danger de la situation qui

donne une information efficace sur I'évolution tergile de la menace.

Plusieurs équipements et contremesures peuvenpré&sents sur les infrastructures
pétrolieres. Ces équipements sont létaux ou pasissen ceuvre selon des contraintes

fonctionnelles et environnementales.

Le potentiel des réseaux bayésiens grace en gati@ux arcs de dépendance a
permis de gérer les relations et le fonctionnendlentes équipements en les adaptant a

chaque type de menace.
» Découverte des apports et des limites décrivant deguations a risques

Le réseau bayésien élaboré permet de proposeédesses adaptées et graduées a
chaque menace détectée. L'établissement de plassmé@narios d’attaque a permis de
découvrir deux limites du systeme : d'une partytiematisation compléete de la plupart
des équipements et I'appréhension de I'équipagerenm acteur passif ; d’autre part,
I'indépendance entre les plans de planificatiomd’'méme attaque et ce, selon des pas de
temps différents.

» Conception d’'un réseau bayésien dynamique a partide la structure du

réseau bayésien statique
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Le couplage d’'un réseau bayésien dynamique auudsggsien statique déja congu
a permis de profiter des potentiels des deux systelre réseau statigue nous a donné
une structure efficace afin de modéliser la plaation des contre-mesures. Le réseau
dynamique a, de son c6té, favorisé I'insertionaledriable temporelle dans le systeme,

ce qui a permis des planifications séquentiellbéas

La structure du systeme a été enrichie par des esanv noeuds permettant
I'intervention humaine en cas de panne des systantesnatiques de fonctionnement des

équipements de contre-attaque.

» Constat sur le prototype concu et développé

Le systeme global proposé présente un prototymystéme innovant, « intelligent »
et certainement efficace pour le management dueisig piraterie maritime a I'encontre
des plateformes pétrolieres. Ce prototype permgesdion d’'une crise avec la prise en
compte de I'ensemble des variables d’'une menacmiiltku marin et des caractéristiques

de la cible a protéger.

En terme opérationnels, les résultats obtenusderkétablissement des différents
scénarios d’attaque sont satisfaisants. Cepenfitang est de constater que la structure
globale du réseau bayésien reste de manipulatfbaldien raison du nombre important
des nceuds et des arcs d'indépendance. De plugm&ntation du nombre des parents
des nceuds a engendré la création de matrices deahiités particulierement

volumineuses.
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Perspectives de la these

Au terme de cette thése, nous proposons trois @&rgps de recherche.

* En amont du réseau bayésien, concevoir une ontolegilu domaine

A court terme, il serait utile en s’adossant atd®gaux conduits au sein de Centre de
recherche sur les Risques et les Crises d’évalappdrt du concept d’ontologie.
L'ontologie est utilisée, depuis plusieurs annéesis I'Ingénierie des connaissances (IC)
et I'Intelligence artificielle (IA) pour structurdes concepts d’'un domaine. Les concepts
sont rassemblés et ces derniers sont considérésneodes briques élémentaires

permettant d’exprimer les connaissances du donupiilerecouvre [Bachimont, 2006].

Les ontologies sont utiles pour partager des cesaaces, créer un consensus,
construire des systemes a base de connaissanag®atian d’'une ontologie en lien avec
la question de la piraterie maritime et, plus glebent, avec toute menace en mer serait

donc pertinente.

Une ontologie serait ainsi utile pour décrire legérmrios d’attague et ainsi mieux
connaitre I'analyse des comportements a risquea¥@eas en mer. [Vandecasteele et
Napoli, 2013] ont proposé un modele utile a notewdil. Pour ce faire, la méthode
demanderait de disposer d’'une base de donnéesrefdigsage ou les attaques seraient
étiquetées comme menace « a risques » ou « nagues ». Cette méthode serait ainsi
mise en ceuvre une fois que les attaques traitéamiseenregistrées dans une base de

données. Ce dispositif existe déja au stade detyps [Idiri et Napoli, 2014].

e Convogquer plus largement des connaissances expertes

Dans le cadre de notre recherche, nous avons @wniéur de pouvoir collaborer avec des
experts du domaine maritime et de la sécurité maitCette collaboration s’est établie
dans le cadre du projet de recherche SARGOS [Giedwal., 2013]. Elle s’est révélée
essentielle pour notre travail. La qualité des etiges mobilisées a permis de crédibiliser
notre démarche et de valider pour partie nos m=#sulCette collaboration a été, par
essence, limitée dans le temps. Les domaines deigueement et de fait d’expertise
nous apparaissent nombreux. Citons par exemplebesoin de disposer d’'un retour

d’expérience détaillé des attaques subies qu'allst connu ou pas une issue favorable
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pour les pirates ; une meilleure connaissancestifaségies mises en ceuvre par les
infrastructures pour se défendre d’'une agressioen @articulier I'efficacité des ripostes,
gu’elles soient létales ou pas ; la possibilitételter, évaluer et valider les modeles
congcus et développés aupres d'un panel d'expertgddainaine... Naturellement, la
possibilité d’'une expérimentation de nos travauwmna grande échelle et en conditions
« réalistes » serait un plus indéniable tant das|lisition de connaissance que dans la

validation de nos travaux de modélisation.
» Aller vers un réseau bayésien « spatial »

A notre connaissance, les modeles prédictifs ptedaiice jour a l'aide des réseaux
bayésiens n’ont pas intégré directement des r&ljleteraction spatiale entre variables.
Ainsi, [Dabrowski et al., 2013] présentent le réstubde simulations d’attaque sur des
cartes en se fondant sur des données préalablacwuises (2011) dans le golfe d’Aden.
[Castaldo et al., 2014] proposent eux aussi uneéseptation spatialisée d’inférences
bayésiennes en ayant recours a une représentabpologique qui permet
avantageusement de mettre en évidence des reldionsisinages. [Riviero et al., 2009]
décrivent VISAD, un outil interactif pour la détext de comportement anormaux en
mer. Le concept de wisual data mining> est avancé. Une perspective serait donc de
disposer d'une description détailléee des modalitsteraction spatiale entre de
nombreuses variables territoriales, permettanigpauite de jouer sur 'ensemble de ces
variables dans la construction des scénarios diadteet de défense. Pour qu'un tel
modele puisse voir le jour, il devrait s’appuyer gue description « simple » de I'espace
maritime étudié. Le recours a des polygones seeaidinement opportun [Vandecasteele

et al., 2014] tout en nécessitant une évaluatipmadpndie.
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Apports des réseaux bayésiens a la prévention duri  sque de piraterie a
I'encontre des plateformes pétroliéres

RESUME : Ces derniéres années, les attaques de pirates contre des navires ou des
champs pétroliers n'ont cessé de se multiplier et de s'aggraver. Pour exemple, 'attaque
contre la plateforme Exxon Mobil en 2010 au large du Nigeria s’est soldée par I'enlevement
de dix-neuf membres d'équipage et la réduction de 45.000 barils de sa production
pétroliere quotidienne ce qui a engendré une montée des prix a I'échelle internationale. Cet
exemple est une parfaite illustration de I'ampleur des dommages sur la sécurité des
infrastructures pétrolieres offshore.

Dans le cadre de notre recherche, nous proposons une démarche de pilotage et de
management du risque de piraterie en se basant sur le concept des réseaux bayésiens qui
permettent la représentation des connaissances et le calcul des probabilités
conditionnelles. Une dimension temporelle a été ajoutée par le recours aux réseaux
bayésiens qualifiés de « dynamiques ». Ces réseaux, fondés sur les chaines de Markov
cachées ou filtres de Kalman, se réveélent trés performants dans le domaine de 'analyse
des risques.

L'application de ces réseaux au domaine de la piraterie a été envisagée, les apports
et les limites seront évalués dans le cadre de cette thése.

Mots clés: Management du Risque, Piraterie Maritime, Champs Pétroliers
Offshore, Réseaux Bayésiens, Réseaux Bayésiens Dynamiques, Systeme d'aide a la
décision.

Contribution of Bayesian networks to the prevention of the risk of
piracy against Oil Offshore Fields

ABSTRACT : In recent years, pirate attacks against ships or oil fields have continued
to multiply and worsen. For example, the attack against the Exxon Mobil platform in 2010 in
the coast of Nigeria has resulted in the removal of nineteen crew members and the
reduction of 45,000 barrels of daily oil production which resulted in a rise prices
internationally. This example is a perfect illustration of the extent of damage on the safety
of offshore oil infrastructure.

As part of our research, we propose an approach to control and management of the
risk of piracy based on the concept of Bayesian networks that enable knowledge
representation and calculation of conditional probabilities. A temporal dimension was
added by the use of Bayesian networks called "dynamic". These networks, based on
Markov chains or Kalman filters, are proving very effective in the field of risk analysis.

The application of these networks on piracy was considered, the contributions and
limitations will be evaluated as part of this thesis.

Keywords : Risk management, Maritime piracy, offshore oil fields, Bayesian
Networks, dynamic Bayesian Network, decision support system.
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