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A bstract

With the current advances achieved in the manufacturing process of integrated circuits, a series of reliability-threatening mechanisms have emerged or have become more prominent. For instance, physical defects originating from poorly lithographed w ires, vias and other low -level devices are commonly seen in nanometric circuits. On the other hand, circuits have also become more sensitive to the strikes of highly energized particles. Both mechanisms, although essentially different, can cause multiple faults that contribute for low er reliabilities in integrated circuits. M ultiple faults are more troubling than single faults since these are more severe and also because they can overcome fault tolerance techniques.

Digital circuits are used in most electronic systems now adays, but there is a specifi c context in w hich they are required to be reliable. Such context comprises highdependability applications, e.g., circuits that are designed targeting medical, aerospace and/ or military use and therefore cannot fail. A lthough all digital circuits can potentially be affected by faults, the effect of a fault is not as critical in consumer electronic products intended for everyday use. Thus, it is imperative to be able to assess the level of reliability of those dependable circuits and, in case of an unsatisfactory level, to be able to harden those circuits. This is the scenario in w hich this thesis is conceived. It's goals are tw ofold : (a) to propose methods to assess the reliability of digital circuits, and (b) to propose techniques for reliability improvement. Concerning the fi rst goal, several methods have been proposed in the literature and the text show s how these methods present limitations w ith respect to circuit size (number of gates), circuit type (sequential or combinational) and fault profi le (single versus multiple faults). The accuracy obtained w hen using these methods is also a concern.

This thesis proposes tw o methods for reliability assessment. The fi rst method is termed SPR+ and its targeted at the analysis of combinational logic only. SPR+ is an analytical approach targeted at estimating the effects of circuit reconvergence. SPR+ improves the average analysis accuracy by taking into account the effect of each fanout reconvergent node to the overall circuit reliability.

A nother method, termed SN aP, is also proposed in this thesis. It is a hybrid approach since it is partially based on simulation. SN aP can be used for combinational and sequential logic and can also be emulated in an FPGA device for faster analysis. Both SPR+ and SN aP can cope w ith multiple faults, a phenomena that is more and more common due to technology scaling.

A nother branch of this thesis deals w ith the improvement of circuit reliability by means of fault tolerance techniques. Such techniques usually have hardening costs that are not negligible. Being so, selective hardening is used instead, and only a few critical parts of the target circuit are hardened. This type of approach allow s for a cheaper harde-ning solution that is able to respect the limitations imposed by tight hardening budgets, either in terms of area, pow er or timing.

Different approaches for choosing those critical parts have been used and a thoroughly study of the potentials behind selective hardening has also been conducted. A mong these approaches, it w as studied how selective hardening can be used together w ith a full circuit-level triplication technique (global TM R) and how the choices of critical parts change in the presence of it. A nother approach studied in this thesis is how to limit the effect of multiple faults by using a locality bias. Using benchmark circuits, the savings obtained by applying selective hardening are highlighted in the obtained results.

French A bstract I ntroducti on A u cours des derni ères ann ées, un d éveloppement continu a ét é observ é dans les domaines des syst èmes électroniques et des ordinateurs. Ces syst èmes sont gén éralement constitu és par un grand nombre de petits syst èmes dits circuits int égr és (CIs). La technologie utilisée pour produire ces CIs a changé au cours des derni ères d écennies dans un processus connu sous le nom de scaling. La fi gure 1 pr ésente l' évolution de la surface des circuits int égr és sur les 20 derni ères années ainsi qu'une projection jusqu'en 2045 (obtenue à partir de International Technology Roadmap for Semiconductors). Une question d'importance vitale est la fi abilit é de ces circuits et syst èmes, en particulier ceux qui sont utilisés dans des environnements sensibles. Ces environnements sont caract érisés par des exigences strictes d'un attribut donn é. Des exemples de cet attribut sont la fi abilit é, la disponibilit é, la sécurit é, survivabilit é et la maintenabilit é. Ces attributs sont d écrits en d étail dans le texte qui suit.

Dans cette th èse, nous nous focaliserons sur les circuits num ériques. Ce type de circuit est utilisé dans la plupart des appareils pr ésents dans notre vie quotidienne, comme les t él éphones mobiles, ordinateurs, appareils photo, etc. La fi gure 2 illustre une des approches possibles pour construire le diagramme de blocs d'un circuit num érique : FIG. 2 -Sch éma d'un circuit num érique avec ses parties séquentielles et combinatoires.

L'illustration de la fi gure 2 montre les entr ées et sorties d'un circuit, ainsi que la logique interne de l' état actuel et l' état suivant. La logique d' état actuel est stock ée dans les él éments de m émoire et est appel ée comme logique séquentielle. La logique de l' état suivant ne stocke pas les donn ées, elle calcule les données basées sur les entr ées et l' état actuel ; ce type de logique est dit combinatoire. Un syst ème comme celui-ci, en utilisant la logique séquentielle et combinatoire, est r épliqu é de nombreuses fois pour construire des circuits plus complexes. L'information pertinente ici est que, quels que soient leurs types, les él éments logiques ne sont pas totalement fi ables. Ceci sera expliqu é en d étail plus loin dans ce manuscrit.

Sûret é de f oncti onnement

Selon Avizienis, un syst ème électronique peut être caract érisé par quatre propri ét és : la fonctionnalit é, le performance, le co ût et la sûret é de fonctionnement. Les trois premi ères propri ét és sont naturellement li ées les unes aux autres, donc un compromis entre ces propri ét és est établie. Ce compromis est bien connu parmi les designers. N éanmoins, la fi abilit é doit également être consid ér ée dans certains scénarios, ce qui ajoute un él ément à une équation qui est d éjà assez complexe.

La sûret é de fonctionnement d'un syst ème informatique est sa capacit é à offrir un service qui peut être digne de confi ance. Une taxonomie compl ète de la sûret é de fonctionnement et de ses concepts connexes est repr ésent ée sur la fi gure 3. Ces concepts sont divisés en menaces (threats), attributs (attributes) et moyens (means).

Il existe une relation entre les menaces. Cette relation est illustr ée sur la fi gure 4. En termes simples : une faute peut activer une erreur, alors qu'une erreur peut se propager et provoquer une d éfaillance. Une telle d éfaillance pourrait alors repr ésenter une faute dans un syst ème plus vaste. A insi, le processus d'activation et propagation continue jusqu' à un point o ù il peut en fait obtenir une visibilit é dans l' ensemble du syst ème, ce qui provoque un fonctionnement erron é ou non satisfaisant.

Fi abi l i t é dans l es ci rcui ts num éri ques

Les progr ès dans l'industrie des semi-conducteurs ont am élior é signifi cativement la performance des circuits num ériques. La grande partie de ce gain est attribuable aux petites dimensions et basse tension, qui ont conduit à des architectures complexes avec un grand parall élisme combiné à une haute fr équence. Cependant, le m ême progr ès technologique qui a rendu tout cela possible, a également r éduit la fi abilit é des transistors. En r éduisant la tension de seuil et en r éduisant la marge de bruit, les transistors sont plus sensibles aux d éfauts de diff érentes sources. Tous les él éments typiques d'un circuit num érique sont construits en utilisant des r éseaux de transistors. En conséquent, un transistor à faible fi abilit é r éduit la fi abilit é du circuit complet.

Les fautes qui affectent un circuit num érique sont classées en trois cat égories : permanente, intermittente ou transitoire. Pour chaque type de faute, diff érentes strat égies sont appliqu ées pour d étecter et corriger (quand et si possible).

Les d éfauts de fabrication sont un exemple de fautes permanentes. Dans le processus de fabrication de circuits int égr és, une grande quantit é de dispositifs électroniques est produite simultan ément dans une série d' étapes tr ès complexes. La probabilit é que l'ensemble de ces dispositifs (et aussi de leurs interconnexions) fonctionnera correctement d épend du degr é de contr ôle exercé dans leur fabrication. La fraction de puces qui, à la fi n de la fabrication, peuvent satisfaire un ensemble d'exigences de test est appel ée le rendement.

Un exemple d'un d éfaut de type open est repr ésent é sur la fi gure 5, qui montre la vue de haut (a) et la section transversale (b) d'un d éfaut dans la couche M 2 (m étal 2).

La fi gure 6 montre l'effet d'une particule ionisante quand elle traverse une jonction de silicium, en cr éant ainsi une faute transitoire. Il est montr é comment la charge gén ér ée dans le substrat de silicium est collect ée. Plusieurs m écanismes de transport de charge peuvent être impliqu és en fonction de la technologie utilisée et de la conception du circuit. L'image montre deux m écanismes diff érents, qui sont appel és drift et diffusion. Le Si la charge collect ée est plus grande que la charge critique (montant minimal de charge qui doit être d éposé par une particule afi n de produire une transition capable de changer une valeur logique), elle est alors perc ¸ue par le circuit comme valide. Cela est repr ésent é sur la fi gure 7. La fi gure 7 repr ésente l'instant de collision de la particule ainsi que les deux m écanismes de transport de charge. Puisque le m écanisme de drift est relativement rapide (de l'ordre de la picoseconde), une impulsion de courant rapide est gén ér ée. Lorsque le m écanisme de diffusion commence, il n'est pas aussi rapide (ordre de la nanoseconde). A insi, l'impulsion de courant génér ée change en une forme de queue.

Le Soft Error Rateest la probabilit é qu'un un dispositif (ou syst ème) subisse des soft er-FIG. 7 -Courant à la jonction et les m écanismes de collecte concernés.

rors comme celles d écrites ci-dessus. Des recherches ant érieures montrent que le SER par puce est en augmentation, principalement en raison de la croissance rapide du nombre de transistors sur une seule puce. Lorsqu'on examine des technologies de pointe, une seule particule peut affecter plusieurs noeuds dans un circuit. Ce processus est connu sous le nom de charge sharing. À cause de cela, des mod èles à plusieurs fautes doivent être pris en compte afi n d'analyser le taux d'erreurs dans les circuits int égr és. Les calculs des taux d'erreur peuvent être signifi cativement plus petits que ceux observ és dans le circuit r éel si les mod èles multi-fautes transitoires ne sont pas utilisés.

Etat de l 'A rt I nj ecti on de f autes par si mul ati on L'injection de fautes est une approche tr ès simpliste et intuitive pour estimer la fi abilit é d'un circuit. En raison de sa simplicit é, elle a rec ¸u une grande attention de la part des chercheurs. Le processus commence par le choix d'un noeud (un bloc, une cellule ou un transistor, en fonction de la granularit é de l'analyse) et on procède ensuite à d écaler la valeur de sortie pour un temps donné. H abituellement deux versions d'un m ême circuit sont simul ées au m ême temps : une version sans erreur (golden version) et une version sujette à des fautes. La simulation v érifi e ensuite si les sorties des deux circuits sont égales.

Si possible, le processus d écrit ci-dessus est r ép ét é pour tous les noeuds. Une m étrique est ensuite appliqu ée pour mesurer la fi abilit é du circuit. Par exemple, on peut prendre le rapport entre les erreurs d étect ées et non d étect ées. Ce rapport est une mesure de la capacit é de masquage du circuit, par conséquent, refl ète la fi abilit é du circuit.

Il faut pr éciser que l'injection de fautes basée sur la simulation est co ûteuse en terme de temps de calcul. Le probl ème est que pour une analyse compl ète, il est nécessaire de simuler tous les scénarios possibles, y compris tous les sites de d éfaut et tous les vecteurs d'entr ée possibles. Il est clair que cette combinaison peut conduire à un nombre de scénarios intraitable. Le nombre de scénarios augmente encore plus si plusieurs fautes doivent être consid ér ées. A insi, des évaluations partielles sont habituellement effectu ées. Sélectionner les parties du circuit qui devraient être évalu ées et celles qui peuvent être ignor ées est également un probl ème. Pour faire face aux contraintes de temps de la simulation, des techniques d' émulation ont ét é cr éées. Ces techniques sont explor ées dans la section suivante.

I nj ecti on de f autes par emul ati on L'id ée de base de l'injection de fautes, soit par émulation ou par simulation, est exactement la m ême. N éanmoins, les solutions d' émulation utilisent une plateforme de support telle qu'un FPGA . La plupart des solutions font usage d'un " off-the-shelf commercial" FPGA . Ces plateformes offrent beaucoup de ressources et ont ét é utilisées avec succès pour obtenir des r ésultats plus rapides (par rapport à des approches fond ées sur la simulation). M alheureusement, l'utilisation de ces plateformes apporte aussi un inconv énient consid érable : l'observabilit é est généralement faible, c'est à dire, l'utilisateur n'a pas d'accès direct à tous les signaux du circuit en cours d'analyse.

Dans les derni ères ann ées, les FPGA ont évolu é de telle sorte que la reconfi guration partielle est possible. Certaines cartes permettent la reconfi guration dynamique, c'est à dire, tandis que les pi èces du circuit fonctionnent d'autres parties peuvent être reconfigur ées. Ceci permet d'effectuer une analyse l égèrement diff érente : d'abord, une configuration du circuit sans d éfaut est faite. Cette premi ère exécution est analysée et l' état de chaque bascule du circuit est connu à tous les cycles. Ensuite, un second passage du circuit suit, dans lequel la reconfi guration est appliqu ée pour modifi er l' état d'une bascule à la fois, recr éant ainsi l'effet d'un d éfaut.

I nj ecti on de f autes par des moyens physi ques

Plusieurs techniques entrent dans la cat égorie de l'injection physique. En gén éral, ces techniques utilisent une certaine forme de source de faute accél ér ée. L'accès à ces sources peut être co ûteux et compliqu é dans certains cas. Un échantillon du circuit souhait é est n écessaire pour ce type de technique, qui a également un co ût associ é. A insi, ce type de technique est utile pour la caract érisation apr ès fabrication, un processus utilisé pour confi rmer qu'un circuit int égr é est conforme à une certaine norme comme un taux de d éfaillance maximal.

Plusieurs auteurs ont utilisé la haute altitude pour des exp ériences en temps r éel.

L'id ée est que le fl ux de particules est plus dense à haute altitude, ce qui peut rendre la caract érisation d'un dispositif plus rapide et tout aussi fi able. Il y a plusieurs d étails relatifs à toutes ces techniques d'injection physiques qui comportent la physique de bas niveau et ne sont pas l'objet de ce travail. Une exp érience avec des neutrons pour injecter des fautes dans un FPGA est raport ée dans l'annexe B.

A pproches anal yti ques

Les approches analytiques ont ét é d évelopp ées en raison de l'ineffi cacit é ou de l'incapacit é des m éthodes d'injection de fautes traditionnelles pour manipuler de grands circuits. Ces approches ont leurs propres limites, mais en gén éral elles ne pr ésentent pas les co ûts élev és de techniques physiques, ni les longs d élais d'exécution de solutions basées sur la simulation. Les m éthodes analytiques peuvent estimer la fi abilit é de la logique combinatoire seulement.

La premi ère m éthode d'analyse qui sera pr ésent ée est la Probabilistic Transfer M atrices. Il s'agit d'une approche simple qui mod élise, gr âce à l'utilisation de matrices, les portes logiques et la topologie d'un circuit. L'id ée principale de la m éthode est de d éfi nir la corr élation entre les motifs de sortie et les motifs d'entr ée d'un circuit. Pour ce faire, chaque porte logique est également repr ésent ée comme une matrice PTM . Cette repr ésentation est obtenue par l'utilisation de deux él éments auxiliaires : la Ideal Transfer M atrix et le param ètre q, comme illustr é sur la fi gure 8. La matrice ITM repr ésente la table de v érit é de la porte logique. En sachant que chaque porte logique dans un circuit est repr ésent ée par une matrice PTM , il est alors n écessaire de calculer la matrice PTM de l'ensemble du circuit en prenant en compte la topologie. Ce calcul est effectu é par le leveling du circuit cibl é, comme illustr é sur la fi gure [START_REF] Eldred | Test Routines Based on Symbolic Logical Statements[END_REF]. Techni ques de tol érance aux f autes Cette section pr ésente quelques techniques utilisées pour augmenter la fi abilit é des circuits num ériques. Certaines techniques permettent de d étecter des erreurs, d'autres de d étecter et de corriger tandis qu'un troisi ème groupe se concentre sur la pr évention des erreurs en am éliorant la fi abilit é du circuit.

La redondance modulaire est une famille de techniques basée sur la redondance spatiale. Proposée par Von N eumann, la Triple M odular Redundancy est la technique la plus cél èbre de la famille. Elle consiste à disposer trois copies du m ême module fonctionnant en parall èle. Le principe du voter TM R par majorit é est que si une seule erreur se produit dans l'un des modules, elle sera masqu ée.

Certaines applications, par contrainte de budget, ne permettent pas le recours à une solution de triplication compl ète du syst ème.. A insi, une certaine forme de durcissement sélectif a lieu lorsque seulement quelques zones du circuit sont durcies tandis que d'autres sont laissés intactes. Le probl ème est la d étermination de ces zones. Ce probl ème a ét é d éjà trait é par plusieurs auteurs dans la lit érature.

Le dimensionnement des portes est une technique particuli ère qui peut également être consid ér ée comme une forme de durcissement sélectif.

M éthodes d'A nal yse de Fi abi l i t é

Cette section couvre deux m éthodes qui ont ét é d évelopp ées pour l'analyse de la fi abilit é d'un circuit. Comme indiqu é pr écédemment, on constate un manque de m éthodes capables de faire face aux nombreuses diffi cult és imposées par l'analyse de la fi abilit é. La premi ère m éthode proposée ici essaie de aborder la question de la pr écision en effectuant une analyse de noeuds reconvergents. Cette m éthode est appel ée SPR+. La deuxi ème m éthode proposée dans cette thèse est appel ée SN aP et elle applique une approche compl ètement diff érente pour l'analyse de la fi abilit é. Elle s'agit d'une m éthode hybride combinant les avantages de la simulation et de solutions analytiques.

SPR+

Le charge sharing a augment é la quantit é de fautes multiples. A insi, des algorithmes capables de gérer de multiples fautes sont de grand int ér êt. La simulation traditionnelle peut être utilisée pour la mod élisation des erreurs multiples, mais elle peut facilement devenir un probl ème si toutes les combinaisons de sites (de fautes) doivent être prises en compte. Les m éthodes analytiques sont essentielles pour ce type d'analyse.

La contribution de la m éthode SPR+ est de proposer deux heuristiques simples pour estimer la fi abilit é exacte du circuit. Ces heuristiques tiennent compte seulement de la convergence de premier ordre, donc elles peuvent être utilisées pour l' évaluation des grands circuits pour lesquels la simulation et les autres algorithmes analytiques ne parviennent pas à faire une estimation de la fi abilit é ou le font avec un temps de simulation tr ès élev é.

Les circuits de r éf érence ISCA S'85 ont ét é analysés en utilisant la m éthode SPR-M P mais limit ée par une analyse de 12ème ordre (c'est à dire, les 12 noeuds plus pertinents de chaque circuit ont ét é pris en compte, tous en m ême temps). Cette analyse est appel ée R 12t h . Puisque la m éthode SPR-M P permet de faire l' évaluation partielle des fanouts, elle était la m éthode choisie pour donner une r éf érence de fi abilit é à chaque circuit. Les valeurs de fi abilit é ainsi que les temps d'exécution sont donn és dans le tableau 1. Les temps d'exécution indiqu és comprennent aussi le temps n écessaire pour trouver les 12 fanouts les plus pertinentes.

Le choix d'un 12ème ordre (au lieu d'un ordre inf érieur ou sup érieur) est motiv é par deux raisons : un temps d'exécution acceptable et une pr écision suffi sante. Les temps d'exécution sont donn és dans le tableau 1 avec un maximum de temps de simulation pour le circuit c1355 d'environ une heure.

Pour la pr écision, il est important de souligner que les fanouts peuvent contribuer de diff érentes mani ères. L'illustration dans la fi gure 12 montre comment la fi abilit é du circuit converge vers une valeur par le passage à une analyse d'ordre plus élev ée, en ajoutant un fanout à la fois. A insi, les premi ères fanouts analysées sont plus importantes que les autres. Il est également possible de voir comment les temps de calcul augmentent rapidement. Une tendance diff érente est vue dans la fi gure [START_REF] Koren | Defect Tolerance in VLSI Circuits: Techniques and Yield A nalysis[END_REF]. Cette analyse a ét é obtenue en utilisant le circuit c3540. N éanmoins, la fi abilit é mesur ée pour l'ensemble du circuit converge toujours vers une valeur. De toute évidence, comme on le voit dans les deux images, la fi abilit é mesur ée par l'analyse de 12ème ordre (marqu ée par une forme de diamant orange) est plus proche de la fi abilit é r éelle.

D (f ) = jR 1 (f ) R 0 j (1) 
Il est clair que l'utilisation d'une estimation de 12ème ordre ne conduit pas à une valeur de fi abilit é pr écise. N éanmoins, il est clair que les fanouts n'ont pas le m ême impact sur la fi abilit é globale (c'est-à-dire que toutes les valeurs D (f ) ne sont pas forcément égales ni m ême de m ême ordre de grandeur). Le r ésultat montr é sur la fi gure 14 est une tentative de classer chaque fanout par sa valeur D (f ). Tout d'abord, la plus grande diff érence a ét é identifi ée et a ét é appel ée D m ax . Ensuite, l'impact de chaque fanout est classé comme suit :

-I mpact maj eur, si D (f )=D m ax > 0:8 -I mpact moyen, si D (f )=D m ax > 0:2 -Fai bl e i mpact, pour tous les autres (D (f )=D m ax < = 0:2) Ti m e ( s ) Re l i a b i l i t y Ex e c u t i o n t i m e FIG. 13 -A nalyse du nombre diff érent de fanouts, circuit c3540.

Il apparaît clairement sur la fi gure 14 que le nombre de fanouts d'impact majeur est tr ès faible.Les fanouts ayant un impact majeur sont moins de 3 % du montant total de fanouts. La marge proposée pour les fanouts d'impact moyen est assez large et, m ême ainsi, ils repr ésentent moins de 10 % du nombre de fanouts. A insi, la majorit é absolue des fanouts n'est pas si importante lors de l' évaluation de la fi abilit é. Ceci peut être exploit é en vue d'estimer la fi abilit é d'une mani ère pr écise en utilisant une courte p ériode de temps. En prenant en compte le profi l de l'impact r év él é par la fi gure 14, deux heuristiques diff érentes ont ét é proposées. Toutes les deux ont le m ême objectif : se rapprocher de la valeur r éelle de la fi abilit é R en ne tenant compte que des estimations de premier ordre. Les r ésultats sont pr ésent és dans la fi gure 15. 

SN aP

La majorit é des m éthodes peuvent seulement traiter des circuits combinatoires et de petites tailles. Certaines m éthodes sont aussi totalement incapables d'estimer la fi abilit é des circuits de tailles moyennes. A u vu de ces limitations, une nouvelle m éthode hybride a ét é d évelopp ée. Cette m éthode est appel ée SN aP et elle est consid ér ée comme une solution hybride car certaines parties de la m éthode reposent sur de la simulation, tandis que d'autres ne le font pas.

SN aP peut également bénéfi cier de l' émulation, lorsqu'elle est utilisée comme une plateforme dans un FPGA . L' émulation permet une évaluation rapide de circuits complexes. A insi, une mise en oeuvre possible de la m éthode sera montr ée à l'aide d'une impl émentation Verilog pleinement synthétisable.

Les concepts de base derri ère la mod élisation SN aP sont la cr éation de fautes et la propagation de fautes. SN aP est basé sur ces deux concepts opposés, c'est à dire, les portes sont capables de générer des fautes et sont également capables de supprimer des fautes. C'est l'interaction qui d étermine la fi abilit é de l'ensemble du circuit. Le masquage logique est également consid ér é au cours de cette évaluation.

M od él i sati on de l a l ogi que combi natoi re Initialement, nous consid érons un petit circuit qui contient uniquement un simple inverseur. La fi gure [START_REF] Sexton | Destructive Single-event Effects in Semiconductor Devices and ICs[END_REF] Pour comprendre comment la m éthode fonctionne, nous procédons à une description de chaque état de la FSM . Chaque état peut être mod élisé par une équation comme suit :

of s = gf an d (3) of s = of s + (i f sAndA > > 1) (4) of s = of s + (i f sAndB > > 1) (5) 
of s = of s + ((i f sAndA + i f sAndB ) > > der F actor ) (

Le choix du facteur de r éduction est d étermin é de mani ère empirique. Il est égal au nombre d'entr ées de la porte plus un. A insi, pour le cas particulier de la porte A N D à 2 entr ées, le facteur de r éduction est derFactor = 3.

M od él i sati on de l a l ogi que séquenti el l e La mod élisation de la logique séquentielle est beaucoup plus simple que celle utilisée pour la logique combinatoire. Similairement aux portes utilisées dans la logique combinatoire, une valeur gf est d éfi nie pour chaque-bascule (gf f f ). A ucun masquage logique prend place à l'int érieur d'une bascule. Pour calculer la valeur ofs d'une bascule, l' équation suivante est utilisée :

of s = i f s + gf f f (7) 
Cela étant dit, le probl ème devient alors de synchroniser tous les él éments du circuit correctement. Puisque toutes les cellules combinatoires de la description originale sont maintenant d écrites suivant machines à états fi nis, elles ne peuvent pas percevoir le m ême signal d'horloge que les bascules dans la description originale du circuit. Ce probl ème est r ésolu avec l'utilisation des signaux de contr ôle sp éciaux qui cr éent le m ême effet d'un r éseau d'horloge secondaire.

Résul tats

Des entr ées al éatoires ont ét é utilisées pour les circuits combinatoires utilisés dans les exp ériences de cette section. N éanmoins, un nombre suffi samment élev é d'entr ées (plusieurs échantillons) doit être utilisé pour obtenir une fi abilit é signifi cative. Cet effort est repr ésent é dans la fi gure 18 pour le circuit ISCA S'85 c432.

La fi gure 18 montre comment la fi abilit é du circuit tend à une valeur moyenne lorsque plusieurs échantillons sont ajout és. L'objectif est de d éterminer combien d' échantillons sont n écessaires pour que l' évaluation soit une bonne approximation de la valeur r éelle. Dans ce cas particulier, pour le circuit c432, il est supposé que 4000 échantillons sont suffi sants (comme souligné en rouge dans l'image elle-m ême). L'augmentation du nombre d' échantillons pourrait être injustifi ée puisque leur contribution devient n égligeable.

La fi abilit é par rapport à diff érentes entr ées peut être obtenue avec la m éthode proposée. La fi gure 19 montre l'analyse du circuit c17 en utilisant des mod èles d'entr ée al éatoires. L'image montre clairement que certains scénarios d'entr ée (sur l'axe x) peuvent conduire à des valeurs plus élev ées de ofs que d'autres (et par conséquent, des valeurs de fi abilit é inf érieures). Les courbes en pointill és dans la fi gure 19 repr ésentent les sorties A fi n d' évaluer la quantit é de mat ériel suppl émentaire requis par la mod élisation SN aP, tous les circuits combinatoires modifi és ont ét é synthétisés et les r ésultats sont pr ésent és dans la fi gure 20. La valeur gf utilisée est toujours 256. La synth èse a ét é r éalisée à l'aide de RTL Compiler et d'une biblioth èque de cellules standard 65nm fourni par ST-M icroelectronics. En fait, le Verilog modifi é est destin é à une utilisation dans un FPGA . A insi, les valeurs pr ésent ées ici repr ésentent juste une tendance.

Compte tenu des choix empiriques pris, il est important de v érifi er si la m éthode produit des chiffres de fi abilit é raisonnables. Pour cet objectif, nous avons effectu é une comparaison avec la m éthode SPR. Toutes les cellules de la mod élisation SPR ont ét é consid ér ées avec q = 0; 99999. L' équivalent a ét é fait pour SN aP, dans lequel chaque cellule a ét é cr éée avec gf = 10 (courbe rouge) ou gf = 256 (courbe orange). Les r ésultats sont pr ésent és sur la fi gure 21, à partir de laquelle sont v érifi ées à peu pr ès les m êmes tendances. Les r ésultats pr ésent és dans la fi gure 21 ont ét é obtenus par simulation de 4000 échantillons d'entr ée pour chaque circuit. La fi gure 21 montre que les deux m éthodes concordent bien. Techni ques d'A m él i orati on de Fi abi l i t é

Cette section couvre une série de techniques utilisées pour am éliorer la fi abilit é d'un circuit donn é. Ces techniques sont indissociables des m éthodes d'analyse, c'est à dire, il n'y a aucune raison d'am éliorer ce qui n'a pas besoin d' être am élior é. Et de nouveau, une fois que la technique a ét é appliqu ée, les m éthodes sont utiles encore une fois pour estimer l'effi cacit é de son utilisation.

Cette section explore l'id ée que les blocs d'un circuit num érique peuvent être classés en fonction de leurs importances par rapport à la fi abilit é globale du circuit. Ce classement prend en compte le masquage logique. Avec la liste classée des blocs, il est possible d'appliquer un durcissement sélectif en utilisant des techniques de tol érance aux fautes.

Si nous consid érons qu'un changement de la fi abilit é d'un seul bloc b i conduit à une nouvelle fi abilit é q i , alors la fi abilit é du circuit devient R i . Etant donné que diff érents blocs b i et b j contribuent de mani ère diff érente à la fi abilit é d'un circuit, des changements de blocs diff érents peuvent produire diff érentes valeurs R i et R j .

La m éthodologie proposée ici suppose qu'il existe une technique capable d'am éliorer la fi abilit é d'un bloc donn é de durcissement tels que q i = 1. Il ne s'agit pas d'une limi-tation, c'est juste une simplifi cation, d'autres valeurs sont également possibles. Ensuite, pour tous les blocs du circuit, une exécution de l'algorithme SPR est faite. Dans chaque exécution, un noeud b i est sélectionn é, q i est d éfi ni comme 1, et la nouvelle valeur de la fi abilit é R i est obtenue. Cet effort est possible uniquement car la complexit é de l'algorithme SPR est lin éaire.

A pr ès l'exécution des analyses initiales, une liste de toutes les valeurs R i est obtenue. À cette etape, on peut trier la liste et sélectionner à durcir le bloc avec la plus grande R i . N éanmoins, l'int ér êt ici est d' établir un compromis entre le co ût de durssisement du bloc en question et ceux des autres blocs. Pour cela, un nouveau param ètre H a i est introduit, capable d'exprimer l'affi nit é de durcissement.

Le param ètre H a i de chaque type de cellule est d éfi ni par l'utilisateur. Il doit être limit é dans l'intervalle [0,1]. Ce param ètre est gén érique et peut être utilisé pour exprimer tout type de compromis : surface, d élai, puissance ou des combinaisons. Le H a i de la plus petite cellule dans une biblioth èque est consid ér é comme une valeur de r éf érence et est toujours d éfi ni comme 1. Une fois que l'affi nit é de chaque cellule est connue, il est nécessaire d'utiliser ces valeurs pour d écider quel bloc devra être sélectionn é pour le durcissement. Cette étape de la m éthode pr ésente une nouvelle valeur, le gain de fi abilit é est donn é par Rg i . Il repr ésente la diff érence entre la fi abilit é de circuit avant (R) et apr ès (R i ) le durcissement. Cette valeur est calcul ée de la mani ère suivante :

Rg i = R i R (8) 
La valeur de Rg i obtenue est ensuite utilisée pour calculer le produit fi abilit é-affi nit é comme suit : P r h i = Rg i H a i [START_REF] Eldred | Test Routines Based on Symbolic Logical Statements[END_REF] La m éthodologie d écrite a ét é appliqu ée à plusieurs circuits de r éf érence ISCA S'85. Chaque bloc de chaque circuit a ét é consider é avec q i = 0; 9999. L'objectif d'augmentation de la fi abilit é a ét é ajust é de sorte qu'une diminution de la non-fi abilit é serait atteinte pour chaque circuit. Les r ésultats sont pr ésent és dans les tableaux 2 et 3. Le premier tableau contient les r ésultats pour une r éduction d'au moins 20% (par rapport à la non-fi abilit é initiale) tandis que le second contient les r ésultats pour une r éduction d'au moins 40%. La non-fi abilit é initiale de chaque circuit est donn ée dans la deuxi ème colonne des tableaux.

La fi gure 22 montre les circuits dont la m éthodologie est effective. Les données sont les m êmes dans les tableaux, donc le m ême scénario s'applique : m êmes équations et le co ût du voteur est n égligé. Les valeurs de puissance indiqu ées sur l'axe des y sont normalisées par rapport à la puissance initiale de chaque circuit.

Une comparaison avec d'autres m éthodes n'est pas simple, surtout car les objectifs sont généralement diff érents. Les r ésultats pr ésent és dans d'autres travaux sont en alignement avec les r ésultats pr ésent és dans ce travail, ce qui suggère que plusieurs fautes n'ont pas un grand impact sur la d écision de quel noeud à durcir. Plusieurs fautes ont un impact consid érable sur la fi abilit é r éelle d'un circuit. A insi, elles sont importantes pour d éterminer les compromis entre le co ût et la fi abilit é.

N éanmoins, en termes qualitatifs, il est facile de remarquer que certaines cellules ont un impact plus important dans la fi abilit é du circuit que d'autres En ce qui concerne la fi gure 23, elle contient les valeurs R i li ées au durcissement de toutes les cellules possibles. Les noeuds dans l'axe x sont ordonn és par le gain de fi abilit é que le durcissement de ce noeud produirait. Le circuit a ét é évalu é en supposant le param ètre q i = 0; 9999. En termes absolus, la diff érence entre le meilleur et le plus mauvais candidat n'est pas grande. H abituellement, plusieurs cellules sont sélectionnées pour le durcissement (comme dans le tableau 3), de sorte que ces valeurs s'accumulent. A insi, le choix du meilleur candidat pour le durcissement est critique. 

Net Hardeni ng

Il a ét é montr é dans la section pr écédente qu'une solution basée sur les co ûts peut r éduire la quantit é de durcissement suppl émentaire requise par une technique de tol érance aux fautes. Il a également ét é d émontr é que l'occurrence de plusieurs fautes est plus fr équente et par conséquent doit être correctement gér ée.

En ce qui concerne les fautes multiples, leur source d étermine le profi l de la localit é. Les fautes multiples causées par SEEs ont toujours un biais de localit é. Ce qui est pr ésent é dans cette section est une version modifi ée de la m éthode de durcissement afi n de tenir compte de cela.

Quand un circuit num érique est conc ¸u en utilisant des cellules standard (standard cells), une étape de placement est exécut ée. Les portes qui sont logiquement connect ées ont une certaine probabilit é d' être effectivement physiquement proches car les algorithmes de placement tentent de r éduire la longueur des fi ls (wirelength). Etant donn é que ces cellules sont suffi samment proches les unes des autres, elles peuvent être sensibles aux effets de chargesharing. On peut remarquer que les pourcentages d'am élioration de la fi abilit é indiqu és dans le tableau 4 ne sont pas importants. N éanmoins, il faut souligner qu'ils sont ad équats pour un scénario dans lequel il y a un budget de durcissement r éduit.

Concl usi on

Cette th èse a port é sur deux pr éoccupations principales relatives à la fi abilit é des circuits : l'analyse et l'am élioration. Quand il s'agit de m éthodes d'analyse de fi abilit é, il est clair que la litt érature a ét é enrichie par plusieurs travaux les derni ères ann ées. La simulation s'est établie comme la m éthode pr éf ér ée m ême avec ses limitations. D'autres solutions comme PTM et SPR-M P ont leurs m érites aussi. Les m éthodes pr ésent ées dans cette th èse peuvent être facilement adopt ées dans un fl ot de conception traditionnel. SPR+ ainsi que SN aP peuvent obtenir des chiffres de fi abilit é en quelques secondes, m ême en consid érant un circuit relativement complexe.

Cette th èse a également apport é un éclaircissement sur les techniques d'am élioration de la fi abilit é des circuits. L'id ée d'utiliser une fonction de co ût pour d écider quelles portes à durcir est le coeur des techniques proposées ici. Les r ésultats indiquent clairement comment les économies peuvent être obtenues.

La plupart des sujets abord és dans cette th èse ont ét é publi és dans les forums appropri és. Une liste compl ète de ces publications fi gure dans l'annexe D. 

. . 20 Tendances apr ès

Error distribution for the circuit

I ntroducti on

In the last years a continuous development has been observed in the domains of electronic systems and computers. These systems are usually composed by a large number of smaller systems referred as Integrated Circuits (ICs). The technology used to produce such ICs has shifted in the last years in a process know n as scaling, i.e., the actual size of a chip is approximately the same but the (number of) transistors embedded in it are quite numerous now adays. Figure 1.1 depicts a year versus area comparison from International Technology Roadmap for Semiconductors (ITRS) [START_REF]A Selective H ardening M ethodology for Combinational Logic[END_REF], in w hich the evolution of different devices present w ithin an IC is represented. ory (SRA M ) and logic gates. DRA M s, SRA M s and logic gates have scaling trends that are near a 70% size reduction every 2-3 years (half-pitch measured). The evolution of FLA SH memories has been even faster than that.

One issue of vital importance is the reliability of these ICs and systems, especially the ones that are used in dependable computing environments. Such environments are characterized by strict requirements of a given attribute. Examples of this attribute are reliability, availability, safety, security, survivability and maintainability. These attributes are described in details in Section 1. 1. This thesis has a particular interest in the analysis of dependability attributes for a special class of ICs: digital circuits. This type of circuit is used to build most devices that are present in our daily lives, like mobile phones, computers, cameras, etc. Figure 1.2 illustrates one of the possible w ays a digital circuit can be internally organized [2,3]: The illustration in Fig. 1.2 show s the inputs and outputs of a circuit, as w ell as the internal logic for the current state and the next state. The current state logic is stored in the memory elements and is referred as sequential logic. The next state logic does not store data, it actually computes data based on inputs and the current state; this type of logic is referred as combinational or combinatorial logic. A building scheme like this one, using sequential and combinational logic, is replicated numerous times to build large circuits. This type of construction is usually referred as Finite State M achines (FSM s), w hich are used to control the fl ow of data. M oreover, the relevant information here is that, regardless of the type, the logic elements are not completely reliable, as it w ill be later explained in Section 1. 2. Today's hardw are designers are faced w ith diffi cult decisions arising from confl icting effi ciency and time-to-market pressures. In general terms, standard-cell based A pplication Specifi c Integrated Circuits (A SICs) offer the best density, performance and pow er but have long design times, high N on-recurring Engineering (N RE) costs, and increasingly diffi cult verifi cation cycles. Field Programmable Gate A rrays (FPGA s) offer zero N RE cost but higher cost per unit and poorer density, performance and pow er w hen compared to A SICs [4]. A dditionally, regardless of the choice made for a given project, i.e., to design using FPGA s or A SICs, dependability can be an important criterion during the development process.

D ependabi l i ty

A ccording to Avizienis [START_REF] Avizienis | Fundamental Concepts of Dependability[END_REF], an electronic system can be characterized by four properties: functionality, performance, cost and dependability. The fi rst three properties are very naturally tied one to each other, so a trade-off betw een these properties is established. This trade-off is w ell know n among designers and companies. Yet, dependability has also to be considered in certain scenarios, w hich adds an additional component to an equation that is already quite complicated.

Dependability of a computing system is its ability to deliver service that can justifi ably be trusted. A full taxonomy of dependability and its related concepts is show n in Fig. 1. 3. These concepts are divided into threats, attributes and means. Threats are the sources of dependability issues. These are events that are know n to affect one of the attributes of a dependable system or circuit. The creation mechanism, the type, and other characteristics of a fault are strictly dependent on the system or application being considered in a dependability analysis. Fault profi le may change completely from one domain to another. Some threats and types of threats that are sources of unreliability in digital circuits are presented in Section 1. 2.

Regardless of the domain being considered, there is a relationship betw een threats. This relationship is illustrated in Fig. 1. 4. In simple w ords: a fault might activate an error, w hile an error might be propagated to cause a failure. Such failure then might represent a fault in a larger system. So, the process of activation and propagation continues until a point w here it might actually achieve visibility in the system as a w hole, causing an erroneous or non-satisfactory functioning. A s previously mentioned, threats are events that affect the attributes of a system. Dependability itself is an integrative concept since it must encompass all the (meaningful) attributes of a system. A brief description of each of these attributes is given below [START_REF] Avizienis | Fundamental Concepts of Dependability[END_REF]: Avai l abi l i ty Readiness for correct service.

I N TROD U CTI ON

Rel i abi l i ty Continuity of correct service.

Saf ety A bsence of catastrophic consequences on the user(s) and the environment.

Confi denti al i ty A bsence of unauthorized disclosure of information.

I ntegri ty A bsence of improper system state alterations. M ai ntai nabi l i ty A bility to undergo repairs and modifi cations.

In the context of this thesis a single attribute is considered, the reliability. The following section details such attribute from the point of view of a digital circuit. Some fault tolerance techniques are also discussed in Section 2.5.

Rel i abi l i ty i n D i gi tal Ci rcui ts

The advances in the semiconductor industry have deeply increased the performance of digital circuits. M ost of this performance gain has been due to small dimensions and low voltage transistors, w hich have led to complex architectures w ith large parallelism combined w ith high frequency [START_REF] Zambuja | Exploring the Limitations of Softw are-based Techniques in SEE Fault Coverage[END_REF].

H ow ever, the same technology that made all this progress possible, has also reduced transistor reliability by reducing threshold voltage and tightening the noise margins [START_REF] Baumann | Soft Errors in A dvanced Semiconductor Devices-part I: the three Radiation Sources[END_REF][START_REF] O'gorman | Field Testing for Cosmic Ray Soft Errors in Semiconductor M emories[END_REF] and thus making transistors more susceptible to faults of different sources. A ll standard elements of a digital circuit are built using netw orks of transistors. Thus, a low -reliability transistor causes the w hole circuit to have a low reliability as w ell.

Faults that affect a digital circuit are classifi ed due to its behavior as follow s:

Permanent f aul ts w hich affect the characteristics of the circuit structure in a w ay that is not repairable.

I ntermi ttent f aul ts are the ones that cause an erratic behavior of the device. Such behavior is diffi cult to identify and repair since it seems to appear in intervals.

Transi ent f aul ts are usually related to environmental conditions and tend to be harder to diagnose and repair. Common sources of this type of faults are strikes of alpha and neutron particles, crosstalk, Electrostatic Discharge (ESD), etc. This type of fault is also referred as a soft error.

For each type of fault, different strategies are applied to detect and correct (w hen and if possible). For permanent faults the most notorious detection scheme in the context of digital circuits is the application of input vectors during IC testing. By applying a given combination of values in the inputs of a circuit and using an appropriate fault model, it is possible to detect if a certain node is functional or not.

One of the most signifi cant contributions in the fi eld of IC testing and fault modelling w as given by Eldred in [START_REF] Eldred | Test Routines Based on Symbolic Logical Statements[END_REF] and by Galey et al. in [10]. These authors have developed a stuck-at fault model, from w hich it is possible to infer if a given node is stuck-at-one or stuck-at-zero. A lthough some nodes are extremely hard to prove to be fully functional, this technique and variations of it have been applied for a long time and are know n for increasing the actual quality of produced silicon. Fault models most likely to gain signifi cance in the near future are the delay fault models [START_REF] Bushnell | Fault M odeling[END_REF].

D ef ects

In the manufacture process of semiconductor-based ICs, a large amount of electronic devices is produced simultaneously in a series of very complex processing steps. The probability that all such devices and their interconnections w ill function accordingly depends on the level of control exercised in their manufacture. The fraction of chips that, upon completion of manufacture, can meet a set of test requirements is called the yield [START_REF] Stapper | Integrated Circuit Yield Statistics[END_REF].

M anufacturing defects can be roughly classifi ed into tw o big types: gross area defects (or global defects) and spot defects [START_REF] Koren | Defect Tolerance in VLSI Circuits: Techniques and Yield A nalysis[END_REF][START_REF] Benw Are | Determining a Failure Root Cause Distribution From a Population of Layout-Aw are Scan Diagnosis Results[END_REF]. Global defects are considered large-scale defects coming from issues on one of the steps of the manufacture process (e.g., mask misalignment, excessive etching, etc.). Spot defects have more of a random source associated w ith the quality of the materials used in the manufacture process. Impurities in the materials deposited on the chip can cause such spot defects. Both types of defects cause loss of yield but the former can be handled easily than the latter by properly controlling the fabrication process. N ot all physical defects result in faults. A ny imperfection in the w afer can be considered a physical defect w hile only the ones affecting the circuit operation are considered faults. A defect that causes a change in a continuous parameter of the circuit is referred as a parametric fault [START_REF] Ferguson | Testing for Parametric Faults in Static CM OS Circuits[END_REF], i.e., the circuit is functional but do not respect its operating w indow or expected performance.

Transi ent Faul ts

When a single radiation ionizing particle strikes the silicon it interacts w ith it and this phenomena is know n as a Single Event Effect (SEE) 1 . SEEs can be destructive and nondestructive. A n example of destructive effect is Single Event Latchup (SEL) that results in a high operating current, above device specifi cations [START_REF] Sexton | Destructive Single-event Effects in Semiconductor Devices and ICs[END_REF]. If no damage is done than the SEL effect must be cleared by a pow er reset. Silicon-on-Insulator (SOI) technologies are more and more used now adays and one of the reasons is that this type of technology is immune to SEL [START_REF] Schw Ank | Radiation Effects in SOI Technologies[END_REF]. SEL and other destructive effects are not part of the scope of this thesis.

One of the major concerns related to SEEs are the soft errors, w hich can be defi ned as a transient effect (or simply a fault) provoked by the interaction of energized particles w ith the PN junctions of a circuit. This type of upset temporally charges or discharges nodes of the circuit, generating transient pulses that can be interpreted as valid internal signals, thus provoking an erroneous result [START_REF] Dodd | Basic M echanisms and M odeling of Single-event Upset in Digital M icroelectronics[END_REF]. The most typical errors concerning soft errors are Single Event Upsets (SEUs), w hich are bit-fl ips in the sequential elements of a circuit. A nother type of error is referred as Single Event Transients (SETs), w hich are transient pulses in the combinational logic. Such SETs then might be registered by the sequential portion of the circuit and, depending on a series of factors, can achieve the same (potentially severe) effects of an SEU.

Figure 1.6 show s the effect of an ionizing particle w hen it strikes a silicon junction. It is show n how the charge generated in the silicon substrate is collected at a reverse-biased junction. M ore than one charge transport mechanism might be involved, depending on the underlying technology and circuit design. The image show s tw o different mechanisms referred as drift and diffusion currents. The fi rst mechanism is electric fi eld driven and happens very quickly w hile the latter is not as fast. Initially, a cylindrical track of electron-hole pairs is formed by the interaction of the ionizing particle w ith the silicon. The silicon 'responds' to that interaction and creates a funnel shaped distribution of charge. N evertheless, this shape cannot hold and eventually collapses. That is w hen the secondary mechanism of diffusion takes place. A lthough both mechanisms have different characteristics, they do have the same effect: carriers are collected at the junction. If the collected charge is bigger than the critical charge (minimum amount of charge that needs to be deposited by a particle strike to produce a transient capable of shifting a logic value), it is then perceived by the circuit as a current pulse. This is illustrated in Fig. Figure 1.7 depicts the moment of the particle strike as w ell as both charge transport mechanisms. Since the drift current mechanism is relatively quick (in the order of picoseconds), a fast pulse of current is generated. When the diffusion mechanism starts to take place, it is not as fast (order of nanoseconds). Thus, the generated current pulse changes into a (long) tail shape.

Soft Error Rate (SER) is the rate at w hich a device (or system) encounters or is predicted to encounter soft errors like the ones described above. This rate is expressed by the number of failures over time. The unit used to quantify it is referred as Failure-intime (FIT), and it is equivalent to 1 error per billion hours of operation. SER can also be measured by M ean Time Betw een Failures (M TBF).

Previous research show s that SER per chip is increasing substantially, mainly due to the fast grow th of the number of transistors on a single chip [START_REF] Li | Online Estimation of A rchitectural Vulnerability Factor for Soft Errors[END_REF][START_REF] Karnik | Characterization of Soft Errors Caused by Single Event Upsets in CM OSProcesses[END_REF][START_REF] Yagil | A Systematic A pproach to SER Estimation and Solutions[END_REF][START_REF] Shivakumar | M odeling the Effect of Technology Trends on the Soft Error Rate of Combinational Logic[END_REF]. Rates per fl ip-fl op or per memory cell shift from technology to technology and some rates can be decreasing [START_REF] Dixit | The impact of new technology on soft error rates[END_REF]. Those are usually counterparted by the increase of the overall number of transistors.

When considering advanced technology nodes, a single transient for each particle strike is not alw ays valid, because a particle may affect multiple nodes in a circuit through the process of charge sharing [START_REF] Casey | Simulation Study on the Effect of M ultiple N ode Charge Collection on Error Cross-Section in CM OS Sequential Logic[END_REF]. That process also increases the SER per chip since one single particle hit can cause multiple SET pulses in the combinational logic or multiple SEUs in the registers and memories [START_REF] Pagliarini | A nalyzing the Impact of Single-Event-Induced Charge Sharing in Complex Circuits[END_REF]. Charge sharing is an important issue because it can turn circuit-level hardening techniques completely ineffective. M ore details concern-
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ing charge sharing are given in sections 4.2 and 4. 4.

M ultiple fault models must be taken into account to analyze the error rate in integrated circuits. Error rate and cross-section calculations may be signifi cantly smaller than the ones observed in the actual circuit w hen multiple transients are not accounted for. This fact is highlighted in [START_REF] Casey | Simulation Study on the Effect of M ultiple N ode Charge Collection on Error Cross-Section in CM OS Sequential Logic[END_REF][START_REF] Pagliarini | A nalyzing the Impact of Single-Event-Induced Charge Sharing in Complex Circuits[END_REF].

A nother recent issue w ith charge sharing is that it can, in very specifi c scenarios, be benefi cial. Instead of increasing the circuit error rate, it can be used to make it smaller through a mechanism termed Pulse Quenching (PQ) [START_REF] Bhuva | Single-Event Transient Pulse Quenching in A dvanced CM OSLogic Circuits[END_REF]. This mechanism is studied and detailed in Section 4.4.

M ask i ng

Digital circuits have particular masking properties that change the w ay the reliability of the circuit is perceived in a system, for example. In fact, some threats can be severely reduced by these properties. The follow ing sections detail four different masking mechanisms. A detailed discussion on how these masking properties are expected to behave w ith the advent of new er technologies is given in [START_REF] Shivakumar | M odeling the Effect of Technology Trends on the Soft Error Rate of Combinational Logic[END_REF] and also in [START_REF] Seifert | Impact of Scaling on Soft-error Rates in Commercial M icroprocessors[END_REF].

El ectri cal M ask i ng

Electrical masking is the property by w hich an electrical pulse generated as a result of a particle strike w ithin a combinational logic circuit gets attenuated by subsequent gates in the logic path [START_REF] Liden | On Latching Probability of Particle Induced Transients in Combinational N etw orks[END_REF][START_REF] Baze | A ttenuation of Single Event Induced Pulses in CM OS Combinational Logic[END_REF]. The illustration in Fig. 1.8 exemplifi es the effect of electrical masking [START_REF] Ramanarayanan | M odeling Soft Errors at the Device and Logic Levels for Combinational Circuits[END_REF]. The assumption in the image is that a particle stroke a N A N D2 gate, but the idea can be generalized for other types of threats and other types of gates. Once the node is stroke, the erroneous value is propagated through the other elements of the circuit until it reaches a register element. It can be seen that the current pulse diminishes w hile it is propagated through the nodes.

The explanation for such effect is that electrical masking is the composition of tw o electrical effects that reduce the strength of a pulse as it passes through a logic gate. Circuit delays caused by the sw itching time of the transistors cause the rise and fall time of the pulse to increase. A lso, the amplitude of a pulse w ith short duration may decrease since the gate may start to turn off before the output reaches its full amplitude. The combination of these tw o effects reduces the duration of a pulse, making it less likely to cause a soft error. The effect cascades from one gate to the next because at each gate the slope decreases and hence the amplitude also decreases [START_REF] Shivakumar | M odeling the Effect of Technology Trends on the Soft Error Rate of Combinational Logic[END_REF].

Several authors have discussed this type of masking effect from different points of view s. In [START_REF] George | Characterization of Logical M asking and Error Propagation in Combinational Circuits and Effects on System Vulnerability[END_REF] and other w orks, authors claim that electrical (and also temporal masking) are fairly w ell-understood and can easily be quantifi ed. Performing classical electric simulation is fairly simple and can indeed calculate the masking capability of a circuit. Some other authors w ork w ith the actual masking modelling so electrical simulation can be avoided. In [START_REF] Wang | Soft Error Rate A nalysis for Combinational Logic Using A n A ccurate Electrical M asking M odel[END_REF], the authors use table lookup M etal-oxide-semiconductor Field-effect Transistor (M OSFET) models to accurately capture the nonlinear properties of submicron transistors. Based on these models, they propose and validate the transient pulse generation model and propagation model for error rate analysis. It is possible to confi rm that the pulse generated by the model matches w ell w ith that obtained using Simulation Program w ith Integrated Circuit Emphasis (SPICE).

The current trend for the new er technologies is that this masking property w ill be less and less effective since the transistors are continually scaled to smaller feature sizes, so the pulse attenuation effect is also decreased [START_REF] Shivakumar | M odeling the Effect of Technology Trends on the Soft Error Rate of Combinational Logic[END_REF][START_REF] Rao | A n Effi cient Static A lgorithm for Computing the Soft Error Rates of Combinational Circuits[END_REF].

Temporal M ask i ng

The effect of temporal masking, also know n as latching-w indow masking, is also show n in Fig. 1.8, in the top right corner. Digital circuits have a peculiar property that distinguishes them: the signals are updated by the combinational logic until they stabilize and are captured by the sequential logic. Yet, the capture mechanism only happens w ith a certain frequency. So it is possible that a certain threat occurs in a time frame w here it w ill not be sampled by the capture logic of a register, for example.

Regarding such register element, let us consider that it is a type D fl ip-fl op. Then the timing constraints associated w ith each edge-triggered D fl ip-fl op are as follow s:

The data (D) input has to receive all data before the setup time (Ts) preceding the latching clock edge.

The data input must be held steady for the duration of the hold time (Th) follow ing the latching clock edge.

Soft errors are usually characterized by a transient glitch of a certain duration that results from a particle strike. If such a glitch is present at the data or clock inputs of a fl ipfl op during the w hole interval [Ts,Th], it can result in an incorrect value being latched. If the glitch is present during the setup or hold time, it can prevent a correct value from being latched. Therefore the effective interval in w hich a soft error is perceived by a register element is simply [Ts,Th] [START_REF] Krishnasw Amy | On the Role of Timing M asking in Reliable Logic Circuit Design[END_REF].

A lso in [START_REF] Krishnasw Amy | On the Role of Timing M asking in Reliable Logic Circuit Design[END_REF], the authors developed both static and statistical analysis techniques to estimate timing masking through the error-latching w indow of each gate. It is then show n that the SER analysis performed indicates that 62% of gates identifi ed as error-critical using timing masking w ould not be identifi able by considering only logic masking. In [START_REF] Rao | A n Effi cient Static A lgorithm for Computing the Soft Error Rates of Combinational Circuits[END_REF], the authors combine electrical, temporal and logical masking using SET descriptors for the elements of the circuit and SPICE simulation for determining the actual probability that a certain SET w ill be latched.

For the faults that are generated by SETs this masking property is important since not all current peaks w ill actually reach a memory element. Yet, the frequency in the modern circuits is increasing w hile the actual pulse w idth of a SET has not changed. So, in relative terms, temporal masking is no longer that much effective since there is more signal sampling in a time frame, w hich increases the occurrence of errors.

Logi cal M ask i ng

Logical masking accounts for the lack of sensitized paths (from the erroneous node) to a primary output or memory element. A mong the masking phenomena that render immunity to combinational logic circuits from soft errors, logical masking is the hardest to model and characterize [START_REF] George | Characterization of Logical M asking and Error Propagation in Combinational Circuits and Effects on System Vulnerability[END_REF].

Figure 1.8 show s the effect of logical masking on node E . Since the I 5 input is zero, there is no path going through the N A N D gate that can propagate the transient coming from node B .

One particular detail regarding logical masking is of fundamental importance: it is technology-independent. Thus, in the follow ing chapters w e focus on calculating the reliability of a circuit considering only the logical masking. The other masking properties can be interpreted as derating factors, i.e., by calculating only the logical masking w e are providing a underestimate of the actual circuit reliability. Electrical and latching-w indow masking computations may actually fi lter out some of the errors that logical masking does not fi lter. 1.3.4 System-l evel M ask i ng Let us consider a processor as a system capable of performing system-level masking (sometimes also referred as architecture-level masking). If a particle strike causes a bit to fl ip or a piece of logic to generate a w rong result, let us refer to it as a raw soft error event. Fortunately, not all raw soft errors cause the processor to fail. In a given cycle only a fraction of the bits in a processor storage structure and some of the logic structures w ill affect the execution of the current instruction. A raw error event that does not affect these critical bits or logic structures has no adverse effect on the outcome of the executing program and is said to be masked. For example, a soft error in the branch prediction unit or in an idle functional unit w ill not cause the program to fail [START_REF] Li | Online Estimation of A rchitectural Vulnerability Factor for Soft Errors[END_REF].

Previous research has show n that there is a large masking effect at the system-level. In [START_REF] Czeck | Effects of Transient Gate-level Faults on Program Behavior[END_REF] the authors demonstrate the effects (propagation and manifestation) of gate-level faults on program-level behavior through a gate-level simulation of a processor executing tw o representative application tasks in the presence of fault. Coverage values for several error detection mechanisms are presented, along w ith the associated detection latencies.

Error propagation is observed and regions w here error detection probabilities are the highest are identifi ed.

In [START_REF] Kim | Soft Error Sensitivity Characterization for M icroprocessor Dependability Enhancement Strategy[END_REF] it is demonstrated that highly error-sensitive blocks are common for various w orkloads. A t the same time soft errors in many other logic blocks rarely affect the computation integrity. The results show that a reasonable prediction of the soft error sensitivity is possible by deduction from the processor 's microarchitecture. It is also demonstrated that the sensitivity-based integrity checking strategy can be an effi cient w ay to improve fault coverage per unit redundancy.

Recently, there has been signifi cant w ork motivated by the need to estimate the A rchitecture Vulnerability Factor (AVF) at runtime. These studies are motivated by the observation that the AVF may vary signifi cantly across different applications or even during different phases of the same application [START_REF] Li | SoftA rch: an A rchitecture-level Tool for M odeling and A nalyzing Soft Errors[END_REF][START_REF] Walcott | Dynamic Prediction of A rchitectural Vulnerability from M icroarchitectural State[END_REF]. Thus, depending on the w orkload, the processor may be more or less vulnerable. This creates new opportunities to reduce the overhead introduced by the soft error protection w hile still meeting any hardness/ fault tolerance goal w ith a smaller penalty in energy, for example. If it is possible to estimate AVF in real-time, then it is also possible to adjust the protection scheme based on the current AVF value. 1.4 Organi zati on of the Thesi s Chapter 2

State of the A rt

Reliability analysis of electronic components deals w ith tw o very different aspects: reliability prediction and reliability measurement. These tw o aspects of reliability analysis are equally important in the design process, since reliability measurements enable validation and refi nements in the high-level reliability models used for reliability prediction [START_REF] Franco | Fiabilit é du Signal des Circuits Logiques Combinatoires sous Fautes Simultan ées M ultiples[END_REF]. Thus, it is correct to say that a reasonable prediction of reliability must also come w ith a good measurement of it. In other w ords, no high-level models can be made w ithout know ledge of the low -level issues.

The focus of the w ork later presented in this thesis is mostly on reliability prediction, i.e., it is assumed that there is another process used to characterize the reliability of the individual elements that compose a circuit. This is also true for the analytical techniques presented in this chapter.

M oreover, the interest of the w ork is targetted to the useful life period of the circuit. In this period the occurrence of faults is highly related to random nature sources. This eliminates the need to perform reliability analysis concerning infant mortality of ICs [START_REF] Kuo | Reliability Enhancement Through Optimal Burn-In[END_REF] and the tests related to it. Infant mortality is related to manufacturing issues like deviation from standard parameters and variability in general. Reliability analysis concerning w earout mechanisms like electromigration, hot carriers, dielectric breakdow n [START_REF] Li | Compact M odeling of M OSFET Wearout M echanisms for Circuit-Reliability Simulation[END_REF] is also out of the scope of this thesis.

Given this introduction, this chapter follow s w ith a study of state-of-the-art techniques used to estimate the reliability of a digital circuit. Some techniques only apply to combinational logic w hile others are of more general application. Concerning combinational logic, our focus is in the logical masking properties of it. It is w ell know n that estimating logical masking is far more complicated than estimating electrical and temporal masking [START_REF] George | Characterization of Logical M asking and Error Propagation in Combinational Circuits and Effects on System Vulnerability[END_REF].

Si mul ati on-based Faul t I nj ecti on

Simulation-based fault injection, or simply fault injection, is a very simplistic and intuitive approach for estimating the reliability of a circuit. Due to its simplicity, it has received a fairly high attention from researchers [START_REF] Tsai | Fault Injection Techniques and Tools[END_REF]. The process starts by picking a node (block, cell or transistor, depending on the granularity of the analysis) and then proceeds into shifting its output value for a given time. Usually tw o versions of the same circuit are simulated at the same time: a fault-free version (or golden version) and a fault-prone version. The simulation then verifi es if the outputs of the fault-prone circuit have deviated from the expected value.

Whenever possible, the process described above is repeated for all nodes. Some form of metric is then applied to measure how reliable the circuit is. For instance, one could take the ratio betw een seen and unseen errors. That ratio is a measurement of the circuit capability of performing logical masking and therefore refl ects the circuit reliability.

In [START_REF] Tsai | Fault Injection Techniques and Tools[END_REF][START_REF] Clark | Fault Injection: a M ethod for Validating Computersystem Dependability[END_REF], the authors highlight some scenarios in w hich this type of simulationbased solution is appropriated (and w hen it is not). Some scenarios of particular interest are the representation of storage data corruption (such as registers, memories and disks) and communication data corruption (such as a bus or a netw ork).

M any of the w orks in the current literature make use of fault injection into Register Transfer Level (RTL) modelled circuits. In other w ords, this means that fault injection is performed into the RTL model of a system, usually described in a language such as Verilog [START_REF]Standard for the Verilog H ardw are Description Language[END_REF] or VH DL [START_REF]Standard VH DL Language Reference M anual[END_REF]. There are advantages and disadvantages of w orking at this level of description. For instance, in RTL the gates that actually compose the circuit are not know n since the circuit has not undergone synthesis yet. A t the same time, this can be seen as an advantage since RTL simulation is much simpler and faster than gate-level simulation, either logical or electrical.

In [START_REF] Jenn | Fault Injection into VH DL M odels: the M EFISTO Tool[END_REF], the authors presented a tool referred as M EFISTO. This tool w as used to demonstrate that simulation-based fault injection provides perfect controllability over w here and w hen a fault is injected, in contrast to the heavy-ion technique. A similar tool is used by M assengill et al. [START_REF] Baranski | A nalysis of Singleevent Effects in Combinational Logic-simulation of the A M 2901 Bitslice Processor[END_REF] to identify the sensitive regions of a microprocessor. A s a matter of fact, microprocessors are a perfect study-case for simulation-based fault injection since they are prone for injection of data corruption behaviors [START_REF] Zambuja | Exploring the Limitations of Softw are-based Techniques in SEE Fault Coverage[END_REF][START_REF] Rezgui | Validation of an SEU Simulation Technique for a Complex Processor: Pow erPC7400[END_REF][START_REF] Valderas | Tw o Complementary A pproaches for Studying the Effects of SEUs on Digital Processors[END_REF].

A s a positive characteristic, the fault injection by simulation approach is simple and requires only a traditional simulation engine (or a slightly modifi ed version of it). The comparison betw een the actual circuit response and the expected result is very straightforw ard. Thus, it is a low -cost technique, as opposed to the pin-level fault injection described in [START_REF] Rlat | Fault Injection for Dependability Validation: a M ethodology and Some A pplications[END_REF] or the heavy-ion approach applied in [START_REF] Karlsson | Using H eavyion Radiation to Validate Fault-handling M echanisms[END_REF].

It must be highlighted that simulation-based fault injection is usually time consuming. The issue is that for a comprehensive analysis, it is required to simulate all possible scenarios, including all fault sites under all possible input vectors. Clearly, this combination can lead to an intractable number of scenarios. The number of scenarios increases even more if multiple faults are to be considered. Thus, multiple faults are usually not considered w hen performing fault injection by simulation means. For some complex circuits and systems, it is not feasible to evaluate all possible single faults either. Being so, partial evaluations are performed. Selecting w hich parts of the circuit should be evaluated and w hich ones can be left aside is also an issue. In order to deal w ith the time limitations of simulation-based fault injection, hardw are-based techniques have been created. These techniques are explored in the next section and are referred as emulation-based.

Emul ati on-based Faul t I nj ecti on

The guiding principles of emulation-based and simulation-based fault injection are exactly the same. N evertheless, emulation-based solutions make use of a support platform such as an FPGA . Furthermore, most solutions make use of a low -cost commercial offthe-shelf FPGA . Such platforms offer a great deal of resources and have been successfully used to obtain faster results (w ith respect to simulation-based approaches). Unfortu-nately, the use of such platforms also brings a considerable draw back: the observability is usually compromised, i.e., the user does not have direct access to all signals in the circuit being analyzed.

Several w orks already explored the use of FPGA s for speeding up fault simulation of permanent single stuck-at faults. For instance, the authors of [START_REF] Wu | Sequential Circuit Fault Simulation Using Logic Emulation[END_REF] proposed a novel emulation technique that does not require circuit reconfi guration, neither complete nor partial. Fault injection is controlled by a scan chain scheme, w hich is constantly shifted to select the follow ing fault to be analyzed.

In [START_REF] Civera | Exploiting Circuit Emulation for Fast H ardness Evaluation[END_REF], the authors explored an FPGA platform for studying the effects of SEUs in A SICs. A modifi ed version of the original circuit is instrumented w ith modifi ed fl ipfl ops. The proposed method then uses a host computer to control fault injection and later classifi es the effect of those faults into silent (no sign of the fault can be found anyw here in the design), latent (the output of the circuit w as not corrupted but a fault remains in its memory elements), failure (the output of the circuit w as corrupted) or detected (a fault detection/ mitigation mechanism has captured the fault).

A mixed simulation/ emulation approach is presented in [START_REF] Baena | A N ew A pproach to Estimate the Effect of Single Event Transients in Complex Circuits[END_REF]. Complex digital systems are simulated together w ith SETs during the clock cycle w here they fi rst appear. Simulation is then able to tell how they propagate from the affected gate to the circuit's memory elements and if multiple errors could appear. Then emulation is used to observe how the error(s) resulting from the SET spreads in the circuit, possibly reaching the circuit's outputs.

The authors of [START_REF] Lopez-Ongil | A utonomous Fault Emulation: A N ew FPGA -Based A cceleration System for H ardness Evaluation[END_REF][START_REF] Entrena | Soft Error Sensitivity Evaluation of M icroprocessors by M ultilevel Emulation-Based Fault Injection[END_REF] propose a multilevel FPGA -based approach for evaluation of SETs. Such approach is considered multilevel since it integrates gate level and RTL models of the circuit under test and is able to sw itch to the appropriate model as needed. Fault injection itself is performed at the gate level, w hich provides delay accuracy, w hile fault propagation across clock cycles is performed at the RTL for higher performance.

In the last years the FPGA s have evolved such that partial reconfi guration is possible [START_REF] Sedcole | M odular Dynamic Reconfi guration in Virtex FPGA s[END_REF]. Some boards allow for dynamic reconfi guration, i.e., w hile parts of the design are operating other parts can be reconfi gured. The authors of [START_REF] Ntoni | Using Run-time Reconfi guration for Fault Injection in H ardw are Prototypes[END_REF] replaced the use of specifi c external signals controlling additional logic (i.e., avoided instrumenting the original design) by relying on built-in reconfi guration capabilities of the FPGA devices. First, one fault-free run of the design is done. That fi rst run is analyzed and the state of every fl ip-fl op in the design is know n at all cycles. Then, a second run of the design follow s, in w hich reconfi guration is applied to modify the state of one fl ip-fl op at a time, thus recreating the effect of an SEU.

A nother solution is proposed in [START_REF] Goncalves Dos Santos Junior | FIFA : A Fault-injection-fault-analysis-based Tool for Reliability A ssessment at RTL Level[END_REF], w here the authors describe a platform that is capable of evaluating multiple faults. Saboteurs are used to instrument the original circuit. A particularity of this solution is that the platform counts the number of erroneous scenarios that w ere masked. This value is later used as an input to a Probabilistic Binomial Reliability (PBR) model [START_REF] Franco | Fiabilit é du Signal des Circuits Logiques Combinatoires sous Fautes Simultan ées M ultiples[END_REF][START_REF] De Vasconcelos | Reliability A nalysis of Combinational Circuits Based on a Probabilistic Binomial M odel[END_REF], w hich in turn calculates the actual circuit reliability. M ore details concerning PBR are given in Section 2. 4.5.

Physi cal I nj ecti on

Several techniques fall into the physical injection category. In general, these techniques make use of some form of accelerated fault source. A ccess to these sources can be costly and not trivial in some cases. A fabricated sample of the desired circuit is required for this type of technique, w hich also has a cost associated w ith. Thus, this type of technique is prone for after fabrication screening, a process that is used to confi rm that a part (usually an IC) conforms to a certain standard such as a maximum failure rate.

H igh dependability applications that have reliability requirements have used screening since the 1960's. For instance, the ICs that w ere embedded in N A SA's A pollo Guidance and N avigation Computer w ere submitted to stress test procedures before being used [START_REF] Partridge | The A pplication of Failure A nalysis in Procuring and Screening of Integrated Circuits[END_REF]. A t that time, variation betw een devices and betw een vendors w as a big concern. N ow adays the screening process is much more complicated since the circuits are also much more complex. Some of the techniques used now adays are explained in the next paragraphs.

Several authors have used test setups at high altitude for real-time experiments. The idea is that the fl ux of particles is denser at high altitudes w hich can make the characterization of a device faster and still reliable. A utran et al. [START_REF] Utran | A ltitude SEE Test European Platform (A STEP) and First Results in CM OS 130 nm SRA M[END_REF] have done SER measurements of SRA M memory in the French A lps w hile the authors of [START_REF] Torok | SEE-inducing Effects of Cosmic Rays at the H igh-A ltitude Research Station Jungfraujoch Compared to A ccelerated Test Data[END_REF] have used charge-coupled devices for measuring the event rate, also in the A lps region.

It is more or less consensus that high altitude testing can increase the event rate by tenfold. A n event rate in the order of tenths per day could possibly be reached, w hich is still (very) low for high-fi delity estimation of circuit reliability. A rtola et al. [START_REF] Rtola | In Flight SEU/ M CU Sensitivity of Commercial N anometric SRA M s: Operational Estimations[END_REF] have experimented w ith testing during balloon fl ight and commercial transatlantic fl ights as w ell. Once again, the number of events registered during the experiments is quite low to allow for the characterization of a complex digital circuit.

A nother technique that has been used by researchers is the application of pulsed lasers to cause an effect similar to that of an SEE. This technique is very promising because pulsed laser is nondestructive and it can be focussed. In other w ords, w henever a fault is generated in the target circuit, its origin can be mapped and studied. This is not true for experiments that are based on ion beams, w hich are not focussed.

Unfortunately, as highlighted by [START_REF] Buchner | Comparison of Error Rates in Combinational and Sequential Logic[END_REF], this technique has several dow nsides. The main issue is that the light cannot probe sensitive areas covered w ith metal. Thus, circuits have to have some open area on the sensitive drains through w hich the laser light could reach the sensitive junctions. N evertheless, laser w as successfully used in [START_REF] Buchner | Comparison of Error Rates in Combinational and Sequential Logic[END_REF] to measure and compare error rates in combinational and sequential logic. The authors of [START_REF] Chugg | Improved Fine-scale Laser M apping of Component SEE Sensitivity[END_REF][START_REF]Improved Fine-Scale Laser M apping of Component SEE Sensitivity[END_REF] demonstrated fi ne-scale laser SEE mapping of an SRA M memory and SET mapping of subregions of an amplifi er. A backside polished sample of the SRA M w as required, w hich again, highlights the draw back of the technique.

Experiments w ith ion beams are very common and there are several facilities that offer such services. Several types of beams can be used, depending on w hich ion(s) w ill be used. A ngle of incidence is also an important parameter for such experiments. Thus, different Linear Energy Transfer (LET) values can be chosen and/ or targetted in a given experiment. When performing a heavy-ion experiment, a single source can be used [START_REF] Karlsson | Using H eavyion Radiation to Validate Fault-handling M echanisms[END_REF] or a cocktail of ions can be assembled, as in [START_REF] Cannon | H eavy Ion, H igh-Energy, and Low -Energy Proton SEE Sensitivity of 90-nm RH BD SRA M s[END_REF]. N eutrons can also be used as an effective source of faults, as show n by [START_REF] Rech | N eutron-induced M ultiple Bit Upsets on Dynamically-stressed Commercial SRA M A rrays[END_REF]. Protons are also w idely used, as show n by [START_REF] Cannon | H eavy Ion, H igh-Energy, and Low -Energy Proton SEE Sensitivity of 90-nm RH BD SRA M s[END_REF][START_REF] Schw | Effects of Particle Energy on Proton-induced Single-event Latchup[END_REF]. Other less conventional sources of faults are muons [START_REF] Sieraw Ski | M uon-Induced Single Event Upsets in Deep-Submicron Technology[END_REF], alpha particles [START_REF] Gasiot | A lpha-Induced M ultiple Cell Upsets in Standard and Radiation H ardened SRA M s M anufactured in a 65 nm CM OS Technology[END_REF] and pions [START_REF] Gelderloos | Pion-induced Soft Upsets in 16 mbit DRA M Chips[END_REF].

There are several details related to all these physical injection techniques that involve low -level physics and are not the focus of this w ork.

A n experiment using neutrons to inject faults in an FPGA is reported in A ppendix B.

A nal yti cal A pproaches

A nalytical approaches have been developed due to the ineffi ciency or inability of the traditional fault injection methods to handle large circuits. These approaches have their ow n limitations as w ell, but generally speaking they do not present the high costs of physical techniques nor the long execution times of simulation-based solutions. A ll of the methods described in this session can estimate the reliability of combinational logic only.

PTM

The fi rst analytical method to be presented is referred as Probabilistic Transfer M atrices (PTM ) [START_REF] Patel | Evaluating Circuit Reliability Under Probabilistic Gate-Level Fault M odels[END_REF][START_REF] Krishnasw Amy | A ccurate Reliability Evaluation and Enhancement via Probabilistic Transfer M atrices[END_REF]. It is a simple method that models, through the use of matrices, the logic gates and the topology of a circuit. The main idea of the method is to defi ne the correlation betw een the output patterns and the input patterns of a circuit in a 2mx2n matrix, w here m is the number of inputs and n is the number of outputs of a circuit. In order to do so, each logic gate is also represented as a PTM matrix. This representation is achieved by the use of tw o auxiliary elements: the Ideal Transfer M atrix (ITM ) and the parameter q, as illustrated in Fig. The ITM matrix represents the truth table of the logic gate. Such matrix is then modifi ed to create the PTM : each '1' on the table is replaced by q and each '0' is replaced by (1 q). The q parameter represents the logic gate's ability to deliver a correct response at the output(s), i.e., it represents the singular reliability of a logic gate. Thus, (1 q) represents the probability of a fault. Concerning Fig. 2.1, the PTM matrix being show n uses a fault model in w hich it is considered that a fault causes a gate to fl ip its output value. Other fault models, such as the stuck-at model [START_REF] Eldred | Test Routines Based on Symbolic Logical Statements[END_REF][START_REF] Galey | Techniques for the diagnosis of sw itching circuit failures[END_REF][START_REF] Larrabee | Test Pattern Generation Using Boolean Satisfi ability[END_REF], can also be used.

Given each logic gate in a circuit is represented by a PTM matrix, it is then necessary to calculate the PTM matrix of the w hole circuit by taking into account the topology. Such calculation is done by leveling the target circuit, as illustrated in Fig. The method continues by calculating the PTM of each circuit level. The PTM of the fi rst level (P T M L 1 ) is calculated by performing the Kronecker product of P T M A N D and P T M N OT (P T M L 1 = P T M A N D P T M N OT ). The PTM matrix of the second level is already know n and is given by P T M N OR . Finally, P T M L 1 is multiplied by P T M L 2 to obtain the PTM of the w hole circuit.

A lthough the PTM method is able to estimate the reliability of a circuit accurately, it is not feasible even for medium-sized circuits. The complexity is exponential w ith both m and n.

SPR

PTM is the basis for all of the methods in the Signal Probability Reliability (SPR) family. When applying the PTM method, the size of the intermediate matrices increases at a fast pace. The SPR method [START_REF] Franco | Fiabilit é du Signal des Circuits Logiques Combinatoires sous Fautes Simultan ées M ultiples[END_REF][START_REF] Franco | Signal Probability for Reliability Evaluation of Logic Circuits[END_REF][START_REF] Franco | Reliability of Logic Circuits Under M ultiple Simultaneous Faults[END_REF] tries to avoid this issue by representing each signal in the circuit by a 2x2 matrix. Such matrix is illustrated in Fig. 2 In the SPR matrix representation, it is assumed that a signal may carry four distinct values. These values are: a correct '0', an incorrect '0', a correct '1' and an incorrect '1'. The SPR matrix then contains the probability of a signal being one of these mentioned values.

Let us consider an OR gate, as represented in Fig. 2. 4. Let us also assume that its inputs are already represented as SPR matrices A 4 and B4. In order to calculate the SPR matrix of the outputs, it is necessary to take into account the inputs, the logic function and also the reliability of the gate. The logic function and the reliability are already given by the PTM matrix representation. A nd, since a gate might have multiple inputs, the joint probability of the inputs must be considered. This is achieved by calculating the Kronecker product of the inputs, as illustrated in Fig. 2. 4. The resulting matrix is multiplied by the PTM of the gate.

One last step is then performed, in w hich the values from the P(S) matrix are merged into a single SPR matrix. Values are merged according to the ITM matrix of the gate. This step inserts a certain loss of accuracy due to erroneous evaluation of reconvergent fanouts. This issue is explained in details in Section 2. 4.4 and it is the motivation for the SPR M ulti Pass (SPR-M P) method. N evertheless, this same step allow s for a improved performance (w hen compared w ith the PTM method). The complexity of the SPR algorithm is linear w ith the number of gates.

SPR-D WA A

A modifi ed version of SPR, referred as SPR Dynamic Weighted Averaging A lgorithm (SPR-DWA A ), w as proposed in [START_REF] Franco | Fiabilit é du Signal des Circuits Logiques Combinatoires sous Fautes Simultan ées M ultiples[END_REF]. It uses a variation of the Weighted Averaging H euristic (WA A ) [START_REF] Krishnamurthy | Improved Techniques for Estimating Signal Probabilities[END_REF] to correct the signal probability values. WA A's w as originally intended for determining the infl uence of each primary input on signal probability values. This is accomplished by iteratively setting each primary input probability to 0 and 1 and evaluating the results obtained. Yet, its modifi ed version is used to calculate the infl uence of each fanout on the circuit reliability.

In order to apply the DWA A algorithm, the fanouts of the circuit must be ordered topologically from input to output. The algorithm processes one fanout signal at a time, successively setting its probability to 0 and 1, and dynamically updating the signal probabilities on its fanout cone. This w ay, the algorithm updates signal probabilities according to a dependency order.

SPR-DWA A can achieve a more precise result than SPR, but the precision depends on the order in w hich the fanouts are evaluated. Precision is not necessarily 100% accurate, i.e., deviations from the actual circuit reliability still occur w hen using SPR-DWA A . In the same w ay as SPR, SPR-DWA A still has a linear complexity. SPR-DWA A's complexity is bounded by O(F G), w here F is the number of fanouts in the circuit and G is the number of gates in the circuit. Results concerning SPR-DWA A's accuracy are given in [START_REF] Franco | Fiabilit é du Signal des Circuits Logiques Combinatoires sous Fautes Simultan ées M ultiples[END_REF].

SPR-M P

The motivation behind the SPR-M P method comes from the issue of reconvergent fanouts. Let us assume a simple circuit C to illustrate this issue, as show n in Fig. 2. [START_REF] Avizienis | Fundamental Concepts of Dependability[END_REF]. Without loss of generality, the input SPR matrix contains tw o zero values w hich allow for a simpler analysis (thus, only tw o elements are considered, a 0 and a 3 ). A lthough a reconvergent fanout is not part of the topology itself, in order to obtain the fi nal reliability R(ci r cui t) of the example, it is required to multiply the reliability associated w ith each of the circuit outputs. This operation has the same effect as an actual reconvergent fanout in the circuit topology.

First, let us start by assuming that the SPR method w as applied to the given circuit, as show n in Fig. 2. [START_REF] Avizienis | Fundamental Concepts of Dependability[END_REF]. Since SPR cannot handle reconvergent fanouts properly, it produces an approximation of the accurate result. The equation show n for the circuit reliability contains tw o terms that should not be accounted for. Terms like a 2 3 q 2 are inconsistent since they depend tw ice on the same probability (a 3 ). A long the same lines, terms like a 0 a 3 q 2 are inconsistent since they depend on different states of the same signal. The SPR-M P method solves this issue of inconsistency by splitting the analysis in multiple passes (hence the name). In each pass a single state of a signal is considered w hile all the others are assumed to be zero. Figure 2.6 illustrates this concept (check matrices A 4 ). Since it w as assumed that both a 1 = a 2 = 0, only tw o passes are being show n in Fig. 2. [START_REF] Zambuja | Exploring the Limitations of Softw are-based Techniques in SEE Fault Coverage[END_REF]. In a real scenario, all four possible states should be evaluated. Thus, there are four partial reliability values for each fanout node. The reliability of the circuit as a w hole is given by the sum of all partial reliability values. For the example illustrated in Fig. 2.6 the reliability is given by: R(ci r cui t) = R(ci r cui t; a 0 ) + R(ci r cui t; a 3 ) = a 0 q 2 + a 3 q 2 (2.1) Figure 2.6: SPR-M P algorithm applied to a simple reconvergent circuit [START_REF] Franco | Fiabilit é du Signal des Circuits Logiques Combinatoires sous Fautes Simultan ées M ultiples[END_REF].

A s expected, the reliability given in (2.1) no longer depends on inconsistent terms. The accuracy of SPR-M P is 100% precise if all fanouts are evaluated like previously described. The penalty comes in terms of execution time, w hich no longer presents a linear complexity. The complexity of the algorithm is exponential w ith the number of fanouts.

A straightforw ard trade-off betw een execution time and accuracy is possible w hen using SPR-M P. Through the concept of dominant fanouts, i.e., the idea that some fanouts are more important than others, it is possible to diminish the execution time drastically. Depending on the topology of the target circuit, even w hen only a small number of fanouts is considered, a large reduction in execution time is possible w ith an error that is smaller than 2% [START_REF] Franco | Signal Probability for Reliability Evaluation of Logic Circuits[END_REF].

It must be mentioned that is up to the designer to choose w hich method seems to be a better fi t. PTM is on the extreme edge of accuracy: it w ill alw ays produce accurate results. SPR is on the other edge: it w ill produce a relatively inaccurate result but in an affordable linear time. On the other hand, there is SPR-M P w hich lies somew here in betw een: accuracy and complexity can be traded-off by considering only a portion of the total number of reconvergent fanouts.

PBR

The PBR method itself is an analytical solution, thus it is part of this section. N evertheless, the inputs to the method are usually obtained through simulation or emulation means. Details concerning how to obtain those inputs are described in [START_REF] Goncalves Dos Santos Junior | FIFA : A Fault-injection-fault-analysis-based Tool for Reliability A ssessment at RTL Level[END_REF] w hile the method itself is described in the next paragraphs.

A ccording to the PBR model, the reliability of a digital circuit is given by (2.2), w here:

N is the number of gates that may fail.

q represents the reliability of a gate, that is, the probability that it does not fail. A ll gates of the circuit are considered as having the same reliability value.

k is the number of simultaneous faults.

x j is a vector containing all the inputs of the circuit.

e is an error vector. The w idth of such vector is equal to the number of simultaneous faults being considered. Thus, there are C N k possible vector values for k simultaneous faults. y is the output of the circuit w hen an error vector e and an input vector x j are applied. y r ef is the fault-free output of the circuit, used as reference. f (k) denotes the probability that k gates fail simultaneously (more complex models can also be used to evaluate this term), as show n in (2.3) c k denotes a coeffi cient related to the masking of k simultaneous errors in a circuit. Considering that the target circuit has Z input bits, it can be calculated using (2.4) 1 

. R = N X k= 0 f (k)c k (2.2) f (k) = (1 q) k q N k (2.3) c k = 2 Z 1 X j = 0 p(x j ) 0 @ C N k X l = 1 y (x j ; e) y r ef (x j ) 1 A (2.4)

Other techni ques

The w ork of H an et al. [START_REF] Chen | Reliability evaluation of logic circuits using probabilistic gate models[END_REF] uses a Probabilistic Gate M odel (PGM ) to obtain circuit reliability values. This modelling can be used by accurate or approximate reliability calculating algorithms in the same w ay that SPR and SPR-M P use the same underlying modelling. PGM s can be used to model inversion and stuck-at faults. The operations of binary functions can be mapped into a set of probability values in the real interval [0, 1], thus allow ing gates of any complexity to be modelled as PGM s. The procedure in w hich the signal probability is propagated from inputs to outputs is much similar to SPR's approach. Flaquer et al. [START_REF] Flaquer | Fast reliability analysis of combinatorial logic circuits using conditional probabilities[END_REF] proposed conditional probabilities w hich are interesting in handling reconverging signals as they can decorrelate those signals and enable a rapid treatment using the SPR approach. A ccuracy is obtained and the execution times are smaller than those obtained w hen using SPR-M P. The obtained speed-up depends on the circuit itself and how reconverging signals can be organized into clusters.

Other w orks explore different w ays to represent probabilistic behavior of a circuit given the presence of faults. One of such representations is termed Probabilistic Decision Diagram (PDD) and it w as proposed by A bdollahi in [START_REF] Bdollahi | Probabilistic decision diagrams for exact probabilistic analysis[END_REF]. PDDs can be used to obtain exact reliability fi gures. The PDD approach consists in transforming the circuit into a graph in w hich each gate is a PDD node. Each node implements the original gate function as if a probabilistic inverter w as connected to its output. Such inverter is used to model the fault probability of that gate.

Faul t Tol erance Techni ques

This section discusses a few techniques that are used to increase the reliability of digital circuits. Some techniques are able to detect errors, some others are able to detect and correct w hile a third group focuses on avoiding errors by enhancing the reliability of the underlying circuit.

A w hole different set of techniques is used for memories, but these are not covered by this thesis. Generally speaking, these techniques are some form of Error Correcting Code (ECC).

M odul ar Redundancy

M odular redundancy is a family of techniques that is based on spacial redundancy. Proposed by Von N eumann [START_REF] Eumann | Probabilistic Logics and the Synthesis of Reliable Organisms from Unreliable Components[END_REF], Triple M odular Redundancy (TM R) is the most notorious technique of the family. It consists in placing three copies of the same module operating in parallel. The output of the modules is voted such that if a (single) fault occurs in any of the modules, it w ill be masked.

Several other w orks have made use of TM R in different w ays. One of the main research efforts related to TM R is how to optimize the placement of the voter. The simplest approach is to place a single voter per output, a solution that is also referred as global TM R. N evertheless, other solutions are also possible by placing multiple voters in different areas of the circuit. Different granularities lead to different reliabilities w ith also different implementation costs.

One of the reasons for w hich TM R is w idely used is because majority is easily calculated in the case of 1-out-of-3 faulty modules. Tw o modules are good enough for detecting an error, but some form of recomputation is needed since it is impossible to tell w hich module is erroneous. H igher order schemes, termed N -M odular Redundancy (N M R), present issues to determine the majority and usually require larger and/ or more complicated voting schemes.

Examples of TM R use can be seen in [START_REF] De Barros N Aviner | A n Effi cient Tool for Reliability Improvement Based on TM R[END_REF][START_REF] Pagliarini | Selective H ardening M ethodology for Combinational Logic[END_REF][START_REF] Pagliarini | Selective H ardening M ethodology Concerning M ultiple Faults[END_REF][START_REF] Pagliarini | Tow ards the M itigation of M ultiple Faults Induced by Single Event Effects: Combining Global TM R and Selective H ardening[END_REF][START_REF] Kastensmidt | Single-Event-Induced Charge Sharing Effects in TM R w ith Different Levels of Granularity[END_REF][START_REF] Pagliarini | Selective H ardening A gainst M ultiple Faults Employing a N et-based Reliability A nalysis[END_REF]. The technique proposed in Section 4.2.3 also uses TM R by combining local and global TM R schemes for improving the circuit reliability.

Sel ecti ve H ardeni ng

Some applications do not have enough of a hardening budget that allow s for a full TM Rlike replication of the system. Thus, some form of selective hardening takes place w hen just a few areas of the circuit are hardened w hile others are eventually left untouched. The concern then is how to choose the location and the amount of such areas, for w hich several authors have proposed different solutions.

M any recent w orks concerning selective hardening (also referred as partial hardening) are simulation/ emulation based. For example, in [START_REF] Entrena | A nalysis of SET Effects in a PIC M icroprocessor for Selective H ardening[END_REF], the authors identify the critical parts of a microprocessor w ith respect to SETs.

Circuit hardening by applying TM R w as studied in [START_REF] De Barros N Aviner | A n Effi cient Tool for Reliability Improvement Based on TM R[END_REF], similarly to w hat is later proposed in Section 4.1 of this thesis. The difference is that in [START_REF] De Barros N Aviner | A n Effi cient Tool for Reliability Improvement Based on TM R[END_REF] the trade-off betw een area and reliability is not directly evaluated. M ultiple architectures are generated and only the ones under a certain area limit L are evaluated.

In [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF], the authors have studied the problem of selective hardening by considering only single faults. Reliability fi gures w ere obtained by applying the same simulation/ emulation model that is described in Section 2. 4. [START_REF] Avizienis | Fundamental Concepts of Dependability[END_REF]. The main draw back of the PBR methodology is the need for fault simulation or fault emulation, tasks that are inherently time consuming. Tw o metrics for ranking gates are proposed in [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF], termed sensitivity and eligibility. Both metrics try to measure how each gate (or each enhancement of a gate) contribute to the overall circuit reliability.

In [START_REF] Polian | Scalable Calculation of Logical M asking Effects for Selective H ardening A gainst Soft Errors[END_REF] the authors have described a cost-limit approach for selective hardening. They have chosen an algorithm w ith linear complexity and accept the fact that inaccurate values w ill be used for estimating the relative reliability gains of hardening a given cell in a circuit. Yet, they are only concerned w ith single faults. A lso, they propose a cost target such that the number of hardened cells does not exceed a cost limit L.

Gate sizing is a particular technique that can also be seen as a form of selective hardening. For instance, in [START_REF] Zhou | Cost-effective Radiation H ardening Technique for Combinational Logic[END_REF] the authors use simulations to fi nd w hich gates are more likely to propagate zeros or ones. With that information it is possible to increase the size of the transistors in specifi c gates. By doing so, the critical charge is increased and transients can be mitigated.

Other Techni ques

Works such as [START_REF] Limbrick | Impact of Logic Synthesis on Soft Error Vulnerability Using a 90-nm Bulk CM OS Digital Cell Library[END_REF] have made use of modifi ed synthesis algorithms to achieve a more resilient circuit. The main idea is that common target properties such as area, timing and pow er can be traded-off w ith reliability. Therefore, the synthesis process w ill pick gates (from a library) that are more reliable but do not necessarily present the same effi ciency (w ith respect to other properties).

Some techniques combine spatial and temporal redundancy, such as DWC-CED [START_REF] De Lima Kastensmidt | Designing Fault-tolerant Techniques for SRA M -based FPGA s[END_REF]. Tw o copies of the main module are used together w ith a comparator to detect faults. Once a fault is detected, a temporal scheme is applied to detect w hich module is the faulty one. The main advantage of the method is that it has a low er cost than standard TM R.

Several techniques promote circuit changes at the layout level and are referred as H ardening by Design (H BD) techniques. Such techniques are classifi ed according to w hich circuit element they modify, i.e., these could be hardened memory cells, hardened fl ip-fl ops, hardened clock gating cells, etc. For instance, tw o similar approaches have been proposed in [START_REF] Velazco | Tw o cmos memory cells suitable for the design of seu-tolerant vlsi circuits[END_REF][START_REF] Calin | Upset hardened memory design for submicron cmos technology[END_REF], termed H eavy Ion Tolerant and Dual Interlock Cell (DICE). Both approaches duplicate the state-holding nodes in order to avoid upsets in memorizing elements. A considerable amount of different solutions concerning fl ip-fl ops is available, allow ing the designer to decide on w hich trade-offs to pick. Several of those solutions are updates of the original DICE.

Recent w orks have also concerned w ith the reliability of the clock netw ork. Since this is a very important part of the design, any upset hitting it could be severe. The w ork of Ghahroodi et al. [START_REF] Ghahroodi | Radiation hardening by design: A novel gate level approach[END_REF] proposes duplicated clock-gating latches connected in series w ith an A N D3 gate (the inputs being both the latched signals plus the actual clock). Other w orks propose the use of standard TM R in the clock netw ork, w hich can have a high impact on the circuit pow er budget.

Chapter 3

Rel i abi l i ty A nal ysi s M ethods

This chapter covers tw o methods that w ere developed for the analysis of a circuit's reliability. A s previously stated, there is a lack of methods capable of coping w ith the many diffi culties imposed by reliability analysis. Thus, the fi rst method here proposed tries to tackle the accuracy issue by performing an analysis of fanout reconvergent nodes. This method is termed SPR+.

The second method proposed in this thesis is termed SN aP and it applies a completely different approach to reliability analysis. First and foremost, it is a hybrid method, combining the benefi ts of simulation and analytical solutions. The obtained accuracy of the method is discussed in depth and compared against SPR and SPR-M P. 3.1 SPR+: H euri sti cs f or Rel i abi l i ty A ssessment of Combi nati onal Logi c Usi ng Fi rst-Order-Onl y Reconvergence A nal ysi s

Considering the recent trend of increase in the number of defects and soft errors, a great deal of concern is given to properly estimating circuit reliability. Without accurate or near accurate estimation, circuit hardening techniques can be applied in an uneffective w ay. Some specifi c applications, like medical and avionics, require high reliability. N evertheless, algorithms capable of assessing circuit reliability have severe limitations. Those limitations are discussed in Chapter 2.

On top of those limitations, a recent mechanism has made circuit reliability assessment even more complicated. Such mechanism, know n as charge sharing, has increased the amount of multiple faults due to strikes of particles. Thus, algorithms capable of handling multiple faults are of great interest. A lthough traditional simulation can be used for multiple fault modelling, it can easily become an intractable problem if all combinations of fault sites have to be taken into account. A nalytical methods are critical for such type of analysis.

This section proposes an adapted version of the SPR-M P method [START_REF] Franco | Reliability of Logic Circuits Under M ultiple Simultaneous Faults[END_REF], in w hich reconvergent fanouts are partially taken into account. This adapted version is simply termed SPR+ and it w as developed using tw o heuristics for handling the reconvergent fanouts. The next section highlights the contribution of the method and its heuristics.

Contri buti on of the SPR+ M ethod

The contribution of this adapted method is to propose tw o simple heuristics for estimating exact circuit reliability. Such heuristics take into account fi rst-order-only fanout reconvergence, thus they can be used for the evaluation of large circuits w here simulation and other analytical algorithms cannot or w ould take a long time to do it.

Fanout reconvergence is a problem that has been addressed by different authors in the literature. The authors of [START_REF] Parker | Probabilistic Treatment of General Combinational N etw orks[END_REF] have proposed exponent suppression w hile the authors of [START_REF] Krishnamurthy | Improved Techniques for Estimating Signal Probabilities[END_REF][START_REF] Ercolani | Estimate of Signal Probability in Combinational Logic N etw orks[END_REF] have proposed heuristics for correcting signal correlations. N one of these solutions can calculate accurate circuit reliability.

Such problem is resolved by the use of the SPR-M P algorithm, as show n in Section 2. 4.4 and also in Fig. 2. [START_REF] Avizienis | Fundamental Concepts of Dependability[END_REF]. Each fanout reconvergent node is handled separately, in multiple passes, thus the name SPR-M P. The problem of such solution is that the algorithm complexity becomes bounded by O(4 f ), w here f is the number of fanouts in the circuit. N evertheless, the algorithm is accurate. The solutions presented in this section do not have the same complexity, i.e., they present a trade-off betw een accuracy and execution time.

M etri c f or Compari son

A full SPR-M P analysis that takes into account all of the circuit fanout nodes is not possible, even for small-sized circuits. The execution times are very long and/ or completely unfeasible. N evertheless, in order to assess how much accurate the proposed heuristics are, a feasible reference target for comparison is required.

Thus, circuits from the ISCA S'85 set of benchmarks w ere analyzed using the SPR-M P method but limited by a 12th order analysis (i.e., the 12 most relevant fanout reconvergent nodes from each circuit w ere taken into account, all at the same time). This analysis is termed R 12th . Since the SPR-M P method can be used to do partial fanout evaluation, it w as the chosen method for giving a reliability reference for each circuit. The reliability values as w ell as the execution times are given in Tab. 3.1. Execution times show n include the time required to fi nd out the 12 most relevant fanouts. The choice of a 12th order (instead of a low er or higher order) is motivated by tw o reasons: feasible execution times and relative accuracy. The execution times are given in Tab. 3.1, and the longest execution time (concerning the circuit c1355) is of approximately one hour.

When it comes to accuracy, it is important to highlight that not all fanouts contribute equally to a higher accuracy. The illustration in Fig. 3.1 show s how the circuit reliability converges to a certain value by successively moving to a higher order analysis, adding one fanout at a time. Thus, the fi rst analyzed fanouts are much more important than the others. It is also possible to see how the execution times rapidly increase.

The reliability estimations plotted in Fig. 3.1 w ere obtained from the analysis of the c499 circuit. SPR-M P modelling w as used and each gate w as set w ith a reliability value of q = 0:999. A different pattern is seen in Fig. 3.2. This analysis w as obtained using the c3540 circuit and a reliability value q = 0:9999. Choosing a higher q value does not change the general profi le show n in the images, since it is a property of the circuit and its fanout nodes. A different q only changes the order of magnitude of the reliability values. N evertheless, the measured reliability of the w hole circuit still converges to a value. Clearly, as seen in both images, the measured reliability for the 12th order analysis (marked w ith an orange diamond shape) is closer to the actual circuit reliability.

In order to chose w hich are the 12 most signifi cant fanouts, the follow ing approach w as used: let C be a target circuit w ith F reconvergent fanouts. A lso let R 0 be the circuit reliability w hen zero fanouts are considered (i.e., the same reliability obtained w hen using SPR). Let R 1 (f ) be the circuit reliability w hen only one fanout f is considered. By varying f , a total of F circuit reliability values is obtained, from w hich the follow ing comparison can be made:

D (f ) = jR 1 (f ) R 0 j (3.1)
The 12 values w ith the biggest difference D (f ) are considered the most signifi cant ones. In other w ords, the fanouts that are the most neglected by the SPR analysis are considered more critical.

It is clear that using a 12th order estimation does not lead to an accurate reliability value. N evertheless, it is clear that not all reconvergent fanouts have the same impact on the overall reliability (i.e., not all D (f ) values are equal or even from the same order of magnitude). The result show n in Fig. 3.3 is an attempt to classify each f fanout by its It is clear from Fig. 3.3 that the number of high impact fanouts is quite low. H igh impact fanouts are less than 3% of the total amount of fanouts. The margin given for medium impact fanouts is quite broad and, nevertheless, they still account for less than 10% of the average number of fanouts. Thus, the absolute majority of fanouts is not that important w hen assessing circuit reliability. This can be exploited in order to fi nd circuit reliability fi gures that are more precise and in a short amount of time. Circuit c17 is not represented in Fig. 3.3 because it has only 3 fanouts. 

Proposed H euri sti cs

Taking into account the fanout impact profi le revealed by Fig. 3.3, tw o different heuristics w ere proposed. Both are detailed in the next subsections. N evertheless, both have the same goal: to approximate the actual reliability value R by taking into account only fi rst order elements. In other w ords, only R 1 (f ) values w ill be used in an attempt to predict R.

Si mpl e Rank i ng

This heuristic identifi es the fanout f that is associated w ith D m ax . This fanout is termed f m ax and it is the only fanout to be taken into account. Circuit reliability is then estimated as:

R = R 1 (f m ax ) (3.2)
The goal of this heuristic is to answ er the follow ing question: is taking only one fanout into account better than taking no fanout into account at all? If so, then the goal becomes to evaluate how far from R this solution still is.

N egati ve/Posi ti ve Contri buti ons

This heuristic identifi es the average behavior of the fanouts in the circuit. A s seen in Fig. 3.1, the majority of fanouts cause the circuit reliability to increase w hile others cause the opposite effect (a situation that appears w hen 12, 15 and 16 fanouts are considered). These w ere termed as positive fanouts and negative fanouts. Then, the circuit reliability is calculated as a ratio of both:

R = R 0 + wp F p X i = 0 D (i ) wn F n X i = 0 D (i ) (3.3)
F p is the number of positive fanouts, F n is the number of negative fanouts, w hile wp and wn are w eights for each. Initially, both w eights w ere set as 1, w hich does not lead to good estimations. Our assumption then is that a circuit w ith more positive fanouts w ill have a higher reliability value and vice-versa, but both types of fanouts do not contribute equally. Thus, it is necessary to identify the ratios betw een these fanouts, w hich w ere then used as w eights:

wp = F p=(F p + F n) (3.4) wn = F n=(F p + F n) (3.5)
The results show n in the next section w ere obtained using this ratio concept.

Resul ts

Both heuristics described in the last section, as w ell as the simple SPR algorithm, w ere used to calculate the reliability of the case studied circuits. Each cell of each circuit w as set w ith q = 0:99999 for all experiments. The results are show n in Fig. 3.4, in w hich it is possible to identify that the proposed heuristic entitled 'N egative/ Positive Contributions' (w hite bar) is able to estimate circuit reliability w ith a good degree of accuracy for nearly all circuits. A nother interesting result obtained from Fig. 3.4 is that none of the SPR+ heuristics (or SPR itself) can be used as a method for w orst case estimation. For instance, for the c3540 circuit, all three results are higher than the one given by R 12th . The same is also true for other circuits but not for the three methods at the same time.

In order to compare the results betw een SPR+ heuristics and betw een SPR itself, the chosen approach w as to use a fi gure of merit for the accuracy error. Since each cell in each circuit w as set w ith q = 0:99999, the value e m i n = 0:00001 w as taken as the smallest error value considered. We have then calculated the differences in reliability from each approach w ith respect to the 'nearly accurate' reliability obtained using R 12t h . The values are show n in Tab. 3.2 as multiples of e m i n . A s highlighted in Fig. 3.1, a high order estimation of the reliability can easily take more than a day to be complete. N one of the heuristics presented require more than one minute to achieve a fi nal result, even for the biggest of the circuits.

Both presented SPR+ heuristics can estimate circuit reliability w ith less error than the SPR algorithm. The 'N egative/ Positive Contributions' heuristic introduces less average error w ith very affordable execution times and thus can be used for estimating circuit reliability. A s future w ork, this study can be extended to different circuits and search for alternative w eighting schemes for (3.3). It can also be verifi ed if second-order-only analysis can be used in the same w ay for estimating circuit reliability. If so, if there is any gain in accuracy given the increase in execution time.

SN aP: a H ybri d M ethod f or Rel i abi l i ty A ssessment

A s show n in Section 2.4, in order to overcome long simulation times, several authors have proposed statistical methods to calculate reliability [START_REF] Franco | Fiabilit é du Signal des Circuits Logiques Combinatoires sous Fautes Simultan ées M ultiples[END_REF][START_REF] De Vasconcelos | Reliability A nalysis of Combinational Circuits Based on a Probabilistic Binomial M odel[END_REF][START_REF] Patel | Evaluating Circuit Reliability Under Probabilistic Gate-Level Fault M odels[END_REF][START_REF] Krishnasw Amy | A ccurate Reliability Evaluation and Enhancement via Probabilistic Transfer M atrices[END_REF][START_REF] Franco | Signal Probability for Reliability Evaluation of Logic Circuits[END_REF][START_REF] Franco | Reliability of Logic Circuits Under M ultiple Simultaneous Faults[END_REF][START_REF] Krishnamurthy | Improved Techniques for Estimating Signal Probabilities[END_REF]. N evertheless, most methods can only deal w ith combinational circuits and usually small-sized ones. A lso, some methods do not scale w ell, being totally unable to estimate the reliability of average-sized circuits.

In the light of those limitations, a novel hybrid method w as developed. Such method is termed SN aP and it is considered a hybrid solution since portions of the method rely on simulation, w hile others do not. N evertheless, no fault injection takes place. In traditional simulation-based fault injection, one gate after another is selected as faulty and a simulation run is then performed for each gate. The output of that chosen gate is inverted during that run and the primarity outputs of the circuit are observed. SN aP avoids such laborious effort by assuming that all gates have a certain failure rate and by observing the failure rate obtained at the primary outputs. Thus, all gates can be evaluated at a single run. N o internal signals are inverted w hile using SN aP's approach.

SN aP can also benefi t from emulation, w hen used as a platform in an FPGA device. Emulation allow s for faster evaluation of complex circuits. Thus, one possible implementation of the method w ill be show n, w hich is a fully synthesizable verilog implementation. Such implementation can be simulated (w hich allow s for easy debugging) or emulated in an FPGA (w hich allow s for rapid evaluation).

The main contribution of the method is to present itself as a new reliability estimation technique, from w hich the follow ing characteristics should be highlighted:

It is able to handle both combinational and sequential logic

It is capable of dealing w ith single and multiple faults It is prone for handling complex circuits Its calculation time for the combinational logic is of linear complexity w ith the number of gates in the longest path Its calculation time for the sequential logic is constant Its suggested implementation scales linearly w ith the total amount of gates in the circuit Its suggested implementation can be emulated

The method described in this section w as patented [START_REF] Pagliarini | ESTIM ATION DE LA FIA -BILITE D'UN CIRCUIT LOGIQUE[END_REF] and later w as used as the basis for publications in conferences and journals [START_REF] Pagliarini | SN aP: a N ovel H ybrid M ethod for Circuit Reliability A ssessment Under M ultiple Faults[END_REF][START_REF] Pagliarini | SN aP: a N ovel H ybrid M ethod for Circuit Reliability A ssessment Under M ultiple Faults[END_REF].

Basi cs on SN aP: a H ybri d M ethod f or Rel i abi l i ty A ssessment

The core concepts behind SN aP's modelling are fault sourcing and fault propagation. SN aP is based on these tw o opposing concepts, i.e., gates are able to generate faults and are also able to suppress faults. It is the interplay of both that determines how reliable the entire circuit is. Considering a w hole circuit w ith multiple gates, the goal is to assess how many of those gates are actually capable of generating a fault that propagates (successfully) to any of the primary outputs. Logical masking is considered during that assessment. Certainly, logical masking must be considered since it is an important masking phenomena in combinational logic.

SN aP obtains circuit reliability for a gate level description of a circuit, i.e., the input of SN aP's analysis is a synthesized verilog netlist. Such netlist can be generic (library-free using verilog primitives) or already mapped to a library. This initial circuit description is modifi ed and instrumented w ith additional signals and logic that w ill handle the modelling of faults, i.e., a series of transformations is performed to allow for the propagation and accountability of faults. Combinational and sequential logic are handled differently, as to be show n in the text that follow s. The modelling of combinational logic is show n in details in Section 3.2.1.1. The same applies for sequential logic in Section 3.2.1. 2.

A s previously mentioned, gates are able to generate faults. SN aP models each gate as a fault source and different gates may generate faults at different rates. That being said, w e defi ne a parameter gf that determines the fault generation rate of gates (gf stands for gate faults). Inverters are considered as the reference rate and are used for determining the gf parameter of other gates. That is to say that it is assumed that gf i nv = 1 and other gates take gf values that are multiples of gf i n v .

M odel l i ng Combi nati onal Logi c

Initially, let us consider a small circuit that only contains a simple inverter. Figure 3.5 (a) contains a representation of its functional behavior. The transformed circuit is given in Fig. 3.5 (b), w hich contains an additional analysis block and additional I/ O signals.

Inverters have no logical masking ability, i.e., a faulty input w ill never be fi ltered by the gate. A lthough no masking takes place, the inverter still is a possible fault source and that 'ability' must be taken into account. Thus, in SN aP, each transformed gate stores a value gf that expresses how likely faults are generated at that particular gate.

Still referring to Fig. 3.5 (b), the modifi ed description has tw o additional I/ Os. The fi rst is a multi-bit input, termed ifs, w hich contains information on how many previ ous faults sites can reach that circuit node. The second I/ O is a multi-bit output, termed ofs, w hich contains the same information for the node af ter the inverter. The block termed 'analysis' (draw n in blue) calculates ofs by taking into account ifs and gf. Each type of gate can have a different analysis block. Since the inverter does not mask faults, there is no need to take functional inputs into account. Therefore, ofs can be easily determined as:

of s = i f s + gf i n v (3.6)
N evertheless, it is mandatory to take logical masking into account w hen assessing circuit reliability. For that reason, let us consider another circuit, illustrated in Fig. 3.6 (a) and its modifi ed version in Fig. 3.6 (b). The goal is to calculate the value of the ofs output of the A N D gate. For simplicity's sake, let us assume that all four primary inputs of the circuit (inputA, inputB, ifsA and ifsB) are zero. Thus, there are no external fault sites reaching the inverters. A lso, parallelism comes naturally w ith the developed method. In the example circuit depicted in Fig. 3.6 (b), both inverters w ould receive a ready signal at the same time and w ould begin the analysis at the same time. Thus, SN aP's calculation time for the combinational logic depends linearly of the number of gates in the longest path. The number of clock cycles needed to reach a fi nal result is not dependent on the total number of gates.

In the example given in Fig. 3.6 (b), the inverters w ill behave exactly as previously described. A nd once they are fi nished calculating, they w ill assert their ow n ready signals.

Once the A N D gate detects that the ready signals related to both of its inputs are asserted, it begins calculating. In the text that follow s an implementation for the analysis block of the A N D gate is suggested. Certainly it is not the only one possible, but it is an attractive solution since it is guaranteedly synthesizable.

That being said, the analysis block of the A N D gate is implemented as a Finite State M achine (FSM ) w ith 5 states: waiting, errorOnInputA, errorOnInputB, errorOnBoth and finished. Such FSM is fully synthesizable and can be generalized for gates w ith a higher number of inputs. The waiting and finished states remain exactly the same no matter the number of inputs, w hile the others increase in number. There w ill be a state for each possible combination of single and multiple faults. Thus, for a gate w ith three inputs, 7 possibilities w ill be considered: errorOnInputA, errorOnInputB, errorOnInputC, errorOnIn-putsAandB, errorOnInputsAandC, errorOnInputsBandC and fi nally errorOnABC.

In order to comprehend how the method w orks, let us proceed w ith a description of each state of the FSM . The waiting state is very simple: at each clock cycle, all the ready input signals are checked and once all are asserted, the state changes to errorOnInputA. A s previously mentioned, the gate itself contributes to the ofs value. Thus, at the waiting state, ofs is set as show n in (3.7). The states that follow are the ones actually in charge of handling logical masking. The next state is errorOnInputA, w hich verifi es if a toggle in inputA could be able to affect the output of the gate. If it does not, nothing is done and the analysis continues. On the other hand, if the output could toggle, then ofs must be updated. This is the moment w here logical masking is considered in SN aP's analysis.

N aturally, ofsmust be updated using some form of balancing or ratio that involves the amount of fault sites related to the inputA signal, referred here as ifsAndA. This balance w as empirically determined as show n in (3.8), w here the > > symbol represents the shift right operation. Such operation w as chosen due to its easiness of implementation in a digital design. of s = of s + (i f sAndA > > 1) (

N otice that the ofs is updated w ith a new value in an accumulator-like fashion. The gf and value that w as previously stored in the register is not lost.

The follow ing state is errorOnInputB, w hich is analogous to the previous one. The difference is that ofsis updated using ifsAndB, as show n in (3.9). A t this point all the single faults have been considered, either the ones coming from inputA, or the ones coming from inputB or the ones generated by the A N D gate itself. of s = of s + (i f sAndB > > 1)

(3.9)

The analysis done for multiple faults is similar to w hat is done for single ones but using a derating factor. Equation (3.10) is applied, w here derFactor is a derating factor since multiple faults are (still) much less common than single faults. of s = of s + ((i f sAndA + i f sAndB ) > > der F actor ) (3.10)

The choice of the derating factor is empirically determined the same as the number of gate inputs plus one. So, for the particular case of the 2-input A N D gate, the derating factor is given by derFactor = 3.

Finally, the finished state is reached. The register that stores ofs is already set w ith the proper value. It is then only a matter of asserting the ready output, so a possible next gate know s it may start its computation. Going back to the example depicted in Fig. 3.6 (b), once the inverters are done calculating, both internal ofs signals w ill take a value of 1. Thus, the A N D gate takes the follow ing inputs: inputAndA = 1, inputAndB = 1, ifsAndA = 1 and ifsAndB = 1. A fault-free A N D gate, w hen both inputs are 1, w ill output 1. But, if one or both inputs toggle, the A N D gate w ill output 0. Know ing that, let us proceed w ith an evaluation, state by state, in order to calculate the fi nal value of the ofs output: w ai t i ng: according to (3.7), ofs = 2 (the A N D gate has a gf value of 2). Let us reason about the obtained result, of s = 3:25. A lthough the derating factor used is empirically determined, its choice is far from being arbitrary. Let us look back at the circuit depicted in Fig. 3.6 (b) and let us assume a different scenario in w hich no logical masking takes place and all 3 gates are connected in series (i.e., cascaded). For this particular w orst-case scenario, of s = gf i n v + gf i nv + gf and = 4. The issue w ith such analysis is that multiple faults are considered as likely as single faults, thus deviating from reality. Since our obtained result is below this w orst-case threshold, this is a good sign that our result is 'closer to reality '. In an analogous w ay, one can think of another scenario in w hich multiple faults are neglected. In that scenario, the A N D gate w ould be affected from faults coming from either inputAndA or inputAndB, but never both at the same time. In this case, the 0:25 value added during the errorOnBoth state w ould not be taken into account, thus leading to a ofs value of 3. Once again, this value deviates from reality. Finally, reasonable values for ofs lie w ithin the range of [3,4]. Picking a value closer to 4 means to give a higher probability of occurrence to multiple faults, w hile choosing a value closer to 3 achieves exactly the opposite effect.

In order to obtain the fi nal reliability fi gure of the circuit in Fig. 3.6 (b), w e resort to an approach similar to the one used in SPR analysis. It is assumed that the circuit under analysis is equivalent to a chain of inverters. The depth of the chain is equal to the value given by ofs (thus, 3.25 inverters). If it is assumed that a gate w ith a gf value of 1 is equivalent to a gate w ith a singular reliability q of 99.999% in SPR's analysis, then the circuit reliability R can be calculated as follow s: R = q of s = 0:99999 3:25 = 0:9999675 (3.11) Properly choosing q and gf is imperative for a good estimation of the circuit's reliability. Such values can be calibrated in different manners, depending if the goal is to calculate circuit reliability w ith respect to physical defects or transient faults. For the former case, foundry's data can be used w hile for the latter laser/ radiation tests can be used. A simple approach is to assume that gf is directly related to area of each gate (i.e., a larger gate has the potential of generating more faults).

The w idth of the ofs determines the accuracy of the method. A trade-off betw een accuracy and size of the transformed circuit is naturally established by it. In the experiments that follow, w e have used the minimal ofs w idth value for each circuit, such that no overfl ow occurs. A nother issue is the representation of the reference value gf i nv , for w hich the value 8 w as chosen (1000 in binary). Such value is suffi ciently high, such that 3 shift right operations w ill not generate a truncated value. A lso, it is a good fi t since most of the gates in our experiments have 2 inputs (thus a derating factor of 3 that leads to 3 shift operations). H igher values are also possible (16, 32, etc.) but, then again, they contribute to a larger modifi ed circuit.

A n example of an instrumented circuit is given in A ppendix C.

M odel l i ng Sequenti al Logi c

The modelling behind the sequential logic is much simpler than the one used for combinational logic. The same w ay a gf value has been defi ned for each gate, it w ill be defi ned for each fl ip-fl op (gf f f ). Yet, no logical masking takes place inside a fl ip-fl op. In order to calculate the ofs of a fl ip-fl op, the follow ing equation is used:

of s = i f s + gf f f (3.12) 
A fter synthesis, it is quite common to fi nd that fl ip-fl ops have a mux-like structure controlling the data input. This mux selects betw een new data or old data. If the old data is selected, the output of the fl ip-fl op is connect to its input in a loop fashion. One could then rew rite (3.12) as of s = of s + gf f f , w hich clearly allow s for the accumulation of errors in the fl ip-fl ops.

That being said, the problem then becomes to synchronize all the circuit elements properly. Since all the combinational cells from the original description are now described as FSM s, they cannot perceive the same clock signal as the fl ip-fl ops in the original circuit description. That issue is solved w ith the use of special controlling signals that create the same effect of a secondary clock netw ork. The clock signal of the combinational logic toggles every cycle w hile the one used for the sequential logic only toggles w hen all ready signals are asserted (i.e., w hen the combinational logic is done calculating).

The modelling of the sequential portion is by no means w hat limits the performance of the method. Each fl ip-fl op is roughly transformed into a register array (to store the ofs value) and an adder. The limitations are more likely to come from the combinational portion. The number of clock cycles required to reach a fi nal result (for the sequential logic) is alw ays constant and equal to 1.

Experi mental Resul ts

The results show n in this section have been separated by circuit type. Results for purely combinational circuits are given in Section 3.2.2.1 w hile the results for sequential circuits are given in Section 3.2.2.3

Combi nati onal Ci rcui ts

Before show ing the reliability fi gures obtained w hen using SN aP, it is important to clearly state that the (set of) inputs used affects the estimation of the circuit reliability directly. Thus, w hen an application's input pattern is know n it should be used to obtain reliability fi gures that represent the circuit operation and/ or its neighbourhood environment.

For the combinational circuits used in this section's experiments, such patterns are not available. Therefore random inputs have to be used. N evertheless, a suffi ciently high number of inputs (samples) must be used to achieve a meaningful average reliability. This effort is show n in Fig. 3.7 for the c432 circuit of the ISCA S'85 set of benchmarks. Concerning Fig. 3.7, it show s how the circuit reliability tends to an average value as more and more samples are added. The goal is to determine how many samples are necessary for an evaluation that is a good approximation of the actual average value. In this particular case, for the circuit c432, it is assumed that 4000 samples are enough (as highlighted in red in the image itself). The cost of adding more samples could be unjustifi ed since their contribution is not that important.

When the number of samples is still below 10, some values are outside the range show n in the y axis of Fig 3.7. Values outside the given range rapidly fade aw ay since the average starts to converge to a value close to 0.853. A lso, the analysis depicted in Fig 3.7 w as obtained by assuming that a gate w ith gf = 512 is the equivalent of a gate w ith a singular reliability q of 99.9%. Such value is considered to be low and because of that allow s for more variability in the analyzed average.

Still concerning Fig. 3.7, it w as generated using simulation and the w hole analysis for the 10000 samples takes less than 10 seconds 1 . In order to guarantee that no overfl ow occurs and that the precision is suffi ciently high, the w idth of the ofs registers w as set as 32 bits and all gates w ere set w ith gf = gf i nv = 512. Those values are quite high and are not necessarily required to be that high or are not a good match. A s previously stated, those tw o parameters are the key parameters for determining how accurate the method is and, because of that, the manner they are related w as also studied.

Once again, the c432 circuit w as taken as study case to determine how SN aP parameters are related. Tables 3.3 and3 .4 show different scenarios by varying the w idth of the ofs parameter and the gf value. The goal of such experiment is to determine w hich scenarios lead to overfl ow s in any of the ofs registers. The cells mentioning 'Yes' are scenarios that cause overfl ow s and should be avoided.

If an overfl ow occurs, a large number of faults is being neglected in the analysis, potentially leading to a reliability fi gure that is much higher than the actual circuit reliability. Since random inputs are being used, the randomization itself is a concern. A ll the experiments reported here use the same seed, thus guaranteeing that each instrumented version of the c432 circuit w as submitted to the same scenarios. The data show n in tables 3.3 and 3.4 show s how several scenarios are not feasible. It also show s a trend for the size of the ofs registers: if gf is encoded using B bits, they should be sized using B + 9 bits. This trend is very clear in Tab. 3.4. The size of the ofs registers is a function of the circuit size, its logical masking, and the value of B . The critical path from a timing point of view is not necessarily the same from the reliability point of view.

The circuit reliability obtained from the same set of confi gurations is show n in Tables 3.5 and 3. [START_REF] Zambuja | Exploring the Limitations of Softw are-based Techniques in SEE Fault Coverage[END_REF]. The fi gures in bold are the ones that are not affected by overfl ow s and thus could, potentially, estimate circuit reliability properly.

A trend that is very clear from the gathered data is that increasing the ofs w idth does not necessarily lead to a more precise reliability value. In fact, there is a point w here increasing the ofs registers becomes useless. This value changes according to the gf value used. For the c432 circuit, it seems that 8 more bits for the ofs w idth is enough. M ore than that is not necessary and might compromise the size and performance of the method w hen considering emulation. Other circuits not necessarily have the same '8 extra bits' A few interesting trends can be seen in tables 3.5 and 3.6. For instance, by taking a fi xed w idth for the ofs registers and varying the gf value, it is possible to notice that the non-bold reliability fi gures tend to increase. This is so remarkable that a few scenarios in Tab. 3.6 calculate the circuit reliability as being 1 (100%). In other w ords, the amount of faults neglected is so high that it looks like the circuit has no faults at all.

A nother trend w ith a completely different behavior can be seen for the bold values. Once again, by taking a fi xed w idth for the ofs registers and varying the gf value, it is possible to notice that the circuit reliability decreases. For instance, the last row of both tables show s how circuit reliability shifts from 0.92 to 0.85 for the same ofs w idth. The issue then becomes to fi nd, for a given ofs w idth, w hich is the gf value that is suffi ciently high to estimate circuit reliability. Such analysis is depicted in Fig. 3. [START_REF] O'gorman | Field Testing for Cosmic Ray Soft Errors in Semiconductor M emories[END_REF].

N otice that the curves show n in Fig. 3.8 have different values but very similar trends. The 'Reliability given q=0.999' curve is related to the y axis on the left w hile the 'Reliabil- 
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Re l i a b i l i t y g i v e n q = 0 . 9 9 9 Re l i a b i l i t y g i v e n q = 0 . 9 9 9 9 9 ity given q=0.99999' curve is related to the y axis on the right. It is also possible to notice that both curves reach sort of a saturation point near gf = 256. Thus, in the experiments that follow, that w as the value used for encoding gf .

The results in Tab. 3.7 show the minimum w idth that must be used to store the ofs values given gf = 256. These values w ere determined by an exhaustive effort as show n in Fig. 3. [START_REF] Baumann | Soft Errors in A dvanced Semiconductor Devices-part I: the three Radiation Sources[END_REF]. It is clear that they are not directly related to circuit size, specially in the case of c6288. Furthermore, w e have concluded that the minimum w idth is related to the circuit's logic depth since the number of faults tend to accumulate along the logic paths. Logical masking also infl uences the w idth of the registers used to store the ofs values since it inhibits a rapid increase in these values.

Table 3.7 also presents the number of clock cycles that are required for the full analysis of a single combination of inputs. The third column, entitled 'Clock cycles (fi rst result)' show s the number of clock cycles that are required for the method to output its fi rst result. Since the method transforms the combinational circuit in a pipeline-like structure, the results for the follow ing input scenarios can be obtained faster than that. Those are the values show n in the fourth column, entitled 'Throughput'. These values are not related to any particular input pattern since the previously described FSM s have a fi xed number of states. Regardless of the inputs used, each FSM w ill alw ays take the same number of clock cycles to reach the finished state.

Circuit c17 is depicted in Fig. 3.9. The path that is highlighted goes through gates g1-g2-g5 and it is (one of) the longest path(s) in the circuit. For each N A N D2 gate, the SN aP representation w ill use an FSM w ith 5 states. Such FSM s are analogous to the one described in Section 3.2.1.1. Since the longest path has 3 gates, a total of 15 clock cycles is required to reach the fi rst result, as show n in the image. A n additional clock cycle is used to activate an internal control signal that tells the user that the computation is fi nished. Thus, the total of 16 clock cycles show n in Tab. 3.7 is reached. The required number of clock cycles to reach the fi rst result can be formally defi ned as follow s: let P i be one of the circuit paths w ith length L i . Such path is composed of L i gates g 0 :::g L i . Let si ze(g) be a function that returns the number of inputs of a gate g. Thus, the required number of clock cycles for any given path P i is given by:

Cycles(P i ) = L i X k= 0
(2 si ze(g k ) + 1) + 1 (3.13) Equation (3.13) can be used to fi nd the third column of Tab. 3.7, given all paths are evaluated and the largest value is found. The values in the fourth column are much easier to fi nd since they depend on the gate w ith the highest number of inputs. For instance, circuit c499 has gates w ith 5 inputs, w hich means 32 cycles w here faults are accounted for plus one cycle for the finished state. One additional clock cycle is used for signaling that the computation is ready, totalling the 34 cycles show n in Tab. 3.7. Other circuits require a longer analysis time. For instance, the circuit c432 has 9-input A N D gates in it. If all combinations of up to 9 multiple faults are taken into account, FSM s for this type of gate end up having more than 500 states.

Circuit reliability w ith respect to different inputs can also be obtained w ith the proposed method. Figure 3.10 show s the analysis of the c17 circuit using random input patterns and a gf value of 256 for all gates. The image clearly show s that some input scenarios (x axis) can lead to higher ofs values than others (and consequently, low er reliability values). The dashed curves show n in Fig. 3.10 are related to the outputs y1 and y2 show n in Fig. 3. [START_REF] Eldred | Test Routines Based on Symbolic Logical Statements[END_REF]. N otice that the 'Reliability' curve is inversely proportional to the product of both ofs outputs. A lso, in order to obtain the number of fault sites in the same order of magnitude as previously show n in the equations of Section 3. The profi ling given by the analysis in Fig. 3.10 can be extended, as show n in Fig. 3.11. Such fi gure show s the distribution of ofsvalues (including average and maximum values) for all of the outputs of the circuit c432. This type of profi ling can be used to establish hardening metrics. For instance, the image show s that outputs 5 and 6 have the highest value of all outputs (both outputs are tied w ith 40796, w hich is the equivalent of nearly 160 fault sites). Thus, a possible hardening strategy w ould be to improve the reliability of gates connected to these outputs. A nother possible approach could opt for hardening gates related to output 2, since that output has the highest average value. Other hardening strategies are also possible but are out of the scope of this section. In order to evaluate how much additional hardw are is required by SN aP's modelling, all modifi ed combinational circuits have been synthesized and the results are presented in Fig. 3.12. The gf value used w as alw ays 256 w hile the w idth of the ofs registers changes from circuit to circuit according to Tab. 3.7. Synthesis w as conducted using Cadence's RTL Compiler and a 65nm standard cell library provided by STM icroelectronics. A s a matter of fact, the modifi ed verilog is targeted for use in an FPGA . Thus, the actual values presented in here are not as relevant as the (scaling) trends. It is possible to notice that the number of cells increases linearly w ith respect to the original circuit size. The linear trend is a property of the method. Yet, the slope depends on the implementation's effi ciency. Optimizations for reducing the slope of the curves are possible, therefore allow ing for the analysis of even larger circuits.

Figure 3.12 show s tw o curves. The fast grow ing curve, draw n in orange, show s how much additional combinational logic is present in the modifi ed circuit version. Likew ise, the curve draw n in blue show s the amount of sequential logic added. It is clear from the image that the combinational logic grow s much quicker and should be targeted for optimizations in the suggested implementation.

Table 3.8 show s the critical path of the synthesized circuits. Once again, the w idth of the ofs registers w as set according to Tab. 3.7. A s expected, critical paths are not related to the circuit size. For instance, c17 and c6288 have the shortest critical paths and circuit sizes that are very different. Yet, it seems that the w idth of the register arrays used to store the ofs results is linked to the critical path. For instance, circuits c432, c1908 and c3540 require 16 bits for storing ofs and they are also the ones w ith the longest critical paths. Data presented in Tab. 3.9 strongly suggests that the number of cells (and therefore circuit area) is deeply related to the w idth of the register arrays that store the ofs values. For instance, the original version of the c6288 circuit has more gates than c5315. N evertheless, since they require different w idths for the register arrays (11 and 14, respectively), SN aP's representation of the circuit c5315 is bigger than the one for the circuit c6288.

Compari son w i th the SPR A nal ysi s

Given the empirical choices made, it is important to check if the method produces reasonable reliability fi gures. For that goal, w e have performed a comparison w ith the SPR method. A ll the cells in the SPR modelling w ere set w ith q = 0:99999. The equivalent w as made for SN aP, in w hich every cell w as set w ith gf = 10 (red curve) or gf = 256 (orange curve). The results are show n in Fig. 3.13, from w hich similar trends are verifi ed. The results show n in Fig. 3.13 w ere obtained through simulation of 4000 input samples for each circuit. Fig. 3.13 demonstrates that both methods are in a good agreement. The accuracy of SN aP is further explored in Section 3.2. 3.

Concerning execution times, Tab. 3.10 show s data drom SPR and SN aP. Some of the SPR runs are very short and hard to measure. Instead, the values show n in Tab. 3.10 are obtained by doing 100 SPR runs of each circuit. SN aP w as also confi gured to do 100 runs w ith 4000 inputs samples in each run. The size of the ofs registers w as confi gured according to Tab. 3.7. The execution times show n in Tab. 3.10 clearly show that SN aP's execution times are larger and that is expected given SN aP's simulation-like approach. N evertheless, even for the c5315 circuit w hich has 2307 gates, one execution run takes only 16.8 seconds to complete, w hich is still practical. M ethods like SPR-M P and PTM are completely unable to estimate the reliability of that given circuit. SN aP, on the other hand, is able to, even if accuracy is compromised. The execution times show n in Tab. 3.7 can be even smaller if emulation is to be considered or w hen using the approach presented in Section 3.2. 3.

Furthermore, w hile other methods usually rely on using probabilities of ones and zeros as inputs, SN aP can use realistic input patterns from an actual application. SN aP differentiates itself from the other methods because of its support of sequencial circuits. Using realistic input patterns is fundamental to capture the behavior of a sequential circuit and, therefore, to be able to assess its reliability. SN aP's modelling of sequential circuits is discussed in the next section. Other than using the ISCA S'85 circuits, SN aP w as also validated using a sequential circuit. In order to make a simple yet conclusive analysis, w e have chosen to analyze a small microprocessor, referred as mini p. Such microprocessor w as coded in verilog using RTL description. The full verilog code of mini p is given in A ppendix A . The code w as later submitted to synthesis using Synopsys's Synplify tool [105]. The output netlist w as then used as input in SN aP. Still concerning Fig. 3.15, inputs w ere left completely random during the execution of 100 clock cycles. This is equivalent to the execution of 100 instructions, w hich in turn represents nearly 17000 clock cycles for the transformed circuit. The image also highlights tw o local minima in the profi le of the reliability. The instructions that w ere executed are show n in the top area of the image and it is very easy to notice that those low er points in reliability are associated w ith sequences of load operations (represented as red upsidedow n triangles in the image).

Results such as the one show n in Fig. 3.15 allow designers to make high-level changes in the circuit that can lead to a higher reliability. A deeper inspection of the results revealed that long sequences of load operations can cause faults to rapidly accumulate at the zero output (since it is only refreshed by A LU instructions). The other output bits of the circuit maintain a nearly steady reliability fi gure.

For instance, one solution that w ould increase the circuit reliability is to allow the load instructions to update the zero output. This solution w as implemented and the reliability of the new design is show n in Fig. 3.16 (black dotted line). The new design is referred as mini p v2. The low est point in reliability is a bit under 0.997, near cycle 18. If w e go back and analyze Fig. 3.15, w e w ill see that the low est point in reliability is below 0.9.

Figure 3.16 also show s the ofs values of three different outputs (the other ones w ere removed and have similar trends to result[0] and result [START_REF] Baumann | Soft Errors in A dvanced Semiconductor Devices-part I: the three Radiation Sources[END_REF]). It is clear that the output zero is still responsible for bringing the reliability dow n (notice that the y axis on the left has a log scale). The ofs values reported for that output are at least one order of magnitude higher than the ones reported for any other output. This is explained by the fact that the zero output depends on all other output bits (the zero fl ag is connected to a comparator w hich is connected to all other output bits). Once again this result can be used to harden the circuit. For instance, hardened gates could be used to build the aforementioned comparator logic, w hich w ould certainly bring the reliability to a higher level. Results concerning the synthesis of sequential circuits are show n in Tab. 3.11 and w ere obtained using Synopsys' Synplify tool. The target FPGA chosen is the model A 3PE3000 from M icrosemi's ProA SIC3 family [106].

A s one can see, the changes promoted by mini p v2 have little to no effect to the circuit synthesis results. On the other hand, the synthesis of SN aP's instrumented version increases the gate count and reduced the frequency of operation. The increase in the number of gates is expected but it can be reduced by optimizing the implementation of the method, i.e., these numbers are linked to the implementation more than to the method's principle. The decrease of the frequency is due to the presence of large adders. 

Pessi mi sti c A nal ysi s Usi ng SN aP

A series of parameters w as introduced w hen the SN aP method w as presented. Theoretically, if all the parameters are properly calibrated and properly chosen, the reliability estimated by SN aP can be very close to accurate (given a suffi ciently large amount of input samples). SN aP does not suffer from the w ell know n fanout reconvergence issue w hile other methods do. In SN aP's representation a signal is alw ays constant, it does not have a probabilistic profi le, w hich contributes to its accuracy. This section proposes another approach w hich has a completely different goal. It tries to eliminate some of the complexity of the method and, by doing so, obtain a pessimistic fi gure for a given circuit's reliability. First, all the balancing betw een single and multiple faults is removed (derating factors for states errorOnInputA and errorOnInputB are set as zero and the accounting of faults done at the errorOnBoth state is neglected). That being said, the method operates in a sort of fault accumulation fashion.

Whenever tw o or more faults appear on the same signal, there is a chance they w ill be derated w hen considering the original SN aP method. That behavior is similar to w hat happens in the actual circuit, w here multiple faults can actually cancel each other. In other w ords, derating models this effect. Without the derating, faults never cancel each other, they only accumulate. This is w hy this approach is pessimistic. This is not to be confused w ith the natural derating introduced by logical masking, w hich still takes place.

Since derating factors are not used, there is no longer a need to encode the gf i n v value w ith multiple bits. A ll the experiments reported in this section have used gf i nv = 1. These changes do not affect the previously show n results for sequential logic since its modelling remains the same. On the other hand, the combinational logic modelling changes and w ill be discussed in the next paragraphs.

First, the result show n in Fig. 3.7 w as also obtained for SN aP's pessimistic approach, i.e., it is still possible to obtain an average circuit reliability value w ith a relatively low amount of samples. The c7552 circuit w as used in the analysis depicted in Fig. 3.17 Let us then proceed w ith a comparison betw een the reliability fi gures obtained by both SN aP approaches. Such comparison is depicted in Fig. 3. [START_REF] Dodd | Basic M echanisms and M odeling of Single-event Upset in Digital M icroelectronics[END_REF]. It is clear from the image that the pessimistic approach alw ays gives reliability values that are low er than the ones given by the original version. A ll the simulations performed for both approaches used enough bits so that no overfl ow w as observed. The values used for encoding gf i n v w ere gf i n v = 256 for the original approach and gf i nv = 1 for the pessimistic one.

It is clear from Fig. 3.18 that this approach is pessimistic w ith respect to the original one. N evertheless, these results must be compared against the ones generated by an accurate method. SPR-M P w as chosen for that purpose. A comparison using the smallest of all the ISCA S'85 circuits, c17, is show n in Fig. 3. [START_REF] Seifert | Radiation-induced Soft Errors: A Chip-level M odeling Perspective[END_REF]. In order to see more relevant differences betw een the methods, low reliability values w ere chosen for modelling the gates. The values chosen are in the [0.99, 0.9999] range and are show n in the x axis of the image.

Tw o facts should be highlighted concerning the result show n in the image. First, for

c17 c432 c499 c1355 c1908 c2670 c3540 c5315
Ci r cu i t s this given circuit, regardless of the gate reliability value, SN aP alw ays gives a reliability value low er than the accurate value. In other w ords, the pessimistic approach is also pessimistic w ith respect to SPR-M P. Second, it is possible to notice that the distance betw een both lines seems to be proportional to the value chosen for the gate reliability (q). The low er the value the higher the difference, w hich suggests that a fi tting function can be used to estimate a more accurate reliability value from SN aP's results. The chosen function is as follow s: R = R SN aP q K (3.15) w here R SN aP is the reliability obtained using pessimistic SN aP, q is the gate reliability, and K is a constant. For the c17 circuit that constant is 0:704. The image in Fig. 3.20 show s the fi tted results for the c17 circuit.

A nother circuit, 74283, w as chosen and the same fi tting w as applied. Such circuit is still small enough that SPR-M P can be used to evaluate all the reconvergent fanouts such that an exact reliability fi gure is obtainable. The results are show n in Fig. 3.21, in w hich a similar behavior can be found: tw o lines that converge w ith the increase of q's value. Once again, it w as possible to fi nd a constant that is able to establish a good fi t. N evertheless, it w ould be interesting if that constant could be defi ned based on the circuit profi le. If that is possible, then the method can be applied to circuits to w hich SPR-M P cannot be applied. The results previously obtained for the 12th order analysis using SPR-M P w ere used in the results that follow. Figure 3.23 show s how circuits from different sizes can be fi tted using the function given in (3.15).

Each of the circuits show n in Fig. 3.23 uses a different value for the K constant. Those values are listed in Tab. 3.12. Generally speaking, the larger the circuit the larger the value of K . N evertheless, the relationship betw een these tw o parameters also depends on the size of the paths in the circuit. Once again, the higher the number of gates in a path, the higher the value of K (to compensate for the deratings that SN aP does not take into account anymore).

The plots in Fig. 3.24 show how the values for K are related to a circuit metric. Such metric is defi ned as the number of gates squared divided by the number of primary outputs. It is a simple and fast w ay of determining an average value for paths' length. This approach can be used for circuits to w hich SPR-M P is not applicable. The circuits used in the previous experiments w ere also synthesized. A ll synthesis options w ere the same as in the previously show n results, except the circuits are smaller due to the reduction in the number of bits used. This reduction is show n in the column entitled 'ofs w idth'. For instance, circuit c499 w ent from requiring 14 bits to requiring only 7. The critical path is also shorter for several circuits. For instance, circuit c3540 had a critical path of 4722 ps, w hich w as reduced by nearly half, to the value of 2339 ps. One of the reasons for w hich the critical path is shorter is because there is less logic in the circuit. A ll the logic that calculated the derating is no longer part of the circuit.

Concerning the circuit size, it w as already mentioned that it is proportional to the w idth of the ofs registers. Thus, a smaller w idth leads to a smaller circuit size due to less sequential logic. Since the combinational logic is also smaller, circuit sizes are fairly reduced. For instance, the c499 circuit under SN aP's original approach had 2940 fl ip-fl ops Ci r cu i t s 

SN aP Graphi cal User I nterf ace

A Graphical User Interface (GUI) w as developed to aid w ith the circuit instrumentation process and a screenshot of the developed GUI is show n in Fig. 3. [START_REF] Casey | Simulation Study on the Effect of M ultiple N ode Charge Collection on Error Cross-Section in CM OS Sequential Logic[END_REF]. Its use is quite simple, the user is only required to brow se for the original circuit description and then the tool is able to generate all of the follow ing:

SN aP's instrumented version of the circuit

A testbench for simulation purposes Scripts for launching the simulation Scripts for synthesis The parameters to w hich the user has access are show n in the interface divided into three parts, one concerning the circuit, one for simulation and one for the modelling options. The meaning of each parameter is as follow s: Chapter 4

Rel i abi l i ty I mprovement Techni ques

This chapter covers a series of techniques used to improve the reliability of a given circuit. These techniques go hand in hand w ith the analysis methods, i.e., there is no reason to improve that that does not need to be improved. A nd again, once a technique has been applied, the methods are useful once again to estimate how effective its use w as.

The techniques show ed in this chapter are mainly based in selective hardening. Different aspects of it are studied as to defi ne w hich are the gates selected to be hardened. A t fi rst, a generic cost function is proposed and used to defi ne those gates. Later the same function is modifi ed to take into account the effect of multiple faults and how they manifest in the actual circuit (locality bias). The cost function itself is also the target of the studies here reported and some w ays to approximate the cost function profi le are also proposed. Last but not least, a technique that uses PQ at the circuit level is proposed.

A Sel ecti ve H ardeni ng M ethodol ogy f or Combi nati onal Logi c

It is w ell know n that hardening techniques can be applied in order to mitigate transient errors. The issue w ith traditional hardening is that it consumes excessive area and/ or energy to be cost-effective (specially concerning commercial applications). Selective hardening, w hich is applied only to a design's most error-sensitive parts, offers an attractive alternative [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF][START_REF] Polian | Selective H ardening: Tow ard Cost-Effective Error Tolerance[END_REF], as previously explained in Section 2.5. 2. This section explores the idea that blocks of a digital circuit (i.e., standard cells) can be classifi ed or ranked w ith respect to their relative signifi cance to the overall circuit reliability. That ranking takes logical masking into account. With the ranked list of blocks, then it is possible to apply selective hardening either by using H BD techniques or by more generic fault tolerance techniques like TM R.

The w ork of N aviner et al. [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF] and several of the w orks studied by Polian et al. in [START_REF] Polian | Selective H ardening: Tow ard Cost-Effective Error Tolerance[END_REF] assume that different blocks of a circuit can yield different improvements in the circuit reliability. Thus, those methods are able to identify w hich are the critical gates in a design from a reliability point of view. The w ork presented in this Section does the same w hile also performing a cost reasoning of the hardening of each of those gates. For instance, it is quite less costly to triplicate an inverter than to triplicate an XOR gate w ith 2 or 3 inputs.

In [START_REF] Zoellin | Selective H ardening in Early Design Steps[END_REF], a strategy based on gate-level information w as proposed. The method does not take into account any electrical or timing information as a means to select the critical gates of a design w hile still on its early phases. A lthough the selection procedure does not take into account other masking phenomena, simulations of the hardened circuit considering these phenomena w ere performed and the results suggest that these masking mechanisms have little infl uence w hen selecting critical nodes. Later, in [START_REF] Polian | Selective H ardening: Tow ard Cost-Effective Error Tolerance[END_REF], the authors have evaluated the validity of choosing critical nodes of a circuit based only on its logical masking ability and have come to the same conclusion. Thus, both papers present enough evidence that logical masking can be used to selective hardening means. This approach w as also follow ed in the methodology reported in this section.

In [START_REF] Pagliarini | Selective H ardening M ethodology for Combinational Logic[END_REF], the use of cost-based selective hardening methodology w as proposed. By using an additional hardening affi nity parameter, a trade-off betw een the cost and the reliability gain is then clearly established. Such parameter can be seen as a hardening cost, w hich allow s the designer to drive the methodology using accurate cost values for the hardening of each block. Furthermore, the proposed methodology takes into account the effects of multiple faults since those are more prone to happen now adays. The methodology itself is scalable, since it relies in an algorithm w ith linear complexity (SPR). The details of this w ork are show n in this section.

Prel i mi nari es

The reliability of a given circuit is the degree of confi dence observed in the outputs of this circuit, given a certain scenario in w hich faults are expected to occur w ith a given probability. In this section, all the obtained reliability fi gures of a circuit come from using the SPR algorithm, show n in Section 2.4.2. Let us then defi ne signal reliability.

Si gnal Rel i abi l i ty

Signal reliability of a given signal is defi ned as the probability that this signal carries a correct value. So, it is assumed that a binary signal x can also carry incorrect information. This results in the fact that x can take four different values: correct zero (0 c ), correct one (1 c ), incorrect zero (0 i ) and incorrect one (1 i ). Then, the probabilities for occurrence of each one of these four values are represented in matrices, as show n bellow [START_REF] Franco | Fiabilit é du Signal des Circuits Logiques Combinatoires sous Fautes Simultan ées M ultiples[END_REF][START_REF] Franco | Reliability of Logic Circuits Under M ultiple Simultaneous Faults[END_REF]:

P (x = 0 c ) P (x = 1 i ) P (x = 0 i ) P (x = 1 c ) = x 0 x 1 x 2 x 3 (4.1) 
The signal reliability for x, noted R x , comes directly from expression (4.2), w here P (:) stands for the probability function:

R x = P (x = 0 c ) + P (x = 1 c ) = x 0 + x 3 (4.2) 4.1.1 

.2 Rel i abi l i ty of a Bl ock

Digital circuits are composed of many connected blocks, typically standard cells. Let us consider one of these blocks w hich performs a function on a signal x in order to produce a signal y, i.e., y is the output of the block. The probability that this block fails is given by p, such that (0 p 1). Thus, q = (1 p) is the probability it w orks properly. Reliability of the signal y can be obtained as: R y = (x 0 + x 3 ):q + (x 1 + x 2 ):p (

Equation ( 4.3) show s that, w hen the input signal is reliable, the output signal reliability is given by q. This implies that for fault-free inputs, the reliability of the output signal is given by the inherent reliability of the block that produces this signal. M ore complex scenarios are evaluated by also taking into account the truth table of the logic blocks (refer to Section 2.4.2).

Sel ecti ve H ardeni ng M ethodol ogy

The reliability of a circuit consisting of several blocks depends on the reliabilities of these individual blocks. This is show n in equation ( 4.4) for a circuit consisting of K blocks, w here R is the circuit's reliability and q i , q j stand for the reliabilities of the blocks b i , b j respectively (1 i ; j K ). R = f (q 1 ; q 2 ; :::q i ; :::q j ; :::q K ) (

A ssume that the blocks are independent in the sense that changing the reliability of a given block b i has no impact on the reliability of another block b j w ith i 6 = j .

If w e consider that a reliability change of a single block b i brings in its new reliability q i , the circuit's reliability becomes R i . Because different blocks b i and b j make different contributions to the reliability of a circuit, changes of different blocks may produce different values R i and R j [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF].

The methodology here proposed assumes that there is a hardening technique able to improve the reliability of a given block b i , such that q i = 1. This is not a restriction, it is just a simplifi cation, other values are also possible. Then, for all blocks of the circuit, an evaluation run of the SPR algorithm is executed. In each evaluation run, a node b i is selected, q i is allow ed to be 1, and the new reliability value R i is obtained. This effort is only possible since the complexity of the SPR algorithm is linear.

A fter all initial evaluation runs are performed, a list of all R i values is obtained. A t this point, one could sort the list and select the block w ith the highest R i to be hardened. This is the approach follow ed in [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF]. N evertheless, the interest here is to establish a trade-off betw een the cost of hardening this block against the cost of hardening any other block. In order to do so, a new parameter H a i is introduced, a parameter capable of expressing the hardening affi nity of such block.

The parameter H a i of each type of cell is defi ned by the user. It must be constrained in the interval [0,1]. This parameter is generic and can be used to express any type of hardening trade-off: area, delay, pow er or combinations of the previous. The H a i of w hichever is the smallest, fastest or less pow er consuming cell in a library is taken as a reference value and is alw ays 1. A ny other cell w ill have a H a i < 1.

Such parameter can also be used to model other situation of particular interest: assume that a certain cell is available in tw o versions in the same standard cell library, let us say X OR t and X OR h . The former is a traditional design w hile the latter is a hardened by design version. In this case, the cell itself is also the hardening technique and it has no additional cost to be implemented. N evertheless, the cost can be different from X OR t to X OR h . When X OR t is used, its cost is proportional to having 3 X OR t cells, w hile the X OR h cost is proportional to one single instance of it. N evertheless, this is sort of a special scenario and w ill not be considered. Our experiments consider that all cells in a library exist in standard versions w ithout any H BD applied. Table 4.1 show s some of the H a i values for some cells that w ere used in the experiments. These values are extracted from an actual 90nm standard cell library provided by Synopsys [START_REF]SA ED 90nm Generic Library[END_REF]. In our analysis w e considered that only the dynamic pow er of the blocks w ould be considered to calculate the hardening affi nity. So, for each cell in the library, w e have divided the dynamic pow er of the smallest inverter in the library by the given cell actual dynamic pow er. It is possible to notice that negated cells (like N OR and N A N D) benefi t from the CM OS natural inversion and have a higher hardening affi nity. It is also possible to notice that inverters have the smallest dynamic pow er of all cells. A ll the other H a i values are normalized. A fter each cell's affi nity is know n, it is necessary to use these values to decide w hich block should be selected for hardening. This step of the methodology introduces a new value, the reliability gain or reliability difference, given by Rg i . This is the difference from the circuit reliability before (R) and after (R i ) a single block w as hardened. For each evaluation run, this value is calculated as follow s:

Rg i = R i R (4.5) 
The Rg i value obtained from (4.5) is then used to calculate the reliability-affi nity product as follow s:

P r h i = Rg w1 i H a w2 i (4.6)
Weights w1 and w2 are applied in (4.6). In other w ords, the user may choose if reliability should be more important than pow er or vice-versa, and by w hich amount. In the experiments that are presented in Section 4. 1.3, these values w ere set as w1 = 2 and w2 = 1.

Once the value of (4.6) has been calculated for all cells, these are sorted and the highest value is picked. This block is then assumed to be hardened and the new circuit reliability (R i ) is obtained. This reliability is then compared against a user-given reliability target. If it is low er than the target, the methodology algorithm starts again and all cells still not hardened are considered as candidates. Otherw ise, if the target is met, the algorithm ends and outputs the ordered lists of cells to be hardened.

Compari son w i th an A ccurate Rel i abi l i ty A nal ysi s A l gori thm

Reliability values used in (4.5) and (4.8) come from SPR analysis. A n accurate analysis is possible using the multi-pass algorithm referred as SPR-M P. It is w ell know n that both algorithms produce different values for the reliability of a circuit. Yet the interest is to compare how w ell SPR estimates the critical node in comparison w ith the actual critical node that w ould be obtained w ith SPR-M P.

Let us fi rst consider a simple circuit, c17, w hich has only 6 nodes. By applying the methodology using both algorithms just once and neglecting a reliability target given by the user, tw o lists of b i nodes are created. These lists are sorted according to the R i of each node and are referred as L b . These lists are show ed in Tab. 4.2. The meaning of each column of Tab. 4.2 is as follow s:

Posi ti on is the ranking of the nodes according to R i .

SPR-M P's L b is the list of nodes generated by the SPR-M P algorithm, i.e., the accurate list.

SPR's L b is the list of nodes generated by the SPR algorithm.

Posi ti on di ff erence is the difference in the ranking from column 3 w ith respect to column 2. For instance, block 4 is ranked fi rst in the SPR's L b list w hile it is ranked second in the SPR-M P's L b list, thus the difference is of one position.

N ormal i zed di ff erence is the position difference given in column 4 divided by the maximum position error possible. In this example it is 5 since the circuit has 6 blocks.

A ccording to the analysis of the circuit c17 presented in Tab. 4.2, the average error introduced by the SPR algorithm is 13.3%. This same analysis w as performed for other circuits w ith different profi les, all containing multiple reconvergent fanouts branches. The selected circuits are very limited in size since the execution times of the SPR-M P algorithm are very high even for medium-sized circuits. The details of the chosen circuits are as follow s: 74283, a 4 bit adder. AOI, w hich contains an and-or-inverter logic and 2 multiple fanouts. AOIX2, w hich contains a larger and-or-inverter logic follow ed by a buffer netw ork w ith many multiple fanouts. decoder, w hich contains a large or-like logic to decode 8 inputs. Each input feeds many gates so reconvergent fanouts appear already in the inputs. chain, w hich contains a chain of inverters and OR gates. Table 4.3 summarizes the comparison of all the presented circuits plus the already presented c17 one. The results in Tab. 4.3 clearly show that for some circuits both algorithms produce the same list of blocks to be hardened. Yet, for the circuits c17, 74283 and AOIX2 the maximum error is quite high. A deeper analysis is performed for such circuits, w here the error distribution is analyzed.

The error distribution for the 74283 circuit is show n in Fig. 4.1, w here the nodes in the x axis are sorted according to R i (the actual labels are the ids of the blocks in the circuit). It is possible to notice that some blocks have a higher error probability. That is not the case for the blocks that are closer to the y axis (w hich are exactly the best candidates for hardening). This same profi le, w here the error is not that high in the elected block, is also seen in the error distribution of the other circuits. The same profi le is also observed after some cells have already been elected for hardening. Thus, our results are presented using the SPR algorithm only, w hich allow s the analysis of larger circuits from the ISCA S'85 set [110].

In the particular case of the AOIX2 circuit, the higher error values are due to the relatively high large number of fanouts and it is show n in Fig. 4.2. Regarding the circuit c17, it only has 6 cells. So any small difference is very meaningful, even in relative terms.

Experi mental Resul ts

The methodology described in Section 4. 1.2 w as applied to several ISCA S benchmark circuits [110]. Each block from each circuit w as set using q i = 0:9999. The reliability target w as adjusted so a decrease of the unreliability w ould be reached for each circuit. The results are presented in tables 4.4 a reduction of at least 20% (w ith respect to the original unreliability) w hile the latter contains the results for a reduction of at least 40%. The original unreliability of each circuit is given in the second column of the aforementioned tables. The column entitled " Original Pow er " contains the sum of the dynamic pow er of all cells of each circuit. The columns entitled " H ardened Cells" contain the amount of cells that are selected for hardening. By using the hardening affi nity parameter, this number tends to increase. Then, the columns entitled " Pow er " contain the sum of the dynamic pow er of all cells of the new version of the circuit. A fairly simple assumption w as made: on hardening a given node w e should add three times the value of the pow er of that node to the overall circuit pow er.

Thus the additional pow er that w ould be consumed by a voter is not considered. Once again, this is a simplifi cation. A voter can be considered for a group of cells and not for a single cell, otherw ise the costs can become unfeasible quite fast. A ssuming one voter for each hardened cell w ould create a large cost both in terms of area and pow er. Therefore the pow er fi gures given in the tables are a minimum value estimate. Voter placement (i.e., TM R granularity) is not the scope of this w ork.

In tables 4.4 and 4.5, some pow er fi gures are highlighted in bold. It is clear that applying the methodology considering the hardening affi nity is an effective trade-off betw een pow er and reliability in those cases. This does not mean that the methodology is not ap- propriate for the other circuits. In fact, it means that the current choice of parameters w1 and w2 might not be a good one for the circuits that are not highlighted. Figure 4.3 show s only the circuits for w hich the methodology (and its chosen w eights) is effective. The data are the same from the tables, thus the same scenario applies: same values of parameters w1 and w2 and voter cost is neglected. The pow er values show n on the y axis are normalized w ith respect to each circuit's original pow er. 
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Compari son

A straightforw ard comparison w ith other methodologies is not simple since the goals are different. The results presented in [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF] are in alignment w ith the results presented in this w ork, w hich is a strong suggestion that multiple faults do not have a large impact on the decision of w hich node to harden. M ultiple faults have a considerable impact on the actual reliability of a circuit. Thus, they are important w hen determining the trade-offs betw een cost and reliability.

A radiation hardening technique for combinational logic is proposed in [START_REF] Zhou | Cost-effective Radiation H ardening Technique for Combinational Logic[END_REF]. The hardening is achieved by increasing the gate size of some critical nodes in the circuit but no hardening against defects is mentioned. Thus the technique presented here is more of a general solution since it is technology-independent. The overheads mentioned in [START_REF] Zhou | Cost-effective Radiation H ardening Technique for Combinational Logic[END_REF] are not directly comparable.

N evertheless, in qualitative terms, it is easily observed that certain cells have a larger impact in the reliability of the circuit than others. This observation is highlighted in [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF][START_REF] Polian | Scalable Calculation of Logical M asking Effects for Selective H ardening A gainst Soft Errors[END_REF][START_REF] Zhou | Cost-effective Radiation H ardening Technique for Combinational Logic[END_REF]. The same w as also observed in the experiments show n in Section 4. 1.3. There are some particular cases, like the one illustrated in Fig. 4.4, w here choosing the correct node to harden has a large impact in the overall circuit reliability. The analysis depicted in Fig. 4.4 is from the circuit c1355.

Regarding Fig. 4.4, it contains the R i values related to the hardening of all possible cells. The nodes in the x axis are ordered by the reliability gain that hardening that node w ould produce. The circuit w as evaluated given the parameter q i = 0:9999 for each cell. In absolute terms the difference from the best to the w orst candidate is not large. Yet, usually several cells are selected for hardening (as in Tab. 4.5), so these values accumulate. Thus choosing the best candidate for hardening is critical.

It must also be mentioned that the methodology can be integrated in commercial design fl ow s in a very straightforw ard manner. Other cost-effective schemes are also possible since the methodology has a generic parameter to defi ne the hardening affi nity of a node. The study of the relationship betw een parameters w1 and w2 is a matter for a future w ork.

Follow ing the w ork show n in this section, w e have proceeded w ith the investigation of multiple faults and their effects in the reliability of a circuit. Section 4.2 show s a modifi ed methodology that limits the effect of multiple faults locally in the circuit. 4 Concerning those multiple faults, their source determines the locality profi le of the faults. Physical defects can be randomly distributed in the circuit but they can also show locality patterns [START_REF] Koren | Defect Tolerance in VLSI Circuits: Techniques and Yield A nalysis[END_REF][START_REF] Benw Are | Determining a Failure Root Cause Distribution From a Population of Layout-Aw are Scan Diagnosis Results[END_REF]. On the other hand, multiple faults caused by SEEs alw ays have a locality profi le. What is presented in this section is a modifi ed version of the methodology presented in Section 4.1. The w orks described in [START_REF] Pagliarini | Selective H ardening M ethodology Concerning M ultiple Faults[END_REF] and [START_REF] Pagliarini | Selective H ardening A gainst M ultiple Faults Employing a N et-based Reliability A nalysis[END_REF] describe the methodology and are summarized in this section.

I ntroduci ng a H euri sti c-Based Local i ty Bi as

When a digital circuit is designed using standard cells, a placement step is executed during the design fl ow. Those gates that are logically connected have a certain probability of being actually physically close to each other. Since placement algorithms [START_REF] Fujiyoshi | VLSI M odule Placement Based on Rectangle-packing by the Sequence-pair[END_REF] try to reduce w irelength, it makes sense that those cells are close to each other. A nd, since these cells are close enough to each other, they might be susceptible to charge sharing effects. Several parameters related to the technology being used have to be considered to determine if the effect itself occurs, but given its occurrence, having a short distance betw een nodes is mandatory.

The illustration in Fig. 4.5 depicts a scenario in w hich multiple faults could occur. The image show s three row s of standard cells and the A N DX0 cell in the fi rst row is considered the strike site of an energetic particle. The area under the red circle represents the neighbourhood region of the struck node. Such neighbourhood is susceptible to charge sharing, i.e., the red circle represents the charge sharing cloud. The cells draw n in yellow are the ones that could possibly be affected (i.e., they are inside the considered radius thus they might have their outputs toggled). The cells represented in light blue are the ones not affected.

In [START_REF] Pagliarini | A nalyzing the Impact of Single-Event-Induced Charge Sharing in Complex Circuits[END_REF], it is stated that, w hen considering simulation as a means to measure the effects of single-event-induced charge sharing, it is not realistic to inject multiple random faults. Such approach can easily overestimate the actual circuit sensitivity to single event effects. The affected nodes must be placed together in a certain minimum distance for this phenomenon to occur. Such unrealistic scenario is depicted in Fig. 4. [START_REF] Zambuja | Exploring the Limitations of Softw are-based Techniques in SEE Fault Coverage[END_REF]. It is possible to notice that the analysis could be completely inaccurate, since the A N DX0 cell that is exactly under the charge cloud is not taken into account w hile cells that are 2 row s aw ay from the strike site are. In accordance w ith [START_REF] Pagliarini | A nalyzing the Impact of Single-Event-Induced Charge Sharing in Complex Circuits[END_REF], the use of a locality bias w as introduced w hen performing selective hardening. The bias is used here as a heuristic and is introduced through the concept of net hardening. Instead of hardening a single cell or a set of random cells, only nets are considered. H ardening a net means hardening all the cells that are logically connected to it. This is represented in Fig. 4. [START_REF] Baumann | Soft Errors in A dvanced Semiconductor Devices-part I: the three Radiation Sources[END_REF].

M any studies have been performed w ith the sole goal of characterizing the charge sharing profi le [START_REF] Witulski | Charge Collection and Charge Sharing in a 130 nm CM OS Technology[END_REF][START_REF] Musan | Laser Verifi cation of Charge Sharing in a 90 nm Bulk CM OS Process[END_REF][START_REF] Tkinson | Single-event Characterization of a 90-nm bulk CM OS digital cell library[END_REF]. Factors such as particle's energy, angle of incidence and the type of the device that w as struck (i.e., N M OSor PM OS) should be considered for obtaining a realistic scenario. In our analysis, w e assume a particle alw ays has enough charge and intensity, thus all cells in a given net are affected by the strike. This approach remains as an approximation of the real behavior since some cells might not be considered, such as both inverters in the middle row of Fig. 4.7. It is also important to mention that this type of analysis does not require a placed circuit. A ny circuit that has undergone logical synthesis is suitable since the information on how cells and nets are connected is already know n. N evertheless, such information is not precise since placement and optimizations are still to take place. Thus, our strategy is similar to a heuristic: accuracy is compromised for time, i.e., the analysis might be executed earlier in the design fl ow. A fruitful discussion regarding the validity of an approach similar to this is given in [START_REF] Zoellin | Selective H ardening in Early Design Steps[END_REF], in w hich the authors verify that the improvements predicted at gate-level analysis are indeed obtained at the fi nal circuit.

N ode Sel ecti on

First, each cell in the circuit is already characterized by a q i value, the singular reliability. Such value expresses how reliable a cell is. Similarly to w hat w as show n in Section 4.1, it is considered that a reliability change of a single cell b i brings its new reliability to q i and the circuit's reliability R then becomes R i .

In this modifi ed version of the methodology show n in Section 4.1, it is still assumed that there is a hardening technique that is able to improve the reliability of a given block b i , such that q i = 1. The difference here is that it is assumed that, w hen a cell is hardened, its area becomes three times bigger than before. The choice of this value w as inspired by the TM R technique (although the cost of adding voters is neglected). The analysis does not rely on TM R, any hardening technique can be applied, as long as the cost given by the increase in area is properly modelled. These considerations are not restrictions, they are just simplifi cations.

That being said, w hat follow s is that for all nets of the circuit, an evaluation run of the SPR algorithm is executed. In each evaluation run, all cells that are connected to a given net are selected, q i of each cell is allow ed to be 1, and the new reliability value R i is obtained (check Fig. 4.8). In general, the number of nets in a circuit is from the same order of magnitude of the number of gates. Once again, the effort of analyzing every net is only possible since the complexity of the SPR algorithm is linear.

A fter all initial evaluation runs are performed, w e obtain a list of all R i values (R i is defi ned exactly as in (4.5), except nets are used instead of gates). The size of the list is proportional to the number of nets in the circuit. A t this point, one could sort the list and select the net w ith the highest R i to be hardened. A graphical representation of this is given in Fig. 4.9, in w hich is possible to observe that some nets (the ones in the left portion of the image) are much better candidates for hardening than others. Still regarding Fig. 4.9, the numbers in the horizontal axis represent the identifi ers of each net.

H ardening the candidates from Fig. 4.9 w ould be similar to apply the approach described in [START_REF] De B. N Aviner | Reliability A nalysis Based on Signifi cance[END_REF]. N evertheless, the interest is to establish a trade-off betw een the cost of hardening a single net versus the cost of hardening any other net. In order to do so, a new parameter is introduced to express the hardening affi nity of a cell, given by Cha i . N otice that this parameter is slightly different from the one previously show n in Section 4. 1. In the previous defi nition of Cha i , no value is higher than 1. In this new defi nition values can be higher than 1. Later, this parameter w ill be able to provide a comparison basis betw een nets.

The parameter Cha i of each type of cell can be defi ned by the user manually or generated by the analysis itself (based on a library description). This generic parameter still can be used to express any type of hardening trade-off: area, delay, pow er or combinations of the previous.

In Tab. 4.6, some of the values that w ere used in the experiments are show n. These are extracted from the same 90nm standard cell library provided by Synopsys [START_REF]SA ED 90nm Generic Library[END_REF]. A rea w as the only parameter taken into account to calculate the hardening affi nity Cha i show n in Tab. 4.6 . Then, for each cell, the given cell actual area w as divided by the area of the smallest inverter (IN VX0) in the library. In order to defi ne the affi nity of the nets, another parameter is introduced: N ha i , w hich is defi ned as the sum of all the Cha j values, given that j is a cell connected to a net i , as show n in the follow ing equation:

N ha i = X Cha j (4.7) 
The N ha i values of the nets are then used in a cost function, w hich provides the trade-off betw een reliability and hardening cost. The higher the value of N ha i , the w orst candidate the net is. Before using the cost function, all N ha i values are normalized, i.e., divided by the highest N ha i value found. Doing this sets all N ha i values in the [0, 1] interval (since the reliability gain is also in the same interval). The cost function is then expressed as follow s:

C i = (Rg i ) w1 =(N ha i ) w2 (4.8) 
w here w1 and w2 are w eights to be applied. By using those w eights, it is possible to choose if reliability should be more important than hardening costs (or vice-versa), and by w hich amount. Finally, the net w ith the higher value of C i is selected for hardening. If the target reliability improvement has not been reached then another round is performed to choose the next net for hardening. Such iterative analysis fl ow is depicted in Fig. 4 The need to use some sort of relation or cost function is highlighted in Fig. 4.10, in w hich it is evidenced that hardening costs and reliability improvements have non-similar trends (the N ha i values used in the image are purposely not normalized to draw attention to the high values). For instance, it is possible to identify a terrible candidate for hardening in the middle portion of the image (around net 188). Such candidate has a remarkably high affi nity and a less than average increase in reliability. On the other hand, it is possible to identify good candidates for hardening in the left portion of the image (in the plateau right before net 65). Such candidates have acceptable hardening costs and above average increases in reliability.

Experi mental Resul ts

The methodology previously described w as applied to a set of benchmark circuits, most of them from the ISCA S'85 set. Each cell of each circuit w as set w ith a q i value of 0.999. The w eight parameters w ere set as w1 = 1 and w2 = 1 for all experiments. A ll gates in the library w ere characterized as previously discussed, i.e., based solely on an area criterion.

In the fi rst experiment, the hardening goal w as set to achieve a relative increase of at least 10% in the reliability of the circuits. The results are show n in Tab. 4.7, in w hich the fi gures in bold highlight scenarios w here the methodology w as more effective (w hen compared to not using the hardening affi nity). N ot using the hardening affi nity is the equivalent of setting w2 = 0, i.e., the cells' area is not taken into account.

Regarding the improvements in reliability, it must be emphasized that they are relative. For instance, a circuit w ith a reliability of 99%, after being hardened by 10%, w ill reach 99.1%. In other w ords, a relative increase of 10% in reliability is actually a decrease of 10% in the unreliability (in the given example, unreliability goes from 1% to 0.9%).

The results presented in Tab. 4.7 show that, w hen the hardening affi nity is not used, there is an average increase of 24.45% in circuit area. On the other hand, w hen applying the methodology described in this section, there is a much smaller increase in area, 9.95% on average. A remarkable result is obtained for the circuit 74283, in w hich the area increase is diminished from 32.2% to 10.8%. Such circuit is quite small (it contains only 40 cells) and, even so, the methodology w as able to fi nd candidates that w ould increase the reliability effectively.

The results concerning a relative increase of 20% in the reliability are presented in Tab. 4.8. A n average area increase of 39.1% is obtained w hen the methodology is not It is notew orthy that the reliability improvement percentages show n in tables 4.7 and 4.8 are not large ones. N evertheless, it must be emphasized that they are adequate for a scenario in w hich there is a (very) thin hardening budget. A dditionally, there is a certain point w here selective hardening is no longer feasible, and a global redundancy solution such as TM R becomes more interesting. This is clearly represented in Fig. 4.11, w hich plots the area increase versus reliability improvement trend for the circuit 74283. For instance, it is possible to improve the reliability relatively by 30% by paying a 25% increase in area. Yet, w hen the reliability improvement target is larger than 70%, the required circuit area more than doubles.

In Tab. 4.9, it is show n, for both experiments, both the execution time and number of hardened nets. The execution times w ere measured in a QuadCore CPU, running at 2.40GH z. The number of hardened nets more than doubles (on average) from the fi rst experiment to the second. It is also possible to notice that the execution time is linearly proportional to the number of hardened nets.

Some of the execution time values show n in Tab. 4.9 can be considered high. Because of that, different w ays to perform the analysis have been researched. The profi le of the C i function w as studied and heuristics for reducing the execution time have been proposed. Section 4.3 details those heuristics. 4 The selective hardening approach applied here is based on the net hardening concept presented in this section. Some issues arise w hen combining both techniques, w hich requires a proper modelling of the problem, to be discussed further in the text.

When it comes to circuit hardening, TM R has been frequently used as a generic fault tolerance technique. The concept is to simply place three copies of the same circuit or system operating in parallel and to vote the outputs to eliminate possible discrepancies. A s long as only 1-out-of-3 copies is faulty, the fi nal output w ill remain correct. This is the same approach adopted in the proposed methodology to mitigate single faults.

Scenari o

A s previously mentioned, single faults are still more common than multiple faults. Considering a scenario w here hardening against both is required, our approach w as to fi rst apply global TM R to the w hole circuit in order to tackle all single faults. A fter that, it w as necessary to choose a hardening strategy for multiple faults.

H igher order N M R (N -M odular Redundancy) could be used as w ell, but the costs associated w ith this strategy could be overw helming: using 4M R is not exactly practical because majority cannot be decided in the case of tw o faulty modules. On the other hand, 5M R is practical, but it imposes a tremendous effort to be applied, since both area and pow er are roughly multiplied by fi ve. The solution applied in this w ork is to use selective hardening and perform local TM R in the copies of the global TM R, as represented in Fig. 4. [START_REF] Stapper | Integrated Circuit Yield Statistics[END_REF].

Since all the primary outputs of the circuit are already connected to voters, the hardening methodology w ill alw ays be able to cope w ith one faulty module. Thus, w hen performing local hardening, it is done in only 2-out-of-3 modules. By doing so, some of the hardening budget is saved. Whenever a gate is selected for further hardening by local TM R, 3 copies of it are already present in the circuit, one in each module. A fter local TM R hardening, 2-out-of-3 modules w ill be locally tripled, raising the number of copies A r e i n cr e a se of that same gate to 7 (3 in the fi rst module, 3 in the second module and 1 in the third module).

A lso, for simplicity reasons, the analysis here depicted does not take into account the area cost of voters, neither the local nor the global ones. This is not an issue since the technique being applied locally does not need to be TM R. Other techniques can be used as w ell w ithout changing the w ay critical gates are chosen.

M odel l i ng

Proper modelling of the circuit is required w hen global TM R is applied. First, let us assume a non hardened version of the c17 circuit, as presented in the left hand side of Fig. 4. [START_REF] Koren | Defect Tolerance in VLSI Circuits: Techniques and Yield A nalysis[END_REF]. If SPR analysis is performed as previously described and all gates are ranked accordingly, a certain order in w hich the gates (or nets) should be selected for hardening is obtained. N evertheless, if the same analysis is performed for the same circuit that w as already TM R'd, this order might not be the same (see the right hand side of Fig. 4.13).

This further complicates matters for simulation based analysis, since it suggests that performing analysis using a single copy of the circuit does not lead to optimal results. Therefore, the full TM R'd version of the circuit should be simulated, w hich increases the number of fault sites by 3 (assuming fault-free voters). The same hardening ranking analysis w as done for the circuit 74283 and it is graphically depicted in Fig. 4. [START_REF] Benw Are | Determining a Failure Root Cause Distribution From a Population of Layout-Aw are Scan Diagnosis Results[END_REF]. Both lines draw n in Fig. 4.14 w ere obtained from evaluating the hardening cost function, before and after global TM R. In every occasion that the black dotted line is under the red solid line, more than optimal (thus, incorrect) decisions are made. When the opposite happens, suboptimal decisions are made.

It is important to notice that the analysis takes into account the logical masking capabilities of the logic gates. A nd these capabilities do not change, either if the circuit is tripled or not. What actually happens (and explains the order changes in fi gures 4.13 and 4.14) is that the voters placed by global TM R may actually mask the same faults (or pattern of faults) that a given gate already masks. In relative terms, it is then possible to say that gates 'lose' some masking capability since they start to share that same capability w ith the global voters. It is even more precise to state that some gates become less important from a masking point of view.

In the particular analysis done in Fig. 4.14, 8 out of 40 cells are evaluated out of order, w hich represents an error rate of 20%. In other w ords, one out of fi ve times a cell is picked for hardening, an erroneous decision is being made. In a scenario w here the hardening budget is tight, this 20% error margin might be representative. This margin might be even more impacting if consecutive erroneous decisions are taken.

Resul ts

The experiment's goal w as to harden the circuits as much as possible, but alw ays limiting the increase in area. In other w ords, the idea is to improve the circuit reliability as much as possible w ithin an area-based hardening budget. The comparison basis is a hypothetical 4M R version of the circuit, i.e., selective hardening is performed until the circuit reaches the same size as a 4M R hardened version (roughly a 300% increase in area). The assumed hypothesis is that 4 times the circuit area is a good commitment betw een area increase and gains in reliability.

M ost of the circuits chosen are benchmarks from the ISCA S'85 set. The details regarding such circuits are given in Tab. 4. [START_REF] Galey | Techniques for the diagnosis of sw itching circuit failures[END_REF]. The area values w ere obtained by summing the area of all gates as if the circuit had been synthesized using a 90nm library [START_REF]SA ED 90nm Generic Library[END_REF]. N o placement utilization factor or routing is taken into account.

Results are summarized in Tab. 4.11, in w hich the values in the columns entitled 'area increase' are proportional to the original circuit's area; w hile the columns entitled 'SPR' contain the output of the algorithm, i.e., the probability that all outputs of the given circuit w ill be correct at the same time.

Some of the hardened circuit versions are actually bigger than a 4M R version (c17w ith 333% and 74283 w ith 303%), but that is due to the small size of the circuits. A lthough not show n in Tab. 4.11, the execution time of the analysis is not long. For instance, the analysis of the circuit c499 takes only 80 seconds in a modern computer. Even the biggest of the circuits, c3540, can be analyzed in a few hours. In Section 4.3, heuristics that are able to reduce the execution time even further w ere proposed. These heuristics exploit circuit regularity.

In order to better understand the decreases in circuit susceptibility to SETs, Fig. 4.15 contains a plot of both SPR columns from Tab. 4.11, as w ell as a plot of the circuit reliability before any hardening technique is applied. The SPR reliability results are inverted, i.e., the results plotted are given by 1 R. This value is referred as the circuit susceptibility to SETs. The c1355 circuit presents a remarkable result: a reduction of 79.9% in the susceptibility w ith an relative increase of 33% in area.

Tw o main conclusions can be taken from the analysis of Fig. 4. [START_REF] Ferguson | Testing for Parametric Faults in Static CM OS Circuits[END_REF]. The fi rst is that hardening against single faults by using global TM R w ill provide a substantial increase in the circuit reliability. The vertical axis of Fig. 4.15 is plotted in a logarithmic scale, thus for some circuits w e see a reduction in the SET susceptibility that is higher than 2 orders of magnitude. The second conclusion is that further reductions are possible, but the costs become large very quickly w hile the reliability gains increase at a low er pace. For instance, if w e take circuit c2670, an decrease in susceptibility in the order of 21.7% is seen. That decrease comes w ith an increase of 33% in area. cost function profi le for the circuits c432 (a channel interrupt controller) and c499 (32bit single-error-correcting circuit). These circuits w ere chosen particularly because they present tw o very contrastive profi les that are of interest.

Concerning fi gures 4.16 and 4.17, it must be highlighted that the higher the value of the cost function, the best candidate for hardening the net is. The nets in the x axis are ordered according to the result of the cost function.

The illustrations in both fi gures w ere obtained using the parameters q i = 0:999 and q i = 1. Other combination of values cause slight changes in the plots, i.e., the profi le of the function remains the same. In other w ords, the profi le of the function is highly related to the logic masking capabilities and the affi nity of each gate. The closer a gate is to the y axis, the better candidate for hardening it is.

The illustration in Fig. 4.16 presents a profi le that contains a fast drop in the function, observed in the very fi rst gates. Circuits that have some degree of regularity (e.g., adders and multipliers) have a profi le w ith some similarities w ith the one in Fig. 4.17, w here a 'step-like' pattern is observed. Each 'step' or plateau represents a set of gates that has a similar functionality in the circuit, therefore they can be hardened in any given order. Taking into account both profi les that w ere presented, tw o heuristics have been defi ned in order to decide w hen selective hardening starts to impose an impractical cost. Those heuristics are explained in details in the next sections. 

Sum of El ements H euri sti c

This heuristic w as defi ned to create a stop point w hen the sum of the C i terms from the elements that w ere already hardened reaches a threshold. Let C 0 be the value of the cost function for the best hardening candidate. Then the target becomes to fi nd a value j such that:

j X i = 2 C i K C 0 (4 .9) 
K is an empirically chosen constant. In other w ords, the threshold is defi ned as K times the value of the cost function for the fi rst hardened gate. This heuristic can be interpreted as an integral that sums the area under a curve. For the sake of comparison, in the results that follow, the parameter K w as empirically set as K = 10.

Percent Wi se H euri sti c

This heuristic w as defi ned to create a stop point at the fi rst C i value that is low er than X % of the fi rst term (C 0 ). This heuristic can be interpreted as an horizontal threshold value. When the function crosses that threshold it is no longer feasible to perform selective hardening for the remaining gates.

For the sake of comparison, in the results that follow, the parameter X w as empirically set as X = 50%. In other w ords, any gate that improves the circuit reliability w ith a C i value that is less than half of C 0 should not be hardened, i.e., hardening is only applied to those cells that are at least half as effective as the fi rst candidate.

Compari ng the H euri sti cs

Both heuristics w ere applied to the circuit c1355 (w hich is also a 32-bit single-errorcorrecting circuit). Deciding w hich parameter value is more appropriate for each circuit is a complex task. For instance, for the circuit c1355, the fi rst heuristic w ould select 11 gates for hardening, w hile the second heuristic w ould select 201 gates. H ardening 201 out of 546 gates (around 36%) might be a hard assignment, since most of the times the area budget w ill not allow for such hardening (the total circuit area w ould become 76% larger).

N evertheless, selecting 11 out of 546 gates (around 2%) might be a better and more suitable choice. A long the same lines, applying the percent w ise heuristic to the circuit c432 w ould result in only 2 gates being selected for hardening, w hich could left some of the hardening budget unused.

In the next section w e present the results for other circuits and w e also extend the discussion regarding w hich heuristic (and associated parameter) is more appropriate for w hich scenario.

Experi mental Resul ts

The methodology described in Section 4. 1.2 w as applied to several ISCA S benchmark circuits. Each gate from each circuit w as set using q i = 0:9999. The results are presented in tables 4.12 and 4. [START_REF] Koren | Defect Tolerance in VLSI Circuits: Techniques and Yield A nalysis[END_REF]. The former table contains the results for the fi rst heuristic defi ned in Section 4. 3.1 (w ith K = 10) w hile the latter contains the results for the second heuristic defi ned in Section 4. 3.2 (w ith X = 50%). In tables 4.12 and 4.13, the meaning of each column is as follow s: the column denoted " Original area" contains the sum of the area from each gate in each circuit (therefore placement utilization rate and routing overhead are not considered). The column denoted " H ardened gates" contains the amount of gates that are selected for hardening. Then, the column denoted " H ardened area" contains the circuit area of from the hardened version of the circuit, w hile the column denoted " A rea increase" contains that same value but percent w ise. A ll the area values are given in m 2 .

A n analysis of the area increase values in Tab. 4.12 reveals that the sum of elements heuristic is not prone for small circuits, causing a large overhead for the circuits 74283 and c432. For the smallest of the circuits (c17) the heuristic decides that all gates should be hardened, w hich is unacceptable w hen the goal is selective hardening. N evertheless, this can be avoided by using a smaller value for the parameter K (e.g., K = 1 elects 2 cells w hile K = 2 elects 4 cells for hardening). This is not the case for the area increase values in Tab. 4. [START_REF] Koren | Defect Tolerance in VLSI Circuits: Techniques and Yield A nalysis[END_REF]. There is no value for the parameter X that w ill be a good fi t for all circuits or even for a group of circuits. Therefore, it is quite harder to apply the percent w ise heuristic.

Compari son w i th Rel ated Work s

A straightforw ard comparison w ith other methodologies is not simple since the hardening goals are usually different. If comparing a methodology is hard, it is even harder to compare the heuristics proposed on top of a methodology.

A simple solution adopted by related w orks is to defi ne a limit or target for hardening. In [START_REF] Polian | Scalable Calculation of Logical M asking Effects for Selective H ardening A gainst Soft Errors[END_REF] a simple limit L is defi ned as the maximum number of gates to be hardened. In both [START_REF] De Barros N Aviner | A n Effi cient Tool for Reliability Improvement Based on TM R[END_REF] and [START_REF] Ban | Progressive M odule Redundancy for Fault-tolerant Designs in N anoelectronics[END_REF], a hardening limit in terms of area increase is applied. A s show n in Section 4.1 and in [START_REF] Pagliarini | Selective H ardening M ethodology for Combinational Logic[END_REF], a hardening target w as defi ned as a relative improvement in the reliability of the circuit. N evertheless, none of the mentioned w orks perform an evaluation of how hard it is to reach a hardening limit or target. This is the reason w hy the profi le of the cost function w as studied. 4. 3.6 Opti mi zati ons Generating the plots of the cost function requires a long computation time. The issue is that every time a net is selected as the best candidate, the order must be re-evaluated since shifts in the selection order are possible and often seen. In order to tackle this issue, possible w ays to optimize the computation w ere studied. These approaches w ere published in [START_REF] Pagliarini | Exploring the Feasibility of Selective H ardening for Combinational Logic[END_REF][117][START_REF] Pagliarini | A utomatic Selective H ardening A gainst Soft Errors: A Cost-based and Regularity-aw are A pproach[END_REF] If w e take SPR alone, it has a linear complexity (O(n)) w ith respect to the number of gates, w hich is a very positive property of the algorithm. N evertheless, w hen it is applied as described in Section 4.2, the execution time also becomes proportional to the number of nets in the circuit (O(n 2 ), roughly assuming the number of gates and nets is the same, given by n). A nd since there is a need to re-evaluate all nets once a net is selected, its complexity then becomes bounded by O(n 3 ).

In order to reduce the execution time, tw o approaches are proposed: the fi rst approach is an optimization based on the analysis of the regularity of the circuit and it is described in the paragraphs that follow. The second approach is to limit the scope of the analysis to the fi rst elements of the cost function, w hich are the ones that are in fact interesting for selective hardening. This scope limitation is given by the heuristic described in Section 4. 3.1. Both analysis depicted in fi gures 4.16 and 4.17 contain some plateaus, i.e., some areas in w hich the cost function has a linear decreasing trend. This apparent linearity happens because all the nets that are part of the same plateau are equivalent. By equivalent it is meant that those nets contribute equally to the overall circuit reliability as w ell as presenting the same hardening cost. A s a matter of fact, the order in w hich they are selected for hardening is not relevant. Thus, w e w ork under the fair assumption that those nets have a similar purpose in the circuit and therefore represent a certain degree of regularity of the given circuit.

From this assumption, once one of these plateaus has been detected, there is no need to proceed w ith the analysis of all nets in it. It is possible to save some execution time by estimating the profi le of the plateau as a w hole. Given the number of nets in a plateau is know n, as w ell as the value of the cost function for the fi rst element outside (after) the plateau, it is possible to plot the corresponding profi le. A fter the fi rst round of analysis is done, all nets have been submitted to SPR analysis, one at a time. The results from the fi rst round can be used to fi nd the plateaus.

This optimization w as applied to some of the ISCA S'85 circuits. The results are given in Tab. 4.14, in w hich it is possible to see that some circuits require a long execution time, even w ith this optimization. In particular, the analysis of the circuit c1908 has an execution time of more than 9 hours. A s predicted by Fig. 4.17, the analysis of the circuit c499 is much faster w hen the optimization is applied (several plateaus). It can be seen in Tab. 4.14 that the optimization has achieved reductions in the computation time of up to 89:6% for the case studied circuits.

Since the fi rst optimization that w as proposed is still not able to cope w ith large circuits, it w as combined w ith a second one. This heuristic w as defi ned to create a stop point w hen the sum of the elements already evaluated reaches a threshold, as explained in Section 4. 3.1. Using a K value of 10, the same analysis as before w as performed to the largest circuits in the ISCA S'85 set. The results are given in Tab. 4. [START_REF] Ferguson | Testing for Parametric Faults in Static CM OS Circuits[END_REF]. N otice that the column entitled 'Exec. time (h)' is given in hours and, w hen a circuit required more than a day to be analyzed, it w as assumed that its analysis is completely unfeasible and the execution of the algorithm w as canceled. The values in the column show ing the execution time after optimizations are given in seconds.

The second proposed approach has obtained even more substantial results, reducing the computation time from the order of days to minutes for some of the circuits. This can be clearly seen in Tab. 4. [START_REF] Ferguson | Testing for Parametric Faults in Static CM OS Circuits[END_REF]. Unfortunately, the amount of execution time that is saved changes from circuit to circuit since it is related to the architecture of each circuit. Being so, future research efforts should try to fi nd w ays to minimize this analysis by different techniques. For instance, the multiple SPR executions could be done in parallel. It has been acknow ledged that multiple transistors can collect charge from a single ion hit in a process referred as charge sharing [START_REF] Dodd | Basic M echanisms and M odeling of Single-event Upset in Digital M icroelectronics[END_REF]. A s a matter of fact, these multiples SETs might occur betw een nodes that are not electrically related, potentially increasing the circuit error rate. M any studies have been performed w ith the sole goal of characterizing the charge sharing profi le [START_REF] Dodd | Basic M echanisms and M odeling of Single-event Upset in Digital M icroelectronics[END_REF][START_REF] Witulski | Charge Collection and Charge Sharing in a 130 nm CM OS Technology[END_REF][START_REF] Tkinson | Single-event Characterization of a 90-nm bulk CM OS digital cell library[END_REF]]. Factors such as particle's energy, angle of incidence and the type of the device that w as struck (i.e., N M OS or PM OS) should be considered. Furthermore, w hen the affected nodes are indeed electrically related, a secondary mechanism may take place, in w hich the induced transient pulses might be reduced or quenched. Thus, the term PQ. The w ork of A hlbin et al. [START_REF] Bhuva | Single-Event Transient Pulse Quenching in A dvanced CM OSLogic Circuits[END_REF] has described PQ thoroughly and show s how it can reduce the sensitive area of the circuit.

H ow ever, the analysis in [START_REF] Bhuva | Single-Event Transient Pulse Quenching in A dvanced CM OSLogic Circuits[END_REF] has been made at gate-level. N o actual circuit-level analysis w as performed. Thus, the goal of this chapter is to extend such analysis to larger circuits and to evaluate if the mechanism still plays an important role in error rate reduction at circuit-level. A lso, a secondary analysis is performed using the layout technique described by A tkinson et al. in [START_REF] Tkinson | Layout Technique for Single-Event Transient M itigation via Pulse Quenching[END_REF], w hich intentionally promotes PQ by introducing additional circuit area.

The follow ing section discusses the foundations of charge sharing and quenching mechanisms. A detailed description of the circuit-level analysis is given in Section 4. 4 When a particle strikes a microelectronic device, the most sensitive regions are usually reverse-biased p/ n junctions. The high fi eld present in a reverse-biased junction depletion region can very effi ciently collect the particle-induced charge through drift processes, leading to a transient current at the junction contact [START_REF] Dodd | Basic M echanisms and M odeling of Single-event Upset in Digital M icroelectronics[END_REF]. SETs are usually characterized by the w idth of such generated transient current.

While the size of the ion track generated by an incident ion on a silicon surface remains relatively constant, the distance betw een adjacent devices has been signifi cantly reduced w ith technology scaling. In fact, multiple transients due to a single ion hit (i.e., due to charge sharing) have been measured for currently in use technology nodes such as 90nm [START_REF] Musan | Laser Verifi cation of Charge Sharing in a 90 nm Bulk CM OS Process[END_REF] and 65nm [START_REF] Itsuyama | N eutron Induced Single Event M ultiple Transients With Voltage Scaling and Body Biasing[END_REF].

Charge sharing is a big concern because it has the potential of making hardening techniques ineffective, thus many w orks have aimed at reducing charge sharing. For instance, Black et al. [START_REF] Black | H BD Layout Isolation Techniques for M ultiple N ode Charge Collection M itigation[END_REF] made use of guard contacts to reduce charge sharing in PM OS devices. Other w orks try to explore/ promote the charge sharing mechanism to reduce error rates. For instance, Entrena et. al [START_REF] Entrena | Constrained Placement M ethodology for Reducing SER Under Single-Event-Induced Charge Sharing Effects[END_REF] identifi ed pairs of cells that, if struck at the same time, w ould produce transients that w ould be masked, i.e., w ould cancel each other.

In other w ords, such w ork promotes charge sharing betw een cells that, w hen struck, w ill have their transients logically masked.

A nalogously, PQ can be used to promote charge sharing and reduce error rates. N evertheless, it has a different behavior since it is not linked to logical masking. Due to a dynamic interplay of charges, SETs can be masked " electrically" if tw o adjacent transistors have similar time constants for (delayed) charge sharing and actual signal propagation. The concurrency of these tw o effects may cause shorter than expected transients, thus partially masking the transient, as show n in Fig. 4. [START_REF] Seifert | Radiation-induced Soft Errors: A Chip-level M odeling Perspective[END_REF]. The effect is prominent in inverter-like structures (actual inverters or larger cells that have an inverting stage). Details concerning the delayed charge collection mechanism are explained in [START_REF] Bhuva | Single-Event Transient Pulse Quenching in A dvanced CM OSLogic Circuits[END_REF]. 

M ethodol ogy and Error Rate A nal ysi s

Since the PQ effect is prominent in inverter-like structures, our analysis begins by identifying such structures. First, it should be mentioned that several gates already have an internal inverter stage (ORs and A N Ds, for example). Such gates already have the potential of quenching pulses, i.e., they benefi t from intra-cell PQ.

N evertheless, some cells that do not have that potential can benefi t from inter-cell PQ, w hich can be achieved by a rearrangement of the circuit layout. Some pair of cells might be brought together during placement to make them effectively quench pulses. In this w ork, the interest is focused on those pairs of cells that promote inter-cell PQ. The fi rst cell in the pair is termed the primary struck cell w hile the other one is termed secondary cell. Those cells must match the follow ing criteria to be considered a feasible pair in the analysis:

The primary struck cell must have (at least) one 'exploitable' output. The drain region of the PM OStransistor connected to that output must be near the cell's boundary. Thus, charge sharing w ith a neighboring cell can be exploited.

The secondary cell must have one input that is connected to an inverter-like structure.

The secondary cell's input node (i.e., the drain region to w hich the input is connected) must also be near the cell's boundary region.

Considering the required criteria, an analysis of the gates of a 90nm standard cell library [START_REF]SA ED 90nm Generic Library[END_REF] w as made. The goal of the analysis is to identify w hich cells are candidates for being primary struck and/ or secondary cells. The N OR2 cell in Fig. 4.20 is a good candidate for being a primary struck cell since it matches all the requirements previously mentioned. The portion of the image highlighted in yellow corresponds to the sensitive drain area that has the potential of sharing charge w ith a neighboring cell. Bringing the inverter close to the N OR2 cell thus effectively promotes PQ (it is assumed that both cells are connected through routing in a higher layer metal, w hich is not represented in the image). A fter a full analysis of the library, only 16 cells that can act as the primary struck cell w ere identifi ed. Only tw o cells can act as the secondary cell (inverters and buffers). Obviously, since all those cells implement different logic functions and have different sizes (i.e., driving strengths), pulses are not quenched w ith the same effi ciency. Being so, average quenching effi ciency factors w ere defi ned for all concerned cells. Some of these factors are given in Tab. 4. [START_REF] Sexton | Destructive Single-event Effects in Semiconductor Devices and ICs[END_REF].

The factors defi ned in Tab. 4.16 are intentionally overestimated. For instance, let us take the N OR2X1 cell, w hich has 2 PM OS transistors (as depicted in Fig. 4.20). It is considered that the drain region associated to the leftmost transistor can alw ays share charge w ith a neighboring cell, w hile the region in the center of the image can share charge 50% of the time. Thus, the reduction in sensitive area is of 50%. Yet, that value does not take into account the input patterns of the cell. A nalogously, cell A N D3X1 has 4 PM OS transistors, from w hich 2 are considered able to share charge. Yet, not all drain regions are equally sized in the layout of that cell. Once again, w e assumed all nodes to be equally important, w hich is also a source of overestimation. For a detailed discussion regarding the reductions in sensitive area, the reader is referred to [START_REF] Tkinson | Layout Technique for Single-Event Transient M itigation via Pulse Quenching[END_REF].

It w as also assumed that a cell can be fl ipped w henever necessary to meet the criteria previously defi ned. Cell fl ipping can and usually w ill add some additional w iring due to less optimal routing. The circuits from the ISCA S85 benchmark suite [110] w ere chosen as case studies. A fter an analysis of each circuit's topology, tw o possible scenarios w ere identifi ed and are show n in Tab. 4.17. A n inter-cell pair is a pair similar to the one depicted in Fig. 4. [START_REF] Li | Online Estimation of A rchitectural Vulnerability Factor for Soft Errors[END_REF]. The unpaired candidates are cells that fi t the profi le of a primary strike cell but are not electrically connected to any inverter-like structure, thus PQ cannot be promoted by pairing (at least not directly).

N evertheless, a hardening by design technique proposed in [START_REF] Tkinson | Layout Technique for Single-Event Transient M itigation via Pulse Quenching[END_REF] can be used to make unpaired candidate cells more robust to SEEs. This technique comes w ith a considerable cost in area, w hile bringing together pairs of cells that are already supposed to be connected is of minimal cost, if any, since many of those pairs w ill be already side by side after placement.

From Tab. 4.17 it is already possible to conclude that many circuits w ill not present a signifi cant reduction in error rate. This and other factors are explored in the next section w hen results are presented.

Resul ts

In order to evaluate how the reduction in sensitive area translates into reduction in error rate, the SPR method w as used. The original purpose of the method is to calculate circuit reliability by taking into account logical masking. One positive aspect of using such method is that it is not simulation-based (i.e., it is analytical), thus all possible input scenarios can be taken into account in a linear execution time.

A modifi ed version of SPR w as used for the analysis here reported. First, as previously explained, each gate is characterized by a q value in SPR modelling. This value determines how reliable each cell is, in the [0, 1] range (w here 1 means the cell does not produce faults and zero means it alw ays produces faults). For each gate g in the circuit, one SPR run is performed in w hich that gate (and that gate only) is set w ith q = 0. A ll the others are set w ith q = 1.

Each run w ould then produce a reliability result R(g), betw een 0 and 1. Such result can be interpreted as the circuit error rate due to an error in gate g. This result is averaged by taking into account all possible input scenarios, w hich justifi es the need to use SPR instead of fault simulation. Such effort is only possible due to the performance obtained by using SPR's analytical approach.

If all R(g) values are summed, for all gates, and divided by the number N of gates in the circuit, the actual (averaged) circuit error rate is obtained. Such analysis w as performed for the circuit c432 and is show n in Fig. 4.21 (the black solid line show s the R(g) value per gate analysis w hile the dashed line show s the average value for the w hole circuit). N ow, let us suppose a hardening technique that promotes PQ is to be applied to a gate g. Pulse quenching can be useless in a scenario w here a gate already performs a great deal of logical masking. The improvement I (g) obtained in the error rate (due to errors in that gate) is limited by the logical masking as follow s: I (g) 1 R(g) (4.10)

A t the circuit level, improving the sensitive area of one gate w ill do no good for the errors due to other gates. Thus, the w hole improvement I c at the circuit level becomes limited by: I c (g) (1 R(g))=N (4.11)

A ccording to Tab. 4.17, only 3 gates from the c432 circuit might benefi t from inter-cell PQ, w hich are show n in Fig. 4.21 as red diamond shaped points. Those improvements are, nevertheless, very small, and represent an average increase of 0.19% in circuit resilience (i.e., a reduction of 0.19% in the circuit error rate).

Since the obtained improvements are very low, the intra-cell PQ technique described in [START_REF] Tkinson | Layout Technique for Single-Event Transient M itigation via Pulse Quenching[END_REF] w as also applied w henever possible. Such technique consists in adding extra inverters to the cell layout, w hich are connected to a gate's output. The logic function implemented in the layout is not changed, quite the opposite, it is enhanced by a secondary node that has the same role as another node.

N ot all cells can benefi t from that technique (the cell must have an internal inverter stage) and not all cells benefi t from it in the same w ay. The best case scenario is the OR2 gate, w hich becomes symmetrical after layout modifi cations (one inverter on each layout extremity), as show n in Fig. 4. [START_REF] Yagil | A Systematic A pproach to SER Estimation and Solutions[END_REF]. By doing so, the sensitive area of the OR2 gate becomes zero for 3-out-of-4 input patterns. The reader is referred to [START_REF] Tkinson | Layout Technique for Single-Event Transient M itigation via Pulse Quenching[END_REF] for more details concerning the technique. In the particular case of the circuit c432, only tw o gates can benefi t from that technique. They are represented in Fig. 4.21 by blue circles. Once again, even w hen considering both techniques at the same time, the reduction in the error rate is quite small: 0.453%. The results for all the other studied circuits are given in Tab. 4. [START_REF] Dodd | Basic M echanisms and M odeling of Single-event Upset in Digital M icroelectronics[END_REF].

Results concerning the area increase fi gures due to applying the layout technique proposed in [START_REF] Tkinson | Layout Technique for Single-Event Transient M itigation via Pulse Quenching[END_REF] are show n in Fig. 4. [START_REF] Shivakumar | M odeling the Effect of Technology Trends on the Soft Error Rate of Combinational Logic[END_REF]. The circuit c5315 has the largest area increase among the studied circuits, w ith an increase equivalent to 307 OR2 cells. It must be highlighted that the same circuit has only 2300 cells, thus such increase is signifi cant. A nd, at the same time, the reduction in the error rate is of only 7.8%.

The results given in Tab. 4.18 clearly state that PQ cannot reduce circuit-level error rates by signifi cant amounts. The simplifi cations described in Section 4. 4.2 tend to overestimate the potential of PQ (e.g., is w as assumed cell fl ipping is possible w hen needed), and even so the results are not expressive. There are several reasons for that: Logical masking plays an important role in circuit resilience. It can be meaningless to apply hardening gates to those gates that are not capable of producing errors that Table 4.18: Error rate improvements due to inter-cell PQ and also due to inter-cell and intra-cell PQ combined.

Ci rcui t I nter-cel l PQ Combi ned w i th i ntra-cel l PQ [ Ad d i t i o n a l a r e a i n OR2 -e q u i v a l e n t ce l l s propagate to the circuit output(s).

N ot all circuit topologies are prone for inter-cell PQ, i.e., many circuit have a low number of suitable pairs, as highlighted in Tab. 4.17.

Even for the gates that are paired, the error rate reduction is not 100%. This is highlighted in Fig. 4.21, specially for the paired gates (draw n as red diamonds).

Since the improvements from pairing come w ith almost zero cost, those are suitable for mostly all circuits and scenarios. N evertheless, if the technique described in [START_REF] Tkinson | Layout Technique for Single-Event Transient M itigation via Pulse Quenching[END_REF] is also to be applied, is must be reasoned if the increase in area is w orth the obtained reduction in the error rate. In other w ords, a trade-off is created and should be properly evaluated.

A detailed analysis of how small or how large the improvements show n in Fig. 4.21 are has been made. The analysis is show ed in Tab. 4.19 and the data show that nearly 44% of the improvements give marginal gains (smaller or equal to 10%). A nother 22% of the improvements are low (smaller or equal to 20%). Only 34% of the improvements can be considered of average quality or better. This also contributes for PQ's lack of effectivity at circuit level. 

Concl usi on

The present thesis has dealt w ith tw o main concerns related to circuit reliability: analysis and improvement. It is mandatory to highlight, once more, that both are equally important and equally necessary. A s technology advances into smaller and smaller dimensions, there is more and more evidence that reliability is going to be an issue. In a w ay, technology and design methodologies have evolved at a fast pace in the last years. Circuits w ith millions of gates are produced on a daily basis w ith surprisingly low pow er requirements and impressive performances. N evertheless, the advances tow ards reliable circuits have not evolved at the same pace. This thesis, its techniques and methods, and the related publications, contribute so that reliable circuits are foreseeable and feasible.

When it comes to reliability analysis methods, it is clear that the literature has been expanded by several authors for more than decades now. Simulation has established itself as the prevalent method in use even w ith its limitations. Other solutions like PTM and SPR-M P have merits too, but are still not practical. On the other hand, the methods presented in this thesis can be easily adopted in a traditional design fl ow. Both SPR+ as w ell as SN aP can obtain reliability fi gures in a few seconds, that is even w hen considering a relatively complex circuit.

If w e take SPR+ alone, it can be considered a simplifi ed version of SPR-M P. Yet, it is practical. M ore than that, an important contribution that comes w ith the method is the analysis used to rank the fanout nodes. Such analysis can be used in different contexts. For instance, it could be used to drive other methods (such as SN aP) or it could be used to drive a synthesis algorithm. One simple w ay of doing it is by avoiding fanouts that are sources of large discrepancies.

The most important contribution of this thesis is, by far, the method termed SN aP. First, the method can evaluate sequential logic and that is mostly due to its hybrid approach. That being said, the fact that SN aP does use simulation is not a limitation. What happens w ith other simulation approaches is that they rely on fault injection, a process that is inherently time consuming. SN aP does not perform in that same w ay, it only uses simulation to propagate signals as in a true-value simulation.

Still concerning SN aP, there is a number of possible improvements and tw eaks. One of these improvements is detailed in Section 3.2.3 and it is referred as the pessimistic version of SN aP. N ot only this improvement is still practical and can be used in a real design fl ow, it provides a reliability fi gure that is meaningful even if it is not accurate. Simply by the w ay it is obtained, that reliability fi gure is alw ays an underestimate of the actual circuit reliability. Let us assume that a given circuit has to satisfy a certain reliability target. A lso assume that SN aP obtains a reliability fi gure that is higher than that target. That circuit is very likely to satisfy that target if the number of evaluated input samples is high enough. Unfortunately, not all methods can be used like that. A s a matter for future w orks, the emulation capability of SN aP can be further explored to obtain the reliability of even bigger circuits.

This thesis has also given a fair deal of attention to techniques that improve circuit reliability. The idea of using a cost function to decide w hich gates to harden is the heart of the techniques here proposed and it distinguishes itself from other approaches found in the literature. The results clearly state how savings in cost can be obtained. Other w orks use different metrics w hich makes the results very diffi cult to compare. N evertheless, qualitatively speaking, there seems to be a good agreement betw een the results found here and in other w orks.

Follow ing the same line of research, the cost function has been modifi ed to account for multiple faults through a locality bias. M ost of the techniques available in the literature do not deal w ith multiple faults and/ or charge sharing issues. This fact highlights the importance of such type of technique, especially if w e consider that the occurrence of multiple faults is probably going to keep increasing for the next technologies of ICs.

Last but not least, this thesis has looked into the PQ effect. There is very little research concerning this effect, and even less if w e consider the effect at circuit level like it w as done in this thesis. Interestingly, in some scenarios the effect can be used to improve circuit reliability w ith almost zero cost. This alone is reason enough to look into the effect. The results obtained in this thesis can be extended and be used to promote PQ either at the synthesis level or at the standard cell library level.

M ost of the topics covered in this thesis w ere published in the appropriate forums and those publications w ere cited along the text. A comprehensive list is also given in A ppendix D. Future avenues of research w ere briefl y discussed and can certainly be extended. Our belief is that those publications have helped the evolution of this fi eld and have helped to solve some of its challenges. Each chain is connected to a chainend module, w hich is responsible to accumulate the errors generated in the chains. Each chainend module has a register of 8 bits and an adder to accumulate results. The register array is protected against faults by using TM R. The The LEDs are controlled by an FSM that show s the output of the chains (total number of errors) and cycles through the four chains. The FSM w as encoded using a safe FSM so, even if an SET or SEU occurred at such low frequency, the FSM w ould not go to an illegal state. In other w ords, any error show n at the LEDs must come from the chains and not from anyw here else. A lso, since the FPGA s used are fl ash-based, there is no need to be concerned w ith SEUs in the confi guration logic as in traditional SRA M -based FPGA s. A fter 5 days of experiments, the boards w ere irradiated w ith an average fl ux of 37640 neutrons per squared centimeter per second. The fi rst board w as placed 99cm from the source w hile the second one w as placed 102cm from the source. The beam w as turned on/ off 52 times during the fi ve days for multiple reasons.

The goal of the experiment w as to register enough errors such that one chain could be considered less reliable than the others. This could be considered enough evidence for concluding that SETs caused that disparity (since the number of fl ip-fl ops in each chain is the same). N evertheless, only a handful of errors w ere registered during the w hole experiment time. The expected number of errors w as supposed to be from the order of hundreds of errors, given the results found in [START_REF] Tambara | N eutron-induced Single Event Upset in M ixed-Signal Flash Based FPGA[END_REF]. Below are listed some of the reasons that might have contributed for this:

The FPGA used in [START_REF] Tambara | N eutron-induced Single Event Upset in M ixed-Signal Flash Based FPGA[END_REF] is from the same family but the device is different.

The design used in [START_REF] Tambara | N eutron-induced Single Event Upset in M ixed-Signal Flash Based FPGA[END_REF] is mainly composed of fl ip-fl ops w hile the designed reported in here is mainly combinational. -SNaP: a Novel Hybrid M ethod for Circuit Reliability Assessment Under M ultiple Faults, M icroelectronics Reliability, 2013.

-Circuit-level Hardening Against M ultipleFaults: Combining Global TM R and SelectiveHardening, Journées N ationales du Réseau Doctoral en M icro-nanoélectronique (JN RDM ),
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 3 Figure3.22 show s the fi tted values for the 74283 circuit. Tw o values w ere used for the K constant, K = 0:704 (same as c17) and K = 3:6.Once again, it w as possible to fi nd a constant that is able to establish a good fi t. N evertheless, it w ould be interesting if that constant could be defi ned based on the circuit profi le. If that is possible, then the method can be applied to circuits to w hich SPR-M P cannot be applied. The results previously obtained for the 12th order analysis using SPR-M P w ere used in the results that follow. Figure3.23 show s how circuits from different sizes can be fi tted using the function given in(3.15).Each of the circuits show n in Fig.3.23 uses a different value for the K constant. Those values are listed in Tab.3.12. Generally speaking, the larger the circuit the larger the value of K . N evertheless, the relationship betw een these tw o parameters also depends on the size of the paths in the circuit. Once again, the higher the number of gates in a path, the higher the value of K (to compensate for the deratings that SN aP does not take into account anymore).The plots in Fig.3.24 show how the values for K are related to a circuit metric. Such metric is defi ned as the number of gates squared divided by the number of primary
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 323 Figure 3.23: Reliability assessment of the 74283 circuit using pessimistic SN aP (different fi ttings) and SPR-M P.
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 325 Figure 3.25: SN aP graphical user interface.
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 45 Figure 4.5: Representation of multiple faults according to charge cloud.
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 46 Figure 4.6: Representation of multiple faults according to random modelling.
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 47 Figure 4.7: Representation of multiple faults according to the net-based analysis.
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 410 Figure 4.10: Reliability versus chosen net to be hardened.
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 412 Figure 4.12: Local and global TM R schemes.
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 415 Figure 4.15: Susceptibility comparison betw een the unhardened and tw o hardened versions of the same circuits.
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 416 Figure 4.16: Cost function profi le for the circuit c432.
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 4 [START_REF] Dodd | Basic M echanisms and M odeling of Single-event Upset in Digital M icroelectronics[END_REF] contains the plot of the cost function for all elements of
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 417 Figure 4.17: Cost function profi le for the circuit c499.
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 418 Figure 4.18: Both heuristics applied to the circuit c1355.
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 4 Figure 4.19: A schematic of a chain of three inverters illustrating the change in SET pulsew idth as it propagates [27].
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 4 20 depicts a layout containing tw o cells from the referred library: a N OR2 on the right-hand side and an inverter on the left-hand side.
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 420 Figure 4.20: Layout of an inverter and a N OR2 cell from a 90nm A SIC library.
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 421 Figure 4.21: Circuit error rates for the circuit c432.
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 422 Figure 4.22: Layout of the PM OS transistor of an OR2 gate: (a) original layout and its sensitive area (b) modifi ed layout w ith no sensitive area [119].
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 4 Figure 4.23: A rea increase due to the layout technique presented in [119].
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  ex t A = d at a ; n ex t r esu l t = d at a ; end el se i f ( op cod e == 2 ' b01 ) b egi n / / l oad B n ex t B = d at a ; n ex t r esu l t = d at a ; end el se i f ( op cod e == 2 ' b10 ) b egi n / / add n ex t r esu l t = r egA + r egB ; n ex t z er o = ( n ex t r esu l t == 0) ; end el se i f ( op cod e == 2 ' b11 ) b egi n / / su bt r act n ex t r esu l t = r egA r egB ; n ex t z er o = ( n ex t r esu l t == 0Experi ment w i th N eutrons The experiment here reported w as conducted in M ay 2013. It consisted in placing FPGA s under a neutron beam for reliability evaluations. The experiment w as conducted in the ISIS [123] grounds, more precisely in the VESUVIO facility. Tw o identical A 3PE3000 FPGA s from M icrosemi's ProA SIC3 family [106] w ere used. They w ere programmed w ith the circuit depicted in fi gures B.1 and B.2. Such circuit has tw o different clock domains. Since the rate at w hich SETs become errors depends on the circuit frequency, the vast majority of the circuit w as programmed to w ork at a clock frequency of 133M H z.
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 1 Figure B.1: Schematic of the circuit show ing the modules from the fast clock domain.

Figure B. 1

 1 Figure B.1 show s the Phase-locked Loop (PLL) responsible for generating the clock signal to the fast clock domain. It also show s four zero to flop modules. Each module contains a single fl ip-fl op that is constantly fed w ith 0. This fl ip-fl op, as w ell as many other gates in the design, is optimized out by the synthesis tool. Therefore, all gates of the fast clock domain received a special synthesis attribute (alspreserve = 1) to make sure that they are not removed by the synthesis. Connected to each zero to flop module, comes a chain of gates. The image show s four chains of gates, w hich are made of inverters, ORs, XN ORs and N A N D gates. Each chain has 13200 copies of the same gate. Flip-fl ops are also present in the chains to keep the design's clock frequency high. Each chain is balanced in a w ay that the output of the last stage is alw ays supposed to be zero. If not, then an error occurred.Each chain is connected to a chainend module, w hich is responsible to accumulate the errors generated in the chains. Each chainend module has a register of 8 bits and an adder to accumulate results. The register array is protected against faults by using TM R. The

  chainend module is the one that interfaces w ith the slow clock domain, w hich is show n in Fig.B.2. 
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 2 Figure B.2: Schematic of the circuit show ing the modules from the slow clock domain.

Figure B. 2

 2 Figure B.2 show s another PLL, w hich is confi gured to generate a clock signal w ith a frequency of 0.75M H z. N evertheless, this frequency is still relatively high and a 35-bit counter is used to generate a signal w ith an even slow er frequency. This signal drives the mem writer module w hich is responsible for driving the LEDs of the board.The LEDs are controlled by an FSM that show s the output of the chains (total number of errors) and cycles through the four chains. The FSM w as encoded using a safe FSM so, even if an SET or SEU occurred at such low frequency, the FSM w ould not go to an illegal state. In other w ords, any error show n at the LEDs must come from the chains and not from anyw here else. A lso, since the FPGA s used are fl ash-based, there is no need to be concerned w ith SEUs in the confi guration logic as in traditional SRA M -based FPGA s. Figures B.3 and B.4 show the setup of the boards inside the chamber and the beam source. The w ebcam used for monitoring the results is also show n in Fig. B.3.
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 3 Figure B.2 show s another PLL, w hich is confi gured to generate a clock signal w ith a frequency of 0.75M H z. N evertheless, this frequency is still relatively high and a 35-bit counter is used to generate a signal w ith an even slow er frequency. This signal drives the mem writer module w hich is responsible for driving the LEDs of the board.The LEDs are controlled by an FSM that show s the output of the chains (total number of errors) and cycles through the four chains. The FSM w as encoded using a safe FSM so, even if an SET or SEU occurred at such low frequency, the FSM w ould not go to an illegal state. In other w ords, any error show n at the LEDs must come from the chains and not from anyw here else. A lso, since the FPGA s used are fl ash-based, there is no need to be concerned w ith SEUs in the confi guration logic as in traditional SRA M -based FPGA s. Figures B.3 and B.4 show the setup of the boards inside the chamber and the beam source. The w ebcam used for monitoring the results is also show n in Fig. B.3.
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 3 Figure B.3: Full experiment setup show ing the FPGA boards, the neutron source and the w ebcam.

Figure B. 5

 5 Figure B.5 show s the laser targetting system used. Since the neutron beam suffers from scattering, properly targetting the FPGA is required.

Figure B. 4 :

 4 Figure B.4: A closer look at the neutron source.

Figure B. 6

 6 FigureB.6 show s one screenshot of the w ebcam monitoring system used from outside the chamber. The image has a blue-ish background because the chamber turns blue lights on w hen the beam is on.A fter 5 days of experiments, the boards w ere irradiated w ith an average fl ux of 37640 neutrons per squared centimeter per second. The fi rst board w as placed 99cm from the source w hile the second one w as placed 102cm from the source. The beam w as turned on/ off 52 times during the fi ve days for multiple reasons.The goal of the experiment w as to register enough errors such that one chain could be considered less reliable than the others. This could be considered enough evidence for concluding that SETs caused that disparity (since the number of fl ip-fl ops in each chain is the same). N evertheless, only a handful of errors w ere registered during the w hole experiment time. The expected number of errors w as supposed to be from the order of hundreds of errors, given the results found in[START_REF] Tambara | N eutron-induced Single Event Upset in M ixed-Signal Flash Based FPGA[END_REF]. Below are listed some of the reasons that might have contributed for this:
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 5 Figure B.5: Laser targetting system.

Figure B. 6 :

 6 Figure B.6: Webcam monitoring of the experiment.

  

  

  

  

  TA B. 1 -A nalyse de fi abilit é R 12t h .

	Ci rcui t Gates Fanouts	Rel i abi l i ty Executi on ti me (s)
	c17	6	3 0.9999437519	0.05
	c432	160	89 0.9986423278	486.93
	c499	202	59 0.9986269089	30.32
	c1355	546	259 0.9977799443	3663.79
	c1908	880	385 0.9967790239	130.4
	c2670	1269	454 0.9933852285	1142.42
	c3540	1669	579 0.9934856289	80.17
	c5315	2307	806 0.9910769681	2015.51

  . Cette observation est TA B. 2 -Résultats pour une r éduction d'au moins 20%.

	Ci rcui t	N on-fi abi l i t i ni ti al	é	Pui ssance (nW =MHz)	Sans affi ni t é Cel l ul es Pui ssance durci es (nW =MHz)	Avec affi ni t Cel l ul es Pui ssance é durci es (nW =MHz)
	c17	0.000562	21498	1	21498	1	21498
	74283	0.003848	189244	4	222932	8	189404
	c432	0.013466	624686	9	624866	9	624866
	c499	0.013611	1321460	20	1669540	41	1322280
	c1355	0.021905	1907300	38	2179608	38	2179608
	c1908	0.031668	2146539	58	2147699	58	2147699
	c3540	0.062635	5.90e+06	54	5.90e+06	54	5.90e+06
	c2670	0.064015	4.07e+06	41	4.12e+06	42	4.08e+06
	c5315	0.085614	8.89e+06	59	8.96e+06	60	8.90e+06
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-Valeurs de puissance normalisées pour le durcissement sélectif avec et sans affi nit é. mise en évidence dans les r ésultats pr ésent és ici. Il existe certains cas particuliers, comme celui illustr é sur la fi gure 23, o ù le choix correct du noeud à durcir a un grand impact sur la fi abilit é de l'ensemble du circuit. L'analyse repr ésent ée dans la fi gure 23 provient du circuit c1355.

  TA B.3 -Résultats pour une r éduction d'au moins 40%.

	Ci rcui t	N on-fi abi l i t i ni ti al	é	Pui ssance (nW =MHz)	Sans affi ni t é Cel l ul es Pui ssance durci es (nW =MHz)	Avec affi ni t Cel l ul es Pui ssance é durci es (nW =MHz)
	c17	0.000562	21498	2	35830	2	35830
	74283	0.003848	189244	10	273464	16	189564
	c432	0.013466	624686	26	625206	26	625206
	c499	0.013611	1.32e+06	48	2.15e+06	80	1.42e+06
	c1355	0.021905	1.90e+06	83	2.50e+06	83	2.50e+06
	c1908	0.031668	2.14e+06	132	2.14e+06	132	2.14e+06
	c3540	0.062635	5.90e+06	175	5.90e+06	175	5.90e+06
	c2670	0.064015	4.07e+06	128	4.22e+06	128	4.08e+06
	c5315	0.085614	8.89e+06	205	9.13e+06	207	8.90e+06

FIG. 23 -Gain de fi abilit é par rapport au noeud choisi pour le durcissement.

  4 -Résultats pour une augmentation relative de la fi abilit é de 10%.

	Ci rcui t	Surf ace ( m 2 )	Sans affi ni t é Cel l ul es durci es Surf ace ( m 2 )	A ug. de surf ace	Avec affi ni t Cel l ul es durci es Surf ace ( m 2 )	é	A ug. de surf ace
	c17	33.1	3	66.3	100%	1	44.2		33.3%
	74283	306.5	6	405.2	32.2%	3	339.7		10.8%
	c432	1134.4	4	1209.6	6.6%	4	1209.6		6.6%
	c499	2155.1	26	2579.6	19.6%	15	2407.1		11.6%
	c1355	3194.7	43	3872.1	21.2%	24	3460.1		8.3%
	c1908	5273.7	48	6186.7	17.3%	35	5660.8		7.3%
	c3540	10855.2	61 11688.3	7.6%	30 11240.4		3.5%
	c2670	8018.0	38	8602.4	7.2%	28	8419.9		5.0%
	c5315	15293.6	85 16583.8	8.4%	43 15794.9		3.2%
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Table 3 . 1 :

 31 Reliability analysis using R 12t h .

	Ci rcui t Gates Fanouts	Rel i abi l i ty Executi on ti me (s)
	c17	6	3 0.9999437519	0.05
	c432	160	89 0.9986423278	486.93
	c499	202	59 0.9986269089	30.32
	c1355	546	259 0.9977799443	3663.79
	c1908	880	385 0.9967790239	130.4
	c2670	1269	454 0.9933852285	1142.42
	c3540	1669	579 0.9934856289	80.17
	c5315	2307	806 0.9910769681	2015.51

Table 3 .

 3 2: Figures of merit for the estimation errors.Average values in Tab.3.2 clearly indicate that the 'N egative/ Positive Contributions' heuristic introduces less error in the estimation of R. The same is also true for the summed values. The 'Simple ranking' heuristic introduces, in average, 37% less error than the simple SPR estimation. Similarly, the 'N egative/ Positive Contributions' heuristic introduces 63% less error than the simple SPR estimation.

	Ci rcui t	SPR Si mpl e Rank i ng Averaged N eg/Pos
	c17	0.68	0.01	0.34
	c432	74.22	38.9	5.11
	c499	37.44	32.9	1.46
	c1355	21.09	18.6	9.32
	c1908	40.27	28.6	3.11
	c2670	29.24	6.84	5.21
	c3540	117.00	26.14	55.21
	c5315	38.44	76.88	55.59
	Sum	358.42	229.12	135.37
	Average	44.80	28.64	16.92

Table 3 .

 3 3: Occurrence of overfl ow in the ofs registers for different w idths and gf values.

	ofs w i dth gf =4 gf =6 gf =8 gf =10 gf =12 gf =14
	8 bi ts	Yes	Yes	Yes	Yes	Yes	Yes
	9 bi ts	N o	Yes	Yes	Yes	Yes	Yes
	10 bi ts	N o	N o	N o	Yes	Yes	Yes
	11 bi ts	N o	N o	N o	N o	N o	N o
	12 bi ts	N o	N o	N o	N o	N o	N o
	13 bi ts	N o	N o	N o	N o	N o	N o
	14 bi ts	N o	N o	N o	N o	N o	N o
	15 bi ts	N o	N o	N o	N o	N o	N o
	16 bi ts	N o	N o	N o	N o	N o	N o
	17 bi ts	N o	N o	N o	N o	N o	N o

Table 3 .

 3 4: Occurrence of overfl ow in the ofs registers for different w idths and gf values.

	of s w i dth gf =16 gf =32 gf =64 gf =128 gf =256 gf =512
	8 bi ts	Yes	Yes	Yes	Yes	Yes	Yes
	9 bi ts	Yes	Yes	Yes	Yes	Yes	Yes
	10 bi ts	Yes	Yes	Yes	Yes	Yes	Yes
	11 bi ts	Yes	Yes	Yes	Yes	Yes	Yes
	12 bi ts	N o	Yes	Yes	Yes	Yes	Yes
	13 bi ts	N o	N o	Yes	Yes	Yes	Yes
	14 bi ts	N o	N o	N o	Yes	Yes	Yes
	15 bi ts	N o	N o	N o	N o	Yes	Yes
	16 bi ts	N o	N o	N o	N o	N o	Yes
	17 bi ts	N o	N o	N o	N o	N o	N o
	Table 3.5: Reliability fi gures for different ofs w idths and gf values.
	ofs w i dth	gf =4	gf =6	gf =8	gf =10	gf =12	gf =14
	8 bits	0.92711 0.92276 0.93784 0.93995 0.94675 0.95037
	9 bits	0.92705 0.91043 0.90689 0.91718 0.93298 0.92980
	10 bits	0.92705 0.91029 0.89954 0.89266 0.88904 0.89272
	11 bits	0.92705 0.91029 0.89954 0.89186 0.88529 0.88127
	12 bits	0.92705 0.91029 0.89954 0.89186 0.88529 0.88127
	13 bits	0.92705 0.91029 0.89954 0.89186 0.88529 0.88127
	14 bits	0.92705 0.91029 0.89954 0.89186 0.88529 0.88127
	15 bits	0.92705 0.91029 0.89954 0.89186 0.88529 0.88127
	16 bits	0.92705 0.91029 0.89954 0.89186 0.88529 0.88127
	17 bits	0.92705 0.91029 0.89954 0.89186 0.88529 0.88127
	characteristic.						

Table 3 .

 3 6: Reliability fi gures for different ofs w idths and gf values.

			ofs w i dth	16	32	64	128		256	512
			8 bits	0.95251 0.97406 0.98483 0.99429	1	1
			9 bits	0.93244 0.95360 0.97437 0.98437 0.99447	1
			10 bits	0.89765 0.93532 0.95373 0.97374 0.98475 0.99424
			11 bits	0.87733 0.91143 0.93551 0.95171 0.97388 0.98485
			12 bits	0.87705 0.86881 0.91480 0.93302 0.95147 0.97414
			13 bits	0.87705 0.86577 0.86430 0.91399 0.93223 0.95191
			14 bits	0.87705 0.86577 0.86001 0.86158 0.91345 0.93322
			15 bits	0.87705 0.86577 0.86001 0.85698 0.86056 0.91690
			16 bits	0.87705 0.86577 0.86001 0.85698 0.8556 0.85987
			17 bits	0.87705 0.86577 0.86001 0.85698 0.8556	0.8549
		0.93								0.9994
		0.92							
										0.9992
		0.91							
										0.999
	Re l i a b i l i t y	0.88 0.89 0.9								0.9988
										0.9986
		0.87							
										0.9984
		0.86							
		0.85								0.9982
		4	8	12	16	64	256	1024	4096	16384
						g f			

Table 3 .

 3 7: Circuit size versus ofs w idth and number of clock cycles.

	Ci rcui t N umber of gates Wi dth Cl ock cycl es (fi rst resul t) Throughput
	c17	6	10	16	6
	c432	160	16	1861	514
	c499	202	14	106	34
	c880	383	14	174	18
	c1355	546	15	169	34
	c1908	880	16	451	258
	c2670	1269	15	223	34
	c3540	1669	16	400	258
	c5315	2307	14	633	514
	c6288	2416	11	617	5
	c7552	3513	15	220	34

Table 3 .

 3 8: Synthesis' critical path results.

	Ci rcui t Cri ti cal path (ps)
	c17	1330
	c432	4794
	c499	3296
	c880	3252
	c1355	3390
	c1908	4738
	c2670	3346
	c3540	4722
	c5315	3936
	c6288	2236
	c7552	3380

Table 3 .

 3 9: A dditional synthesis results.

			Ci rcui t A rea ( m 2 ) Sequenti al cel l s Combi nati onal cel l s
			c17	1468		58		296
			c432	113051	3107		15847
			c499	89338	2940		13473
			c880	196947	6218		28758
			c1355	360557	9958		49498
			c1908	544449	15979		73452
			c2670	711282	22525		97723
			c3540	1093300	32320		148691
			c5315	1370466	39442		207024
			c6288	1365205	35719		209986
			c7552	2257612	64719		304149
		1						
		0.998						
	Re l i a b i l i t y	0.994 0.996		SPR				
				SN a P ( g f = 2 5 6 )				
				SN a P ( g f = 1 0 )				
		0.992						
		0.99						
		c17	c432	c499	c1355	c1908	c2670	c3540	c5315
					Ci r cu i t s			

Figure 3.13: Comparison of reliability fi gures obtained w ith SPR and SN aP.

Table 3 .

 3 10: Execution times for 100 runs using SPR and SN aP.

		Executi on ti me (s)
	Ci rcui t SPR	SN aP
	c17	0.36	1.65
	c432	4.81	104.09
	c499	0.34	33.10
	c1355	0.75	66.18
	c1908	3.18	467.94
	c2670	1.88	122.88
	c3540	7.77	1054.57
	c5315	8.12	1680.85
	3.2.2.3 Sequenti al Ci rcui ts		

Table 3 .

 3 11: Synthesis results of both mini p versions and SN aP's instrumented version.

	Ci rcui t	N umber of gates Frequency (M H z)
	mini p	142	88.4
	mini p v2	149	88.8
	SN aP's mini p v2	38451	35.9

Table 3 .

 3 12: Values used for the constant K.

	Ci rcui t Constant K
	c17	0.7
	74283	3.6
	c499	6
	c432	45
	c1355	60
	c1908	200
	c2670	455
	c3540	1170

Table 3 .

 3 [START_REF] Koren | Defect Tolerance in VLSI Circuits: Techniques and Yield A nalysis[END_REF]: Synthesis results for the pessimistic approach.

	Circuit ofs w idth	Cells Critical path (ps)
	c17	3	177	1090
	74283	4	1575	1278
	c432	8	9345	1882
	c499	7	9528	1970
	c880	7	18071	2061
	c1355	11	35997	2102
	c1908	10	55728	2123
	c2670	12	88752	3342
	c3540	12 119401	2339
	c5315	9 149787	3022

Table 4 .

 4 1: H ardw are affi nity (H a i ) parameters for some cells.

	Bl ock	Pow er (nW =MHz) H ardeni ng affi ni ty
	IN VX0	10	1
	N A N D2X0	3583	0.002790957
	N OR2X0	4211	0.002374733
	A N D2X1	6545	0.001527884
	OR2X1	6859	0.001457938
	OR4X1	7698	0.001299039
	M UX21X1	8639	0.001157541
	XOR2X1	8702	0.001149161
	A OI21X1	13912	0.000718804

  and 4.[START_REF] Avizienis | Fundamental Concepts of Dependability[END_REF]. The former table contains the results for

		0.3																		
		0.25																		
		0.2																		
	Er r o r	0.15																		
		0.1																		
		0.05																		
		0																		
		0	1	4	26	3	5	37	23	38	24	32	9	27	12	28	3 1	15	16	19	20
											N o d e s									

Table 4 .

 4 4: Results for decreasing the unreliability by at least 20%.

	Ci rcui t	Ori gi nal Unrel i abi l i ty	Ori gi nal Pow er (nW=MHz)	N o hardeni ng affi ni ty Wi th hardeni ng affi ni ty H ardened Pow er H ardened Pow er cel l s (nW =MHz) cel l s (nW =MHz)
	c17	0.000562	21498	1	21498	1	21498
	74283	0.003848	189244	4	222932	8	189404
	c432	0.013466	624686	9	624866	9	624866
	c499	0.013611	1321460	20	1669540	41	1322280
	c1355	0.021905	1907300	38	2179608	38	2179608
	c1908	0.031668	2146539	58	2147699	58	2147699
	c3540	0.062635	5.90e+06	54	5.90e+06	54	5.90e+06
	c2670	0.064015	4.07e+06	41	4.12e+06	42	4.08e+06
	c5315	0.085614	8.89e+06	59	8.96e+06	60	8.90e+06

Table 4 .

 4 5: Results for decreasing the unreliability by at least 40%.

	Ci rcui t	Ori gi nal Unrel i abi l i ty	Ori gi nal Pow er (nW=MHz)	N o hardeni ng affi ni ty Wi th hardeni ng affi ni ty H ardened Pow er H ardened Pow er cel l s (nW =MHz) cel l s (nW =MHz)
	c17	0.000562	21498	2	35830	2	35830
	74283	0.003848	189244	10	273464	16	189564
	c432	0.013466	624686	26	625206	26	625206
	c499	0.013611	1.32e+06	48	2.15e+06	80	1.42e+06
	c1355	0.021905	1.90e+06	83	2.50e+06	83	2.50e+06
	c1908	0.031668	2.14e+06	132	2.14e+06	132	2.14e+06
	c3540	0.062635	5.90e+06	175	5.90e+06	175	5.90e+06
	c2670	0.064015	4.07e+06	128	4.22e+06	128	4.08e+06
	c5315	0.085614	8.89e+06	205	9.13e+06	207	8.90e+06

  .2 N et H ardeni ng: A H euri sti c-Based Local i ty Bi as f or Sel ecti ve H ardeni ng A gai nst M ul ti pl e Faul ts It w as show n in Section 4.1 that a cost-based solution can reduce the amount of additional hardening required by a fault tolerance technique. It w as also show n that multiple faults are more common and therefore should be properly handled.

Table 4 .

 4 6: H ardening affi nity (Cha i ) values for some commonly used standard cells.
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Table 4 .

 4 7: Results for relatively increasing the reliability by (at least) 10%. ever, w hen applying the methodology there is a much smaller increase in area, 17.4% on average. A remarkable result is obtained for the circuit c1355, in w hich the area increase is diminished from 45.3% to only16.6%. 

	Ci rcui t	A rea ( m 2 )	N o hardeni ng affi ni ty H ardened A rea A rea	Wi th hardeni ng affi ni ty H ardened A rea A rea
			cel l s	( m 2 )	i ncrease	cel l s	( m 2 )	i ncrease
	c17	33.1	3	66.3	100%	1	44.2	33.3%
	74283	306.5	6	405.2	32.2%	3	339.7	10.8%
	c432	1134.4	4	1209.6	6.6%	4	1209.6	6.6%
	c499	2155.1	26	2579.6	19.6%	15	2407.1	11.6%
	c1355	3194.7	43	3872.1	21.2%	24	3460.1	8.3%
	c1908	5273.7	48	6186.7	17.3%	35	5660.8	7.3%
	c3540	10855.2	61 11688.3	7.6%	30 11240.4	3.5%
	c2670	8018.0	38	8602.4	7.2%	28	8419.9	5.0%
	c5315	15293.6	85 16583.8	8.4%	43 15794.9	3.2%
	used. H ow							

  .2.3 M i xi ng Gl obal TM R and Sel ecti ve H ardeni ng: a M ethodol ogy f or M i tigati ng Si ngl e and M ul ti pl e Faul ts One particular and recent issue w ith SEEs is the occurrence of multiple faults induced by a single particle strike. Such faults, although less common than single faults, might overcome current fault tolerance techniques such as TM R. Thus, in this section, a circuit-level hardening methodology is proposed. This hardening methodology is able to properly mitigate single faults and it is also able to partially mitigate multiple faults. The former Table 4.8: Results for relatively increasing the reliability by (at least) 20%.

	Ci rcui t	A rea ( m 2 )	N o hardeni ng affi ni ty H ardened A rea A rea	Wi th hardeni ng affi ni ty H ardened A rea A rea
			cel l s	( m 2 )	i ncrease	cel l s	( m 2 )	i ncrease
	c17	33.1	3	66.3	100%	1	44.2	33.3%
	74283	306.5	12	490.0	59.8%	5	361.8	18.0%
	c432	1134.4	15	1416.8	24.8%	16	1347.9	18.8%
	c499	2155.1	52	3003.9	39.3%	25	2575.0	19.5%
	c1355	3194.7	102	4644.4	45.3%	48	3725.6	16.6%
	c1908	5273.7	105	6879.7	30.4%	71	6058.9	14.9%
	c3540	10855.2	147 12875.3	18.6%	101 12182.3	12.2%
	c2670	8018.0	86	9328.6	16.3%	72	9088.9	13.3%
	c5315	15293.6	175 17924.0	17.1%	126 16893.7	10.4%
	is handled by global TM R, w hile the latter is handled by selectively hardening gates that
	are critical to the circuit reliability.					

Table 4 .

 4 9: Comparison betw een the execution time and number of nets hardened in both scenarios: relative increases of 10% and 20% in circuit reliability.

	Ci rcui t	A 10% i ncrease i n rel i abi l i ty H ardened nets Executi on ti me (s) H ardened nets Executi on ti me (s) A 20% i ncrease i n rel i abi l i ty
	c17	1	0.2	1	0.15
	74283	2	0.6	3	0.9
	c432	1	11.2	7	80.1
	c499	3	8.4	5	9.8
	c1355	12	106.3	24	224.9
	c1908	18	729.0	41	1840.8
	c3540	13	2170.4	61	11764.3
	c2670	17	805.0	39	2116.8
	c5315	18	4767.7	56	17116.5

Table 4 .

 4 11: Results for decreasing the circuit susceptibility to multiple faults.

	Ci rcui t	TM R A rea ( m 2 )	SPR	TM R and Sel ecti ve H ardeni ng A ddi ti onal l y hardened cel l s A rea ( m 2 ) A rea i ncrease	SPR
	c17	99.5 0.999999	2	143.7	333% 0.999999
	74283	919.5 0.999990	14	1236.5	303% 0.999997
	c432	3403.4 0.999908	45	4545.3	300% 0.999962
	c499	6465.5 0.999982	58	8622.9	300% 0.999990
	c1355	9584.1 0.999954	145	12791.3	300% 0.999990
	c1908	15821.2 0.999785	237	21107.5	300% 0.999903
	c2670	24054.1 0.999387	334	32075.7	300% 0.999520
	c3540	32565.5 0.998880	436	43447.8	300% 0.999403

Table 4 .

 4 [START_REF] Stapper | Integrated Circuit Yield Statistics[END_REF]: Results for the sum of elements heuristic, K = 10.

	Ci rcui t	N umber of gates	Ori gi nal area	H ardened gates	H ardened area	A rea i ncrease
	c17	6	33.1776	6	99.5328	200%
	74283	40	306.5096	20	547.9688	78.7%
	c432		1134.4672	33	1541.4208	35.8%
	c499		2155.1680	12	2414.1504	12.0%
	c1355		3194.7328	11	3316.3840	3.8%
	c1908		5273.7488	13	5417.5184	2.7%
	c2670	1269	8018.0632	19	8233.7176	2.6%
	c3540	1669	10855.1824	25	11177.7424	2.9%
	c5315	2307	15293.5992	20	15518.4696	1.4%

Table 4 .

 4 [START_REF] Koren | Defect Tolerance in VLSI Circuits: Techniques and Yield A nalysis[END_REF]: Results for the percent w ise heuristic, X = 50%.

	Ci rcui t	N umber of gates	Ori gi nal area	H ardened gates	H ardened area	A rea i ncrease
	c17	6	33.1776	5	88.4736	166.6%
	74283	40	306.5096	9	406.0424	32.5%
	c432		1134.4672	2	1187.5264	4.6%
	c499		2155.1680	41	2854.6752	32.4%
	c1355		3194.7328	201	5647.1232	76.7%
	c1908		5273.7488	119	6611.912	25.3%
	c2670	1269	8018.0632	10	8128.6552	1.4%
	c3540	1669	10855.1824	8	10963.9312	1.2%
	c5315	2307	15293.5992	15	15459.4872	1.1%

Table 4 .

 4 14: Execution time for determining the cost function profi le w ith a target of 100%.

	Ci rcui t Exec. ti me (s) Exec. ti me w i th opti mi zati on (s)
	c17	0.26	0.23
	74283	4.78	4.48
	c432	1058.71	611.76
	c499	263.75	27.33
	c1355	5907.91	709.14
	c1908	56621.25	33898.49

Table 4 .

 4 [START_REF] Ferguson | Testing for Parametric Faults in Static CM OS Circuits[END_REF]: Execution times for determining the partial cost function profi le.Ci rcui t Exec. ti me (h) Exec. ti me w i th opti mi zati on (s)

	c1355	1.64	15.06
	c1908	> 19	477.49
	c3540	> 24	2109.85
	c2670	> 24	523.56
	c5315	> 24	2555.74
	4.4 Si ngl e Event Transi ent M i ti gati on Through Pul se Quench-
	i ng: Eff ecti veness at Ci rcui t Level	

  .2 w hile some results are presented in Section 4.4.3. 4.4.1 Back ground: Si ngl e Event Transi ents, Charge Shari ng and Pul se Quenchi ng

Table 4 .

 4 [START_REF] Sexton | Destructive Single-event Effects in Semiconductor Devices and ICs[END_REF]: Average reduction in sensitive area due to pulse quenching.

	Cel l	Factor PM OS transi stors
	IN VX0	100%	1
	N OR2X1	50%	2
	A N D3X1	30%	4
	XN OR2X1 16.6%	7

Table 4 .

 4 [START_REF] Schw Ank | Radiation Effects in SOI Technologies[END_REF]: N umber of pairs of cells that can be used for promotingPQ. 

	Ci rcui t N umber of gates I nter-cel l pai rs Unpai red candi dates
	c432	160	3	42
	c499	202	0	98
	c1355	546	0	130
	c1908	880	214	289
	c2670	1269	309	694
	c3540	1669	279	1041
	c5315	2307	461	1365
	c6288	2416	31	257

Table 4 .

 4 [START_REF] Seifert | Radiation-induced Soft Errors: A Chip-level M odeling Perspective[END_REF]: Improvements classifi ed into marginal, low, average, good or exceptional ones.

	Ci rcui t M argi nal Low Average Good Excepti onal
	c432	0	4	0	1	0
	c499	0	26	0	0	32
	c1355	8	50	0	0	0
	c1908	128	57	5	24	28
	c2670	317	104	57	90	40
	c3540	407	226	81	22	66
	c5315	610	253	157	125	84
	c6288	0	0	0	60	212

L'analyse de fi abilit é des composants électroniques généralement aborde deux aspects tr ès diff érents : la pr édiction de fi abilit é et évaluation de la fi abilit é. L'objectif du travail pr ésent é dans cette thèse est surtout la pr édiction de la fi abilit é, c'est à dire, on suppose qu'il existe un autre processus utilisé pour caract ériser la fi abilit é des él éments individuels d'un circuit.Certaines techniques utilisées pour estimer la fi abilit é d'un circuit num érique s'appliquent uniquement à la logique combinatoire alors que d'autres sont plus gén érales. En ce qui concerne la logique combinatoire, cette étude se concentre sur les propri ét és de masquage logique. Il est bien connu que l'estimation du masquage logique est beaucoup plus complexe que l'estimation du masquage électrique ou masquage temporel.

Some authors use different meanings for the terms SEE, SET and SEU. The convention used in this paragraph is maintained through the remainder of this text.

This thesis is organized into three main chapters, divided as follow s:Chapter 2 describes the state of the art regarding analysis and prediction of the reliability of digital circuits. Fault tolerance techniques are also detailed in this chapter. Several w orks from different authors are examined and discussed.Chapter 3 covers a series of w orks that w ere done concerning methods for the analysis of a circuit's reliability. Tw o methods used to assess the reliability of circuits are presented. The fi rst method is termed SPR+ and it is an extension of an already existing method for assessing the reliability of combinational logic only. Through the use of some heuristics, a new algorithm is proposed w hich takes fi rst order reconvergence into account. The second proposed method is termed SN aP and it overcomes most of the limitations of other methods proposed in the literature by using an hybrid approach. In other w ords, it partially simulation-based w hile also being and analytical solution.Chapter 4 details the w orks that w ere done concerning techniques for improving the reliability of digital circuits. In those w orks, different metrics for selecting w hich gates should be selectively hardened w ere applied, taking into account the gate's criticality in terms of reliability as w ell as the cost of hardening that given gate. Techniques adapted for analyzing multiple faults w ere also proposed and studied in details.

The sign w ith the bar on top of it represents the XN OR operation

The computer used for this analysis has a Intel(R) Xeon(R) CPU E5620 w ith 8 cores running at

2.40GH z, w ith 12Gb of memory.

Ga t e s o f t h e ci r cu i t 0 .0E+ 00 

Profi l i ng of the H ardeni ng Cost Functi on

A s seen in the previous section, the cost function w as used together w ith a constant improvement target T for the reliability of a given circuit (e.g., improve the reliability relatively by T = 10%). The designer/ user is responsible for choosing the value of T given the project constraints. What is going to be discussed in this section are w ays to eliminate such constant target, i.e., automatically determine through the use of heuristics w hen selective hardening is no longer desired or feasible. In Fig. 4.8, it is show n how the achieved reliability value is compared against a usergiven reliability target T . If it is low er than the target, the algorithm starts again and all gates still not hardened are considered as candidates. Otherw ise, if the target is met, the algorithm ends and outputs the ordered list of gates to be hardened. In this section it is assumed that the same fl ow is still used, only the target is no longer given by the user.

A ll the other characteristics of the analysis fl ow remain the same: SPR is is still used together w ith the cost values show n in Tab. 4. [START_REF] Zambuja | Exploring the Limitations of Softw are-based Techniques in SEE Fault Coverage[END_REF]. Classical TM R is still considered as the technique being used for hardening. Voter cost is neglected w hile for the other gates only the increases in area are taken into account.

The methodology described in Section 4.2 w as applied to several ISCA S'85 benchmark circuits w ith a reliability target T = 100%. The profi le of the cost function w as then obtained for circuits of different sizes and topologies. Figures 4.16