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Figure 1.2: Semantic Web technologies used by Google to structure data aime Web

Further, according to Barnaghi et al., semantics is required at di erent levels in 10T, it
can be used to: (1) describe things and data, (2) reuse domain knowledge3)(interpret 10T
data, (4) provide smarter applications, and (5) provide security [Barnaghi et al., 2012b].

In this thesis, we address the following challenges:

Generating interoperable cross-domain semantic-based loT applicatia This process
should be exible enough to be performed either on the cloud, constraied devices or
Machine-to-Machine (M2M) gateways. M2M gateways means that processing done
automatically, without requiring human intervention.

Interpreting sensor data and infer new knowledge by reusing domaiknowledge exper-
tise. Reusing domain knowledge (e.g., ontology) is highly recommendd&imperl, 2009]
[Swarez-Figueroa, 2010] [Swarez-Figueroa, 2010]. The interoperability of dorain knowl-
edge enables building cross-domain expertise.
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Figure 2.1: Semantic Web of Things projects overview

2.1 Understanding Semantic Web of Things Related Research
Fields

In this section, we explain the main challenges of heterogenous resehrelds having overlap-
ping goals: Ubiquitous Computing (UbiComp), Pervasive Computing, Ambient Intelligence
(Aml), Context-Awareness, Ambient Assisted Living (AAL), Smart Homes, Semantic Sen-
sor Networks (SSN), Machine-to-Machine (M2M), Internet of Things (IoT), Web of Things
(WoT), Semantic Web of Things (SWoT), Smart Cities and Physical-Cyber-Social Com-
puting (PCS). The evolution of Ubiquitous Computing has given place to new terms like
'Pervasive Computing', 'Context-aware Computing', ‘Mobile Computi ng', 'Wearable com-
puting' and now 'Internet of Things'.

2.1.1 Ubiquitous Computing (UbiComp)

Ubiquitous computing is a research eld aiming at integrating computers into objects.

In 1993, Weiser introduces the notion of ubiquitous computing [Weiser 1993].

In 2003, Chen et al. integrate semantic web technologies to pervasive compug
[Chen, 2004]. They design thestandard Ontology for Ubiquitous and Pervasive Ap-
plications (SOUPA)  ontology to describe user pro les, beliefs, desires, etc. [Chert al., 2003]
[Chen et al., 2004] [Chen et al., 2005b] The SOUPA ontology is integrated in th&€ontext
Broker Architecture (COBRA) architecture to build smart meeting rooms [Chen, 2003]
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OAEI Benchmark

Ontology 1 Ontology 2

Person (Concept): Patient (Concept):

- first name (property) - name (property)
- number phone - phone number
- email - email

- etc. - etc.

Figure 2.4: Comparison between OAEI benchmark and ontologies relevant for loT

We detect the conceptual heterogeneity issue with LogMag’ [Jimenez-Ruiz and Grau, 2011]
where the authors explain us that LogMap will not do such matching. Another
naive approach was to use the Silk platformd* [Volz et al., 2009b] [Volz et al., 2009a]
[Jentzsch et al., 2010] [Isele et al., 2010] for discovering, linking and mataining data

links between datasets.

Further, de ning the threshold is di cult to avoid wrong result s.

Terminological heterogeneity means that di erent words are used to name the
same entity such as equivalence (e.g., Snowy, SnowyWeatherStategtymology (e.g.,
fog/foggy) or synonyms. Even if ontology matching tools are based on a dictionary
(e.g., Wordnet) and on a dictionary for synonyms (synset), this is not emough. These
dictionaries are not su cient for the IoT domain. Further, the classi cation of con-
cepts can be di cult to detect. For instance, precipitation and rain are not considered
as synonyms in WordNet but as hyponyms in Collins (see Figure 2.6). Dealig with

22 http://oaei.ontologymatching.org/
2 http://csu6325.cs.ox.ac.uk/
24 http://wifo5-03.informatik.uni-mannheim.de/bizer/silk/

52



















































- Learn semantic web technologies
- Choose, learn & use semantic web tool;

- Design ontologies
- Design datasets

- Design rules or choose algorithm
- Find & combine related information
- Query smarter data

- Be familiar with the security topic
- Find related attacks & security mechanisms
- Compare and choose security mechanisms
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Figure 3.2: M3 assists developers in designing SWoT applications

to design its own ontologies, datasets and rules. Then, in the secondegt, 10T developers
send |oT data to the M3 converter which semantically annotates it according to the M3
nomenclature to get interoperable M3 data. Then, in the third step, they easily interpret
M3 data and enrich it with the M3 interoperable domain knowledge provided by
the M3 template. Thanks to this approach, the developer task is focued on parsing and
displaying M3 suggestions in an user-friendly interface. The desopers could even send
noti cations or control actuators (e.g., close the door). Finally, if required, in the fourth
step, the developers can be assisted b$TAC to secure their 10T applications. STAC
suggests the security mechanisms to integrate in their applicationbased on the technologies
employed. All of the M3 components are brie y explained in Table 3.1.
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Figure 4.1: Assisting developers in interpreting loT data with M3

4.2 M3 Nomenclature & Ontology

The M3 nomenclature provides a basis for reasoning. Since sensor data coming from
heterogeneous projects, it is not interoperable. For this reason, wedve designed the M3
nomenclature to make the data interoperable and explicitly add the comext if needed to
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Figure 4.6: Statistics on the LOV4IloT dataset to count the number of ontologies

(4) units. Further, for each sensor measurement, we associated theowesponding units.
Further, we frequently found synonyms to describe a same sensor @ensor measurements.
We chose the most popular term, and indicate the synonyms in thedfs:comment property
in the M3 ontology. The result of this work is the M3 nomenclature and the M3 ontology

presented above in 4.2.

4.3.5 Extracting rules to interpret sensor measurements

We have classi ed and synthesized di erent languages that have beeremployed in the
ontology-based projects. In Figure 4.7 are displayed heterogeneous swsétres and languages:

Rule Interchange Format (RIF) is proposed a standard format for the 'Linked Rules'
[Khandelwal et al., 2011]. RIF is designed by the W3C to unify various rulelanguages:
Semantic Web Rule Language (SWRL), RuleML (Rule Markup Language), R2ML
(REWERSE Rule Markup Language) and F-logic [Kifer, 2008]. Seye et al. implerant
a tool to convert RIF rules into SPARQL CONSTRUCT rules and design a RIF
validator [Seye et al., 2012]. However, we did not nd any RIF-based implenentation
tools to extract rules. This language is not popular in the LOVIoT dataset. Only

three works mentioned this language.

The SWRL language [Horrocks et al., 2004] is frequently used by domain expes,
since tools have been integrated in the popular Protege ontology editor tol. How-
ever, we analyzed the heterogeneity of SWRL rules. Indeed, SWRL itas are not
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Figure 4.7: Heterogenous rule languages and softwares
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Frequently, we found rules described a®wl:Restriction  directly in the ontology (see
Figure 4.8). In this gure, the rule described means that if the predpitation measurement
is equal to O millimeter per hour, then it does not rain. This rule has been described in the
weather ontology designed by Staroch et al. [Staroch, 2013]. We expectedahall rules are
described in this way in all ontologies, but sometimes the unit is notmentioned or the term
mentioned to describe the sensor measurement type or the unit dsenot match to our M3
nomenclature, etc.

This heterogeneity hinders the automatic extraction of rules. For this reason, we man-
ually redesign our own dataset of interoperable rules to infer high-leel abstractions from
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: => Result of the IF THEN ELSE rule

(high level abstraction)

=> measurement type

Rule: IF precipitation = 0 mm/h :
THEN NoRain

=> unit

—

=> sensor measurement value

Figure 4.8: Rule described as an owl:Restriction on ontologies

sensor data. Such rules will be based on the M3 nomenclature and the M3 tmtogy. Since,
most of the existing works design SWRL rules, we use the SWRL languageotreuse and
combine rules to enrich 10T data. This dataset of rules is called 'Serm-Based Linked Open
Rules (S-LOR)' and is based on the M3 nomenclature and M3 ontology. When te S-LOR
dataset attained more than 100 rules, the S-LOR dataset has been split intsub-datasets
to classify rules by domains: (1) health, (2) home, (3) weather, and (4) ewironment. This

work is extensible with more rules and more domains. These S-LOR datateare exploited
in the di erent M3 templates.

4.3.6 Extracting domains

We classi ed and referenced the most popular domains that we found in ordlogy-based
projects as explained above in Table 4.2 in section 4.2, more preciselypuilding automa-
tion, health, weather, agriculture, environment, emotion, transport, energy, tourism, loca-
tion, city, tracking good (e.qg., tracking food and tracking CD). In t he building automation
domain, the subclass activity recognition has been de ned and in the evironment domain,
the subclass re has been added. These domains are described in theSMomenclature and
ontology and are used in: (1) the iot application template dataset to descrile M3 templates,
(2) the LOV4IoT dataset to select or count the number of ontologies for each domain(3)
the drop down-list of the SWoT generator when asking to choose a domain,4) the M3
converter to delete ambiguities and explicitly add the context to IoT measurements, (5)
the M3 web services, and (6) in the classi cation of 10T scenarios explaied in section 3.4,
sub-section 'Making use of M3 templates for 10T EU projects'.

4.3.7 Lessons learned

At the beginning of this thesis, we thought that it would be easy to reuse and combine these
ontologies and rules. Unfortunately, due to heterogeneity, technicaldsues and limitations
of ontology matching tools, reasoning engines and ontology or rule editors, wealie not
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Figure 4.13: Linking rules by linking concepts

However, the main shortcoming is the lack of links between these ontobies. For this
reason, we added them in rules.

Figure 4.14 shows the deduction of high-level abstraction from sensor dat(e.g., heavy
rain). Heavy rain is the result of the reasoning engine by taking into onsideration the M3
measurements, M3 units, M3 domains and M3 values. The deduction is sb de ned in M3
domain datasets (e.g., weather and transportation) which enables to ench original sensor
data. In this example, M3 connects two domains: tourism and transportaton thanks to
the common terms described in an interoperable manner in M3 rules ant13 datasets.

Figure 4.15 illustrates the grammar of M3 rules, which has been inspim by the Jena
rule syntax and structure.

Figure 4.16 shows the process to automatically enrich SenML data to iier high-level
abstractions and enrich them with cross-domain datasets. Firstly, wesemantically annotate
SenML sensor data according to the M3 nomenclature and ontology. Then, ieroperable
M3 rules are loaded in a reasoning engine with M3 SenML sensor data to fier high-level
abstractions. Since common high-level abstractions can be found in hetegenous domains,
the domains are easily combined to provide cross-domain suggestions.

In this thesis, we are mainly interested in rule-base reasoning jine (e.g., Jena reasoning
engine) to derive high level context information and update the knowkedge base with the
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Figure 4.17: S-LOR integrated in the M3 approach

4.6 S-LOR: A 'Share and Reuse' Based Reasoning Approach

Sensor-based Linked Open Rules (S-LOR) is not just a dataset of interagrable M3 rules
that is exploited in the M3 templates to build semantic-based 0T apgications. This is
also an innovative approach, stemming from the 'Linked Open Data' approach to share
and reuse interoperable rules on the Web to interpret 0T data. Curraitly, data is consid-
ered as the new oil. From our point of view, the most important aspect is tke high-level
abstractions that have been inferred from loT data. This can be done withrule-based
systems, recommender systems or even machine learning algorithmk this thesis, we are
mainly focused on the rule-based systems, since we found rules amtology-based projects
referenced in LOV4IoT. Such datasets could be enriched by domain expsrand they could
even add ratings on the rules such as trust or popularity. A major challemge is to check
completeness (i.e., cover all possible values) and correctnesse(i no contradiction) of these
rules when integrating new rules in the dataset.

As future work, we plan to provide templates to guide users to chooséhe best systems
tting their needs according to the kind of data that they want to exp loit. Indeed, we
could guide users to use a specic algorithm to interpret sensor data. For instance, in
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Figure 5.1: Assisting developers in securing 0T Applications with SRC

The STAC generator enables nding attacks and security mechanisms aarding to
a speci c technology. We also designed some templates based on exigfiprojects
involving sensors. For instance, the CodeBlue project [Malan et aJ.2004] employs
sensors such as pulse oxymeter, Electrocardiogram (ECG) and the WHki technology.
They explain in their work that they use the Elliptic Curve Crypt ography (ECC)
cryptography algorithm to encrypt sensor data. This information has been ntegrated
in a STAC template to later help developers to secure similar appkations.

The STAC nomenclature to use common terms and avoid any ambiguities. Foin-

stance, a beginner in security or a machine does not know expliciflthat a asymmetric

algorithm is a synonym for public key algorithm. For this reason, we de ne common
terms to ease interoperability between existing works. This stp is essential to design
the security cross-domain knowledge base.
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Figure 5.15: STAC referenced by the Linked Open Vocabularies catalogue

5.5.2 Evaluating STAC with end users

In section 1.5, we introduced 'Hypothesis 9: A security knowledge bascan help non-experts
in security to choose security mechanisms tting their needs © secure loT applications'.
To evaluate our proposed approach, we have create an evaluation foffrwhich has been
lled by developers and researchers in computer sciences to evalte whether the STAC
knowledge base can assist them in securing their applications. Theofm contained the
following questions (see Figure 5.16) and we obtained twenty eight resmseg as follows:

Your knowledge in security? (see Figure 5.16.A). According to the redts, the STAC
application has been tested by dierent kind of users: 4 % are not famiar with
security at all, 46% of users has a low knowledge in security, 25% are immediate in
knowledge security and 21% are experts in security.

Who are you? (see Figure 5.16.B). Finding loT developers was di cult, © we sent
this evaluation form to users who might be interested in securing heir applications.
According to the results, 36% are researchers and 36% are software develope At
the beginning lling this question was not mandatory, so the total is not 100%.

Are the concepts intuitive and easy to understand? (see Figure 5.16.C)According to
the results, 39% of users understand the concepts from the STAC kndedge base, this
is higher than the number of security experts, so it means that non egert in security
can understand security concepts thanks to the STAC knowledge baseHowever, 25%

®https://docs.google.com/forms/d/INKIMQPVR6X6Reioud0-W  BZulbmo3T1Ah7PZm9De-
apk/viewform

"https://docs.google.com/forms/d/INKIMQPVR6X6Reioud0-W  BZulbmo3T1Ah7PZm9De-
apk/viewanalytics
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Figure 6.3: Sequence diagram of application provisioning phase

6.2.1 Application Provisioning Phase

Once the sensor discovery phase is achieved, the user selecteasor (e.g. light sensor) and
an associated domain (e.g. weather). The mobile application then quergea web service
from the M3 framework with the sensor and domain information. The M3 framework

internally retrieves a list of previously de ned cross-domain scearios involving the selected
sensor and domain. The application receives and presents the list tdhe user. For example,
based on light sensor and weather domain, the M3 framework will propose fowrross-domain
scenarios: (i) Weather, Luminosity and Emotion, (ii) Weather, Tourism and Clothes, (iii)
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