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Introduction

Information plays a key role in modern economies. Since the seminal work of
Hayek (1945), its importance in policy decision making has been widely ac-
knowledged by scholars and politics. Information is also at the heart of our
understanding of markets. Major contributions by Akerlof (1978), Rothschild
and Stiglitz (1978), and Samuelson (1985) have emphasized how information
asymmetry between market participants can cause important harms to unin-
formed actors. For instance, consider a consumer who wants to buy a mobile
phone. The mobile phone can be either of a good type or bad type. Consumers
cannot distinguish the types of a mobile phone before buying it. However,
phone sellers know the quality of the phone that they sell, this is an example
of information asymmetry. There is a risk for consumers who might pay a high
price for a bad type phone, and thus consumers will be ready to buy mobile
phones only at a low price. Firms selling mobile phones will not have interest
to propose good type mobile phone, as they will not be sold at a high enough
price, and only low quality mobile phone will remain on the market. This is
known as adverse selection, which can lead to the disappearance of markets.
Digital markets have given information an even more essential role. Digi-
tal technologies have enabled firms to collect huge amounts of information on
consumers. Information on consumers’ private characteristics and preferences
is then used by data driven companies to propose consumers targeted advertise-
ment and prices, but also personalized services and goods. The most emblematic
of these companies is probably Google, which collects every information possi-
ble on consumers and sells to firms the possibility to show up on the first page
of their web browser when potential buyers enter a related query. Google uses

information to match as precisely as possible consumers who are the most eager
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to buy a product with the company that sells it. Firms are willing to pay for this
service as it allows them to reach more consumers, thus to be more competitive

and to make more profits.

Recently, data brokers have specialized in extracting and treating as much
information on as many consumers possible. Consumer information allows them
to reduce information asymmetry on consumers’ characteristics, that is, to know
as much as possible about them. Data brokers sell consumer data to firms will-
ing to personalize their advertising campaigns or their products depending on
the preferences of consumers. There is thus a market for consumer information:
information is supplied by data brokers, and purchased by firms willing to ac-
quire consumer data. Consumer data are now economic goods, whose monetary

values depend on their quality, and on the supply and demand of the market.

Little is known about the functioning of the market for consumer infor-
mation. Data brokers operate outside the scope of regulators by keeping a
well-hidden secret on the nature of their activities. What are their strategies
regarding how much information they collect and sell to competing firms? How
do these strategies change when competition between data brokers is more in-
tense? How do they react to a change of regulation on data protection? Finally,
how does the data brokerage activity affect markets where firms acquire in-
formation? Meanwhile, the fact that companies can buy and sell consumer
information raises several questions on the risks involved for consumers. Will
consumer welfare be lowered due to the collection and sale of their informa-
tion? Can consumers protect their privacy from data brokers? Can a regulator

influence how much consumer information a data broker collects and sells?

This thesis contributes to the theoretical literature on markets for consumer
information in three points. First, it analyzes the strategies of data brokers
regarding how much consumer information they collect, and how they sell it to
competing firms. Secondly, it examines the effects of competition between data
brokers on consumers and on firms that buy information. Thirdly, it proposes
recommendations to data protection agencies and competition authorities to
regulate competition between data brokers. By providing insights on how data

brokers operate and how they affect consumers and firms, this thesis can help
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policy makers to better answer the issues raised by the emergence of a market

for consumer information.

The data brokerage industry

We describe in this section the data brokerage industry. The description builds
on the FTC report on data brokers!, as well as on an interview of a specialist

of the data brokerage industry that was conducted in April 2019.2

Data brokers are companies specialized in collecting, treating, and selling
consumer information to firms. Data brokers appeared in the mid-sixties, and
have grown fast since then, to such extent that a major data broker such as
LiveRamp Holdings, Inc. (formerly known as Acxiom) is now valued around

3.59 billion $.

Data brokers collect information from various sources. They combine offline
data - such as public records of marriages, divorces, voting - with online data
that they mostly collect using cookies. For instance, data brokers have had
an open access for years to the personal information of Facebooks users.? As
Crain (2018) emphasizes, data brokers also obtain a substantial part of their
information from other data brokers. They merge data bases in order to obtain
thinner segments of the population, to such extent that, for instance, the FTC
states in its report that ”one of the nine data brokers [that they consider] has

3000 data segments for nearly every U.S. consumer.”

Data brokers sell information to companies for various purposes. From a
marketing perspective, information can be used for instance to send solicitation

e-mails, or advertise for specific products to specific consumer segments.

”Traditionally, what comes to mind is the basics of marketing
information, where [data brokers] will make available to companies
who want to carry out marketing operations files to put them in

contact and hope to market themselves, to develop. [Firms acquire

I Data brokers: a Call for transparency and accountability; FTC, May 27 2014.

2 For privacy issues the name of the respondent is not provided in this thesis. The full
interview is available upon request.

3 Facebook, longtime friend of data brokers, becomes their stiffest competition; Washington
Post, March 29, 2018.


https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-accountability-report-federal-trade-commission-may-2014/140527databrokerreport.pdf
https://www.washingtonpost.com/news/the-switch/wp/2018/03/29/facebook-longtime-friend-of-data-brokers-becomes-their-stiffest-competition/?utm_term=.825a265cee51
https://www.washingtonpost.com/news/the-switch/wp/2018/03/29/facebook-longtime-friend-of-data-brokers-becomes-their-stiffest-competition/?utm_term=.825a265cee51
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information] in a logic of marketing and improvement of their prof-
its.[...]

Then data brokers also operate around the notion of risk, some-
times called credit bureau, with three major actors in the U.S., that
are Equifax, Experian and Transunion. Credit scoring can be either
marketed as a proportion of the customer to spend, or as the level of

risk that the customer presents with respect to its creditworthiness.”

Information can thus be used to verify the identity of consumers, or to detect
fraud. Banks use information for credit scoring purposes, that is, to adapt credit
allocation and credit rates to the ability of clients to reimburse a loan. Data
brokers thus interact with banks, media, and in the end with any company

willing to know more about consumers.

In many cases, consumers benefit from firms being more informed. They are
proposed advertising and discounts adapted to their preferences; more informa-
tion on the markets usually means more competition, which lowers the prices
of products; less fraud and a better allocation of credit improve the functioning

of the market which shall also benefit consumers.

Nevertheless, in other ways, consumers can also be harmed by the activity
of data brokers. For instance, an error in credit allocation prevents a liable con-
sumer to access a legitimate credit. Discrimination may also arise as consumers
can be targeted depending on their ethnicity, gender, or age. These issues are
exacerbated by security risks, that are inherent to the massive storage of data.
The recent breach of Equifax, a major data broker specialized in credit scoring is
eloquent:* more than a 143 Million U.S. citizens — almost half of the population
— have had their personal information stolen during this breach. However, the
data brokerage industry is characterized by an unusual and worrying opacity,
and information collection is largely done without the knowledge and informed

consent of consumers.

Several questions arise regarding a regulation of the data brokerage industry.
Policy makers are concerned by data brokers as they affect consumer welfare

and privacy. Also, data brokers have recently faced a wave of mergers. In 2014,

4 The Equifax Data Breach; FTC, September 18, 2019.


https://www.ftc.gov/equifax-data-breach

for instance, Oracle, a major technology company, has acquired two large data
brokers: Bluekai and Datalogix.” This increase of concentration in the industry
raises concerns about the market power of these companies. The impacts that a
higher concentration of data brokers will have on how much consumer informa-
tion they collect and sell have not been studied in the economic literature. The
purpose of this thesis is thus to unveil some of the mechanisms of information

acquisition and selling of data brokers.

Outline

The thesis is composed of four chapters building on a homogeneous model in
which data brokers sell consumer information to competing firms for price dis-
crimination purposes. The first three chapters are co-authored with David

Bounie and Patrick Waelbroeck. The last chapter is single authored.

Selling strategic information: a critical review of the literature

In the first chapter, we review the literature on third parties selling informational
goods. We identify two strategic dimensions used by a third party when selling
to firms information that has a competitive effect on the market. First, the
literature shows that a third party that sells information can also lower the
precision of information in order to soften competition between firms. Such
practice increases the value of information. Secondly, they can decide to sell
information to only a subset of firms, and choose which firms will dominate
the market. Thus these third parties have a strong impact on competition on
the market. In the remaining of the thesis, we focus on data brokers selling

consumers information to competing firms.

Selling strategic information in digital competitive markets

The second chapter analyzes a monopolist data broker selling consumer infor-

mation to competing firms. We relax a classical assumption of the theoretical

5 AdExchanger, How Datalogix Made Oracle’s BlueKai Acquisition Even Smarter; Adex-
changer, January 19, 2015.


https://adexchanger.com/data-driven-thinking/how-datalogix-made-oracles-bluekai-acquisition-even-smarter/
https://adexchanger.com/data-driven-thinking/how-datalogix-made-oracles-bluekai-acquisition-even-smarter/
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literature, that assumes that the data broker either sells all information, or does
not sell information at all. We show that this assumption is highly restrictive:
the data broker will sell information to firms on consumers with the highest
willingness to pay for their product. Consumers with the lowest willingness to
pay will remain unidentified, even though the data broker has information on
them. This information allows firms to extract surplus from consumers who
have a high valuation of their product. Keeping a share of consumers uniden-
tified softens competition between firms. We argue that this new theoretical
result is fundamental to understand the impacts of data brokers on consumers
and firms that acquire information. By choosing which consumer segment to sell
to competing firms, data brokers can soften competition on the market, which
increases the value of information. The following chapters build on this result

and analyze its implications for competing firms and consumer welfare.

Selling mechanisms and the market for information

In the third chapter, we focus on how different mechanisms of sales impact the
strategy of a data broker regarding how much consumers information it col-
lects and sells. We compare equilibrium in the following cases: the data broker
sells information through a take it or leave it offer, a sequential negotiation,
and finally an auction. We show that the more the data intermediary collects
information, the lower consumer surplus. Take it or leave it offers, maximize
consumer surplus and minimize information collection, but is the least prof-
itable mechanism for the intermediary. Thus, selling mechanisms can be used
as a regulatory tool by data protection agencies and competition authorities to

minimize information collection and selling, and to maximize consumer surplus.

Collecting and selling consumer information: the two faces of data brokers

The fourth chapter analyzes a competitive data brokerage industry. Namely, we
study the effects of competition between data brokers on how much consumer
information they collect and sell to competing firms. We argue that, contrary
to the current regulatory practice, both data protection and competition regu-

lation should be taken into account together. Indeed, we show that competition
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between data brokers may increase the amount of consumer information that
they collect and sell. This will positively impact consumers as competition on
the product market is increased. Where data protection authorities are con-
cerned, competition between data brokers has a negative impact on consumers
as more consumer data are collected and sold to firms. However, competition
authorities prefer data brokers to compete as consumers end up paying a lower

price.
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CHAPTER 1

Information Goods and Strategic Gatekeepers

1.1 Introduction

Information plays a key role in modern economies. Since the seminal work
of Hayek (1945), scholars and policy makers have recognized that information
greatly influences how markets function. Major contributions by Akerlof (1978),
Rothschild and Stiglitz (1978), and Samuelson (1985) have emphasized how in-
formation asymmetry between market participants can cause important harms
to uninformed actors, leading to market inefficiencies, and ultimately to market
failures. By showing how most of classical economic equilibrium fall when mar-
kets display imperfect information, they have put the role of information at the

core of economic research.

Information also plays a key role in the functioning of firms. From a busi-
ness oriented perspective, firms face many informational problems (Holmstrom
and Tirole, 1989). They have to manage internal information flows for deci-
sion making purposes. The manager-employee relationship is compromised by
adverse selection and moral hazard issues (Spence, 1978). Moreover, employ-
ers have to allocate employees with tasks fitting their personal ability (Canidio
and Legros, 2017). Firms also have to distinguish themselves from competitors
when consumers have imperfect information on the reliability and the quality
of their products, which can lead to reputation issues (Shapiro, 1982). They

face uncertain market characteristics such as demand or consumer willingness
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to pay (Vives, 1984). Overall, investing in information systems is a market share

winning strategy (Weill, 1992).

Big data has given information an even more central role. McAfee et al.
(2012) show that data driven companies are 5% more productive and 6% more
profitable than their competitors. The big data revolution affects all sectors of
the economy and captures the attention of regulators and politics who do not
want to be left behind (Kaisler et al., 2013). Economic analysis is also deeply

impacted by this increasing ubiquity of information (Einav and Levin, 2014).

A recent literature has focused on the effect of big data infomediaries on
competition and surplus.! However, we are still lacking a comprehensive review
of the literature on the strategic use of information and innovation on markets.
Yet, the economic literature has recognized the role of strategic information sell-
ing on markets and the spectacular growth of the digital economy has attracted
more and more researchers to this issue. Information can be strategically sold
by data brokers or exogenously by third party agents. In particular, Berge-
mann and Bonatti (2019) review the literature on markets for information, with
a special emphasize on how the mechanisms through which information is sold
affects market equilibria. In our paper complements their research as we focus
on intermediaries who strategically decide to which firm they sell information,

and which information they sell.

Information economics challenges traditional views of competition, welfare,
barriers to entry, and regulation (Crémer et al., 2019). Information is long
known to have important effects on competition in product markets. Early
articles such as Thisse and Vives (1988), Ulph and Vulkan (2000) or Encaoua and
Hollander (2007), highlight two effects of consumer information on competition.
On the one hand, firms who can better target their consumers can better extract
their surplus - this will be referred to as the rent-extraction effect, increasing

market power. On the other hand, competing firms who both have information

1 See for instance Belleflamme et al. (2017), Montes et al. (2018) or Bounie et al. (2018).
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on consumers will compete more fiercely for them - this will be referred to as

the competition-effect.

Protection of personal data also impacts the innovation process (Goldfarb
and Tucker (2012), Lefouili et al. (2017)). Understanding how data protection
can or not hinder innovation is of crucial importance in the data economy, where
economic performance and innovation rely on data acquisition. The topic is of
course of great interest to regulators and policy makers who will have to balance

data protection, competition and innovation policies.

We provide a comprehensive review of the economic literature that analyzes
how data intermediaries shape competition and innovation processes. These
actors have been referred to as infomediaries, information gatekeepers, or more

recently, data brokers.

We consider third party selling information to firms. Studies such as Ulph
and Vulkan (2000), Stole (2007), Thisse and Vives (1988), Liu and Serfes (2004)
or Taylor and Wagman (2014) where information is exogenously given on a
market are thus excluded from this survey. We also rule out studies where firms
collect information themselves, for instance in models of behavior based price
discrimination (Fudenberg and Villas-Boas, 2006; Esteves, 2010). Finally we do
not consider models where firms share information such as Vives (1984), Liu
and Serfes (2006), Shy and Stenbacka (2013), Jentzsch et al. (2013) and Liu
and Serfes (2013).

The structure of the article is the following. We analyze how authors address
the issue of which information quality a data seller will propose to which firms.
The literature shows that information sellers can strategically lower the quality
of information that they sell to firms.? We identify three arguments in favor of

such practices.

First, information increases competition on the product market, lowers the

profits of the firms, and thus lowers their willingness to pay for information.

2 This effect recalls the one in Deneckere and Preston McAfee (1996), where firms volun-
tarily lower the quality of the good they sell, which in particular, can be Paretto improving.
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Information sellers can decide to sell voluntarily distorted information to only
part of the firms in order to moderate competition on the market, and increase
their profits. Such effect is also observed in the case of an innovator selling

licenses to competing firms.

Secondly, we identify a parallel of the Arrow effect in the case of a firm
selling information: the price of information already reveals part of its content.
Firms thus face a dilemma when selling information, since setting the highest
price naturally decreases the value of information. Lowering the quality of
information is a way for an information seller to hide part of its content, and

increase the value of information.

Thirdly, lowering information quality can be used by an uninformed principal

to break information asymmetries.

Finally, we discuss how decision makers can regulate these strategies of in-

formation selling on markets.

We will use indifferently the terms information distortion, voluntary lowering
or degradation of information quality, precision or accuracy, or to add noise to
a signal.

The remaining of the paper is organized as follow. Section 1.2 analyzes
by third party who develop selling strategies to modulate competition on a
downstream market. In Section 1.3 we focus on the arrow effect, and how
information and innovation sellers can correct it. Finally we review in Section
1.4 the strategies of sellers to correct for information asymmetry. Section 1.5

concludes.

1.2 Shaping of downstream competition

The role of strategic information intermediaries is well identified in the lit-
erature. These actors can shape the intensity of competition in downstream

markets by limiting the amount of information sold to competing firms. We
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review in this section the literature analyzing the relation between information

and competition on the sides of the seller and of the buyer of information.

Villas-Boas (1994) provides an early illustration a mechanism that shapes
competition by addressing the question of whether competing firms should share
the same marketing agency. Indeed, the effect of a marketing campaign that
two competing firms have at the same time might be reduced. The author
characterizes situations in which when the agency chooses to contract with only
one firm in the market, and keep its competitor excluded. Such an equilibrium
may occur because dealing with both competitors would lower the value of the

agency’s services as they compete more fiercely.

Baye and Morgan (2001) also emphasize the role of information gatekeepers
on market competition by considering how they can break local monopolies.
Gatekeepers can open new markets to firms which increases competition between

them.

Turning to third parties selling information for decision making, Sarvary
and Parker (1997) consider two firms selling information to consumers who are
heterogeneous in their willingness to pay for the quality of information. Con-
sumers can acquire information from any sellers, and they can merge informa-
tion from different sources to get more precise information. The authors show
that the strategies of information sellers depend on the degree of complemen-
tarity or substitutability between them, that is on the intensity of competition.
When information sellers propose complementary products, price competition
will be soft, and buyers will acquire information from several information sell-
ers. When information sellers propose substitute information, they will compete
more fiercely, prices will be low, and buyers will acquire information from one

seller only.® Christen and Sarvary (2007) empirically support these results.

Xiang and Sarvary (2013) in an extension of Sarvary and Parker (1997) and

3 Recent contributions propose related models of competition between data brokers. Gu
et al. (2018) study the incentives for data brokers to share information together, and they show
that information sharing occurs when sellers have substitute data sets. The rationale behind
their result is that information sharing is a way for data brokers to avoid price competition.
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Bimpikis et al. (2019) show that when information buyers see their actions as
strategic complements, the data broker sells the most accurate information to all
customers. When buyers view their actions as strategic substitutes the provider
maximizes her profits by either restricting the overall supply of the information
product, or distorting its content by offering information of inferior quality. To
sum-up, information can increase competition between buyers, and the data
broker takes this competitive effect of information into account when choosing
which signal to sell to which firm. If information increases competition between
firms, he will sell partial information so that the profits of the firms are not

decreased too much, and thus the value of information remains high.

We analyze in the remaining of the section the literature about innovation
licensing and information selling. As both innovations and information have
a competitive effect on the downstream market, we identify similar results in
both literatures, that we summarize in the following sections. When it is not

specified the term information also refers to licensing.

1.2.1 Selling information to a subset of firms

Information can increase competition between information buyers, and thus
lower their willingness to pay for information. We analyze cases where third
parties selling information strategically limit the access to information (to a
subset of firms), so that competition is not increased too much on the mar-
ket. Thus the value of information remains high for firms that can buy it,
and information sellers can charge firms a high price. In order to understand
the effect of competition on the downstream market on a sellers strategies, we
first consider a benchmark case where information has no competitive effect on
downstream competition. Then we analyze how the literature takes this effect
into account, allowing the seller not to sell information to a subset of firms to

lower competition.

Katz and Shapiro (1986), Kamien (1992), and Rey and Salant (2012) study

a monopolist specialized in innovation licensing to competing firms. In their
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model, the willingness to pay of a firm for the license depends on whether its
competitors acquired it. This is because a firm that acquires an innovation
becomes more competitive on the market, which lowers the profits of its com-
petitors. Thus, by selling licenses to competing firms, part of the competitive
gain is lost for the firms, as they also face more informed competitors. The
authors find that the innovator optimally restricts the number of licenses on the
market, so that competition is not intensified too much, and the value of the

licenses does not decrease.

Finally, Iyer and Soberman (2000) study a sophisticated model of informa-
tion selling to add value to a product. They consider two types of information.
First, innovations can allow a firm to increase the value of the product for loyal
customers. In this case ,the innovator sells licenses to all firms on the market.
Secondly, innovations can increase the value for all customers and thus facilitate
consumer poaching. In this case, the innovators sells information to a subset of

firms only.

Information can also be used to price discriminate consumers. Braulin and
Valletti (2016) propose a model in which a data broker sells consumer informa-
tion to two vertically differentiated competitors. Montes et al. (2018) propose
a model of information selling to competing firms for price discrimination pur-
poses. In both approaches, information is perfect and allows firms to identify
consumers’ willingness to pay for their product. Information allows firms to
better extract surplus from consumers, as they know their willingness to pay
for a product, but it also increases competition between firms as they set their
prices more aggressively. They show that a data broker will sell information to
only one of the competitors in order to soften the competitive effect of increased
information on the market. This in turns increases the value of information.

The literature shows clearly how information sellers can influence competi-
tion on the downstream market by controlling the access to information. How-

ever they ignore the possibility for information sellers to voluntarily lower the
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quality of information. We consider in the next section such a possibility and

how an information seller can use it to lower competition between firms.

1.2.2 Lowering the quality of information and innovations

How a data broker can strategically choose information so that consumer surplus
is extracted without competition being too much intensified on the product
market? Bounie et al. (2018), and Belleflamme et al. (2017) provide answers
to this question by considering a data broker selling information to competing

firms for price discrimination purposes.

Belleflamme et al. (2017), show that a data broker will voluntarily lower the
quality of information that he sells to firms for price discrimination consumers.
Bounie et al. (2018) show that the data broker sells information on consumers
with the highest willingness to pay, which allows firms to extract more consumer
surplus. Information on low-valuation consumers is not sold to firms in order to
soften competition. In other words, it is not optimal for the data broker to sell
information on all consumers, as doing so would reduce the profits of the firms,

and hence their willingness to pay for consumer information.

The literature on innovation also study similar mechanisms. Kastl et al.
(2018) consider a consulting company selling to a firm information about the
structure of its internal organization. Information is modelled as a set of signals
and likelihood functions mapping states of nature to signals. The provider can
produce any information structure at no cost. The authors allow the informa-
tion provider to voluntarily supply imperfect information to competing firms.
The rationale behind such practice is similar to the literature above where in-
formation and innovations are sold in competitive markets: as companies are
more efficient with better information, they increase their production, which
lowers the price of their product and consequently their profits, and thus lowers
their willingness to pay for information. The sale of imperfect information thus

occurs in equilibrium.
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Turning to information in financial markets, Garcia and Sangiorgi (2011)
analyze the strategies of a monopolist information provider selling information
of endogenous quality to competing investors. As the investing strategy of an
agent has a negative externality on the profits of its competitor, and thus lowers
the value of information, they find that the information provider sells either to
all agents very imprecise information, or to a small number of agents information

of the highest quality.

Cespa (2008) focuses on information selling at two successive stages. Infor-
mation acquired in stage 1 by a firm can be partially reused in stage 2. Thus,
the data broker will lower the quality of information in stage 1 so that the value
of information in stage 2 is higher. Thus a firm competes inter-temporally with

herself, and moderates self-competition by lowering the quality of information.

In a search model, Lizzeri (1999) focuses on intermediaries selling to buyers
information on a product quality. They find that the intermediary will volun-
tarily lower competition between sellers by two means: first, by keeping one of

the buyers uninformed, secondly, by selling partial information to firms.

1.3 The Arrow effect

The arrow paradox has long been identified in the literature on innovation and
licensing (Arrow, 1972). It states that when a technological transfer occurs, an
innovator needs to provide information ex ante about the license to the buyer,
which directly lowers the value of the innovation. This effect can be translated
into the context of financial markets: the price of an information product already
contains some information for the buyers, and thus inherently lowers its value.
Authors have studied how an information seller can counter this effect, either

by using specific mechanisms of sale, of by blurring information.

Anton and Yao (2004) consider whether a firm should reveal information
about its invention, and take the risk of being imitated, or keep it hidden but

not being able to commercialize it. They show that small inventions are not
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imitated, and thus an innovator can license them. Important innovations, how-
ever will be kept secret by innovators when property rights are weak, because

licensing them would expose them to imitation by competing firms.

In another paper, Anton and Yao (2002) study how much an inventor should
reveal about its invention. They show that revealing partial information allows
the buyer to have an accurate estimation of the value of the invention, while

keeping enough hidden information for the inventor to sell.

Turning to financial markets Admati and Pfleiderer (1986) model informa-
tion as signals on different states of nature. A monopolist information seller
sells information to competing firms. The main takeaway of their paper is that
the price of information reveals part of its content, and thus naturally lowers
its value. Thus, if the information seller gives the genuine price of information,
its value naturally decreases. A way to circumvent this effect is to sell arti-
ficially noisy versions of information. On top of this mechanism, and so that
market prices are not affected by having symmetrically informed companies, the
information seller will sell information with different degrees of noise to com-
peting firms. By doing so, the seller can extract all the surplus generated by

information from buyers

Admati and Pfleiderer (1990) show that this issue can be avoided by using a
mechanism of indirect sales where an information seller creates a mutual fund,
and buyers do not observe information but pay for a response. Contrary to
direct sales, adding noise to information is never optimal even though they

allow for such strategy in their model.

1.4 Payoff uncertainty

A seller can lower the precision of an information good to circumvent uncer-
tainties that he faces when selling information. We consider here two types of
uncertainty that are analyzed in the literature. First, an information or innova-

tion seller can sell partial lower the quality of information or innovation when he
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faces an information asymmetry. Lowering the quality of information can force
the information buyer to reveal part of its private information. Secondly, an
information seller can have dissonant risk aversion with an information buyer.
By selling partial information, an information seller can force an information

buyer to take decisions that fit with more risk averse utilities.

Breaking information asymmetry

In Arora and Fosfuri (2005), Horner and Skrzypacz (2016) and Bergemann
et al. (2018), a data seller proposes information to agents that have hetero-
geneous valuations for information. The data seller thus faces an information
asymmetry. Arora and Fosfuri (2005) find that in equilibrium, the seller offers
similar information to everyone. Horner and Skrzypacz (2016) show that by
selling information at successive periods, the data seller can correct this infor-
mation asymmetry. The data broker will split information in different selling
periods in order to force firms to reveal their willingness to pay. Bergemann
et al. (2018) propose an alternative mechanism where the data seller will pro-
pose a menu with information of different precision. Proposing a menu with

information of various quality allows to extract more rent from consumers.”

Dissonant risk aversion

Weber and Croson (2004) focus on a dissonance between the utilities of an
information seller and an information buyer, when information is used for a risky
investment. Both the seller and the buyer are asymmetric in their utilities, and
in particular in their aversion to risks. The buyers pays an ex post price that
depends on the payoff of the investment. The firm is willing to invest in some
assets, but that the data sellers finds too risky. The information seller can sell

noisy information to the firms to avoid her to invest in such asset.

4 This result is similar to Deneckere and Preston McAfee (1996).
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1.5 Conclusion

We have reviewed the literature on third parties selling information and licenses
to firms. This comprehensive view of the literature identifies two strategies used

by third parties to sell their good.

First, third parties can exclude part of the firms from acquiring information
or innovation. They deal with certain firms, while preventing other firms from
acquiring the good. Firms that acquire information or innovation thus obtain
a competitive advantage over excluded firms. This practice is worrying from
the point of view of a competition authority as it leads to the emergence of
dominant actors on the market. By preventing exclusive contracts, a regulator

can restore fair competition on a market.

Secondly, intermediaries can shape the intensity competition on product
markets by selling only partial information in order to extract more surplus
from firms. Innovators can adopt similar strategies, for instance by improving
only partially the efficiency of a firm so that the level of competition on the
market is not too high. Competition authorities should also be concerned with

such practice, that result in a lower competition on product markets.

Finally, as consumers have access to new tools and to new ways to hide their
personal information from data intermediaries, further research should focus on
how consumer empowerment affects information selling. On the on hand, data
brokers selling consumer information to firms can increase consumer surplus by
increasing competition on the market (Choi et al., 2019). On the other hand,
the lack of transparency of the data brokerage industry raises concern about
whether consumer empowerment is enough to protect privacy (Crain, 2018;
Jann and Schottmiiller, 2018). In particular, there is a need to integrate data

protection regulation and competition policy.



CHAPTER 2

Selling Strategic Information in Digital

Competitive Markets

Abstract

This article investigates the strategies of a data broker when selling information
to one or to two competing firms that can price discriminate consumers. The
data broker can strategically combine any segment of the consumer demand
in an information structure that is sold to firms that implement third-degree
price discrimination. We show that the data broker (1) sells information on
consumers who have the highest willingness to pay; (2) keeps consumers with
low willingness to pay unidentified. The data broker strategically chooses to
withhold information on consumer demand in order to soften competition be-
tween firms. Moreover, we prove that these results hold under first-degree price
discrimination, which is a limit case of our model when firms have access to

perfect information.
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2.1 Introduction

The digital economy is driven by consumer information, what analysts have
called ’the new oil’ of the twenty first century.! Digital giants such as Face-
book, Apple, Amazon and Google, base their business models on traces left by
Internet users who visit their online websites. In a race to information domi-
nance, these large companies also acquire information from data brokers that

gather information about millions of people.?

Data brokers collect all sorts of information on consumers from publicly
available online and offline sources (such as names, addresses, revenues, loan
default information, and registers). They are major actors in the data economy,
as more than 4000 data brokers operate in a market valued around USD 156
billion per year (Pasquale (2015)). In a study of nine data brokers from 2014,
the Federal Trade Commission found that data brokers have information ”on
almost every U.S. household and commercial transaction. [One] data broker’s
database has information on 1.4 billion consumer transactions and over 700
billion aggregated data elements; another data broker’s database covers one
trillion dollars in consumer transactions; and yet another data broker adds three
billion new records each month to its databases.”* Data brokers therefore possess
considerable amounts of information that they can sell to help firms learn more
about their customers to better target ads, tailor services, or price discriminate

consumers.

Competition between firms is thus influenced by how much consumer infor-

mation firms can acquire from data brokers. On the one hand, more information

1 The Economist, The world’s most valuable resource is no longer oil, but data, May 6,
2017.

2 The recent Facebook scandal involving Cambridge Analytica has precisely revealed to the
public the troubled relations between Facebook and data brokers (Washington Post, Facebook,
longtime friend of data brokers, becomes their stiffest competition, March 29, 2018; Business
Insider, Facebook is quietly buying information from data brokers about its users’ offline lives,
December 30, 2016.)

3 Acxiom, CoreLogic, Datalogix, eBureau, ID Analytics, Intelius, PeekYou, Rapleaf, and
Recorded Future.

4 Federal Trade Commission, 2014, Data brokers: A Call for Transparency and Account-
ability.
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allows firms to better target consumers and price discriminate. They can ex-
tract more consumer surplus, which increases their profits. On the other hand,
more information means that firms will fight more fiercely for consumers that
they have identified as belonging to their business segments. This increased
competition lowers the profits of the firms. Overall, there is an economic trade-
off between surplus extraction and increased competition. This article analyzes
this trade-off when a data broker strategically combines consumer segments in

order to maximize its profits.

Understanding how the quantity of information available on a market influ-
ences competition is a central question in economics, dating back to Hayek’s
seminal work (Hayek, 1945). The emergence of data brokers adds a strategic
dimension to the literature that assumes that information is exogenously avail-
able on the market.” Braulin and Valletti (2016) study vertically differentiated
products, for which consumers have hidden valuations. The data broker can sell
to firms information on these valuations. Montes et al. (2018) consider informa-
tion allowing competing firms to first-degree price discriminate consumers. In
both articles, the data broker sells either information on all consumers, or no

information at all.

We build a model where a data broker can sell information that partitions
consumer demand into segments of arbitrary sizes to one or to two competing
firms. The data broker can strategically sell consumer segments of information
to firms competing on the product market, and can weaken or strengthen the
intensity of competition by determining the quantity of information available on
the market. In other words, the data broker has the choice to sell information
on all available consumer segments, on a subset of consumer segments, or no
information at all. By acquiring information from the data broker, firms can

identify the most profitable consumer segments, on which they set specific prices.

Using this setting, we show that the data broker sells information on con-

5 See for instance Radner et al. (1961), Vives (1984), Thisse and Vives (1988), Burke et al.
(2012), Shy and Stenbacka (2016), Kim et al. (2018).
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sumers with the highest willingness to pay, which allows firms to extract more
consumer surplus. Information on low-valuation consumers is not sold to firms
in order to soften competition. In other words, it is not optimal for the data
broker to sell all consumer segments, as doing so would reduce the profits of the

firms, and hence their willingness to pay for consumer information.

This paper contributes to the fast growing literature on customer informa-
tion acquisition by allowing a data broker to sell any combination of consumer
segments. Data brokers can strengthen or weaken competition between firms
by choosing the amount of consumer information that they sell. Thus, the
strategies of data brokers can have conflicting policy implications for competi-
tion authorities and data protection agencies. On the one hand, competition
authorities could encourage industry practices that increase information and
competition on the market. On the other hand, more information available
on the market allows firms to extract more consumer surplus, which can harm

consumers. Data protection agencies could be wary of such practices.

The remainder of the article is organized as follows. In Section 2.2 we de-
scribe the model, and in Section 2.3 we characterize the optimal structure of
information. In Section 2.4, we provide the equilibrium of the game, and we
discuss the effects of information acquisition on welfare. We conclude in Section

2.5.

2.2 Model set-up

The model involves a data broker, two firms (noted § = 1,2), and a mass of
consumers uniformly distributed on a unit line [0, 1]. The data broker collects
information about consumers who buy products from the competing firms at a
cost that we normalize to zero. Firms can purchase information from the data

broker to price discriminate consumers.%

The two firms are located at 0 and 1 on the unit line and sell competing

6 The marginal production costs are also normalized to zero.
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products to consumers. A consumer located at = derives a gross utility V' from
consuming the product, and faces a linear transportation cost with value ¢ > 0.
A consumer buys at most one unit of the product, and we assume that the
market is fully covered, that is, all consumers buy the product. Let p; and po
denote the prices set by Firm 1 and Firm 2, respectively. A consumer located

at x receives the following utility:

U(z) =V —tx — py, if he buys from Firm 1,

U(z) =V —t(1 — x) — pa, if he buys from Firm 2, (2.1)

U(z) =0, if he does not consume.

In the following sections, we define the information structure, the profits of

the data broker and of the firms, and the timing of the game.

2.2.1 Information structure

Firms know that consumers are uniformly distributed on the unit line, but with-
out further information, they are unable to identify their locations. Therefore,
firms do not know the degree to which consumers value their products and

cannot price discriminate them.”

Firms can acquire an information structure from a monopolist data broker
at cost w. The information structure consists of a partition of the unit line
into n segments of arbitrary size. These segments are constructed by unions
of elementary segments of size %, where k is an exogenous integer that can be
interpreted as the quality or the precision of information. Although the data
broker can sell any such partition, it is useful to define a reference partition
1

Pres, which includes k segments of size .

Figure 4.1 illustrates the reference partition that includes all segments of size

%. All existing models in the literature assume that the data broker can only

7 This assumption is also made by Braulin and Valletti (2016) and Montes et al. (2018).
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sell the reference partition P,.; to competing firms, or no information at all.
A major contribution of the present article is to demonstrate that the optimal

partition sold by the data broker is not the reference partition P.y.

Firm 1 Firm 2

Segment: 1 2 .. i k

Fig. 2.1: Reference partition P,y

We introduce further notations. We denote 8 the set comprising the k — 1

endpoints of the segments of size %: S = {%, oy L %} Consider the mapping

R R RS
that associates to any subset {3+, .., %, .., %=1} € 8, a partition {[0, 3], [5+, ], .
, [S"k‘1 , 1]}, where 51 < .. < s; < .. < s,_1 are integers lower than k. We write

P as the target set of the mapping: M : 8 — P; this set includes all possible
partitions of the unit line generated by segments of size % Thus, P is the sigma-
field generated by the elementary segments of size % In particular, P,y and 0

are included in P.

The data broker can sell any partition P in the set of partitions P: for
instance, a partition starting with one segment of size %, and another segment

of size %, and so on, as illustrated in Figure 4.4.

Firm 1 Firm 2

| | | Il | | |
| T T T I ! I
Segment: 1 2 .. i

Fig. 2.2: Example of a partition of the unit line

A firm that has information {[0, 5], [5+, 2], .., [*%=*, 1]} will be able to identify
whether consumers belong to one of the segments of the set, and charge them a

corresponding price. Namely, the firm will charge consumers a price p; on [0, 3],

a price p;y1 on [, s",‘g“], and so forth for each segment. Firms thus practice
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third-degree price discrimination. We show in Section 4 that first-degree price

discrimination is a limit case of our model when k£ — oco.

Finally, to keep the analysis as simple as possible, we rule out elements of the
partition P that consist of several disjoint intervals, and that add uncertainty
on the location of consumers, such as [5£, 222 U [38) 204L] (with ¢/ > i + 1),

2.2.2 Strategies and timing

We present the strategies and profits of the data broker and of firms, and then
the timing of the game.

The data broker maximizes its profits by choosing a pair of partitions noted
P1,Po in the set P that are respectively proposed to Firm 1 and Firm 2. These
partitions, or information structures, can be potentially different for Firm 1
and Firm 2. Finding the optimal partitions is a complex optimization problem
given that the cardinality of P can be very large, and that we do not impose

restrictions on the total number &k of segments of the reference partition.

We denote whether a firm and its competitor are informed (I) or uninformed
(NI) by the couple (z,y) where x,y € {I, NI}, and (I, NI) refers to a situation
in which Firm 6 is informed and Firm —6 is uninformed. We note 7% (P1, P2)
the profit of Firm 6 with information P; whereas Firm —6 has information P,
in situation (z,y). For instance, 71"/ (Py, P5), is the profit of Firm 1 when both
firms are informed.® For any information structure, we need to compute the

: : . NINI _I,NI _NII _II
profits in four possible configurations: {7, VR VAR v

The data broker decides to sell information to one firm only or to both firms.
In both cases, information is sold through an auction mechanism with negative
externalities as in Jehiel and Moldovanu (2000). Before the auction takes place,
the data broker proposes partition P; to Firm 1 and partition P to Firm 2.
When the data broker sells information to only one firm, we assume that it is

Firm 1, without loss of generality.

8 To simplify notations, we will drop arguments P71, P> when there is no confusion.
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The data broker extracts all surplus from competing firms and maximizes the
value of information, which is the difference between the profits of an informed
firm and those of an uninformed firm. The profit function of the data broker

can be written as:

I (Py, Pa) = ol M (Py, 0) — 701 (0, Py)

if the data broker sells information to Firm 1,

My (P1,Py) = 11" (P1, Pa) — w1 V10, Po) + 7" (Po, P1) — w0 W1 (0, Py)

if the data broker sells information to both competitors.
(2.2)

The first part of Eq. (3.3.3), IIy, is the profit of the data broker when selling
partitions P; to Firm 1 only; the second part of Eq. (3.3.3), Ilo, is the profit
of the data broker when selling partitions P; and Ps to Firm 1 and Firm 2

respectively.”

In order to compute the profits of the firms, we need to compute demand
and prices on each consumer segment. When a firm has no information, it
sets a uniform price on the whole interval [0,1]. However, when a firm has a
partition Pq, it sets a price on each segment of the partition. There are two
types of segments to analyze: segments on which both firms have a strictly
positive demand, and segments on which a firm is a monopolist. We assume
that Firm 6 sets prices in two stages.'’ First, it sets prices on segments where
it shares consumer demand with its competitor. Then, on segments where it is
a monopolist, it sets a monopoly price, constrained by the price proposed by its
competitor. Each firm knows whether its competitor is informed, as well as the

structure of the partition acquired by its competitor.

For any partition P composed of n segments (n < k), Firm 6 maximizes

9 We check the implementability constraint: Wé'NI - (ﬂ'é’l - wéw’l) > wéVI’NI

always verified in equilibrium.
10 Introducing a sequential pricing decision avoids the non-existence of Nash equilibrium in
pure strategies, and is supported by managerial practices (Fudenberg and Villas-Boas, 2006).

, which is
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its profit with respect to the prices on each segment, denoted by the vector

Py = (Po1,---Pon) € R%.

The profit function of Firm 6 when both firms are informed is given by:

n
1,1
T = Zdei(PmPfe)pei, (2.3)
i=1
where dp;(.) is the demand of Firm 6 on segment i. We define ﬂé’NI, wéw’[

in a similar way.

The timing of the game is the following:

e Stage 1: the data broker chooses the optimal partition, and whether to

sell information to one firm or to two firms.
e Stage 2: firms set prices on the competitive segments.

e Stage 3: firms price discriminate consumers on the segments where they

have monopoly power.

2.3 Optimal information structure

Equilibrium prices charged to consumers and profits of the firms in stages 2 and
3 depend, first, on the optimal partition sold by the data broker in stage 1, and
second, on the strategy of the data broker to serve either one or two firms in
the market. As a consequence, the data broker has to calculate the prices of

any possible information structure that can be sold to firms.

In this section, we prove in Theorems 1 and 2 that we can restrict the analysis
to particular information structures that are optimal for the data broker. We
first analyze the case where the data broker chooses to sell information to only
one firm. Second, we characterize the optimal information structure when the
data broker sells information to both firms. We find that the data broker sells
a partition that identifies consumers close to the firm up to a cutoff point, and

that leaves consumers unidentified in the remaining segment. In Section 2.4,
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we determine the number of segments where consumers are identified in the
optimal information structure, which depends on whether the data broker sells
information to one or to both firms. We finally discuss at the end of this section

how information acquisition affects competition between firms.

2.3.1 Information is sold to only one firm

When information is only sold to Firm 1 (without loss of generality), Theorem
1 shows that the data broker sells information on all segments up to a point %,
and does not sell information after that point. In the remainder of the article,
we refer to the consumers located on the j segments of size %, as the identified
consumers; the remaining consumers located beyond the j segments of size %

are referred to as the unidentified consumers.

THEOREM 1: The data broker sells to Firm 1 a partition that divides the
unit line into two intervals:

- The first interval consists of j segments of size % on [0, %} where consumers
are identified.

- Consumers in the second interval of size 1 — % are unidentified.

Proof: See Appendix A.1.

The proof proceeds in the following way. Consider any information structure.
The data broker maximizes the profit of Firm 1 with respect to P; when Firm 2
is not informed. When Firm 1 does not purchase information, the data broker
determines its least favorable outside option. It is intuitively clear that the
worst case scenario for Firm 1 when it is not informed is when Firm 2 has the
most informative partition, that is when the data broker proposes the reference
partition to Firm 2. When choosing Py, we first show that the data broker
finds profitable to re-order segments and reduce their size to % so that Firm 1
has more information on consumers closest to its location. Secondly, the data
broker can soften competition between firms by leaving a segment of unidentified

consumers in the middle of the line.
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Figure 3.2 illustrates Theorem 1. The data broker sells partition P; to Firm
1 and does not sell information to Firm 2. Therefore, Firm 2 sets a uniform price
p2 on the whole unit line. Firm 1 sets price p; on the segment of unidentified
consumers. Firm 1 can identify consumers on each segment on the left (indexed
byi=1,..,j), of size % Firm 1 price discriminates consumers and sets different
prices on each segment, with p;; being the price on the ith segment from the

origin.

1 i T
0 lJIIJIJl

EEEEE | * Fim?2
P P P

1 Py "

Firm 1

Py

Fig. 2.3: Selling information to one firm: Firm 1 informed

Theorem 1 makes an important contribution to the existing literature that as-
sumes that the data broker either always sells all consumer segments to firms,
or sells no information at all (Braulin and Valletti, 2016; Montes et al., 2018).
We show that selling the reference partition (with information on all consumer
segments) is not optimal. The existing literature thus overestimates the effects
of data brokers on the prices paid by consumers. Indeed, when firms have in-
formation on each consumer, they compete more intensively, resulting in lower
prices. For instance in Baye and Morgan (2001), firms end up competing a la
Bertrand, making zero profits in equilibrium. Our model shows on the contrary

that a data broker has always incentives to soften competition.

2.3.2 The data broker sells information to both firms

In this section we analyze a situation where the data broker sells information
to both firms. We show that the optimal partition is similar to Theorem 1, and
that it has the following features. Theorem 2 first demonstrates that the data
broker sells to each firm all segments up to a point % to Firm 1, and % to Firm

2, where j' is defined as the number of segments starting from point 1. Theorem
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2 then shows that the data broker sells the same information structure to both

. .
i L — 1
firms, that is § = .

In order to simplify the analysis, we make the following assumption that

rules out situations where firms compete and share demand segments at the

extremities of the unit line:

ASSUMPTION 1: The data broker proposes partitions in which there is only

one segment on which firms compete.

Assumption 1 greatly simplifies the resolution and is not too restrictive for the
following reasons. First, partitions that are ruled out by Assumption 1 are
those that increase the competitive pressure on both firms, and which do not
increase profits for the data broker. Secondly, in Theorem 1 the optimal parti-
tion when the data broker sells information to only one firm satisfies Assumption
1. Thirdly, we will show that Assumption 1 is not binding in equilibrium when

the data broker sells information to both firms.

We now state Theorem 2:
THEOREM 2: Suppose that Assumption 1 holds.
(a) The data broker sells to Firm 1 (resp. Firm 2) a partition that divides

the unit line into two intervals:

e The first interval consists of j (resp. j') segments of size 1 on [0, %] (on

[1-— %, 1] for Firm 2) where consumers are identified.

. )
o Consumers in the second interval of size 1 — 4 (resp. 1 — %) are uniden-

tified.

(b) Partitions sold to Firm 1 and Firm 2 are symmetric, and j = j'.
Proof: See Appendix A.2.

Theorem 2 generalizes the results of Theorem 1 when the data broker sells

information to two firms: the data broker does not sell segments in the middle of
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the Hotelling line in order to reduce competition between firms, and extract more
surplus. The proof proceeds in the following way. We consider any partition
satisfying Assumption 1. We show that the data broker always finds it more
profitable to sell segments of size % Using the profit function in equilibrium, we
then show that selling the same information structure to both firms is optimal,

O R
thatlSE—?.

Figure 4.6 illustrates Theorem 2. Firm 1 (resp. Firm 2) sets a unique price
p1 (resp. p2) on [%, 1] (resp. [0,1 — %]) Firm 1 (resp. Firm 2) is informed on
each segment of size % closest to its location until % (resp. 1 — %), and sets

prices p1; (resp. pa;).

Fig. 2.4: Selling information to both firms

2.3.3 Competitive effects of information acquisition

We now interpret how information acquisition affects competition between firms.
Consider the case where the data broker sells information to Firm 1 only.'! We
analyze the impact of the acquisition of an additional segment to the optimal
partition on prices and profits of firms. Specifically, we compare the changes
in prices and profits when Firm 1 acquires an optimal partition P with the
last segment located at %, and when Firm 1 acquires P’ with the last segment
located at %

Purchasing an additional segment has two effects on the profits of both firms:

a) A surplus extraction effect; Firm 1 price discriminates consumers on [%, %],

which increases its profits.

11 A similar reasoning applies when the data broker sells information to two firms.
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b) A competitive effect; Firm 1 lowers its price on [%, 1], which increases
the competitive pressure on Firm 2. In reaction to this increased com-
petition, Firm 2 lowers its price on the whole unit line (p), < p2). The
competitive pressure on Firm 1 is increased throughout the unit line as

the price charged by Firm 2 decreases, which has a negative impact on

the profits of Firm 1.

The optimal size of the interval where consumers are identified therefore
depends on the two opposite effects of information acquisition on the profits of
firms. It is clear that selling all segments to competing firms is not optimal,

which is confirmed by Theorems 1 and 2.

2.4  Model resolution

In this section, we solve the game by backward induction. We compute the
equilibrium prices and profits of Firm 1 and 2 in stages 2 and 3, using the
optimal partition described in Theorems 1 and 2. Then, we analyze whether

the data broker sells information to one firm or to both competitors.

2.4.1 Stages 2 and 3: firms set prices

We denote by dp; the demand of Firm 6 on the ith segment. By convention, dgy
is the demand on the last segment. An informed Firm 6 maximizes the following

profit function with respect to pg1, .., pg;, and pe:

J
Tg = Z deipe: + pody. (2.4)

i=1
When j = 0,'? the firm does not distinguish any consumer on the unit line,
and sets a uniform price as in the Hotelling model. An uninformed Firm 6

maximizes my = pgdy with respect to py.

12 By convention, Z?:I dgipe; = 0.
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Theorems 1 and 2 show that the optimal partition sold by a data broker is not
the reference partition.'® The data broker only sells segments of size % that are
located closest to Firm 6. This partition allows firms to better extract surplus
from consumers with the highest willingness to pay while softening competition

between firms by keeping consumers with low willingness to pay unidentified.

Using Theorems 1 and 2, we characterize the sub-game perfect equilibria for
the optimal structure of information by backward induction. There are three
cases to consider. In the first case, firms have no information. In the second
case, the data broker sells information to only one firm. In the third case, the

data broker sells information to both firms.

2.4.1.1 The data broker does not sell information

Firms have no information on consumers and compete in the standard Hotelling

framework. Firm 6 sets pg = t in equilibrium, and the resulting demand is

_o— t
d9::l79 Po+

5+ The profits of Firm 6 are mg = %

2.4.1.2 The data broker sells information to one firm

Without loss of generality, we assume that only Firm 1 is informed. Firm 1 can
distinguish j + 1 segments of consumer demand, with j being an integer lower
than k. Firm 1 price discriminates by setting a price for each segment p1;. Firm

2 has no information, and sets a uniform price ps.

Firm 1 maximizes m; = 23:1 d1ip1; + p1d; first with respect to py, then with

respect to py; for ¢ = 1,..,j. Firm 2 maximizes my = pads with respect to po.

Profits maximization leads to the prices given in Lemma 1 that we will use

to compute the profits of the data broker in Lemma 3.

LEMMA 1: The market equilibrium when the data broker chooses a partition

. . 1 j . .
of j segments of size 1 on [0, 1] and one segment of unidentified consumers on

[£,1] is as follows:

13 Thus, Montes et al. (2018) is a special case of our model when the data broker cannot
recombine consumers segments, and only sells the reference partition.
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e Firm 1 captures all demand on each segment i =1, .., 35, and:

i 17
;i = 2t[1 — — — ==].
P =201 == 5]
e Firms compete on the segment of unidentified consumers, and the prices
are:
2]

4
=t1— == d =t1—==].
D1 [ ]7 an b2 [ 3k]

Proof: See Appendix B.

Lemma 1 shows how prices and profits vary with j. When j increases, the
competitive pressure on the market increases. As a result, prices decrease both
on the competitive segment and on the segments where consumers are identified.
Firm 2 suffers from more information on the market, since more information
reduces the uniform price ps. For low values of j, Firm 1 benefits from more
information and extracts more consumer surplus. Profits reach a maximum and

then decrease due to increased competition.
To

Fig. 2.5: Profits of the informed firm (7]""") and of the uninformed firm (73 "") when

the data broker sells information only to Firm 1 (¢t =1 and k = 200).

Figure 2.5 displays how the profits of the firms change with respect to % when

Firm 1 acquires j segments of size % on [0, £], and Firm 2 remains uninformed
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(the formulas are given in Appendix B). We observe that the profits of Firm
1 follow an inverted U-shaped curve on [0, %]: more information increases the
profits of Firm 1 when the surplus extraction effect dominates the competition
effect. The profits reach a maximum and then decrease in a second phase. At
this point, more information leads to more competition, which dominates the
extraction of consumer surplus and thus reduces the profits of Firm 1. Firm
2 is always harmed when Firm 1 acquires information and its profits always
decrease with j. Comparing the profits of the firms with information to those
obtained in the Hotelling case, we see that the profits of Firm 1 (resp. Firm 2)
are always higher (resp. lower) than the profits of the firms without information.

On [%, 1], more information does not change prices set by Firm 1, and acquiring

information on these consumers does not change the profits of the firms.

2.4.1.3 The data broker sells information to both firms

We have characterized in Theorem 2 the optimal information structure that the
data broker sells to both firms. Firm 1 identifies j segments, {[*, £]} with
i=1,.,7 and j € N*; and Firm 2 identifies the segments {[1 — %, 1- %]}
This leaves a segment of unidentified consumers in the middle of the line [0, 1]
where both firms compete. At the extremities of the unit line, both firms price

discriminate identified consumers, as described in Figure 4.6 in Section 2.3.2.

Lemma 2 gives the equilibrium prices that we will use to compute the profits

of the data broker in Lemma 3.

LEMMA 2: The equilibrium when both firms are informed is characterized

by the following properties:

e For each segment i =1, .., :

i
VY A
poi = 21— = 7]
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e For the segment of size 1 — %, where firms compete:

po = t[1 — 2%]-

Proof: See Appendix C.

According to Lemma 2, prices p; and ps set by firms on the segment were they
compete decrease with j. Prices for identified consumers py; also decrease with
7. More information increases competition between firms, which reduces the
prices that they set. Figure 2.6 illustrates this effect when j increases from 0 to

1.
Ty

NI,NI
s

05 1]

Fig. 2.6: Profits of the firms (7]"" and 74") when the data broker sells information to
both firms (for ¢ =1 and k& = 200).

Figure 2.6 displays the profits of the firms when they are informed. On the
horizontal axis, % is the limit between the identified and unidentified consumers
(the formulas are given in Appendix C). 7V1:N1 denotes the profits of the firms
in the standard Hotelling model. When both firms acquire information, their
profits always decrease with j, and reach a minimum when the data broker sells
information on all segments of size % on [0, %) Beyond %, more information

does not change the profits of the firms.
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2.4.2 Stage 1: profits of the data broker

The data broker can choose among the set of allowable partitions that we have
proved to be optimal. The data broker compares the three different outcomes
analyzed in stages 2 and 3: selling no information, selling information to only
one firm or selling information to both competitors. When no information is
sold, the data broker makes no profits, and we refer to this case as the outside
option. In the remainder of the article, all lemmas and propositions are stated

under Assumption 1.

Using Lemma 1 and Lemma 2, we compute the profits of the data broker
with respect to j, first when only one firm is informed and, secondly when both
firms are informed. Using Theorems 1 and 2, profits are straightforward to
compute, following the mechanism explained in Section 2.2.2; and are given in

Lemma 3.
LEMMA 3: The profits of the data broker are as follows:
o When the data broker sells information to only one firm:

L (j) = wi(j) = "N, 0) = a0, Prey)

3t 2ttt Tt gt ot
T8 3k 4k 9k2 kK2 8k%

e When the data broker sells information to both competitors:

I5(j) = 2wz (j) = 2[x" () — V01 ()]
27t 115%t gt

2.4.3 Characterization of the equilibrium

We characterize in this section the number of segments of information sold to
firms when only one firm is informed and when both firms are informed. We
then compare the profits of the data broker in the two cases, and we show that

the data broker always sells information to one firm in equilibrium.
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Using Lemma 3, we first determine the optimal values of j when one or

both firms are informed, then we compare the profits of the firms in the two

situations.'*

PROPOSITION 1:

e (a) When one firm buys information, the data broker sets:

e (b) When both firms buy information, the data broker sets:

. 6k—09

.72 = 22 :

e (¢) The data broker sells information to only one firm.

Proof: See Appendix D.

Proposition 1 (a) and 1 (b) show that the optimal number of segments j; and
j3 sold to firms is less than k. In other words, the optimal partition is not
the reference partition used in the existing literature, and the data broker does
not sell information on all consumer segments. Moreover, the total amount of

information sold on the market is larger when the data broker sells information

1

to two firms: 253 > ji. Finally, j5 < 5, which means that the constraints

imposed by Assumption 1 are not binding in equilibrium.

2.4.4 Welfare analysis

Total surplus remains constant compared to the standard Hotelling case where
firms are uninformed. Firms lose surplus that is captured by the data broker and
by consumers. Even though total consumer surplus increases, some consumers

win and other consumers lose. We define ACS(k) as the difference between

14 For the proof of Proposition 1, we assume that j is defined over R, and the resulting j
chosen by the data broker is the integer part of j*.
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consumer surplus when the data broker sells partition with information precision

k and consumer surplus in the Hotelling model (i.e. without information).

2.4.4.1 Profits of the firms in equilibrium

Using the optimal values found in Proposition 1, we can compare the profits of

the firms in equilibrium:

PROPOSITION 2: The profits of the firms verify the following property:

NI 5 peNILNT 5 ol 1, NI

Proof: See Appendix E.

Proposition 2 confirms that the firms that acquire information face a prisoner’s
dilemma. As illustrated in Stole (2007), the profits of both firms when they are

*I,I)

informed (7 are lower than those of the Hotelling model when both firms

+«NINT)

are uninformed (7 . In other words, competing firms choose to acquire

information even though more information increases competition on the market,

as being the only uninformed firm would induce even lower profits 7*N -1,

2.4.4.2 Consumer surplus

We show that consumer surplus increases compared with the standard Hotelling
model, and that the change in consumer surplus decreases with information

precision k. These results are stated in Proposition 3.

PROPOSITION 3:

e (a) For a given k, consumer surplus is higher than in the Hotelling model:

ACS(K) > 0.
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e (b) Consumer surplus decreases with k:

aC'S(k)

Proof: The proof is straightforward and available upon request.

Proposition 3 (a) shows that consumer surplus increases compared to the Hotelling
model without information; however, some consumers gain and other lose when
firms acquire information. Suppose that Firm 1 is informed and Firm 2 is un-

informed as described in Proposition 1. It is straightforward to show that, on

the one hand, identified consumers on [0, %} pay a higher price than in the
Hotelling model: pé;NI > péVI’NI. They lose surplus from better price discrim-

ination. On the other hand, consumers located on [E’ﬁ—f’, 1] pay a lower price
than in the Hotelling model, pé;NI,pé’NI,péw’l < péVI"NI, and benefit from

increased competition between firms, resulting from more information on the

market. Some of these consumers, located on [%‘f’, 6{“4—_,;)] are identified. The
others, located on [61’“4—;9, 1], are unidentified.

Information acquisition by a firm has a positive effect on consumer sur-
plus. Due to increased competition, unidentified consumers located furthest
away from the informed firm benefit from lower prices even though that firm
extracts more surplus from identified consumers. Consumers located closest to
the informed firm are identified, they pay a higher price and suffer from price

discrimination.

Proposition 3 (b) states that consumers suffer from higher information pre-

2CS(k)
k<0

Moreover, the share of identified consumers, =9 increases

cision k: T

with k. As the data broker has more precise consumer information, the share

of identified consumers increases.
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2.4.4.3 First-degree price discrimination

We analyze in this section how first-degree price discrimination impacts the
strategies of the data broker. Indeed, digital technologies allow firms to better
classify and target consumers, which increases the precision of information. It is
important to understand how increasing information precision (k — oo) affects

our results.

We show that the model with first-degree price discrimination is a special
case of the model with third-degree price discrimination when & — +oo. Simi-
larly to Theorem 1, the data broker sells to one firm the following information
structure: a share of consumers is fully identified, and low-valuation consumers

are unidentified.

PROPOSITION 4:

o When firms first-degree price discriminate, the data broker sells only to
Firm 1 (without loss of generality) an information structure characterized

by the following partition:

— on [0, 2], consumers are identified.

— on [2,1], consumers are unidentified.

o When k — 400, the equilibrium partition under third-degree price discrim-

ination converges to the partition under first-degree price discrimination.

Proof: See Appendix F.

From Proposition 4, it is straightforward to show that the profits of the firms

and consumer surplus under third-degree price discrimination converge to their

corresponding values under first-degree price discrimination: 7%~/ Lt %t >

eNLNT gng pNII E2oe, %t < VLN - Additionally, when Firm 1 is informed
5

(without loss of generality), consumers on [13, 1] benefit from lower prices.
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Let CS* denote consumer surplus under first-degree price discrimination,
Corollary 1 shows that, as firms acquire more precise information (k — +00),

consumer surplus under third-degree price discrimination converges to C'S*.

COROLLARY 1:

Consumer surplus under third-degree price discrimination converges to C'S*.

2.5 Conclusion

Understanding how data brokers impact competition on markets is a new promis-
ing field of research. We contribute to this literature by developing a model in
which a data broker can choose among a large set of possible information struc-
tures to sell to firms. The optimal information structure divides consumers
into two groups: consumers with the highest willingness to pay are identified
while low-valuation consumers remain unidentified. The data broker strategi-
cally chooses the amount of information sold to market competitors by balancing

consumer surplus extraction and competition effects.

Our results have several policy and managerial implications. First, selling in-
formation on more consumers increases the competitive pressure on the market,
which could be desirable from the perspective of a competition authority. Thus,
as the market develops, additional data brokers could increase this competitive
pressure. However, the data brokerage industry faces a wave of consolidation
15

and data sharing agreements.”” For instance, Bluekai and Datalogix were ac-

16 and Equifax and FICO have agreed to share information

quired by Oracle,
on consumer financial data.!” Two questions should be at least further investi-

gated: how is competition on the product market affected when the number of

15 Regulators and legislators have recently analyzed the impacts of data brokers on markets
(Crain, 2018).

16 AdExchanger, How Datalogix Made Oracle’s BlueKai Acquisition Even Smarter, January
19, 2015.

17 The Wall Street Journal, Equifax, FICO Team Up to Sell Consumer Data to Banks,
March 27, 2019.


https://adexchanger.com/data-driven-thinking/how-datalogix-made-oracles-bluekai-acquisition-even-smarter/
https://adexchanger.com/data-driven-thinking/how-datalogix-made-oracles-bluekai-acquisition-even-smarter/
https://www.wsj.com/articles/equifax-fico-team-up-to-sell-consumer-data-11553679001
https://www.wsj.com/articles/equifax-fico-team-up-to-sell-consumer-data-11553679001
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data brokers increases? Conversely, how is competition on the market affected

by a merger between data brokers?

Secondly, with the development of big data, machine learning and artifi-
cial intelligence, data brokers can identify consumers almost perfectly, which
increases the quality of information sold to firms. We have shown that moving
from third-degree price discrimination to first-degree price discrimination, that
is, when information becomes more precise, consumer surplus decreases. Coun-
tering this trend, new regulations have been implemented in different parts of
the world. For instance, the General Data Protection Regulation in the Euro-
pean Union creates new ways to protect consumers through opt-in, right to be
forgotten, data minimization and privacy by design. Further research should
analyze the effects of these new data regulations on the strategies of data bro-

kers.

Thirdly, selling information on more consumers increases consumer surplus
due to the competition effect that exercises a downward pressure on prices.
However, more precise information reduces consumer surplus through a stronger
surplus extraction effect. Thus, there could be a conflict between competition
authorities that see competition enhancing data sales with a keen eye, and
data protection agencies concerned about consumer targeting. Again, further
research should investigate how data collection and selling strategies are related,

and how they impact consumer surplus.

Finally, we discuss the managerial implications of our results. We have
assumed that the data broker sells information through an auction mechanism
with negative externality: if a firm does not purchase information from the
data broker, the other firm will. However, other selling mechanisms may well
be used. For instance, Bergemann et al. (2018) consider an information seller,
or equivalently a data broker, who does not know the willingness to pay of
firms, and therefore, proposes a menu of information structures with different

precisions. As the data brokerage industry is expanding, several questions arise.
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Which selling mechanism will be chosen by the industry? How do different

selling mechanisms change the strategies of data brokers?

2.6 Appendix

Proofs of Theorems 1 and 2

In Appendix A.1, we show that the data broker optimally sells a partition that
divides the unit line into two intervals. The first interval identifies the closest
consumers to a firm and is partitioned in j segments of size % The second
interval is of size 1 — % and leaves the other consumers unidentified. We first
establish this claim when the data broker sells information to only one firm, and

second when it sells information to both firms.'®

Proof of Theorem 1: the data broker sells information to one firm

The data broker can choose any partition in the sigma-field IP generated by the
elementary segments of size f, to sell to Firm 1 (without loss of generality).

There are three types of segments to consider:
e Segments A, where Firm 1 is in constrained monopoly;
e Segments B, where Firms 1 and 2 compete.
e Segments C, where Firms 1 makes zero profit.

We proceed in three steps. In step 1 we analyze type A segments. We show
that it is optimal to sell a partition where type A segments are of size % In step
2, we show that all segments of type A are located closest to Firm 1. In step 3
we analyze segments of type B and we show that it is always more profitable to
sell a union of such segments. Therefore, there is only one segment of type B,

located furthest away from Firm 1, and of size 1 — % (with j an integer, j < k).

18 All along the proofs, we refer to Liu and Serfes (2004) who prove the continuity and
concavity of the profit functions with third-degree price discrimination.
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Finally, we can discard segments of type C because information on consumers

on these segments does not increase profits.

Step 1: We analyze segments of type A where Firm 1 is in con-
strained monopoly, and show that reducing the size of segments to %

is optimal.

Consider any segment I = [%, ] of type A with [,i integers verifying
i+ < kand | > 2, such that Firm 1 is in constrained monopoly on this
segment. We show that dividing this segment into two sub-segments increases
the profits of Firm 1. Figure 4.7 shows on the left panel a partition with segment
I of type A, and on the right, a finer partition including segments I; and I,
also of type A. We compare profits in both situations and show that the finer

segmentation is more profitable for Firm 1. We write 7{*(P) and 7{14(P’) the

profits of Firm 1 on I with partitions P and on I; and I, with partition P’.

‘/_I’A\ I A I, A
_____ [ [ T \ [
i i+l i i+1 i+l
Partition P Partition P’

Fig. 2.7: Step 1: segments of type A

To prove this claim, we establish that the profit of Firm 1 is higher with a

finer partition ' with two segments : I; = [£, ] and I, = [ZF1, 2] than

with a coarser partition P with I.

First, profits with the coarser partition is: 7{(P) = pyd; = ph%. The

demand is é as Firm 1 gets all consumers by assumption; pp; is such that the

indifferent consumer z is located at Z—zl

p2—pu+t i+l

V—te—py; =V—-t(l—x)—ps = x= of A

P41

= p1; = p2+t—2t——,

k
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with po the price charged by (uninformed) Firm 2. This price is only affected
by strategic interactions on the segments where firms compete, and therefore

does not depend on the pricing strategy of Firm 1 on type A segments.

We write the profit function for any ps, replacing p1; and dy:

" @) = L, - 2

Secondly, using a similar argument, we show that the profit on I; U Iy with

partition P’ is:

2(1];|—z')t)+l;1(t+p2 ~ 2(l;€|—i)t).

1
A (P = %(t +p2 —

Comparing P and P’ shows that the profit of Firm 1 using the finer partition

increases by 2 (I — 1), which establishes the claim.

By repeating the previous argument, it is easy to show that the data broker

will sell a partition of size é with [ segments of equal size %

Step 2: We show that all segments of type A are closest to Firm

1 (located at 0 on the unit line by convention).

Going from left to right on the Hotelling line, look for the first time where

a type B interval, J = [f; ’kil] of length é, is followed by an interval I; =

[%7 ZHT'H] of type A, shown to be of size % in step 1. Consider a reordering

of the overall interval J U I} = [, ] in two intervals ] = [£; &1] and
J' = [HL L] We show in this step that such a transformation increases the

profits of Firm 1.
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Partition P Partiion P’

Fig. 2.8: Step 2: relative position of type A and type B segments

The two cases are shown in Figure 2.8 and correspond respectively to the
partitions P and P’. The curved line represents the demand of Firm 1, which
does not cover type B segments. In partition 33, a segment of type B of size %,
J, is followed by a segment of type A of size %, I;. We show that segments of
type A are always located closest to Firm 1 by proving that it is always optimal
to change partition starting with segments of type B with a partition starting
with segments of type A like in partition P’. To show this claim, we compare the
profits of the informed firm with J, I; under partition ? and with I}, .J’ under
partition P’, and we show that the latter is always higher than the former. The
other segments of the partition remain unchanged.

To compare the profits of the informed firm under both partition, we first
characterize type B segments. Segment J of type B is non null (has a size
greater than %), if the following restrictions imposed by the structure of the
model are met: respectively positive demand and the existence of competition

on segments of type B. In order to characterize type A and type B segments, it

is useful to consider the following inequality:

V i,leN st. 0<i<k—1and 1<I<k-—1-—1,

1 _pa+t pa+t i+
< d — - < .
=Ty an % k- k

(2.5)

|

In particular, we use the relation that Eq. 2.5 draws between price ps and

segments endpoint + and LTH to compare the profits of Firm 1 with P’ and with
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?az

Without loss of generality, we rewrite the notation of type A and B segments.

Segments of type A are of size k and are located a
B, are located at 5t and are of size %.'9 There are h € N segments of type A,
of size * > where prices are noted ph On each of these segments, the demand
S % There are n € N segments of type B, where prices are noted p-. We find
the demand for Firm 1 on these segments using the location of the indifferent
consumer:

si  Pa—PLtt s

hi=v— =" T

We can rewrite profits of Firm 1 as the sum of two terms. The first term
represents the profits on segments of type A. The second term represents the

profits on segments of type B.

:zml St

Profits of Firm 2 are generated on segments of type B only, where the demand

for Firm 2 is:

si +1 pr —P2—t  sit+li
dyy = 20— Pu .
Ty T o6k

Profits of Firm 2 can be written therefore as:

- " PP —pa—t s+
mo(P) = 3 Pl T, (2.6)
i=1

Firm 1 maximizes profits m (93) with respect to ﬁﬁ and pP2, and Firm 2

maximizes o (j’) with respect to ps, both profits are strictly concave.

Equilibrium prices are:

19 With u; and s; integers below k. See Section 4.2.2.2.
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. - u;t
Pl =t+p2—2—

k
sp_ Dt sttt 2 si Lyosit

e N 3n[;[2k+k“ k (2.7)
5o — E+ﬁ n[ﬂ ﬁ}

L R L

We can now compare profits with P and P’. When we move segments of type
B from the left of segments of type A to the right of segment of type A, it is
important to check that Firm 1 is still competing with Firm 2 on each segment
of type B, and that Firm 1 is still in constrained monopoly on segments of type

A. The second condition is met by the fact that price ps is higher in P’ than

patt L o ositl
k

o T < for some

in . The first condition is guaranteed by Eq. 2.5:
segments located at s; of size [;. By abuse of notation, let s; denote the segment
located at [, %], which corresponds to segments of type B that satisfy these

condition. Let §; denote the m segments (m € [0,n—1]) of type B with partition

P located at [%, sl:l}] that do not meet these conditions, and therefore are type

A segments with partition 9.

Noting pfy and ﬁﬁ»/ the prices with ?’, we have:

4t n “Los 1 m 1 UL

A _Z v a i — _ v

P2 = 3y 4+;[2k+k]+4+2k ;2]
e 4 Bmpy 1 m =
=htan ol Tt Zz b

for segments of type B where inequalities in Eq. 2.5 hold:

. 1 4t 3mps 1 m = §
B o_ s 1 1. om_ s
O ¥ ey | T TR D b

for segments of type B where inequalities in Eq. 2.5 do not hold:

PV 1 4t 3mps 1 m =5, ot
B _ s 4 - " o N
O A ¥ ey | Tl T Dol

1=

Let us compare the profits between P and P'. To compare profits that result
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by reordering J, I; into I7,J’, that is, by moving the segment located at lT'H to
% (A to B), we proceed in two steps. First we show that the profits of Firm 1
on [%, ’HT'H] are higher with P’ than with P, and that p» increases as well; and
secondly we show that the profits of Firm 1 on type B segments are higher with

P’ than with P.

First we show that the profits of Firm 1 increase on %, i+§€+1]7 that is, we

show that Amy = 1 (P") — m(P) > 0:

Ay =1 (P') — 71 (P)

1., it i+
=—[ph —2— — Pg +2——t
= =B’ . ~ =B .
p Py — Py +t i+l g PP+t i
+ 015 | o & ] = b1l o k]

By definition, §; verifies the inequalities in Eq. 2.5, thus 5 < 221t which

&k
allows us to establish that 3(n4_tm) [Bmp2 g Lopom S 5] > 26 Tt s then

immediate to show that:

t 1.23nl+1 py 1 1 i 1
Amy >l — —][-——— = — = — — 4+ -4+ —].
m s =T "% T2 ek Tk T2
Also, by assumption, firms compete on J = [%, %‘l] with 59, which implies
that inequalities in Eq. 2.5 hold, and in particular, ﬁﬂ't — ﬁ < %
Thus:
t 1,23nl+1 2] 1 1
Am >—[1—- —22= - 2 4 ]>0
(e s S T

Profits on segment [%, 2+ are higher with P’ than with P.
Second we consider the profits of Firm 1 on the rest of the unit line. We

write the reaction functions for the profits on each type of segments, knowing
that py > po.
For segments of type A:

0 a0 1wt ]
op2 " Opo
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which means that a higher ps increases the profits.
For segments of type B:

o 5 0 P2 —pp+t s 9 1 pptt sit

075277“:6152(1)”[ 2t BT 05,2 2k

1 po+t sit
2 —_— — [
P) = S22,

which is greater than 0 as % - STt is the expression of the demand on this

segment, which is positive under Eq. 2.5.

Thus for any segment, the profits of Firm 1 increase with P’ compared to P.

Intermediary result 1: By iteration, we conclude that type A segments are

always at the left of type B segments.

Step 3: We now analyze segments of type B where firms compete.
Starting from any partition with at least two segments of type B, we

show that it is always more profitable to sell a coarser partition.

As there are only two possible types of segments (A and B) and that we
have shown that segments of type A are the closest to the firms, segment B is
therefore further away from the firm. We prove the claim of step 3 by showing
that if Firm 1 has a partition of two segments where it competes with Firm
2, a coarser partition produces a higher profits. We compute the profits of the
firm on all the segments where firms compete, and compare the two situations

described below with partition P and partition P

Partition T Partition fP !

Fig. 2.9: Step 3: demands of Firm 1 on segments of type B (dashed line)

Figure 2.9 depicts partition P on the left panel, and partition P’ on the

right panel (on each segment the dashed line represents the demand for Firm
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1). Partition P divides the interval [£,1] in two segments [+, &) and [5H,1],
whereas P’ only includes segment [%, 1]. We compare the profits of the firm on
the segments where firms compete and we show that P’ induces higher profits

for Firm 1. There are three types of segments to consider:

1. segments of type A that with partition P that remain of type A with

partition 9.
2. segments of type B with partition P that are of type A with partition P

3. segments of type B with partition P that remain of type B with partition

P

1. Profits always increase on segments that are of type A with partitions P
and 9. Indeed, we will show that p, with partition P’ is higher than p, with
partition j’, and thus the profits of Firm 1 on type A segments increase.

2. There are m segments which were type B in partition P are no longer
necessarily of type B in partition P (and are therefore of type A).

3. There are n + 1 — m segments of type B with partition P that remain of
type B with partition P, We compute prices and profits on these n + 1+ m
segments.

We proved in step 2 that prices can be written as:

n+1
“ t 4t S; ll
=gt g 2l R
~B __ P2 +1 _ iﬁ
pl’ii 9 k
n+1
t 2t S; l; st
R TPy i

Let pP, and pE 4 be the prices on the last two segments when the partition

is P.

~B ]32+t st
pis = 9 _Ea

B P2+t s+1
Pt =5~ ©
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ph is the price set by Firm 2 with partition %/, and p2. is the price set by

Firm 1 on the last segment of partition P

Inequalities in Eq. 2.5 might not hold as price ps varies depending on the
partition acquired by Firm 1. This implies that segments which are of type B
with partition P are then of type A with partition P’. This is due to the fact
that the coarser the partition, the higher p;. We note s; the m segments where

it is the case. We then have:

i=1 i=1
n+1
4t n+1 S; l; m+1 S; s+1
73(n—m)[7 4 ;[ﬁ+ﬁ]+ 4 ;% TR
. 4t 3m+1)p2  m+1 5 s+l
B T R T ;% TR
. 41 3 . mps 1 s+
> - e -
e R T 1 Tl S Tl
AB’_ﬁ2+t_it
Ls 2 k’

5 - po+t s ~.gP2tt 5, . P2t s+l
P) = ; _ 5 : _ s p2tt
7T1( ) ' Z ) pl[ 4t 2]{}]+th[ 4t 2]{)} p18+l[ 4t Qk ]
i=1,8;#58; =1
N . I AR A MR i+ 1,
P) = ol gt — 2t

We compare the profits of Firm 1 in both cases in order to show that P

induces higher profits:
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n ) n A
o AB/pg‘f't Si ABp2+t_ﬁ
- . Z i Py [ At 2]{3] Z i plz[ 4t 2]?}
i=1,5;%#5; i=1,5;#5;
m 7 m
li ~f Sz+l AB p2+t Sz ~B ﬁ2+t 3+l
+Zﬁ[p2+t_2t Z o Pl ]

- Sig t P+t Sio
=3 X P X By

i=1,8;#38; i=1,8;#38;

ol Ph+t G+l t=pPat+t Sy, t P+t s+1,
-\ —4 S 2t P22 .
+22k[ t P 22[ 2t o] [ ]

i=1 1=

We consider the terms separately. First,

t o~ Pht Sia b = Patt S
5 2 5 —3r-35 2 7]

i=1,5,#5; i=1,5,75;
t " 2 3 A 1 I
"2 i_g;igi[[w[%ﬁz + % + Yo S2+k 112
P e P et 1
Z%[% - %1%[%}32 + ”;ZZQ + % - 5;];1].

Second, on segments of type B with partition P that are of type A with
partition P':

m

bl ph+t  Si+li te=Pott 5
> 4
523! I- zz[ TR TR

i=1 i=1

On these m segments, inequalities in Eq. 2.5 hold for price p5 but not for

p2. Thus we can rank prices according to §; and li :

~, ~, A ~. A/ ~. ~.
sl+ll>p2+t_l and Dy +1 >Sz+lz.

1 Z”L
DY k 2 k- k

thus:

p2+t

> S
A2
)
~
?r\i{“
[N}
~
>
|
>
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By replacing §; by its upper bound value and then l; by its lower bound

value we obtain:

m 7

§i+l~i t — po+t Si 19
— —4 - = > 0.
Z k ] 22[ 2t 2/€] =0

Getting back to the profits difference, we obtain:

t pot+t s+1.4.3, mpy 1  s+1 t po+t s+l
Amp > o218 5T 522 AL NI N IR o T N
m =575 sl o il el )
,[M_Lﬂ][ s""l_l]
— 2t 2t E ot 3k 6"
(2.8)

The first bracket of Equation 2.8 is positive given Eq. 2.5. The second

bracket is positive if % + %l > %. A necessary condition for this result to hold

is p2 > ¢. We now show that pp > £

We show in Equation 4.12 that p; = —% + Z"H[ + L], We now

3( n+1)

show that py is minimal when the data broker sells the reference partition P, s
to Firm 1, which consists of segments of size % Indeed, it is immediate to
see that, py always decreases when P becomes finer. It is thus immediate that

p2 is minimal with the reference partition and py > £

. And as this price is
greater than , the second bracket of Equation 2.8 is positive. This proves that
Am; > 0.

We have just established that it is always more profitable for the data broker

to sell a partition with one segment of type B than to sell a partition with several

segments of type B.
The profits of Firm 1 are minimized when Firm 2 acquires Pr.y.

This claim is straightforward to establish, as we have shown in step 3 that
the price set by an uninformed Firm is minimized when its competitor acquires
the reference partition. Thus, demand and profit are also minimized for this

partition and the data broker sells P,..¢ to Firm 2.

Conclusion
20 As shown in Liu and Serfes (2004).
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These three steps prove that the optimal partition includes two intervals, as
illustrated in Figure 3.2. The first interval is composed of j segments of size %
located at [0, i], and the second interval is composed of unidentified consumers,

and is located at [%, 1].

Proof of Theorem 2: the data broker sells symmetric information to both firms

Part a: optimal information structure when the data broker sells information

to both firms

We prove that the partition described in Theorem 2 is optimal when infor-
mation is sold to both firms. For each firm, the partition divides the unit line
into two intervals. The first interval identifies the closest consumers to a firm
and is partitioned in j segments of size % The second interval is of size 1 — %
and leaves unidentified the other consumers.

Three types of segments are defined as before:
e Segments A, where Firm 6 is in constrained monopoly;
e Segments B, where Firms 1 and 2 compete;
e Segments C, where Firm 6 gets no demand.

We use Assumption 1 that states that the unit line is composed of one
interval where firms compete, located at the middle of the line. As we will
show, the optimal partition under this assumption is similar to the optimal
partition when the data broker sells information to one firm.

2, 28] where both firms have

Inequalities in Eq. 2.5 characterize segments |

positive demand:

z‘<p2+t and p2+t<28i+1*8i
- 2t 2t — k '

e
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The first part of Eq. 2.5 guarantees that there is positive demand for Firm
1, whereas the second part guarantees positive demand for Firm 2. Inequalities
in Eq. 2.5 are expressed as a function of py without loss of generality. We use
Eq. 2.5 to characterize type A and type B segments, in order to compute the

profits of the firms.

The profits of the data broker when it sells information to both firms is the
difference between the profits of the firms when they are informed and their
outside option, where they do not have information, but their competitor is

informed:
Iy = (7 (P1,P2) — 7 1 (0, P2)) + (w3 (Pr, P2) — w1 (0, P1)).

Firm 6 buys a partition composed of segments of type A and one segment
of type B. To show that a partition in which type A segments are of size %
is optimal, we prove that 1) such a partition maximizes 7T§,’Ia and 2) such a

- NI,I
partition does not change my " .

1) A partition which mazimizes 71'5)’719 s necessarily composed of type A seg-
ments of size %

The proof of this claim is similar to step 1 of the proof of Theorem 1 in
Appendix A.1 the price of the competing firm —6 does not change when Firm
0 gets more precise information on type A segments, and the profits of Firm 6

increase as it can target more precisely consumers with this information.

2) Changing from a partition with type A segments of arbitrary size to a

partition where type A segments are of size % does not change wf,Yﬁ;I.

It is immediate to show that the profit of the uninformed firm does not
depend on the fineness of type A segments. As a result, II5 is maximized when
segments of type A are of size %

We conclude that the optimal partition is composed of two intervals, sold
to each firm. For Firm 1, the first interval is partitioned in j segments of size

%, and is located at [0, %] Consumers are unidentified on the second interval
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of size 1 — % located at [%, 1]. For Firm 2, the first interval is partitioned in j’
segments of size %, and is located at [1 — %, 1]. Consumers are unidentified on

the second interval of size 1 — % located at [0,1 — %]
Part b: the data broker sells symmetric information to both firms

We show now that selling symmetric information is optimal for the data
broker, that is, in equilibrium j = j5’.

We compute prices and profits in equilibrium when both firms are informed
with the optimal partition found above.

Firm 1 is a monopolist on the j segments of size % in [0, %] and Firm 2
has information on [1 — %, 1]. On [%, 1] Firm 1 sets a unique price p; and gets
demand d;, similarly on [0,1— %] Firm 2 sets a unique price ps and gets demand
ds.

We write in step 1 prices and demands, in step 2 we give the profits, and

solve for prices and profits in equilibrium in step 3.
Step 1: prices and demands.

Firm 6 = 1,2 sets a price py; for each segment of size %, and a unique price
pp on the rest of the unit line. The demand for Firm 6 on type A segments is

dg; = % The corresponding prices are computed using the indifferent consumer

located on the right extremity of the segment, ;. For Firm 1:

) 7
V—t-——py=V-—-tl-—-)—
L P1 ( k) b2

i_pe—putt
k 2t
i

2P1izp2+f—2tk

po is the price set by Firm 2 on interval [0, %] where it cannot identify

]
consumers. Prices set by Firm 2 on segments in interval [%-, 1] are:

7
P2; = P1 +t*2té-
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Let denote d; the demand for Firm 1 (resp. da the demand for Firm 2)

where firms compete. d; is found in a similar way as when information is sold

to one firm, which gives us d; = ”2_27‘;1‘” - % (resp. do =1— % - 1'2_2721“)
Step 2: profits of the firms.
The profits of the firms are:
. 1 i pmpitt
m =Y dupii+dipr =Y %(Pz +t - 275%) + (T - E)Pb

i=1 i=1
a 1 i pr—p2+t j

Ty = dyipai +dapr =Y E(m +t- 2tE) + (T - E)Pz-
i=1 i=1

Step 3: prices, demands and profits in equilibrium.

We now compute the optimal prices and demands, using first order condi-

tions on 7y with respect to pg. Prices in equilibrium are:

25 4y
p=t-3% —3%h
25 44
D2 [ 3k Sk]

Replacing these values in the above demands and prices gives:

4§ 24t it
Y VL
b1 3k 3k “k

_—op L 2L 97
pzi 3k 3k k
and
gL 27 17
Y79 3%k 3%’
d_4]’ 1 1y
27 3% 2 3k

Profits are:
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j ) . . y .
" 2t i 15 27 1 25 1y 237 47
= —_ —_—_—— —— — - — ———————t —_——_—— = = —
”1 ;k[ F o3 3w TG@ o3 3R 3T 3
_t T 257t 445t 25t 25t gt
2 92 9k2 9k 3k 3k k2

J . . . . . . .
N 2t i 1y 27 1 2y 1y 25 43
1 e 0L/ =t
m=2 T3 T3t G 3 3R 3k 3!

k
TRt 25 4ggit 24t 25t 't
9

k2 9k 9k 3k 3k k¥

The data broker maximizes the following profit function:

I,I,. . NI, I . I,I,. . NI, I .
(w1 (4,37 =m0 (0, 57) + (w37 (5,57) — w5 7 (0, 4))
7% 4G5t 24t gt Tt 445t 25t jt

HQ(.jaj,)

9k2 9k 3k kK> 9k 9k 3k k¥

At this stage, straightforward FOCs with respect to j and j’ confirm that, in
equilibrium, j = j'. The fact that the solution is a maximum is directly found

using the determinant of the Hessian matrix.

Proof of Lemma 1

We compute prices and profits in equilibrium when information is sold to one
firm. Without loss of generality we consider the situation where Firm 1 is
informed only. We consider the optimal partition found in Appendix A.1.
Firm 1 owns a partition of [0, %] that includes j segments of size %, and
has no information on consumers on [%7 1]. Again, firms face three types of
segments, A, B, and C defined in Appendix A.1.
We write in step 1 prices and demands, in step 2 we give the profits, and

solve for prices and profits in equilibrium in step 3.

Step 1: prices and demands.
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Type A segments are of size %, and the last one is located at % Firm
1 sets a price py; for each segment ¢ = 1,..,5 and where it is in constrained

monopoly: dy; = % Prices on each segment are determined by the indifferent

consumer of each segment located at its right extremity, £:*!

V—ti—pu=V-t(l—4)—py = =0t — 5, = py+t—2t1.

The rest of the unit line is a type B segment. Firm 1 sets a price p; and
competes with Firm 2. Firm 2 sets a unique price po for all consumers on the
segment [0,1]. We note d; the demand for Firm 1 on this segment, which is
determined by the indifferent consumer:

V—te—p1 =V—-t(l—z)—py = x= ”2_271’;” and d; = :cf% = ”_27’;1“7%.

Firm 2 sets po and the demand, ds, is found similarly to di, and ds =

1 — P2=p1tt _ pi—pott
2t 2t :

Step 2: profits.

The profits of both firms can be written as follows:

J J . .
1 7 —p1+t
T = Zdlipli +dipr = Z %(pz +i- 215%) + (% - %)ph
i=1 i=1
p1—p2+t

Ty = dopy = o1

D2

Step 3: prices, demands and profits in equilibrium.

We solve prices and profits in equilibrium. First order conditions on 7y with

respect to pg give us p; = t[1 — %%] and py = t[1 — %%] By replacing these
values in profits and demands we deduce that: py; = 2t[1— £ — %%], dy=1- %%
_ 11y
and dQ =3 g%
Profits are:??

21 Assume it is not the case. Then, either p1; is higher and the indifferent consumer is at
the left of %, which is in contradiction with the fact that we deal with type A segments, or
p1; is lower and as the demand remain constant, the profits are not maximized.

22 For p1; >0 = % < %. Profits are equal whatever % > %.
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) k 3k’ 2 3k
t 2t Tt 4 (2.9)
2 3k 9k2 k2
Lt 250 24t
Ty T 9 3%

Proof of Lemma 2

We compute prices and profits in equilibrium when both firms are symmetrically

informed, with the optimal partition found in Appendix A.2.

Firm 1 is a monopolist on the j segments of size ,1c in [0, %] and Firm 2 has

symmetric information, composed of j segments of size % on [1— %7 1]. On [£,1]
Firm 1 sets a unique price p; and gets demand dy, similarly on [0,1 — %] Firm
2 sets a unique price ps and gets demand ds.

We do not go through the computation of prices and demand which are
already described in Appendix A.2, and we directly give prices and profits in
equilibrium.

Prices in equilibrium are p; = py = t[1 — 2%], po;i = 2t[1 — % — %] and

dy =

N[
.

Profits are:??

w*—zjjﬁu—i—ihlu—zl)?t
Pk ok k2 k
_to, gt
2 k2 k2

Proof of Proposition 1

In this section we assume that j is continuous. The optimal value of j will be

the integer closest to the optimum found in the continuous case.

23 For % < % Profits are equal as soon as % > %
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Using the profits from Lemma 3, we determine the optimal size j; of the
segments of type A when the data broker only sells information to Firm 1, by
maximizing profits with respect to 7. When the data broker sells information
to both firms, we determine the optimal number j3 of type A segments in a
similar way. We then compare the maximized profits of the data broker to find

whether it sells information to one or to both firms in equilibrium.

1) Optimal partition when the data broker sells information to one

firm.

The profits of the data broker when it sells to one firm are:?*

B 3t_+ 2jt  t 7%t gt t
8 3k 4k 9k* k> 8k
FOC on j leads to the following maximizing value: ji = 6’1—29 and:

L2019 1l
V7 56 28k ' 56k2

2) Optimal partition when the data broker sells information to

both firms.

We maximize the profit function with respect to the j segments sold to Firm
1 and Firm 2. The profits of the data broker when both firms are informed are:
2t 115%t  jt

Ma(y) = 2wa = 2[5 — —515~ — 5]

FOC on j leads to j; = 6’;—;9 and:

T — 2t 6t N ot
2711 11k 22k?°

3) Data broker’s selling strategy in equilibrium.

24 The expression of V1 ((, Pres) is provided in Liu and Serfes (2004).
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We compare the profits of the data broker when it sells information to one

firm or to both firms. The difference between the two profits is:

(207k2 — 82k — 131)t
61642

IL (j7) — 12(j3) =

which is positive for any k > 2.

Proof of Proposition 2

The profits of the firms without information are similar to the standard Hotelling

model and are:
NILNI _ t
5"
The profits of the firms depending on whether they acquire information can

be derived immediately by replacing j by its optimal values in the different

scenarios. We obtain:

(29k2 — 38k + 11)¢
56k2

w N (i 0) =

(206k2 — 24k + 117)t
484k?

mh(53,33) =

(k? + 2k + 1)t

7rNI,I(@7 Pref) = T

Proposition 2 stems immediately from the above results.

Proof of Proposition 4

We generalize the results to first-degree price discrimination, and show that
profits and the optimal structure correspond to the limit of the profits under

third-degree price discrimination, when k£ — oo.



2.6. Appendix 59

We prove that the optimal structure when firms first-degree price discrimi-
nate is identical to the structure when firms third-degree price discriminate. We
first characterize the information structure under first-degree price discrimina-
tion, then we determine the optimal partition.

When a firm first-degree price discriminates, for instance on a segment [%, %]
with [; <[y integers lower than k, two types of segments are defined. On type
A’ segments, the firm sets a personalized price for each consumer, here [%, %’]
On type B’ segments, the firm sets a homogeneous price on each segment, here
a price p; on [0, %] and a price py on [%, 1]. If there are n segments of type B’,
then the firm sets n prices p1, .., p,, one on each of these segments.

The optimal partition is composed of two intervals: on [0,{] (I € [0,1])
consumers are perfectly identified, and on [I, 1], consumers are unidentified. The
proof of this result is not detailed here, as it is similar to the proof of Theorem

1 in Appendix A.1.

Step 1: Profits under third-degree price discrimination converge

to profits under first-degree price discrimination

It remains to show that on the first interval [0, ], profits under third-degree
price discrimination converge to profits under first-degree price discrimination
when k& — oo, and to find the optimal size of these segments.

First we write the profits of Firm 1 under first-degree price discrimination,
then we show that when k — oo, profits under third-degree price discrimination
converge to profits under first-degree price discrimination. In the next section,
we find the optimal length of the segment of identified consumers under first-
degree price discrimination.

Profits of Firm 1 under first-degree price discrimination.

Let [ denote the size of the interval of identified consumers under first-degree
price discrimination. We want to compare profits for identical partitions, that

i(k)

is for which I = limg_,+ . Under first-degree price discrimination, Firm 1

k
sets personalized prices on [0,1], and a single price on [[,1]. Firm 2 sets a single
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price on the unit line: py =t — %l (similarly to Lemma 1).

pi1(x) verifies V —tx — py ()
We thus have:

l
1 t 4
i = /0 21—z — gl]olgc + 5(1 - g1)2.

Third-degree price discrimination profits converge to first-degree price dis-

crimination profits.

Starting from Equation 3.1, we want to prove that the sum ZZ 1 th [1- E —
J(k)

%T] converges to profits of first-degree price discrimination when k& — oo, that

is:

. 2t i 1j(k) /l 1
1 l———=-==]= [ 2t[l —z— =I|d
v ; e e el
Let f(i) = 2t[1— £ — %j(kk)]. It is immediate to see that f is decreasing and
continuous on [0, co[, we can thus write: fii_l f(z)dz > f(i) > f”rl fz

Summing each term from 1 to [k we get: fék f(z)dz > Zi’il f@@) > ka f(z)dz.

We have flkH (2)dz = f )dz +fllk+1 2)dz — fol f(2)dz

lk'+1

limy, o0 fl f(z)dz = limg oo fllk+1 2t —

k

1 2t
limp oo fo z)dz = limy 00 [ 4

Thus we have: limp_s oo folk f(2)dz > limg_ oo Ziil f@) > limy 00 fo 2)dz.
By the sandwich theorem we have : limy_, o Ziil f(3) = limg 00 fo (2)dz =
fol 2t[1 —x — %l]dx the last equality is immediate by substitution. Profits un-

der third-degree price discrimination converge to profits under first-degree price

discrimination when k — oo (thus when quality ¢ — 0).



2.6. Appendix 61

It is straightforward to establish the same result when the data broker sells

information to both firms.
Step 2: Optimal size of the interval of identified consumers.

We compute the profits of Firm 1 when the data broker does not sell infor-
mation to Firm 2, and Firm 1 has information that allows it to first-degree price

discriminate. We find the following profits:

l
. l t 4 to20 7
FD;I,NT 2 2
= 2t —x— <|d —(1—-=D)*==-+4+— — =I"t.
m /0[ vogldet (=g =g+ 3 -3
The profits of Firm 1 when only Firm 2 is informed with the reference
partition are, similarly to the third-degree price discrimination case:
SFDINLIT _ b
1 8
The profits of the data broker are then: Il = % + %lt — glgt, maximized

: _ 3
with I* = 2.
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CHAPTER 3

Selling Mechanisms and the Market for

Consumer Information

Abstract

We investigate the strategies of a data intermediary selling consumer informa-
tion to firms for price discrimination purpose. We analyze how the mechanism
through which information is sold influences how much consumer data is col-
lected and sold by an intermediary, and how it impacts consumer surplus. We
consider three selling mechanisms: take it or leave it offers, sequential bar-
gaining, and auctions. We show that the more the data intermediary collects
information, the lower consumer surplus. Consumer surplus is maximized in
take it or leave it offers, which is the least profitable mechanism for the inter-
mediary. Our result show that selling mechanisms can be used as a regulatory
tool by data protection agencies and competition authorities to limit consumer

information collection and increase consumer surplus.
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3.1 Introduction

Since the seminal works of Hayek (1945) and Marschak (1974), scholars and pol-
icy makers have acknowledged that information greatly enhances the efficiency
of markets. A new market for information is emerging: data intermediaries sup-
ply consumer information that is purchased by firms to improve their business
practices. Companies of a new type - data intermediaries - have specialized in
collecting data from different sources, and selling customized datasets to firms.!
The emergence of this new market for data intermediation raises several policy

concerns.

First, data intermediaries have become major actors of the economy, up to a
point where, in 2014, the market for consumer data was valued around USD 156
billion per year (Pasquale, 2015). Recent scandals of data breaches and violation
of consumer privacy have revealed the huge amount of information possessed by
data intermediaries.? For instance, in a study of nine data brokers from 2014,
the Federal Trade Commission found that data brokers have information ”on
almost every U.S. household and commercial transaction. [One] data broker’s
database has information on 1.4 billion consumer transactions and over 700
billion aggregated data elements; another data broker’s database covers one
trillion dollars in consumer transactions; and yet another data broker adds three
billion new records each month to its databases.” (Federal Trade Commission,
2014, Data brokers: A Call for Transparency and Accountability). The sheer
volume of personal data collected by these data intermediaries can raise concerns
for data protection agencies. Indeed, new regulations try to limit the amount
of personal data collected by data intermediaries. The California Consumer
Privacy Act provides a detailed list of safeguards to protect personal data.

Similarly, a (personal) data minimization principle is enacted in the Health

1 For instance, data brokers such as Equifax or Transunion, sell specific consumer segments
to firms willing to personalize their advertising campaigns.

2 Huge data breach reveals hundreds of millions of emails and passwords from across the
Internet.
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Insurance Portability and Accountability Act in the US, and in the EU General

Data Protection Regulation in Europe.

Secondly, market practices have revealed that data intermediaries have a sig-
nificant role in shaping competition, which can cause important harms to other
companies and to consumer welfare. For instance, Facebook offered companies
such as Netflix, Lyft, or Airbnb special access to data, while denying its access
to other companies such as Vine.? There is a risk that more precise consumer
information could lead to more consumer surplus extraction and to increased

market power in the data intermediaries’ industry.® There thus is a pressing

need to analyze the strategies of data intermediaries.

The emergence of data intermediaries raises two questions that have been
studied in the literature: what is the impact of the selling mechanism on market
equilibrium, and for a given selling mechanism, how to sell consumer informa-
tion. Economists have for long acknowledged that the selling mechanism plays
a central role on the organization of markets (Riley and Zeckhauser, 1983). In
traditional markets, the economic literature has clearly shown that equilibrium
prices and quantities of a product change with the selling mechanism used in
the market. This literature has mainly focused on take it or leave it offers (Bin-
more et al., 1986), auctions (Vickrey, 1961; Jehiel and Moldovanu, 2000), and
sequential bargaining (Rubinstein, 1982; Sobel and Takahashi, 1983). Recent
trends of literature reconsider the question of how to sell a good, especially on
digital markets and online platforms. They study similar selling mechanisms.
Bajari et al. (2008) compares auction with negotiations when selling customized
products. Jindal and Newberry (2018) study in which case it is optimal for a
seller to use bargaining or fixed price to sell a good. Backus et al. (2018a),
Backus et al. (2018b) and Backus et al. (2019) empirically analyze patterns of

bargaining on e-bay and how bargaining environments are affected by informa-

3 Facebook gave Lyft and others special access to user data; engadget, May 12th, 2018.

4 See the recent debate on a potential breakup of major data intermediaries. (Is Big Tech
Too Big Or Not Big Enough?; Forbes, June 20th, 2019.; Warren Wants To Break Up Amazon,
Facebook, Google; Forbes, March 8th, 2019.)
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tion asymmetries, bargaining power, and private characteristics on the buyer
and on the seller’s side. Milgrom and Tadelis (2018) study how machine learn-
ing is used to improve mechanism design, in particular to set reserve prices

optimally in auctions.

For a given selling mechanism, a recent literature has analyzed the selling
strategies of a data intermediary. Montes et al. (2018) consider information
allowing competing firms to first-degree price discriminate consumers. Bounie
et al. (2018) endogenize the amount of information sold to firms, and show
that it is not optimal for a data intermediary to sell all consumer segments to
firms. Bergemann et al. (2018) studies a situation of information asymmetries
where the willingness to pay of the buyer for information is unknown to the data
intermdiary. The data intermediary proposes a menu of signals to information
buyers. However, the existing literature on data intermediary only focuses on
a single selling mechanism: Montes et al. (2018), Bounie et al. (2018) only

consider auction; Bergemann et al. (2018) focuses on take it or leave it offers.

In this article, we merge the literature on selling mechanisms with the recent
literature on data intermediaries who sell information to firms competing on the
product market. We compare the strategies of a data intermediary under three
selling mechanisms: a take it or leave it offer, a sequential bargaining, and an

auction. We contribute to the existing literature on two points.

We first show that the three selling mechanisms share common properties,
what we will call, independent data contracts. The key element that will de-
termine how much information will be collected and sold in equilibrium is the
threat for a firm of being uninformed. They will determine the willingness to
pay for information, and thus the price of information. This conclusion could
not be reached in models where the data intermediary is assumed to sell no

information at all, or all consumer segments.’

Secondly, by comparing different selling mechanisms, we show that the take

5 See for instance Montes et al. (2018).
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it or leave it offer maximizes consumer surplus, and minimizes data collection,
but that the data intermediary would prefer auctions or sequential bargaining
that lead to lower consumer surplus and more data collection. We discuss the

regulatory implications in the conclusion.

The reminder of the article is organized as follows. We explicit the model
in Section 3.2. Section 3.3 describes the three selling mechanisms. We solve
the game in Sections 3.4 and 3.5. We discuss alternative selling mechanisms in

Section 3.6. Section 3.7 concludes.

3.2 Model

Consumers are assumed to be uniformly distributed on a unit line [0, 1]. They
purchase one product from two competing firms that are located at the two
extremities of the line, 0 and 1. The data intermediary collects and sells data
on consumer segments. An informed firm can set a price on each consumer
segment. An uninformed firm cannot distinguish consumer segments and sets a

single price on the entire line.

3.2.1 Consumers

Consumers buy one product at a price p; from Firm 1 located at 0, or at a price
pe2 from Firm 2 located at 1. A consumer located at = € [0, 1] receives a utility
V from purchasing the product, but incurs a cost ¢ > 0 of consuming a product
that does not perfectly fit his taste x. Therefore, buying from Firm 1 (resp.
from Firm 2), incurs a cost tz (resp. t(1 — z)). Consumers choose the product

that gives the highest level of utility:°

6 We assume that the market is covered, so that all consumers buy at least one product
from the firms. This assumption is common in the literature. See for instance Bounie et al.
(2018) or Montes et al. (2018).
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V — py — tx, if he buys from Firm 1,

V — ps — t(1 — z), if he buys from Firm 2.

This simple model of horizontal differentiation can be used to analyze the impact

of information acquisition on the profits of firms (Thisse and Vives, 1988).

3.2.2 Data intermediary

The data intermediary collects information on consumers that allows firms to
distinguish k& consumer segments on the unit line. The data intermediary can
decide to sell all segments collected or only a subset of these segments. We will

show that the data intermediary never sells all available consumer segments.”

3.2.2.1 Collecting data

The data intermediary collects k consumer segments at a cost ¢(k). The cost
of collecting information encompasses various dimensions of the activity of the
data intermediary, such as installing trackers, or storing and handling data.
Collecting more information by increasing the number of segments allows a firm
to locate consumers more precisely, and thus increases the value of information.
For instance, when k& = 2, the information is coarse, and firms can only dis-
tinguish whether consumers belong to [0, 1] or to [3,1]. At the other extreme,
when k converges to infinity, the data broker knows the exact location of each
consumer. Thus, % can be interpreted as the precision of the information col-

lected by the data intermediary. The k segments of size % form a partition P,

illustrated in Figure 4.1.

7 Previous research has assumed that the data intermediary sells all available information
(Braulin and Valletti, 2016; Montes et al., 2018). We show that this assumption is not valid.
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Firm 1 Firm 2

Segment: 1 2 .. 1 k

Fig. 3.1: Partition P

3.2.2.2 Selling information

To present our argument in the simplest way, we assume that the data interme-
diary only sells information to Firm 1% using one of the three following selling

mechanisms: a take it or leave it offer, a sequential bargaining, and an auction.

The data intermediary can potentially sell any subset of segments collected
in the partition depicted in Figure 4.1. It is easy to understand that selling all
consumer segments is not optimal for the data intermediary. On the one hand
thinner segments in the partition allow a firm to extract more surplus from
consumers. On the other hand selling more consumer segments also increases
competition because Firm 1 has information on consumers that are closer to
Firm 2, and can poach them (Thisse and Vives, 1988). For instance, if the
data intermediary sells all consumer segments, Firm 1 can set a price on the
consumer segment that is the closest to Firm 2.

Thus, an optimal partition must balance the competition and surplus ex-
traction effects. Consider partition Py represented in Figure 3.2. Partition P;
divides the unit line into two intervals: the first interval consists of j; segments
of size ¢ on |0, %] where consumers are identified so that Firm 1 can price dis-
criminate them. The data intermediary does not sell information on consumers
in the second interval of size 1 — %, who remain unidentified, and firms charge
a uniform price on this second interval. The number of segments of identified

consumers j; depends on the total number of segments on the market k. We

8 Selling information to both firms is in general not optimal because it increases the compet-
itive pressure on the product market (Braulin and Valletti, 2016; Montes et al., 2018; Bounie
et al., 2018), and thus lowers the profits of the data intermediary, who extracts part of the
surplus of the firms.
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denote by 71 (k) the number of segments as a function of k. Any optimal parti-
tion must be similar to partition Py, and the optimization problem for the data

intermediary boils down to choosing the number of segments j; (k) in partition

3)1 9
25
Py Py P

Py

Fig. 3.2: Selling partition P; to Firm 1

3.2.3 Firms

Without information, firms only know that consumers are uniformly distributed
on the unit line. When Firm 1 acquires j; (k) segments of information, it can
price discriminate consumers on these segments. Firm 1 sets prices in two
stages.!? First Firm 1 sets price p; on the segment where it competes directly
with Firm 2 (the competitive segment). Secondly, Firm 1 sets a price on each
segment where it is in a monopoly position, with p;; being the price on the ith
segment from the origin. Firm 2 is uninformed but knows the price p; set by
Firm 1 on the competitive segment, and sets a price ps on the whole unit line.

We denote by dg; the demand of Firm 6 on the ith segment.'! Firm 1 is in-

formed and maximizes the following profit function with respect to p11, .., p1j,,p1:

Ji+1 J1 1
T = Z dvip1s = Epli +dip1.
i=1 i=1

Firm 2 is uninformed and maximizes mo = dops with respect to ps.

9 See Bounie et al. (2018) for a more detailed discussion.
10 Sequential pricing decision avoids the non existence of Nash equilibrium in pure strategies,
and is supported by managerial practices (see for instance, Fudenberg and Villas-Boas (2006)).
11 The marginal production costs are also normalized to zero.
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3.2.4 Timing

We summarize the timing of the game. The data intermediary first collects data
and sells the partition P; to Firm 1. Then Firms 1 and 2 set prices on segments

where they compete. Finally Firm 1 sets prices on the monopolistic segments.

Stage 1: the data intermediary collects data on k consumer segments.

Stage 2: the data intermediary sells information partition Py by choosing

the number of segments ji (k) to include in the partition.

Stage 3: firms set prices p; and py on the competitive segments.

Stage 4: Firm 1 price discriminates consumers where it is in a monopoly

position by setting pi;, i € [1, 1 (k)]

The game is solved by backward induction. In stage 4, Firm 1 sets prices
D11, -., P15, on segments where it is in a monopoly position. In stage 3, Firm 1
and Firm 2 set prices p; and ps on the competitive segments. In stage 2, we
characterize the strategies of the data intermediary regarding how much con-
sumer information to sell to Firm 1 in Section 3.4. In stage 1, we determine how
much data the data intermediary collects information in equilibrium in Section
3.5. The strategies of the firms and of the data intermediary critically depend
on the way information is sold, i.e. the selling mechanism, which influences the

willingness to pay of the firms for information.

3.3  Selling mechanisms

We analyze three mechanisms that have been extensively studied in the litera-
ture for final goods, that we apply in the context of intermediary information
goods: information can be sold through a take it or leave it offer, a sequential
bargaining and an auction. First, under the take it or leave it selling mechanism,

the data intermediary proposes an information partition to Firm 1. After the
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offer is made, there is no possibility for the data intermediary to sell informa-
tion to Firm 2, even if Firm 1 refuses the offer. This approach has been studied
for instance by Binmore et al. (1986). The second mechanism, the sequential
bargaining, allows the data intermediary to propose information to Firm 2 if
Firm 1 declines the offer, and so on until one of the firms acquires information.
This type of dynamic games has been studied for instance by Rubinstein (1982)
or Sobel and Takahashi (1983).'? Thirdly, the data intermediary can auction
information partition to firms. Firms bid for information partitions that can be
different for Firm 1 and Firm 2. The firm with the highest bid wins the auction.

Jehiel and Moldovanu (2000) analyze this type of auctions.

The three selling mechanisms have a major impact on the strategies of the
data intermediary and the value of information. We compute for each selling
mechanism what a firm is ready to pay for information, and determine its outside
option if it does not purchase information. We will show in Section 3.4 that the
three selling mechanisms have an outside option that is independent from the
information sold to Firm 1. In the remainder of this section, we define the
outside option for the three selling mechanisms, as the data intermediary can
propose information to Firm 2 when Firm 1 does not acquire information. In
other words, the outside option can be used as a threat by the data intermediary

to extract more surplus from Firm 1.

We introduce further notations. We denote by m1(j1) the profit of Firm 1
when it has information on the j; consumer segments closest to its location
(Firm 2 is uninformed). In the take it or leave it format, if Firm 1 declines
the offer, Firm 2 is not informed either, and both firms are uninformed. In
this case, they set a single price on the unit line and make profits . In the
sequential bargaining and auctions format, Firm 2 has information when Firm
1 is uninformed. Let 71(j2) denote the profit of Firm 1 when Firm 2 has

information on the jy consumer segments closest to its location.

12 They consider a bilateral monopoly with a time discount factor.
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It is also useful to define a data contract as a couple (j1, j2) where j; is the
information proposed to Firm 1, and j5 is the information sold to Firm 2 if Firm
1 does not acquire information, which can include the empty set, for instance

in the take it or leave it offer.
Definition 1: (Data contract). A data contract is a couple (ji, j2)-

We will show in Definition 2 and Theorem 7 that the three selling mecha-

nisms belong to a specific class of data contracts.

3.3.1 Take it or leave it

The data intermediary proposes information to Firm 1 that accepts or declines
the offer. If Firm 1 declines the offer, the data intermediary does not propose
information to Firm 2, and both Firm 1 and Firm 2 remain uninformed. This
selling mechanism rules out the possibility for the data intermediary to rene-
gotiate if no selling agreement is found, contrary to the sequential bargaining
format that we analyze in Section 3.3.2.'3

The data intermediary makes an offer to Firm 1 that consists of an informa-

tion partition j°!, and a price of information p;;. Firm 1 can either accept the

offer and make profits 71 (j1°') — psor, or reject the offer and make profits 7. The
data contract is therefore (ji°, ). Thus, the willingness to pay of Firm 1 for

information is 71 (j{°') — m. The data intermediary sets the price of information

to:

Pt (§1%1) = mi (1) — 7.

3.3.2 Sequential bargaining

Under the sequential bargaining mechanism, the data intermediary proposes

information to each firm sequentially, in an infinite bargaining game. There is

13 The take it or leave it format includes in fact many such mechanisms where there is no
possibility for renegotiation, including Nash bargaining and menu pricing.
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no discount factor and the game stops when one firm acquires information. At
each stage, the data intermediary proposes information j;“? to Firm 6 and no

information to Firm —6.

Firm 1 can acquire information j;°? and make profits m (j7¢

), or decline the
offer, and the data intermediary proposes information j;°¢ to Firm 2. If Firm
2 acquires information, the profits of Firm 1 are 71 (j5°?). If Firm 2 declines
the offer, the two previous stages are repeated. The data contract is therefore

(1™, 95°1)-

To compute the value of information under the sequential bargaining format,
we characterize a stationary equilibrium of this game where Firm 1 is making
profit 7 (j;Y) if it accepts the offer, but makes profits 7 (j5°?) if it declines
the offer and Firm 2 purchases information. It is important to stress that when
Firm 1 declines the offer of the data intermediary, it will compete with Firm 2

“ is the symmetric of j7°¢). We

that is proposed the symmetric partition (j3
show in Appendix 3.8 that the data intermediary sets the price of information

to:

DPseq = T1 (.]feq) — T (]-;eq).

3.3.3 Auction

Under the auction mechanism, firms bid and the highest bidder wins the auction.
The data intermediary can design a data contract to select Firm 1 as the wining
bidder. When Firm 1 wins the auction, it makes profits m1 (j§) — ps, where p, is
the value of its bid. To maximize the threat on Firm 1, the data intermediary
proposes k segment of information to Firm 2, so that the profit of Firm 1 without
information is 71 (k), which is the lowest possible value. The data contract is

therefore (j¢, k). The data intermediary sets the price of information to:
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pa(jis k) = m(j7) — mi(k)

3.4 Number of segments sold in equilibrium

In this section, we characterize the number of consumer segments sold to Firm
1 for each selling mechanism. We first establish that for a given k, the number
of consumer segments sold by the data intermediary is the same for the three
selling mechanisms (Proposition 1). We then show that the take it or leave
it, the sequential bargaining and the auction mechanisms belong to a class of
data contracts that we refer to as independent data contracts. These contracts
have the property that the information proposed to Firm 2 is independent from
the information proposed to Firm 1. Theorem 7 generalizes Proposition 1 for

independent data contracts.

3.4.1 Number of segments sold in equilibrium

We characterize in Proposition 1 the number of consumer segments sold to Firm
1 in equilibrium under the take it or leave it, sequential bargaining and auction

mechanisms.

Proposition 1:

The number of consumer segments sold in equilibrium is:

6k — 9

-nbx __ .seqx* _ ax _
TV () = i (k) = 5 (k) = =

Proof: see Appendix 3.8.

The proof of Proposition 1 is based on the fact that the data intermediary
optimizes j; and j, independently. In other words, the information proposed
to Firm 1 (j;) is independent from the information proposed to Firm 2 (js) if

Firm 1 does not acquire information. It is the case for the take it or leave it
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and the auction mechanisms. Under the take it or leave it format, Firm 1 has
no information when it declines the offer of the data intermediary, and thus its
outside option is independent with the information structure proposed by the
data intermediary to Firm 1. Under the auction format, when Firm 1 loses
the auction, it has no information but Firm 2 has information on all consumer
segments. Thus, the outside option of Firm 1 that is affected by the partition
proposed to Firm 2 is independent from the partition proposed to Firm 1. Under
sequential bargaining, at each stage of the process, the firm who declines the
offer has no information, even though the competitor can acquire information
at the following stage. Here again, the outside option of Firm 1 is independent
from the information structure proposed by the data intermediary to Firm 1.
Regardless of the selling mechanism, when the outside option does not depend
on ji, the data intermediary simply maximizes the profit of Firm 1 with respect

to jl-

3.4.2 Independent data contracts

Using the intuition developed in the previous section, we can generalize Propo-
sition 1 to a specific class of data contracts. These independent data contracts
have the property that the information sold to Firm 1 (j;) is independent from
the information proposed to Firm 2 (jq) if Firm 1 does not acquire information.
Theorem 7 shows that, for a given amount of data collected k, selling mecha-
nisms characterized by independent data contracts lead to the same number of
consumer segments sold to Firm 1 (57).

Let (j1,j2) be the data contract proposed to Firm 1.

Definition 2: (Independent data contract)
A data contract (j1,j2) is independent if the data intermediary maximizes

profits by choosing j; and jo separately.

Definition 2 includes a large set of selling mechanisms such as various forms

of Nash and infinite sequential bargaining with discount factors, but also the
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three selling mechanisms of the article. For instance, under a Nash bargaining
selling mechanism, the data intermediary maximizes with respect to j; a share
of the joint profits with Firm 1, and does not propose information to Firm 2 if
the negotiation breaks down. Also, infinite sequential bargaining with discount
factors alternate offers to Firm 1 and to Firm 2 independently. However, there
are mechanisms that do not satisfy Definition 2. For instance, the data inter-
mediary can propose a symmetric partition to Firm 1, then to Firm 2 if Firm 1
declines the offer. The information structure proposed to Firm 1 appears in its
outside option: pay; = m (j{*) — 71 (j¢*). Thus, the number of segments chosen

by the data intermediary affects both the profit of Firm 1 and its outside option,

violating Definition 2.

Theorem 7 shows that for a given k, all selling mechanisms satisfying Defi-
nition 2 lead to the same number of consumer segments sold by the data inter-

mediary.

Theorem 1:

Consider s and s’, two selling mechanisms that satisfy Definition 2:

Yk, jit(k) = 53 (k).

Theorem 7 has theoretical and practical implications. First, Theorem 7 pro-
vides a first attempt to characterize data contracts based on their theoretical
properties. Other dimensions of interest include the length of the data contract,
exclusive sales, renegotiation conditions, or quantity discount.

Secondly, under independent data contracts, the data intermediary maxi-
mizes the profits of Firm 1. Thus, the joint profits of the data intermediary and
Firm 1 are maximized. This collusive behaviour favors Firm 1 on the market,
at the expense of Firm 2. This is not necessarily the case under other types
of contracts. For instance under second-price auctions the data intermediary
maximizes the willingness to pay of the second highest bidder, and the interest

of Firm 1 and the data intermediary are not aligned.
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Thirdly, Theorem 7 offers a convenient criteria to assess the impact of a sell-
ing mechanism on the amount of information sold on the market. Two selling
mechanisms that belong to the class of data contracts of Theorem 7 will always
lead to the same number of consumer segment sold to Firm 1. Thus a compe-
tition authority can analyze the properties of the data contract to determine if

an action is required to limit the amount of information sold on a market.

We have shown in this part that the number of consumer segments sold to
Firm 1 does not vary with the selling mechanism. In the next part, we will ana-

lyze how the amount of data collected varies with different selling mechanisms.

3.5 Collecting data in equilibrium

In this section we analyze how the profits of the data intermediary vary with
the number of consumer segments collected (k) for the three selling mecha-
nisms. The amount of data collected depends on the value of information,
which is determined by the outside option, and thus varies according to the
selling mechanism. We show that even though the data intermediary sells the
same information structure to firms under the different selling mechanisms, the
number of segments collected in the first stage of the game is not necessarily
the same.'*

The profit of the data intermediary II € {II;y, IIseq, 1.} is given by the
price of information p € {ptor, Pseqs Pa }» net of the cost of data collection c(k):'°

II(k) = p(k) — c(k).

We have established in Proposition 1 that the number of segments sold by
the data intermediary in the second stage of the model is the same for the
three selling mechanisms: ji(k) = le—lg. Thus, selling mechanisms will only

impact the strategies of the data intermediary through the number of consumer

segments collected k. Indeed, different selling mechanisms will lead to different

14 We assume that the cost of collecting data does not depend on the selling mechanism.
15 We make the assumption that II,e; is concave and reaches a unique maximum on RY.
See Appendix 3.8 for a mathematical expression of this assumption.
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prices for information, and thus to different amount of data collected by the
data intermediary.
Proposition 2 compares the number of segments collected by the data inter-

mediary and consumer surplus under the three selling mechanisms.

Proposition 2:
The number of consumer segments collected k and consumer surplus C'S are

inversely correlated:

kseq > ko > kior, and CSiop > CSq > CSseq.

Proof: see Appendix 3.8.

Proposition 2 shows that the number of consumer segments collected is min-
imized under the take it or leave it mechanism. The optimal level of data
collected depends on the marginal gain from increasing information precision.
This marginal gain is the lowest in the take it or leave it offer since the outside
option of the firm does not depend on any partition proposed by the data bro-
ker. Thus, the surplus extraction effect is the less intense in this mechanism,

and consumer surplus is maximized.'¢

More information on the market leads to lower consumer surplus. This result
sharply contrasts with the existing literature that argues that more information
leads to higher consumer surplus due to the competitive effect of information

(Thisse and Vives, 1988; Stole, 2007).

We show in Proposition 3 that the data intermediary chooses the auction
mechanism, and that the take it or leave it is the least profitable selling mech-

anism.

Proposition 3:

16 The marginal gain is higher in the auction mechanism since the data intermediary threat-
ens the highest bidder with the harshest partition, P, which includes all consumer segments.
The marginal gain is highest under the sequential selling mechanism, since increasing precision
in that case increases the most the threat of the outside option.
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The profits of the data intermediary are maximized under auctions and min-

imized under the take it or leave it mechanism:

Ha > Hseq > Htol-

Proof: see Appendix 3.8.

Under the auction mechanism, the data intermediary can maximize the value of
the threat of the outside option, and maximizes the willingness to pay of Firm
1. On the contrary, under the take it or leave it mechanism, both firms are
uninformed when a firm rejects the offer of the data intermediary, resulting in

a lower willingness to pay of firms for information.

Proposition 3, is relevant for regulators. The data intermediary chooses the
auction mechanism that maximizes its profits among the three mechanisms that
we propose in this article. Thus a data intermediary will never choose the take
it or leave it mechanism. However, Proposition 2 shows that a competition
authority, concerned with consumer surplus, and a data protection agency, con-
cerned with the amount of consumer data collected, would choose the take it or
leave it format. Enforcing specific selling mechanisms is a simple and powerful

tool for regulators.

3.6 Extension: alternative selling mechanisms

We analyze an alternative selling mechanism in which the data intermediary pro-
poses symmetric partitions to both firms (symmetric offers, indexed by sym).
Such selling mechanism therefore does not verify Definition 2. We show that the
main results of Sections 3.4 and 3.5 hold under this alternative selling mecha-
nism. Finally we show that another class of selling mechanisms, namely second-
price auctions, are equivalent to symmetric offers, by proving that the data
intermediary proposes symmetric partitions to both bidders.

In the symmetric offers mechanism, the data intermediary proposes a par-

.sym

tition 777" to Firm 1. If Firm 1 declines the offer, a symmetric partition is
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proposed to Firm 2. Such a mechanism can be enforced by a competition au-

thority to guarantee a level playing field. The price of information psy,, can

be written as follows: pgym = m1(j;¥") — T1(5;Y"). The data contract does not

satisfy Definition 2 as j;¥"" appears in the outside option of Firm 1. The data
sym

intermediary will take this negative effect of j;”"" on the profits of Firm 1 when

it declines the offer.

Proposition 4:
The equilibrium with the symmetric offers mechanism has the following prop-

erties:

4k — 3
SYM* )
(a) j; 6

(b) Ha > Hsym > 1_[seq > Htol
(€) kseq > ka > koym > ktor
(d) CSaym > CSio1 > CSy > CSyey.

Proof: see Appendix 3.8.
First, the take it or leave it mechanism still minimizes the number of consumer
segments collected, so that a data protection agency would prefers it to any
other selling mechanism. Secondly, the data intermediary still chooses the first
price auction mechanism as it leads to the highest willingness to pay of Firm
1. Thus there is still a tension between private and public regulatory motives.
Thirdly, consumer surplus is now maximized in the symmetric offers mechanism.
Thus there is a new tradeoff between data protection agencies and competition
authorities. On the one hand, a data protection agency chooses the take it or
leave it mechanism that minimizes personal data collected. On the other hand,
a competition authority prefers the symmetric offers mechanism that maximizes

consumer surplus.

The main results of the article also hold for second-price auctions, where



82 3. Selling Mechanisms and the Market for Consumer Information

the winning bidder pays the second highest bid (indexed by a2). In the second-
price auction, the data intermediary sells to Firm 1 an information structure
characterized by j7? but pays the price corresponding to the partition j52 that
Firm 2 is willing to bid. We show in Proposition 5 that a second-price auction
is equivalent to the symmetric offers mechanism, and lead to the same number
of consumer segments collected and sold at the equilibrium for a given k (we

drop reference to k when there is no confusion).

Proposition 5:

.sym* o *

J1 =

Proof: See Appendix 3.8.
To prove Proposition 5, we show that the partition proposed to firms in sec-
ond price auctions are symmetric. Since the symmetric equilibrium is unique,
Proposition 5 is established. Consider the second-price auction. The winning
bidder has more information than the second highest bidder. The data inter-
mediary can increase the willingness to pay of the losing bidder, by increasing
the number of consumer segments proposed in j5?*. Repeating this reasoning,

the equilibrium is reached when the two partitions are symmetric: j72* = jg?*.

To sum-up, we have identified another class of selling mechanisms, where
partitions proposed to both firms are perfectly correlated, and as a matter of
fact symmetric, under which our main results hold. It remains to show that
Propositions 4 and 5 also hold for a broader set of classes. This is likely to be
true given the fact that first price auctions is the selling mechanism that extract

the most surplus from the firm who purchase information.

3.7 Conclusion

With the rise of digital giants such as Facebook, Apple, Google and Amazon,

access to data and information is now central for competition policy in the digital
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era. As Crémer et al. (2019) emphasize, data create a high barrier to entry on
a market, which encourages the emergence of dominant actors. This strategic
role of data has led the FTC and the European Commission to increase their
scrutiny on the activity of web giants, with concerns of potential anticompetitive
practices.!” It is important to take access to data into account, but even more
important is the differentiated access to consumer data. Indeed, we have shown
that data intermediaries can influence competition on product markets by selling
different information to firms.

Our results suggest that the amount of data collected is a key strategic asset
in the data strategies of firms in the digital era. Recent legislations such as the
European GDPR impose a data minimization principle. Data intermediaries are
growing fast, collecting any type of information on huge masses of consumers'®.
Moreover, data breaches are becoming more and more frequent, and it is im-
portant to know how much personal information data intermediaries collect to
understand the strategies of large data intermediaries with respect to collecting
and selling consumer information.

Policy makers could feel uneasy about leaving the market for information
unregulated. Data intermediaries will choose a selling mechanism that maxi-
mizes the amount of data collected, which can raise privacy concerns, and also,
that extracts more consumer surplus, which raises concerns for competition au-
thorities. Moreover, as different selling mechanisms lead to different amounts
of data collected and at the same time increase or decrease consumer surplus
extraction, a tradeoff can arise between privacy concerns and the competitive
effect of information. Thus, enforcing specific selling mechanisms is a simple
and powerful tool for regulators to guarantee data minimization principles, or
limit the market power of data intermediaries.

Our main results indicate that the design of the market for information is

of most importance for the outcomes of data strategies of market participants.

17 Congress, Enforcement Agencies Target Tech; Google, Facebook and Apple could face US
antitrust probes as regulators divide up tech territory; If you want to know what a US tech
crackdown may look like, check out what Europe did.

18 Data brokers: regulators try to rein in the ‘privacy deathstars’.


https://www.wsj.com/articles/ftc-to-examine-how-facebook-s-practices-affect-digital-competition-11559576731
https://edition.cnn.com/2019/06/03/tech/facebook-google-amazon-antitrust-ftc/index.html
https://edition.cnn.com/2019/06/03/tech/facebook-google-amazon-antitrust-ftc/index.html
https://www.cnbc.com/2019/06/07/how-google-facebook-amazon-and-apple-faced-eu-tech-antitrust-rules.html
https://www.cnbc.com/2019/06/07/how-google-facebook-amazon-and-apple-faced-eu-tech-antitrust-rules.html
https://www.ft.com/content/f1590694-fe68-11e8-aebf-99e208d3e521
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We have shown that different classes of selling mechanisms lead to the same
tradeoff between private incentives and regulatory requirements. Other dimen-
sions include resolving information asymmetries between sellers and buyers of
information (Anton and Yao, 2002; Bergemann and Bonatti, 2015). Further

research should explore the implications of market design on data strategies.

3.8 Appendix

Mathematical interpretation of Assumption 1

The cost function is defined such that:

Pkl < and I k* st Aeklcl g
PW_c®)] < and I k* st 2ellcl] g

N k* st =0 and II(k*) >0

c(0)=0

This technical hypothesis is common in the literature. It allows profits to

be maximized in a unique point, which is usually true for linear cost functions.

Proof of optimal prices in sequential bargaining

We propose a candidate equilibrium policy function. We show that pseq =
m1 (1Y) — 71(j5°?) is an SPE. As only the data intermediary has a non-binary
choice, uniqueness will result naturally.

We write V7 the value function of Firm 1 in stage 1 to determine its willing-

ness to pay:

Vi + m1(37°) — pseq if Firm 1 accepts the offer,

— [..seq

71(35°7) if Firm 1 declines the offer and Firm 2 accepts the offer,

Vi if Firm 2 declines the offer.
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Thus, the overall value of Firm 1 is:

Vi+mi(17) = Pseq — T1(d5") = Vi = 71 (7)) — Pseq — 71 (45"
Thus:

.seq

Pseq = T1(1"") = M1(53")

The data intermediary has no interest in deviating from this value, as low-
ering pgeq would decrease its profits, and increasing p,e, would have Firm 1
rejecting the offer. Thus pse, = m1(J7°%) — m1(j5°%) is the unique SPE of this

game.

Proof of Proposition 1

We prove that the optimal partition in equilibrium does not depend on the
selling mechanism.

The data intermediary profit functions in the different timings are:

Pa(P1,P2) = 71 N (P1,0) — 710, Prey)

I,NI NI,NI
Ptol = T (Tla (D) -

Pseq = ﬂ_{’NI(:Pla @) - ﬂ-{VI’I(@ﬂ :])2)

It is immediate to see that in each mechanism, the data intermediary chooses
Py in order to maximize the profits of Firm 1. Thus, the optimal information
structure in equilibrium P; does not depend on the selling mechanism.

Prices and demands on the unit line are identical to Bounie et al. (2018) and

can be written as follow:
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pr=t—-5ilipi=2t1 -] — 5ilidi =5 3{.
Profits are:'?
J . . .
2t i 1y t 47,
1= —l——==%]+=-(1-== 3.1
R A IR (k12 (31)

Thus, first order conditions on 7y gives us

. 6k —9
Jl(k): 14 °

Proof of Proposition 2

Data collection

We compare the first derivative of the profits of the data intermediary in the

different mechanisms in order to compare the optimal precisions in equilibrium.

op:  (19k —11)t
ok~ 28k3

Op;,;  (6k—9)t
ok 14k3 7

Opieq _ (T2k —45)t

ok 98k3

Comparing the derivatives gives us:

Opseq _ Opy _ 0Py
ok ~ ok = ok

From the convexity of the cost function, it is straightforward that:

lw

19 For p1; >0 = % < %. Profits are equal whatever % >
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kseq > ka > ktol

Consumer surplus

Prices when the data intermediaries sells j segments of information to Firm

1 are given in Bounie et al. (2018) and are as follow:

e Firm 1 captures all demand on each segment i =1, .., 75, and:

7 1y
i =2t[1 — — — ==].
p1 [ A 3k]

e Firms compete on the segment of unidentified consumers, and the prices
are:
47 2]

=t1—- == d =t1—-==].
P1 [ 3k]a an p2 [ 3k]

We need to compute demands in order to find consumer surplus. On the j
segments of size % where Firm 1 has information, it is a monopolist and demand

is % on each segment.

On the segment of unidentified consumers, where firms compete, the indif-

ferent consumer is characterized by

£:P2—P1+t+i
2t k 3k

AS j* — 6k—9, (i* _ 4k—12.

1 Tk

We can write consumer surplus in equilibrium:
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1 15t at, j*
= SV =2l - E )4~ 4+ —
izok[ SR T
* 45 t 1652 §*2
z 7t — | - | — —
Jr‘Slc[v Jr3 k} 2[9 k2 k2]
45 25t At
1= =V —t4 22— S[1— -
+[ 3/€H +3 k] 2[ Sk] (3.2)
J* 1j* t,, g+ nt T
= — — 1——— — —
k V=2t 3k I+ k:] + k2 2k2
3" 3t 5% 31t 5*?
1—2 1= ST
+V k:] 2 k 18 k2
iv C2t5F 55t 55t
k k 3 k2 2k2
3" 3t 5% 31t 5*?
V[l—2]— = 43t — 2
+VI k] 2 + k 18 k2

3t g*t Bt j*%t
=V 2+k+2k2 18k2
(424k2 — 180k + 639)t — 392V k?

392k2

Consider now the first degree derivative of consumer surplus with respect to

aCS(k) (90K — 639)t

ok — 196k3

This is always negative for k > 5, and thus consumer surplus decreases with

information precision.

Proof of Proposition 3

We compare the profits of the data intermediary in the different selling mech-
anisms. The profits of the firms depending on the information structure are

provided in Bounie et al. (2018):
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t
oNINT _ L
2

(18k2 — 12k + 9)t
28k

7TI,NI<J~;<7®) —

(k? + 2k + 1)t

NII _
70, Prey) = 2

(25k2 + 30k + 9)t
98k?2

N0, 51) =

Profits are found directly from these values:

29k% — 38k + 11)t
56k2

g = VG 0) = 0, Pyg) =

_WNLNI__Mk2—12k+9ﬁ

Por = N1, 0) 28k2

(T6k% — 144k + 45)t
196k2

Pseq = 7N (1, 0) = 7010, 57) =

Direct comparison of the profits provide the ranking of Proposition 2.

Proof of identical structures in alternative mechanisms

We prove that information structures are identical in both alternative mech-
anisms. In the first alternative mechanism, the price of information can be

written

Pare = m (i) — (1Y),

In the auction mechanism, the willingness to pay of firms when the data

intermediary proposes information j¢ to Firm 1 and j$ to Firm 2 are:
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m (§11) — 71 (j5"),
Ta(j5") — T2 (5§")

We show that in equilibrium j%¢ = j¢!* and thus that the optimization

problem is identical to the one in the first mechanism.

Assume j§* > jg!t (the other case is solved similarly). Then it is straight-

forward that:

® T > Ta,
e T, increases when j#* decreases.
alt

Thus the data intermediary choses values of j{** as low as possible, under

the constraint that j{* > j§': that is, the data intermediary chooses j#t = j§'t.

FOC on py;; with respect to j#* gives us:

4 2t t

Pott =79 " 3k ok

Oply,  (6k —2)t

ok 9k3

The ranking of profits and optimal data collection is then straightforward.



CHAPTER 4

Collecting and Selling Consumer Information:

the Two Faces of Data Brokers

Abstract

We investigate how competition between data brokers affects their strategies
of collecting and selling personal information to competing firms for price dis-
crimination purposes. Two dimensions of competition between data brokers
are considered: their market shares, and the size of the market on which they
compete. We show that when competing data brokers are symmetric in terms
of market share i. they collect less information than in monopoly; . they
sell information on more consumers than under monopoly, resulting in a higher
competition between firms. However, when the market shares of data brokers
are asymmetric, as the size of the competitive market increases . only one data
broker sells information; 4:. this data broker collects more information than in
monopoly; . the share of identified consumers is larger than in monopoly. We
argue that these findings are central for privacy and competition laws as we
identify an inverted U-shape relationship between competition and data collec-
tion: data collection is the lowest when competition is the strongest between
data brokers; it reaches an intermediate level under monopoly, and is the highest

under constrained monopoly.
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4.1 Introduction

Understanding how the quantity of information available on a market influences
competition is a central question in economics, dating back to Hayek’s seminal
work (Hayek, 1945).! This topic has recently been revisited with the develop-

ment of data brokers who collect and sell consumer information to firms.

The data brokerage industry is characterized by a high degree of competition.
In 2015, there were more than 4,000 data brokers (Pasquale, 2015). Data brokers
have two main activities. First, they collect personal information with different
degrees of precision on various consumer markets. The precision or granularity
of personal information allows data brokers to create unique consumer segments.
They sell these consumer segments to companies that want to better target or
price-discriminate consumers. Data brokers can increase their profitability by
selling more precise segments to firms. The activities of collecting and selling
consumer information are related, as the more data a data broker collects, and
the higher the precision of information, the more firms are willing to pay for

information.

In this paper, we study how competition between data brokers affects their
strategies regarding how much consumer information they collect and sell, and
we show that data protection and competition laws may be conflicted with one

another.

To date, the economic literature has mostly ignored the strategic role of
data brokers on product markets, as well as the relation between strategies of
data collection and information selling. A first strand of the literature mainly
focuses on data collection, and analyzes how firms choose the amount of personal
information that they collect. Data collection is a black box, and information
is considered as any other costly input whose only special feature is to raise
privacy concerns. For instance, Bloch and Demange (2018) look at the effects

of taxation on business strategies related to consumer information collection. In

1 See also Radner et al. (1961), Vives (1984), Thisse and Vives (1988), Burke et al. (2012).
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a competitive set-up, Casadesus-Masanell and Hervas-Drane (2015) and Gal-Or
et al. (2018) show how consumer privacy concerns can be used as an asset by
data driven firms. In these papers the sale of consumer information does not

influence the strategic choice of the amount of data collected.

A second strand of the literature focuses on third parties selling information
to competing firms. Sarvary and Parker (1997) and Xiang and Sarvary (2013)
show that when information increases competition between firms, a data broker
will sell partial information to firms so that the profits of the firms are not
decreased too much, and thus the value of information remains high. Their
results are empirically supported by Christen and Sarvary (2007). Braulin and
Valletti (2016) and Montes et al. (2018) consider data brokers selling information
of exogenous quality, and Bounie et al. (2018)% study the strategies of data
brokers related to how much information they sell to firms. They show that data
brokers do not find it profitable to sell all information available to competing
firms, as selling all information would increase competition and lower how much
firms are willing to pay for consumer information. The aforementioned studies
do not focus on the data collection strategies of data brokers, and also rule out

the role of competition between data brokers.?

The novelty of this paper is to integrate strategies of information collection
and selling in a model where two data brokers compete. Two competing data
brokers collect and sell information on consumers’ willingness to pay for a prod-
uct. Data brokers sell information represented by a partition of the consumer
demand in segments of variable length. Data brokers can sell any information
partition, that is, any combination of consumer segments to only one firm or to
both competing firms. Data brokers endogenously choose the precision of their
information as well as which partition they sell to firms. They then compete to

sell information to firms.

2 This working paper is a previous version of Chapter 2 of the thesis. In this initial version,
information is sold through a take it or leave mechanism, in which case it is optimal for the
data broker to sell information to both firms.

3 Gu et al. (2018) look at information sharing between competing data brokers. They do not
however focus on the amount of information collected and sold by data brokers in equilibrium.
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We show that when competing data brokers are symmetric in terms of market
share, they collect less data than in monopoly, and they sell information on more
consumers than in monopoly. Thus, the goals of privacy laws and competition
laws are aligned since less data are collected and since information is sold on
more consumer competition increases on the market. However, when there is a
dominant data brokers in terms of market shares, as the size of the competitive
market increases only the dominant data broker sells information. Moreover, the
dominant data broker collects more information than in monopoly, and he sells
information on more consumers than in monopoly. Thus we find an inverted
U-shape relationship between competition and data collection: data collection
is minimized when competition is the strongest, it reaches an intermediate level
under monopoly, and is the highest when data brokers compete, and one data
broker is bigger than the other. Overall, consumer surplus always increases

when data brokers compete.

The remainder of this article is organized as follow. In Section 4.2 we describe
the model. We solve the game when two data brokers compete in Section 4.3.

We discuss consumer surplus in Section 4.4. Section 4.5 concludes.

4.2  Description of the model

There are three types of agents: a mass 1 of consumers, two firms noted 6 €
{1,2} competing on a product market, and two data brokers noted v € {1,2}.
Consumers are assumed to be uniformly distributed on a unit line [0, 1]. They
purchase one product from two competing firms that are located at the two
extremities of the line, 0 and 1. Without information firms set a single price
for their product. They can purchase information from data broker « who
collects data on consumer segments. An information partition segments the unit
line into k. identical intervals. We interpret k, as the amount of information
collected by data broker . Firms who purchase information can set a price on

each consumer segment.
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Consumers are divided into three sub-markets. On sub-markets 1 and 2 of
size my and mg, data brokers 1 and 2 are in monopoly positions; we therefore
implicitly assume that data-broker 1 [data broker 2] is the only one to have
information on consumers in sub-market 1 [sub-market 2]. However, on sub-
market 3 of size [, both data brokers 1 and 2 have information on consumers,
and compete to sell information to firms. We allow the model to handle several

cases such as my =0, mg =0, m; = mo, and [ > 0.

4.2.1 Consumers

Consumers are uniformly located on a unit line [0,1]. They buy one product
at a price p; from Firm 1 located at 0, or py from Firm 2 located at 1.* A
consumer located at « € [0, 1] derives a utility V' from purchasing the product.
He incurs a transportation cost ¢t > 0 so that buying from Firm 1 (resp. from
Firm 2), has a total cost tz (resp. t(1 — x)). Consumers purchase the product

for which they have the highest utility.

To summarize, a consumer located at = has a utility function defined by:

V — py — tz, if he buys from Firm 1,

V — ps — t(1 — x), if he buys from Firm 2.

4.2.2 Data brokers

Data brokers collects information on consumers that allows firms to distinguish
k consumer segments on the unit line. The data intermediary can decide to sell
all segments collected or only a subset of these segments. We will show that the

data intermediary never sells all available consumer segments.®

4 We assume that the market is covered. This assumption is common in the literature. See
for instance Bounie et al. (2018) or Montes et al. (2018).

5 Previous research has assumed that the data intermediary sells all available information
(Braulin and Valletti, 2016; Montes et al., 2018). We show that this assumption is not valid.
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4.2.2.1 Collecting information

Data broker v = 1,2 collects information of precision 1% on consumers, at a
y

cost c(k,). Data broker v collects a partition consisting of k, segments of size

7 which we refer to as the reference partition: P, ,cr. Figure 4.1 illustrates
N
Pryres-
Firm 1 Firm 2
| ] | | | ] | | | | | | | | ] | | | ] | | | ] | | ‘
T T T T T T T T T T T T T T T T T T T T T T T T ‘
Segment: 1 2 .. i k

Fig. 4.1: Reference partition P, s

We assume that the number of segments that data broker v collects on the
Hotelling line can always be written k., = 2%, with x an integer. This assumption
has the following implication: suppose that there are two partitions P and P’
with intervals of respective sizes % and % with &' < k. All elements of the
sigma field generated by P also belong to the sigma field generated by P’. In
other words there cannot be any intersections between the segments of both

partitions. This assumption greatly increases the tractability of the model.

Figure 4.2 illustrates the case with ¥’ =2 and xk = 3:

Firm 1 Firm 2

m\
[
N

Fig. 4.2: Information collection

Each data broker + is in a monopoly position in a sub-market of mass m., and

data brokers compete on a sub-market of size . We assume that the precision
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k. chosen by data broker v is identical on both sub-markets.®

Assumption 1:

For each data broker v, the reference partitions in sub-markets m. and [ are

identical.
Firm 1 Firm 2
0 1
My by ]
0 1
Lk

Fig. 4.3: Information collection of data broker y

Figure 4.3 shows information partitions on two sub-markets. On the top
part, data broker y is in monopoly position, and has an information partition
that divides the Hotelling line in £, segments of equal size. On the bottom
part, both data brokers compete for the sub-market of size [. Assumption 1
implies that data brokers collect the same amount of information on consumers,
independently from whether consumers belong to m, or to {. Moreover, even
if a data broker does not sell information on the competitive sub-market [, he

incurs a per-user cost c(k,) to collect information.

Data broker v has a total market share of 0, = m., 4+ 1. On its market share
0., data broker v segments consumer demand in k., intervals of size ﬁ at a cost

oc(k-), where k. characterizes the amount of information collected.”

4.2.2.2 Selling information partitions

Data brokers sell information partitions which do not necessarily include all

data collected. As a matter of fact, we will show that it is not optimal for data

6 This assumption is not essential to prove our main results since the crucial element of
the analysis is the fact that data brokers are differentiated. Our results would carry on with
different precisions on different sub-markets.

7 Function c is detailed in Appendix 4.6.
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brokers to sell all consumer segments.

As we have argued in the introduction, it is not optimal to sell all consumer
segments. On the one hand, more information allows firms to better target
consumers and price discriminate. They can extract more consumer surplus,
which increases their profits. On the other hand, more information means that
firms will fight more fiercely for consumers that they have identified as belonging
to their business segments. This increased competition lowers the profits of the
firms. Overall, there is an economic trade-off between surplus extraction and
increased competition. By only selling a subset of the intervals, data brokers

can soften competition on the product market.

An information partition consists of a partition of the unit line into n, <

k, segments of arbitrary sizes. These segments are constructed by unions of

1

elementary segments of size ;—, with k, the number segments in the reference
Y

partition.

Firm 1 Firm 2

Segment: 1 2 .. i

Fig. 4.4: Example of a partition of the unit line

For instance, data broker v can sell a partition starting with one segment of

size %, and another segment of size %, and so on, as illustrated in Figure 4.4.

4.2.2.3 Pricing information

Data broker v can sell information separately on m. and {. Data brokers thus
choose an information partition as well as the price of information on the two
sub-markets: m., [. Let inM (resp. (Pleﬁ) denote the information partition sold
by data broker v on m. (resp. on l) to Firm 6. On m., data broker v has the
choice to sell information to one firm only, or to both firms. We focus on the

case where data broker « sells information to both firms.
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Price of information in monopolistic markets

On m.,, data broker v can sell any partition f]’?nw to Firm 6. We note
f]’fn7 = 0 when Firm 6 does not acquire information. Each data broker knows
the information partition of its competitor, and adjusts its price and information

partition accordingly.

On m., data broker v sells information through a take it or leave it offer,
at the highest price that firms are willing to pay. This price, wy,_, corresponds
to the difference of the profits of a firm when it is informed 71'9(?217, (P;fi,k,y),
and its outside option, which is remaining uninformed whereas its competitor

is informed, (0, (P;g k).

The price of information can be written as:

wzu (g)fnw ) :Pr_n‘i ) k’y) = 7T9(:me, ) T;zgw k7> — (0, T;ﬁw kv)

Thus, the revenue of data broker + is:

Hmw (ip}n,ya :Pzna, ) k’y) = wvln,y (tpql'm, ) ?gn,ya k’y) + wfznﬂ, (:an'v ) ?in,ya k’y)

Price of information in the competitive market

Data brokers compete on sub-market [. Data broker v sells partition fPl‘gﬁ
to Firm 6. The price of information is defined by the difference of the profits
of Firm @ with this partition, 7 (P! P9 k), and its outside option, which is

Ly Yy
buying information fPle’_ﬂ{ from data broker —v, mg(P)__, P ¢

[ m,kz,y). We note

w;y the price of information on consumers where data brokers compete:

w) (PP ¢

L,y lﬁvk"/) = max{O, 71—9(??,77 T;—?a kv) - 7Te(iple,f'y ?79 k*’Y)}' (42)

> Sl
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The profit function of data broker ~ is:

Hl/)’(:Pll,’w j)l2,77 k’Y) = wll,'y(g)ll,'w :])12,7’ k’Y) + wl2,'y(g)l2,'y’ :Pll,'w k'y) (43)

4.2.3 Firms

Without information, firms only know that consumers are uniformly distributed
on the unit line. When a firm acquires an information partition P,, it knows
which interval of this partition a consumer belongs to. Firms simultaneously
set their prices on each segment of the unit line where they have information.
Firm @ sets prices in two stages.® First she sets prices on segments where she
shares consumer demand with its competitors. Then, on segments where she is a
monopolist, she sets a monopoly price. Each firm knows whether its competitor

is informed, and the partition P~¢.9

We denote by dy; the demand of Firm 6 on the ith segment. An informed

Firm 6 maximizes the following profit function with respect to pg1, .., Pon:

mo = dgipo; (4.4)
i=1
4.2.4 Timing

The timing of the game is the following:

e Stage 1: data broker 7y collects information k..

e Stage 2: data broker -y sets Tfm and ?fﬁ, and sells information at prices

Wy, and wy .

~

8 Making a sequential pricing decision avoids the non-existence of Nash equilibrium in pure
strategies, and is supported by managerial practices (see for instance, Fudenberg and Villas-
Boas (2006)).

9 This assumption is also standard in Braulin and Valletti (2016) and Montes et al. (2018).
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e Stage 3: firms set prices on the competitive segments.

e Stage 4: firms price discriminate consumers on the segments where they

have monopoly power.

We solve the game by backward induction on the competitive sub-market [

in Section 4.3.

4.3 Collecting and selling information

We analyze the strategies of data collection and information selling of data

brokers on monopoly sub-markets m; and ms, and on the competitive market

l. We solve the game by backward induction. We prove in Theorem 3 that the

optimal information partition sold by data broker « is composed of a partition
1

of j segments of size ;- closest to firms, and a unique segment of unidentified
Y

consumers on the rest of the line.

4.3.1 Stages 3 and 4: profits of the firms in equilibrium

When no information is sold, the profit of the firms is 7 = %

When both firms have information partitions 33?77, the profit of Firm 6 is:
0 p—0
770(931,7, ?z,wkv)
The equilibrium profits are detailed in Appendix 4.6.

4.3.2 Stage 2: Selling information

We analyze in this section the strategies of competing data brokers selling infor-
mation to competing firms. We first provide the optimal information structure
sold by data brokers. We then compare the equilibrium under competition with

the one when data brokers are monopolists.
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4.3.2.1 Selling information in monopoly

A monopolist data broker can sell any partition belonging to the sigma field
generated by P,.r, which is potentially a huge set as we have no upper bound
on k. We show that we can reduce the dimensionality of the problem to solve
for the profit functions of the data broker and of firms. Indeed, given the
equilibrium prices of Stage 3, the optimal information structure is a partition
that consists of elementary intervals of the reference partition up to the jth

segment, and then a last segment of unidentified consumers.

In the remaining of the paper, we assume that data brokers do not sell
segments that would allow firms to poach consumers. Assumption 2 is detailed
in Appendix 4.6. It allows us to avoid considering situations where information
that increases a lot competition between firms is sold. Such information is
clearly not profitable for the data broker, thus we rule them out to simplify the

resolution.

We describe the optimal information structure sold to firms by a monopolist

data broker in Theorem 2:

Theorem 2:
Under Assumption 2, on the sub-market m, a monopolist data broker sells

to Firm 1 (resp. Firm 2) a partition with two different types of segments:

a) There are ji (resp. ja) segments of size £ on [0, %] (on [1 — %’,1} for

Firm 2) where consumers are identified.

b) Consumers in the second segment of size 1 — 2t (resp. 1— 22 ) are uniden-

tified.

c) j1 = Jjo-

The proof is given in Bounie et al. (2018).
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Fig. 4.5: Optimal information structure in monopoly

Theorem 2 implies that a monopolist data broker sells to firms information
on consumers who have the highest valuation for their product. Consumers with

the lowest valuation are kept unidentified.

When a firm acquires information of the form {[0, %], [%, %], - [%, %], . [%, 1]},
it can set a different price p; 1 on each segment [%, %] We denote by dy; the
demand of Firm 6 on the ith segment. An informed Firm 6 maximizes the

following profit function with respect to pe1,..,pe;, and pe:

j
1
g = Z P -+ podyg. (4.5)
i=1

The problem of choosing the optimal structure of information by the data
broker is complex to solve, since it requires to compare firms’ profits for each
possible partition of the unit line. However, we have shown in Theorem 2 that
it can be simplified to the choice of one variable j. The expressions of the profit
functions depending on j are detailed in Appendix 4.6.

The optimal information structure in equilibrium on m is :

ji_J2_ 3 9

k- k11 22k

The price of information is

()fif1+i
Wm\F) =0 7 11k " 14k2
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The price of information constitutes the revenue of the data broker, which

will drive its information collection decision.

4.3.2.2 Selling information under competition

Data brokers can potentially sell any partition belonging to the sigma field
generated by Pr.r. We will show that the optimal partition is composed of
elementary intervals of the reference partition up to the jth segment, and then

a last segment of unidentified consumers.

We assume without loss of generality that ki > ko.

Proposition 6:

On sub-market [ where data brokers compete:

e Only data broker 1 sells information.

e Both firms acquire information.

Proof: see Appendix 4.6.

Proposition 6 states that in markets where data brokers compete, both firms
are informed in equilibrium. The rationale behind Proposition 6 is the follow-
ing. Firms acquire information from data broker 1 as it sells information with
the highest precision. Thus, any information partition that data broker 2 can
propose to firms, data broker 1 can offer too. As firms can acquire information
from only one data broker, they choose to buy information that allows them to
best extract consumer surplus, which is the one sold by data broker 1. Data
broker 1 necessarily sells information to both firms, as if he were selling infor-
mation to one firm only, data broker 2 would sell information to the uninformed

firm.

Data broker 1 sells to firms information partitions fPl171 and (Pl271 which max-

imize its profit. Information partitions and price in equilibrium must maximize
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the profit of the firms, so that firms do not prefer to buy partition (Pf,2 from

data broker 2:
(Pl Py ka) — w1 (PLy, Pry k) = mo(Plo, Py s ko) (4.6)
In equilibrium, the constraint is binding, and the price of information is:
w21(ﬂ)lg,1a fPf,fa k1) = WG(T?,D Tf,fa k1) — Wﬂ(??z’?ﬂe’ k2).

Thus, data broker 1 acts as a monopolist, constrained by a limit price, that

leaves its competitor out of the market.

We describe the optimal information partition sold to firms by data brokers

in Theorem 3:

Theorem 3:
On sub-market | where data brokers compete, data broker 1 sells to Firm 1

(resp. Firm 2) a partition with two different types of segments:

a) There are ji (resp. ja) segments of size % on [0, %11] (on [1 — %,1] for

Firm 2) where consumers are identified.

b) Consumers in the second segment of size 1 — 4+ (resp. 1— 42 ) are uniden-
k}l kl

tified.

c¢) Partitions sold to Firm 1 and Firm 2 are symmetric and j; = ja.

Proof: See Appendix 4.6.



106 4. Collecting and Selling Consumer Information: the Two Faces of Data Brokers

Fig. 4.6: Optimal information selling in duopoly

Theorem 3 implies that data brokers sell to firms information on consumers
who have the highest valuation for their product. Consumers with the lowest
valuation are kept unidentified. This optimal information partition is similar

10

to the one on sub-markets m, where data brokers are monopolists."” However,

more information will be sold in competition, as shown in Proposition 7.

Even though the problem of choosing the optimal partition by the data
broker is complex to solve, since it requires to compare the profits of the firms
for each possible partition of the unit line, we have shown in Theorem 3 that
it can be simplified to the choice of one variable j; ;. We give the optimal

information structure when data broker compete:

Proposition 7:

On sub-market | where data brokers compete:

e when ky > ko > 0 (without loss of generality)

— data broker 1 sells to both firms an information partition character-

ized by:

— data broker 1 sets a price w; (k1) increasing in k.

— data broker 2 does not sell information.

e when k1 = ky > 0, data brokers compete a la Bertrand and they sell at a

10 This information partition is given in Bounie et al. (2018).
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zero price, information characterized by:

11

Iy
ky 3 2k,

Proof: See Appendix 4.6.

Proposition 7 shows that the data broker who has more precise information
than its competitor (k1 > k2), will be the only one selling information, and the
data broker with the lowest information precision will not sell information on

the competitive market.

Proposition 7 also characterizes the number of consumer segments j that
data broker 1 sells to firms when it faces competition. Parameter j can be
interpreted as the strength of competition between firms. Indeed, competition
increases with the information available in the market as discussed by Thisse and
Vives (1988), Ulph and Vulkan (2000), and Stole (2007). In order to assess the
impact of competition between data brokers on competition on the downstream
market, we compare in the next section the value of j in equilibrium when data
brokers compete with its value when data brokers are monopolists.

Firms buy information from data brokers to price discriminate consumers
with precision k; on sub-markets m; and [,'' and with precision ks on sub-

market ms.

When a firm acquires information of the form {[0, %], [%, %], - [%, %], o [%, 1]},
it can set a different price p;4+1 on each segment [%, %] We denote by dy; the
demand of Firm 6 on the ith segment. An informed Firm 6 maximizes the

following profit function with respect to pg1,..,ps;, and py:

J
1
Tg = Z Doi + Pody. (4.7)

The expressions of the profits of the firms are detailed in Appendix 4.6.

11 by Assumption 1.
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4.3.2.3 Competing gatekeeper effect

We compare the selling strategies of data brokers when they are in a monopoly
position (sub-market m.,) or when they compete (sub-market {). To this aim,
we define the share of identified consumers, which indicates how much consumer

information a data broker sells.

Definition 3:
The share of identified consumers s(j, k) is given by:
s(g, k) = 2%.
When data brokers compete, there are two dimensions of competition to con-
sider. When they compete & la Bertrand (m; = mg, which implies k1 = k), they
make zero profit on sub-market [, and firms are indifferent between purchasing
from data broker 1 and data broker 2. We note sq(k1)'? (with k; = ko) the
share of identified consumers under Bertrand competition. When data brokers
are asymmetric in terms of market shares (m; > ms, which implies k1 > ks),
only data broker 1 sells information. We note s1(k1, k2) the share of identified

consumers sold by data broker 1.

In order to understand the effects of competition between data brokers on
the amount of consumer information that they sell to firms, we now define
Asg(k1) = so(k1)—s(k1) and Asy(kq, ko) = s1(k1, ka)—s(k1, k2), the incremental
shares of identified consumers due to competition respectively under Bertrand
and asymmetric competition. In each competitive set-up, they correspond to
the difference between the share of identified consumers under competition (on

the sub-market of size [) and the share of identified consumers under monopoly.

Lemma 1:

12 When there is no confusion, we drop subscript j, since j* only depends on k (s(k) =
s(3*, k).
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Asl(kl,kg) — ASo(kl)

k‘14)+k72

Proof: See Appendix 4.6.
Lemma 1 states that the market share under asymmetric competition converges
to the share under Bertrand competition as k; tends to ko. Thus we only need
to define the incremental share under asymmetric competition since Asg(kq) is

a limit case when ki = ks.

The share of identified consumers always increases with competition between

data brokers, as stated in Proposition 8.

Proposition 8:
The incremental share of consumers identified due to competition is always
positive:

ASl(k’h kg) Z 0

Proof: Immediate by substituting ]11711 and Zm

in As(kl, kz)

Proposition 8 shows that data brokers sell more consumer information to
firms when they compete. This is the competing-gatekeeper effect which in-
creases competition in the product market. Proposition 8 is a central result of
this paper, and is new in the literature. Previous models do not allow the data
broker to choose the amount of information that he sells to firms (it is usually
assumed that he will either sell all information or no information at-all). By
allowing data brokers to sell information strategically to firms, we prove that
competition between data brokers increases the amount of consumer information

on the market, which increases consumer surplus.

We have focused on the selling strategy of the data brokers with a given
precision k. We now consider the strategic choice of information precision by
data brokers, how this choice is impacted by competition between data brokers,
and how a change in information precision affects competition and consumer

surplus on the product market.
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4.3.3 Stage 1: Collecting information with competing data brokers

We characterize in this section the collecting strategies chosen by data brokers
in equilibrium. We then analyze how information collection is affected by the
intensity of competition between data brokers. In order to do so, we focus
on two dimensions of competition: the market shares of data brokers, and the
size of the market on which they compete. Then, we study how increasing the
intensity of competition between data brokers changes the amount of data that

they collect k..

4.3.3.1 Profits of the data brokers in equilibrium

The profits of the data brokers on the competitive sub-market [ can be written

[2w; (ky) — ¢(ky)]. The total profits of the data brokers can thus be written:

ILy (ky) = my 2w, (ky) — c(ky)] + 12w14 (ky) — c(ky)]. (4.8)

The first term of this equation corresponds to the profit of data broker « on
the monopolistic market. Information is sold at a price w,. (k), to both firms,
and thus payoff is 2wy, (k). Information collection costs c(k), which gives net
profits 2wy, (k) —c(k,). This value is weighted by the size of this monopolistic

sub-market m..

The second term corresponds to the profits of data broker v on the compet-
itive market, and is constructed similarly. w; (k) is the price of information

and [ the size of this market.

In equilibrium, the data broker with the highest m. sets the highest ..

If m1 > mo:

H1 = m1[2wm1 (kl) — C(kl)] + l[2w171(k1) — C(/ﬂl)]
(4.9)

Hg = M2 [2wmQ (]412) — C(kg)] - lC(kg)

If mi; = mq > 0:
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ILy = my 2w, (ky) — c(ky)] = le(ky).

By assumption, each data broker has a unique optimal k, which depends
on the structure of the market. We detail the property of £, in the following

section.

4.3.3.2 Rent-extraction effect

We now analyze whether competition between data brokers increases or de-
creases the amount of personal data that they collect. To do so, we need to
keep in mind that data broker v operates on two markets: sub-market m. and
sub-market [. Recall that the two sub-markets are related by Assumption 1
that states that a given data broker collects the same amount of information
on both m, and [.'* Thus, it is important to keep track of the relative size of
these two sub-markets. Moreover, by observing the primitive [, data protection
authorities can determine which scenarios on data collection are likely to oc-
cur. Proposition 9 analyzes how the amount of data collected by data brokers

changes with the size of sub-market [.

Proposition 9:
o If m; > mo: k7 > k3 and

— ki increases with [.

— k3 decreases with [.
o If miy =mo: k] = k5 and

— ki = k5 decrease with [.

Proof: See Appendix 4.6.

13 This is not a strong assumption, as our result would hold under weaker conditions on the
link between the two sub-markets.
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When data broker 1 has a bigger market share than data broker 2 (m; >
ms), he collects more data than its competitor, and in addition, the amount
of data collected increases with the size of the competitive sub-market [. This
is due to the fact that collecting information becomes more profitable for the
dominant data broker. This rent-extraction effect decreases consumer surplus.
It is worth noting that competition between data brokers leads to a snowballing
effect identified by Begenau et al. (2018): large firms have more market power
and collect more information while small firms collect less information. When
both data brokers have similar monopoly sub-markets (m; = mg), competition
between data brokers is symmetric, and they collect less personal data since

they make zero profit on [, regardless of the amount of data that they collect.

These results are related to the question, relatively new in the literature,
about how competition between firms affects the amount of data that they col-
lect. In particular, our results nuance the findings of the empirical study of
Kesler et al. (2017) that finds that competition between firms (apps) is nega-
tively correlated with the amount of consumer information that they collect on
Google Playstore. Indeed, there are two dimensions of competition to consider:
the difference in market shares between data brokers on the monopoly markets,
and the size of the competitive sub-market [. On the one hand, when m, = ms,
the intensity of competition is the strongest, which leads to a Bertrand out-
come. We have shown that, in that case, data brokers collect less information
because the marginal value of information is smaller. On the other hand, when
mq > me, only one data broker sells information, and collects more informa-
tion when the size of the competitive sub-market [ increases. This challenges
the results of Kesler et al. (2017) who only use the number of apps on Google

Playstore as a measure of competition.

To summarize, the intensity of competition can be captured by the difference
of market shares between data brokers (m; and ms), and by [, the size of the

market where data brokers compete. Both parameters need to be taken into
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account when assessing the effects of competition between data brokers on the

amount of data that they collect.

4.4 Consumer surplus

We consider in this section the effect of competition between data brokers on

consumer surplus. We focus on sub-market [ where data brokers compete.

Proposition 10:
On sub-market [ where data brokers compete, for ki -, kp., > 4, competition

between data brokers always increases consumer surplus.

Proof: see Appendix 4.6.

Competition between data brokers has two opposite effects on consumer sur-
plus. On the one hand, we have shown in Proposition 8 that when data brokers
compete, they sell information that allows firms to identify a larger share of
consumers. This is the competing-gatekeeper effect that increases consumer
surplus, due to more intense competition on the product market. Indeed, on
sub-market [ where data brokers compete, the last segment of consumers sold
to firms is located further away from the extremities than under monopoly. On
the other hand, as stated in Proposition 9, either data brokers are symmetric
in terms of market shares, and they collect less information when [ increases; or
data brokers are asymmetric in terms of market shares, and the amount of infor-
mation collected by data broker 1 increases with the size of [. The competing-
gatekeeper effect increases consumer surplus, while the rent-extraction effect
decreases consumer surplus. Overall, Proposition 10 shows that the competing-
gatekeeper effect always dominates the rent-extraction effect when considering
consumer surplus. Consumers on sub-market [ always benefit from competition

between data brokers.
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The effect of competition between data brokers on total consumer surplus is
ambiguous. Consumers benefit from competition on ! and on ms where infor-
mation precision is lowered by competition, but they suffer from additional rent
extraction on sub-market m; when data brokers are asymmetric. The effect
of competition between data brokers thus depends on the relative sizes of the

sub-markets.

4.5 Discussion

We summarize our three main results. First, we show in Proposition 8 that
competing data brokers sell more consumer information to firms than in their
monopoly market. Second, we also show that data broker 1 collects more per-
sonal data on the competitive sub-market compared to a situation in which
data broker 1 is in a monopoly position on I. Third, consumer surplus always

increases when data brokers compete.

The relation between the intensity of competition between data brokers and
how much consumer information they collect is more and more scrutinized by
protection agencies and competition authorities. On the one hand, recent legis-
lations such as the European GDPR impose a data minimization principle. Data
brokers are growing fast, collecting any type of information on huge masses of
consumers'*, understanding how competition between data brokers changes un-
der the GDPR is of crucial importance. Moreover, data breaches are becoming
more and more frequent, and it is important to know how much personal in-
formation data brokers collect. On the other hand, competition authorities are
more concerned by how much information is sold in the downstream market
since more information usually means more competition between firms. How-

ever, the European Commission has overlooked the role of consumer information

when assessing the effects of a merger between firms.!® Since the acquisition of

14 Data brokers: regulators try to rein in the ‘privacy deathstars’.
15 Data in Eu Merger Control.


https://www.ft.com/content/f1590694-fe68-11e8-aebf-99e208d3e521
https://www.competitionpolicyinternational.com/wp-content/uploads/2018/02/CPI-Cole.pdf
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Linkedin by Microsoft'%, practitioners have started to realize that merging data
sets can have different consequences than merging companies, and that data

brokers can affect the intensity of competition between downstream firms.'”

This paper has analyzed the effects of competition between data brokers on
how much data they collect and sell to downstream firms competing on the
product market (the two faces of data brokers). We have argued that these two
faces of data brokers are highly entangled. Thus, considering each dimension
of a data broker separately can be misleading . This supports the idea that
data protection authorities should closely work hand in hand with competition

authorities.

Finally, our paper demonstrates that it is essential to assess the market con-
ditions in which data brokers operate. When data brokers are symmetric in
terms of market shares, increasing the intensity of competition between them
has positive outcomes for consumers: data brokers collect less information and
the downstream market is more competitive. However, when there is an asym-
metry in market size between the two data brokers, only one data broker sells
information, and he collects and sells more data. Our results call again for a

better integration between data protection agencies and competition authorities.

4.6 Appendix

Firms’ profits

We assume without loss of generality that k1 > k. By definition, Firms’ profits

are:

16 Microsoft officially closes its $26.2B acquisition of Linkeln.
17 Facebook Used People’s Data to Favor Certain Partners and Punish Rivals, Documents
Show.


https://techcrunch.com/2016/12/08/microsoft-officially-closes-its-26-2b-acquisition-of-linkedin/?guccounter=1
https://www.nytimes.com/2018/12/05/technology/facebook-documents-uk-parliament.html
https://www.nytimes.com/2018/12/05/technology/facebook-documents-uk-parliament.html
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2 = (g1 k) = wh, (37,52, k)l
from acquiring information from DB 1 on m;
+Hm(55, 5" ke) = wh, (32,33 a)lma

from acquiring information from DB 2 ma

(4.10)
+[7T(j19717j;10> ki) — wi1(j19,17j119a k1))l

from acquiring information from DB 1 on [

+(1=my—me— )

on consumers who remain hidden

Where 1) and 2) are the profits of firms when they acquire information from
respectively data broker 1 and 2, on sub-markets where they are monopolists.
3) corresponds to firms profit on sub-market [ where data brokers compete. On

4) firms do not acquire information and compete in the classical Hotelling way.

In the limit case where k, = oo, firms perfectly recognize consumers on
whom they have information on m. and ! and price discriminate them at the

first degree.

Properties of the cost function

The cost function is defined such that:

(2w, () —c(
k2

a[zwm-y (ky)—c(ky)]
Ok

B <0 and 3 K s =0

Pl <0 and 3 k7 st Awaflocbll g

I kst G =0 and I (k%) >0

c(0)=0

This technical hypothesis is common in the literature. It allows profits to

be maximized in a unique point, which is usually true for linear cost functions.
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No consumer poaching condition

Assumption 2:  (No consumer poaching condition)

When data broker «y sells a partition P = {[0, 2], .., [ B [327;1’ 1]}

Fy 7 ky
X s s” ’, 4 .
to Firm 1 and P = {]0, %], ol };:1,%], . [%, 1]} to Firm 2, the segments
’ !
verify: 282:1 - ;—; <1iand 2% - ;:' <ifori=0,.,n—-2,i=0,.n -2
Notations

We introduce further notations. We denote 8, the set comprising the %k, — 1

endpoints of the segments of size 1%: 8y = {ki7 - k,i, - %} Consider the
Y Y Y Y

mapping, i.e., a bijection, that associates to any subset { %, .., 7%, .., S’;c"l} €8,
Y Y Y

a partition {[0, %],[%,z—j],..,[sz;l,l]}, where s1 < .. < §; < .. < Sp_1 are

-
integers lower than k,. We write P, as the target set of the mapping: M :

8, — IP; this set comprises all possible partitions of the unit line generated by

segments of size ki Thus, P, is the sigma-field generated by the elementary
segments of size 1% In particular, P, ..y and [0,1] are included in P.,.
Y
A firm having information of the form {[0, 2], [&, 2], .., [%=*, 1]} will be

able to identify whether consumers belong to one of the segments of the set and
charge them a corresponding price. Namely, the firm will charge consumers on

[0, ,‘:—i] price p1, consumers on [27, %] price p; 11, and so forth for each segment.

We allow data brokers to sell a partition different from P ,..¢. In fact, it can
sell any information partition belonging to IP,. However, we rule out information
partitions that generate uncertainty over the location of the elementary segment
of size é to which a consumer belongs. As an illustration, suppose that k, =8
so that the finest partition consists of 8 segments of size %. Suppose also that
data broker ~ sells a partition consisting of 3 segments in the following way.
The first element of the partition includes segments 1 and 3 which have a size of
1

5 and that are located at the extremities of the unit line. The second element

of the partition is segment 2 of size g, located in the middle of the line. The

18 We note by convention that s{) =350 =0.
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information partition is therefore the partition {{1,3},2}. Segments 1 and 3

are not connected and are therefore excluded from our analysis.

Mathematical Appendix

Firms’ profits
e Segments A, where Firm 1 is in constrained monopoly;

e Segments B, where Firms 1 and 2 compete.

We can write profits of Firm 1 as the sum of two terms. The first term
represents the profits on segments of type A where prices are denoted by pj;.
The second term represents the profits on segments of type B, where prices are
denoted by pi;.

Without loss of generality, we rewrite the notation of type A and B segments.

B, are located at 3 and are of size %.19 There are n € N segments of type A, of
size 7. On each of these segments, the demand is +-. There are n’ € N segments
of type B. We find the demand for Firm 1 on these segments using the location
of the indifferent consumer:

Si _P2—Putl i

di=o-3= 2t k

We can rewrite the profits as:

th +Z u P11+t Z]

Profits of Firm 2 are generated on segments of type B, where the demand
for Firm 2 is
si+1li i—p2—t  sitl;
P1i — D2 +

b= =Ty, K

19 With u; and s; integers below k. See Section 4.2.2.2.
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Profits of Firm 2 can be written therefore as

= v i—p2—t  sitl
o (®) =3 po 2 27;2 + = (4.11)
i=1

Firm 1 maximizes profits 71 (P) with respect to p1; and pj,;, and Firm 2
maximizes 7o (P) with respect to pe, both profits are strictly concave.

Equilibrium prices are:

Uit
Phi=t+p2— 2?
- P2 +1 Sit o t 2t s S ll Sit
b= P eyt (4.12)

i=1

__f+ﬁnl[ﬁ+ﬁ}
PP s &k Tk

Proof of Proposition 6

We assume that ki > ky. We show that in equilibrium data broker 1 sells
information to both firms. Firms can either buy no information, or information
from one of the data brokers. The information acquisition game can be described

by the Nash table:

Firm 1
NI Ipp1 Ipp2
NI | @ty | (efem ) | (e ad

Firm 2 | Ipg (71'{\”, ﬂ_gDBl) (,/T{DBI , ﬂ_gDBl) (ﬂ.{DB2’ 71_£D31)

Ipgo (W{VI, W;DBQ) (ﬂ.{DBl , W;DBZ) (,H.{DB2’ ﬂ_gDBZ)

Both firms are eventually informed. Assume the opposite. Then, only one
firm acquires information from one data broker. Then the other data broker
makes zero profit. It is thus profitable for him to sell information to the unin-

formed firm.
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In this situation, both data broker have interest to propose information to
both firms. Firms acquire information from the data broker who maximizes
their profits. Necessarily, firms acquire information from data broker 1 since

any partition that data broker 2 can propose, data broker 1 can propose too.

Proof of Theorem 3

We prove that the partition described in Theorem 3 is optimal for data brokers

on sub-market [, where they compete. For each firm, the partition divides the

unit line into two segments. The first segment identifies the closest consumers
1

to a firm and is partitioned in j; - segments of size ;-. The second segment is
v

of size 1 — J]i—” and leaves unidentified the other consumers.
vy
Without loss of generality, we take here ky > ko

Three types of segments are defined:
e Segments A, where Firm 6 is in constrained monopoly;
e Segment B, where firms 1 and 2 compete;

e Segments C, where Firm 6 gets no demand.

We use Assumption 2 to show that the unit line is composed of one type B
segment where firms compete, located at the middle of the line, and segments

where firms are monopolists, located close to them.

On [ where data brokers compete, data broker 1 sells to firm # an information
partition P¢ at the highest price that firms are ready to pay, which corresponds
now to the difference of profits firms make between the situation where they
buy information, and their outside option, which is buying information from

data broker 2:

wl, (P4, P70 k1) = mo(PY, PT0 k1) — o (PG, P10, ka).
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Data broker 2 (without loss of generality), with the lowest precision of in-
formation will propose an information partition that maximizes the profits of

each firm.

My (P4, k) = mang’T;e{ﬂg(‘Pg, P50 ko). (4.13)

Firm 6 buys a partition composed of segments of type A and one segment
of type B, as it is given by Assumption 2. We show that a partition in which

type A segments are of size ﬁ maximizes we(Tg, P 0, k).

A partition which maximizes my(P, k) is necessarily composed of type A

segments of size ki
vy

We analyze segments of type A where Firm 1 is in constrained

monopoly, and we show that reducing the size of segments to ki 18
Y

optimal.

Consider any segment [é, i,jwh] with h, ¢ integers verifying ¢ + h < k, and

h > 2, such that Firm 1 is in constrained monopoly on this segment. We show
that selling a finer partition of this segment increases the profits of Firm 1. To

prove this claim, we establish that Firm 1 profits is higher with a finer partition

P’ with two segments : [;-, %] and [%, i,;:h
h

| than with a coarser partition P

.
with one segment [, LEE].
y Y

A I],A I A
_____ [ [ T \ [
i i+l i i+1 i+l
Partition P Partition P’

Fig. 4.7: Step 1: segments of type A
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Figure 4.7 shows on the left panel a partition with a coarse segment of type
A, and on the right, finer segments of type A. We compare profits in both

situations and show that the finer segmentation is more profitable for Firm 1.

We write 7{!(P) and {14 () the profits of Firm 1 on [, £E2] for respectively
v Y

partitions P and P’.

First, profits with the coarser partition is: 7 (P) = p;d; = pu‘kL~ The
Yy

demand is ﬁ as Firm 1 gets all consumers by assumption; py; is such that the

indifferent consumer z is located at ’g—h
Yy

p2 —p1i +1t i+ h i+ h
= - P = t—2t ,
ot ke P1i = p2+t i

V—te—py; =V—-t(l-2)—ps = x=

with py the price charged by (uninformed) Firm 2. This price is only affected
by strategic interactions on the segments where firms compete, and therefore

does not depend on the pricing strategy of Firm 1 on type A segments.

We write the profit function for any ps, replacing p1; and dy:

(@) = Tt 4y - 2RED

k. k, )

Secondly, using a similar argument, we show that the profit on [i,7+ h] with

partition P’ is:

2(1+12)t h—1 2(h + i)t
( ))—|— k (t+p2—7(k )
2! v

)

1
TAP) = (4 —
Y 8l

Comparing P and P’ shows that the Firm 1 with the finer partition increases
by 2t (h — 1), which establishes the claim.
v
By repeating the previous argument, it is easy to show that the data broker
h 1

will sell a partition of size ;- with h segments of equal size ;-.
Y Y

Assumption 2 implies that, even when only one firm is informed, the unit
line is divided in type A and one type B segments. It is immediate to show

that the profit of the uninformed firm does not depend on the fineness of type
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A segments. As a result, IL, (P, k) is maximized when segments of type A are

o1
of size font

We deduce that the optimal partition for both data brokers is composed of
two segments, sold to each firm. For Firm 1, the first segment is partitioned in

J segments of size ki, and is located at [0, ki] The second segment is of size
vy Y
1-— %, located at [kjﬁv 1] and is composed of unidentified consumers. For Firm

2, the first segment is partitioned in ;' segments of size ki, and is located at
Y

[1 — &,1]. The second segment is of size 1 — g—', located at [0,1 — Ig—l] and is
v Y il

composed of unidentified consumers.

The profit of Firm 6 with information jfi when its competitor is informed

with j;e is:

00y = L TEP 2GR0 agitt 203t 25 gt
0\J~ysJy 5 Ry 2 9 k’Q)’ 9 k?{ 9 k% 3 ]{j,Y 3 k’Y k?y .

Firms’ profits with the optimal information partition

When the data broker sells the optimal information partition, firms profits are:

J1 . . . . . . .
. 2t i 151 27 1 25 1y 250 475
m [ k 3k 3k;] (2 3k 3/4;)[ ]

k
Tirt 245t Agujat 241t 2ot gt
9

3k 3k

k 9k 9 k2 3k 3 k k2

k k 3k 3k 2 3k 3k
Tzt | 2jft  dgijat | 24t 251t jot
9

3k 3k

J2 . . . . . . .
. 2t i lj2 27 1 25 15 251 43
> ]+ ( )t — ]

k 9k 9 k2 3k 3k k2

The proof is given in Bounie et al. (2018).
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Proof of Proposition 7

Optimal information partition

Data broker 1 maximizes the sum of the difference 71 (j;' 1, 471 ) =71 (5} 2, 571 )+
7r2(jl271,jl171) — 7r2(jl272,jl171) with respect with jzl,1 and jz2,1~ Data broker 2 maxi-
mizes firms profits Wl(jl{2,jﬁl) and 7r2(j12’2,j1171).

Thus data broker 1 maximizes

7T1(j11,17j12,1) - 7T1(jll,2aj12,1) + 7T2(j12,1»j11,1) - Wz(jz2,27ji1) =
(Thak1(j75)? + (dkojly — 6ky + 9 k1j7y + Thok1 (jl5)? + (4kaj?y — 6k + 9)kj],)t
9koky
+ ((_7k2(j12,1)2 + (6k2 - 8k2jll,1)jl2,1 - 7k2(jll,1)2 + 6k2jll,1)k1 - 9k2j12,1 - 9k2j11,1)t
9koky

(4.14)
with respect with jll71 and j12,1~

And data broker 2 maximizes

k2 9 k2 9 k2 3k 3k k2

0 ot TG 20 4dlagitt 2400t 20 t st
7T6(Jl,27jl,1):§—§ = - = -

with respect with j', and j7,.

FOC on j},, j?,, ji, and j?, give respectively in equilibrium:
s g2« 1 1 7
Jii =1 =37 9k 18k
Qe g2 1 11 1
Jig=Ji2 =3 18k T oy

Price of information

We substitute the values of ji'i, 571 and j'5 in w1 (51, 571) — m1(3l 90 97 1)-

The price of information is
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wl(kg) = 0
wy (k1) = [Wl(jll,laj12,1) - 7Tl(jll,zajlzg)} (4.15)
((12kg — 11)k? + (4kg — 12k3) k1 + Tk3)t

36k2k2

which clearly increases in k;.

Proof of Prop 9

The data broker collects more information when selling information to both

firms

Data brokers collect more information when sell it to both firms than when they

sell it to one firm only.

When selling information to both competitors, a data broker has revenue

2t 6t 9t

w,, (k) = — — >t 4 2
wm, (ky) = 77~ 115 + 2052

8wmw(k7): 6t 9
ok, k2 11k

and

O*wy,., (ky) _o2mt 1t <0
k2 11k 113 —

for k € [, 00]

When selling information to one firms only, data broker has revenue

t 3t 9t
k) == — o
wik) =7~ 7%, * 202
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ow(ky) 3t ot

Ok, — TkZ  14k3

Comparing both derivatives we have

O, () _ Du(k,)

2ok, ok,

for k€ [3,00]
Costs are increasing in k.

Take k*s.t.%ﬁ”)\;ﬁ:k; = %k])hw:k:’ that is, the optimal k., when infor-
mation is sold to one firm.

Plugging £* into aw%(k”), we have

awmw (k’)’) ac(k’Y)

2 —pr > o
k., Iy =r k., =

Since costs are assumed to be convex and we have proved that revenues are

concave, it is immediate that k* such that

verifies

k> k*
Considering information selling to both firms, for any j:

45t 225%t 24t
2w, (ky) = v _s4t At

Owm, (ky,J) — 4jt | 445%t  4jt
Ok, 3k 9k3 k3




4.6. Appendix 127

Pwm, (ky,5) 8t 44j* 125t

akg Ski’; 3k§ k4
Take
. Owm, (kj'y) ac(k )
kr t. ————— g = il .
7(3) ok, |kn,_kw ok, |k7_k7

that is, the optimal k, when information is sold until j.

Consider j' > j, then we have

awm'\/ (k'wj/) awmn, (k'y7j)
" |k =k > |k, =kx
ok, 3 ok, 3

Again, since costs are assumed to be weakly convex and we have proved that

revenues are concave, it is immediate that k* such that

O

verifies

k* > k*

Information collection increases with competition

Costs are assumed to be such that [2wy,, (k1) — c(k1)] and [2w; (k1) — ¢(k1)] have

interior solutions.

We prove now that the optimal collection of information ki is lower for

[2w, (k1) — c(k1)] than for [2w; (k1) — c(kq1)].

For k1 > ko, we have

((12ky — 11)k? + (4ky — 12Kk2)ky + Th2)t

wl(k‘1) =
36k2k2

28wl(k1) _ ((le — 2)]€2 — 7k1)t
Ok 93y
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o 6t 9t
Ry, (k) = o — o
W (k) = 33 = 35 5o

and

yOwm (k1) _ 6t 9t _ dw(ki) _ ((6k1 —2)ks = Thy)t
Oky  11k?  11k3 = 0Oky 93 ko

Consider £* such that

26wl(k1)| ~ ((6k* —2)ky — TE*)t 8c(k1)|
Ok, =M T k"3 ky Tk MM
Since
OPwp,, (k) 27t 12t
k2 1k 11K3 =
for k € [2, 00[

revenues are concave, and necessarily, £* such that

8wm1 (k‘l) o 8C(k‘1)
0k Ok

verifies k* < k*.

Thus information collection is higher on markets where data brokers com-

pete.

We show now that the higher the competition between data brokers, the
higher the information collection by data broker 1 in equilibrium kj. Costs are
assumed to be such that [2w,,, (k1) —c(k1)] and [2w; (k1) —c(k1)] are respectively

maximized for k; < k:l.
It is immediate to see that ky > ki > k1.

Thus, since [2wy,, (k1) — ¢(k1)] and [2w; (k1) — (k)] are strictly concave, we

can conclude that [2wy,, (k) — c(k})) < 0 and [2w;(kT) — c(kF)] > 0.
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In order to show that ki increases with mil, we consider [; and [y such that

b > b and kf, and kf, such that:
mlvl m1,2 9 ’

A(m11[2wm, (k1) — c(k1)] + L [2wi (k1) — c(k1)])

ok (k1 =4ki ) =0
O(ma [2wm, (k1) — C(klﬁ + bf2wk) k)] e (4.16)
(“)kl ( 1= 1,2) -

Assume that k7 ; < k7 .

By concavity we have [2w; (kT ;) — c(ki 1)]" > [2wi(k] o) — c(k7 )], and since

L > b .
mi,1 T M2

ll 12
2 k* _ k* I e 2 k* _ k* /
m11[ wy (kY 1) — c(ki )] > m [2wi (k] o) — c(k7 2)]

) )

A similar reasoning gives us:

2w, (k1,1) = e(k7 1)) > [2wm, (K] 2) — (kT )]’
which is contradictory with the fact that ki, and kj, maximize I, =
ma 2w, (k1) — c(ky)] + 12w (k1) — e(k)]-

Thus, ki ; > k7 5. Information collection by data broker 1 increases with the

intensity of competition.

We show now that the higher the intensity of competition between data

brokers, the less data broker 2 collects information.

The profits of data broker 2 are
H2 = m2[2wm2 (k‘g) — C(k?g)] - lC(k’Q)

In equilibrium, k3 verifies
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* * l
2wy, (k3) = (k3)[1 + mig]

By strict concavity of w,,, and convexity of ¢, it is immediate to see that ks

decreases with - .
ma2

Proof of Lemma 1

In order to prove the convergence of the incremental share of identified con-
sumers due to asymmetric competition to its value under symmetric competi-

tion, we explicit the numerical expression of both values:

11 3 9
_§_2T<:1_[ﬁ_22k1]
2 1
"33 11k

_1_ 17 3 9,
3 Oky  18k; ‘11 22k
2 1 7 9

Subtracting both terms we have:

1 1 7 9
_ 1
9k 9k
— 0
k?1*>+k:2

Proof of Proposition 10

Th optimal information partition in monopoly and equilibrium are respectively

Jmi _ 3 9
kr 11 22k

e _
and T
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We compare the gain of consumer surplus in both cases, with information

precision noted k., and k; ., for respectively monopoly and competition:

 36k2, t + 24Ky, t — 11Tt

Jma
ACSG ) 484K2

km

1

ACS(jl*’l - (36K}, — 24k 0 + 4k} | + (24K7 5 — 8k12)kiy — TTh o)t
kil 324k7 k7,
and
ACS(ELy — Acs(Im) =
kl,l kml

((1440k7 , — 2904ky 5 + 484)k7 | + (2904k7 5 — 968Ky 2)ki 1 — 9317k} ,)k?, ¢
39204k7 k2 k2,
(1944K7 o k7 1k, + 94TTET o k7 1 )1
39204k7 k7 k2,

(4.17)

Which is always positive for

113729k, ok, (144K7 ) — 264k, 5 + 44)k2, — 168k ki, + 819k7,)1/2
(1440k7, — 2904k; o + 484)k2, — 1944k} oKy, + 94TTET,
(484k; 5 — 1452k7 5 ) k2,
(1440k7, — 2904k; 2 + 484)k2, — 1944k7 ok, + 94TTEF,

ki >

+
(4.18)

Indeed, equation 4.17 is oriented upward in k; ;. This can be proven since
the factor of k7, in this equation is (1440k7, —2904k; 2 +484) k2, —1944k7  kn, +

9477kﬁ2. It is easy to show that this value is always positive for ;2 > 2.

‘We show now that
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113729k ok, (144K7 ) — 264k, 5 + 44)k2, — 168k7 ki, + 819k7,)1/2
(1440k7, — 2964/@,2 + 484)k2, — 1944k2 ki, + 94TTE7,
(484k; 5 — 1452k7 k2,
(1440k7 ) — 2904ky 5 + 484)k2, — 1944k7 )k, + 94TTh7,

_|_

(4.19)

<4

and thus that for k;, > 4, consumer surplus increases with competition

between data brokers.

113720k ok, (144K7 ) — 264k 5 + 44)k2, | — 1687 ok, + 819k75)"/ 2484k 5 — 1452K7,) k2,

<4(1440k7 5 — 2904k; 5 4 484) k7, — 1944k} ki, + 9477k},
(4.20)
for ky,, > 4 and k,,, > 4.

Thus, for k;; > 4, consumer surplus increases with competition between

data brokers.



Conclusion

Consumer information has become a key strategic asset in most industries, shap-
ing markets and societies. Yet, markets for information are characterized by a
perplexing murkiness. Consumers and regulators thus face a spectacular lack of
control over the collection and selling of consumer information. Data brokers
stand out as the cornerstone of the emerging market for consumer informa-
tion. They are now able to collect information on most consumers with a very
high precision. Data brokers then use this information as information gatekeep-
ers: they can shape competition on product markets by selling information on
specific consumer segments to firms. We have shown that data brokers adopt
competition-softening strategies that reduce consumer surplus. Thus, there is
an urge for data protection agencies and competition authorities to adapt their

regulatory practices to the new challenges raised by data brokers.

We have analyzed in this thesis how regulators can use the mechanisms
through which information is sold to firms to limit consumer data collection
and to increase consumer surplus. We argue that the choice of the mechanism
through which information is sold to a firm is a simple yet powerful regulatory
tool that should be further explored. Indeed, we show that selling information
through a take it or leave it mechanism maximizes consumer welfare and min-
imizes the collection of consumer information. This mechanism fits with the
objectives of competition authorities and of data protection agencies. However,
data brokers never choose this selling mechanism as it minimizes their profits,

and prefer to sell information by auction or sequential bargaining mechanisms.
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Data brokers thus choose mechanisms that are harmful for consumers, as they
lower their surplus, and intensify consumer data collection. Our results suggest
that regulators should enforce that consumer information is sold through a take
it or leave it selling, as it is optimal for consumers, but it is never adopted by

data brokers.

Secondly, we focus on competition between data brokers. We show that the
market structure influences the selling strategies of data brokers. Data brokers
always sell more consumer segments when they compete than in a monopoly.
The amount of consumer data that a data broker collects follows an inverted
U-shape relation with the intensity of competition. On the one hand, when
the data brokerage industry exhibits a firm dominant in terms of market share,
we show that competition between data brokers is positively correlated with
the amount of information that they collect. Data brokers collect and sell more
consumer information in this case than in monopoly, which goes against the aims
of a data protection authority. On the other hand, competition between data
brokers increases competition on the product market, which benefits consumers,
and is in line with the objectives of a competition authority. Thus, both agencies
defend opposite views on the degree of competition needed in the data brokerage
industry. Our results call for more integration between both data protection
agencies and competition authorities, as competition and data are entangled

and cannot be considered independently from each other.

Several questions should be further explored, in line with our conclusions.
First, empirical tests of our results are welcome. How does the activity of data
brokers affect competition on product markets? How does this relation changes
when data broker compete more or less fiercely? Koski et al. (2018) gives in-
teresting insights in this direction. Secondly, further research should explore
practices of information sharing between data brokers. Sharing information al-
lows data brokers to increase the precision of their data bases exponentially,

which could strongly reduce consumer welfare. Thirdly, it is essential to under-
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stand the strategies of data brokers regarding on which consumer they collect
information, which relates to their strategies of market expansion. Finally, the
link between consumer information and innovation should be more than ever
under the scope of scholars: do data brokers fuel or prevent innovation? Does
consumer information represent a barrier to entry, and thus a threat for inno-

vation? Both theoretical and empirical studies are welcome on this topic.
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